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PREFACE

Telemedicine can be defined as the extensive depiction of
providing medical and healthcare services by using telecommu-
nications structures. Information Technology (IT) which covers
controlling, interactive media, pattern recognition, knowledge
management, image and signal processing: have empowered an
extensive array of telemedicine applications to be supported.
The joined consequence of the expansion of the global popula-
tion and maturing populace in most advanced countries offers
ascent to an increasing interest on the public health system. The
effect on public health systems in various nations were further
empowered by a change in the lifestyle and environmental con-
tamination which further increases the demand for health sys-
tems. This is obvious from the pattern of perpetual ailments and
complication arising from obesity-related conditions which at-
tack youthful individuals over the previous decade. Currently,
the financial prosperity which blesses the present generation is a
result of the diligent work done by our fore fathers and the ra-
pacious exploitation of the natural resources that will eventually
cause various issues to the upcoming generation. Therefore, we
should seize the responsibility of caring for the elderly who tire-
lessly sacrificed their time for the betterment of the current gen-
eration. Nevertheless, we are attempting to upgrade medicinal
technology to enhance our well-being, and to furnish a support-
able healthcare system for the upcoming era. Telemedicine is
poised as a means of fulfilling our obligations to the adolescents
and the elderly. There is significant awareness among the gov-
ernment authorities, healthcare service suppliers, the scholarly
world, medical technology and supply industries, to upgrade the

xiii



quality of medical services thereby significantly improving the
patient’s medical experience in terms of time and cost. The fea-
sible use of telemedicine and associated technologies can help
with although not constrained to:-

aiding more range of services

providing services to more people in many areas
making healthcare more affordable to the senior citizen
and the poor

enhancing healthcare for all ages

on-scene treatment for medicinal experts on the move
offering preventive care notwithstanding emergency
services

monitoring remote rehabilitation care

caring for a chronic illness and recovery

sorting out service reliability and eradicating human er-
rors

protecting patients' data and medical history

YV VV

YV YVV VVY

In order to cope with the developing pattern of telemedicine ar-
rangement in both rural and urban areas nationwide, this re-
search will discuss diverse technologies and requisitions
regarding telemedicine and the difficulties confronted. Besides,
it will also take into account how the different signs of a human
body are caught and then processes so that they could be gener-
ally utilized for providing therapy and health monitoring. Me-
dicinal science has the tendency to administer cures according
to symptoms. In addition, investigate procedures will be carried
out to show how advancements in telemedicine can optimise
general health by looking into its fundamental root causes.
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BOOK OVERVIEW

Chapter 1 acts as an introduction to this research. This chapter
will deliver a comprehensive explanation of what are telemedi-
cine and its major role in delivering quality healthcare in vari-
ous medical practicing sectors supported by telemedicine
technologies. Fundamental ideas in diverse sectors will be dis-
cussed briefly yet comprehensive and will be further explained
thoroughly throughout the research. The existing legal and regu-
latory restrictions made by related authorities of a country and
currently available technology which will affect individual ap-
plications will also be dealt with. An in depth understanding on
the relationship between medical and IT professional through
technological development should be understood by the readers.
IT and telemedicine not only complement each other for a better
development but also enhancement of the health and medical
services enjoyed by the general public.

Chapter 2 is more towards technical context on what telecom-
munication technology is, and how it can be implemented, aim-
ing for a better healthcare. Rest assured that the engineering and
mathematical detail will not be further explain in depth as the
main objective of this research is to relate current technologies
to medical and healthcare applications. Nevertheless, sufficient
description will be given in explaining the fundamentals of
communications technology for healthcare. Various alternatives
that are currently available and the process of determining the
suitable network for a specific telemedicine application will be
presented. Examples will be provided to show the application of
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technology. Factors affecting the wireless communication sys-
tem, for example the unpleasant outdoor environment, will also
be evaluated. Basic restriction of technology will be analyses to
discuss on what is allowed and what is prohibited.

Chapter 3 will first discuss on the advancement of technology
for emergency rescue in accomplishing lifesaving. The writer
will then focus on remote patient monitoring by utilizing wire-
less communication system as this is a crucial implementation
in aiding the elderly and rural areas. Similar technology can also
be utilized in rehabilitation as it enables patients to be properly
monitored and recover from the comfort of their home after
they are discharged. Diverse topics on the body network will
also be discussed, including the body sensors, the types of
wearable monitoring devices, difficulties that are will be faced
and the data communication between devices.

Chapter 4

This will be a discussion on the theory of effective portrayal of
numerous medical information with binary bits. The writer will
first look into the different alternatives in collecting information
from patients as different capturing devices will be utilized by
different application. For instance, it would require a different
kind of equipment to measure a person’s electrocardiograph
(ECG) and heart rate. Lastly, the required precautions for medi-
cal data transmission and storage will be analyzed and this leads
to the storage applications namely: electronic pharmacy and
electronic patient records.

Chapter 5

Matters involving system deployment are considered when
working on the development of wireless telemedicine system. A

Xvi



number of possible alternatives will be analyzed and significant
of assuring reliability and quality is something of utmost im-
portance in the critical mission of life saving. The research will
be concluded with an abstract of the distinct variety of wireless
networks that is compatible with a diversity of telemedicine ap-
plications, and with the development of industrial standards
which will affect the development of telemedicine systems and
the services that are related over the next few years. The ad-
vancement of telemedicine system has developed extensively
over the past few years as a result of the progress in information
technologies. As such there are various publications on telemed-
icine and related technologies.

Xvii
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CHAPTER 1
INTRODUCTION

1.1 Healthcare Professionals and Information Technology

The history of telemedicine can be traced down since a century
ago, during the time of the invention of the telephone. Physi-
cians would give out medical advice through the telephone. As
the name ‘telemedicine’ itself can be easily understood as using
telecommunications in rendering supportive medical service.
According to the ancient Greek, the word ‘tele’ means distance;
hence directly translating the term telemedicine is delivering
medical assistance from a distance. In medical application, tele-
communication is transmitting medical information to a receiv-
er. It could be as simple as a doctor being consulted on a
complex data received from a human body. According to Circa
(1924) the earliest documentation of the usage of telecommuni-
cation in medicine was known as ‘The Radio Doctor’, reported
by Radio News magazine. Even though the application of in-
formation technology in healthcare has been used since then,
the first formal scientific literature on the subject was reported
by (Moore 1975), (Grigsby et al 1998), (Harrison et al 1996).
The evolution of information technology has result in the sup-
port of diverse healthcare services. As an analogy to how vast
the support system is can be seen if one is to count every single
type of support service that is offered as it would result in vol-
umes of books containing thousands of pages.



This research aims to cover in depth the subject, the utilization
of wireless communication and other related technologies in
medical services, the limitations and challenges faced from uti-
lizing current technology in healthcare information systems.
The paper will first focus on the function of simple wireless
communication network and the components of telemedicine
system. A few examples on primitive systems that are compati-
ble with healthcare services will be discussed and then gradual-
ly more sophisticated system will be dealt with in detail. This
chapter aims to provide a general summary on the assistance
provided by information technology in the healthcare sector
without indulging in the technical aspect of it. The concept of
‘information technology’ is usually related to computer science.
Basically, information technology is widely understood as a
merge of telecommunications and computing and hence the ac-
ronym ICT (Information and Communication Technology), also
called as infocomm. All these are explanations to the applica-
tion of technology in broadcasting information among entities
through a secure and reliable method. In our daily lives, Infor-
mation Technology (IT) has influence many areas for instance
manufacturing, transportation, banking etc. and the list seem to
be infinite. Since IT supports and is applied in our daily basis, it
is easy to understand its application in supporting health and
medicine too. Since the IT and the ‘dot-com bubble burst’ hap-
pened in 2000, the IT industry did not follow up closely. In
March 2000, NASDAQ had sky rocketed to 5132 and then nine
years later, decline to approximately one fourth of its peak. This
shows the IT industry has experience major blows for years. IT
professionals in finance would luxuriate in a few years till the
subprime mortgage crisis in the early 2007. Therefore, despite
the flexibility and wide application of IT in various aspects in
our daily life it is greatly influenced. By the global economic.
However, the medical service and healthcare is among the few
sectors not affected and has a high steady demand, simply due
to the fact that people are concerned with their own well-being.
Nothing matter most to us than quality health. It is natural that



health matters will be a vital part of our daily life for many
years to come. Therefore, healthcare matters will remain in high
demand. With the realization of the importance of healthcare,
let focus on the applications of IT in medical and healthcare
services.

A millennia ago, preceding the advancement of information
technology, practitioners of herbal medicine have been using
the most primeval type of communication method, a system that
projects medical service messages. As documented by (Wang
1999), (TISTAERT et al 2011), (LITSCHER 2010) Shen Nong
in 2735 BC had made use of information exchange to treat res-
piratory syndrome. Although this case might not be the earliest
but it proved that the association of medicine and communica-
tion had been established for over 4000 years. Moreover, with
the passage of time the development of IT has become more
complex and can support a variety of medical services. IT has
been used in medical services and healthcare to prescribe drugs,
publicize pandemic modeling, establish medical database, per-
form distant operation, monitor patient and others. Although
this is not a comprehensive list, the writer will also cover other
examples throughout the research. It is obvious that high-end IT
can benefit health professionals from various areas such as pre-
cision, ease of information retrieval, improve reliability and ef-
ficiency, enable users to remotely accomplish the task and
improve organizational management. These improvements
make healthcare much more accessible and efficient. The writer
will look into details of the way technology assist healthcare
professionals, with the expectations that readers only possess
General IT knowledge and most likely not understand anything
on the subject of underlying technologies.



1.2 Health care for patients

Apart from assisting medical practitioners in performing their
tasks, healthcare services provided to the end users meaning the
patients is a matter that need to be taken seriously as their
comfort in receiving the treatment must be given top priority.
Providing a practical solution is not the only challenge faced as
the important issue that must be addressed is the acceptance and
receptiveness of the patients. Providing patients with healthcare
solutions by utilizing IT from the viewpoint of providers and
patients is a challenge to endeavor. However, some patients are
not receptive in compliant to technology to maintain good
health, especially the elderly and children. An effort to persuade
the patients in accepting the advantages of IT in healthcare as-
sistance might take account of security, privacy and liability
issues. For instance, patients must be assured that their personal
home monitoring and tracking records at home are secured and
their records are not accessed in any way without their permis-
sion. It is worth to briefly note the advantages of telemedicine
technology to the elderly. As the issue of an ageing nation has
become a global phenomenon affecting a lot of countries, natu-
rally, more care and monitoring should be given to this particu-
lar age group. The utilization of wireless communication in the
care of the elderly has multiplied rapidly during the last few
years and is directly proportional to the maturity of related
technologies. The evolution of technology has produced more
affordable, portable, compact and user-friendly devices which
has made services more affordable. According to (Stanford
2002), (SAHA et al 2003), (ALEMDAR et al 2010. as technol-
ogy advances extensively, services that are more automated and
comprehensive will be made available to the population of sen-
ior citizens in the near future. New innovation would result in
unnoticeable and comfortably worn interconnected devices and
sensors. Apart from that, the device can also be worn without
restricting the user’s movement and wearing condition will not



affect its reliability. Another crucial aspect of the design is it
will be user-friendly as the training and technical difficulty in
using the device will be kept minimum especially for children
and elderly. This will be a simple ‘plug-and-play’ device. The
system can be installed by a technician in the patient’s home
and from then onwards, the device will be fully automated apart
from scheduled maintenance that are unavoidable for example
replacement of battery and calibration.

As an end user, a patient’s perspective on telemedicine is to de-
liver medical services remotely. Telemedicine would be an ad-
vantage and provides convenience to patients as it reduces
clinical visits. Patients can be given full medical attention at the
comfort of their own home through the utilization of IT. As a
whole, IT has benefited the general public tremendously in
providing medical support over the past few decades. The re-
cent development in technology has produced faster computers
and wider bandwidth which enabled a wider range of services
to more users. As an example, during the early days, a request
for medical assistance can be made by dialing a physician in a
clinic through a fixed telephone line. Nowadays, Voice over
Internet Protocol (VoIP) technology enables a video call to be
made anytime, anywhere and both the caller and the physician
are not needed to be at fixed locations in order to facilitate
communication. This is an example of the advancement of IT in
assisting healthcare and further examples will be discussed
throughout the research. Even though, there are many ad-
vantages, there are also problems faced by different sectors for
instance the developers, healthcare management, authorities and
practitioners etc. in serving the patients.

The following paragraph will discuss challenges faced by dif-
ferent people; from the initial planning stage, continuing
maintenance and to the final rollout stage. The IT perspective is
more concerned with the feasibility as to the capability of the



current technology in assisting the end users, next the practicali-
ty and cost considerations. As an example, a program that de-
creases back pain issues among school children by ensuring
their back packs are ergonomically prepared. Although the ad-
vantages of the program are obvious as it reduces the chances of
the participating children from suffering from back pain the
question that arises is whether the entire program is practical. In
solving this simple question, an in-depth understanding in the
technology involved is required. The standpoints and concern
from various affecting parties should also be given due consid-
erations. The parties concerned include participants’ parents in
granting approval to their children’s participation, the children
participating in the study, engineers who developed the moni-
toring system, funding bodies that provide necessary resources
and clinical staff who analyze the captured data.

1.2.1 Technical Perspective

Figure 1.1 illustrates an example of a system consisting of sen-
sors and data communication network which can be developed
by biomedical engineers based on the prerequisites suggested
by the clinical staff. This system consists of numerous sensors
that form a network which is linked to an analysis system
through a facility and stored in electric patient record (EPR),
monitored by mandatory networks and system administration
tools. This enables the extraction of various patient data.

This section will provide insights into what is involved sparing
the in-depth technical details. The evaluation of the technical
practicality and feasibility is done by the engineers. The main
technical challenge to be addressed is whether the data captured
is usable. Factors such as the origin of the signal detected by the
sensors, signal transmitted and lastly received influences the
usage of the data obtained. Therefore, it is upmost important
that the sensors be correctly and securely attached to the partic-



ipant’s body at relevant points. The sensors used should be pre-
cise enough to detect even the slightest leaning of the body.
However, it should not be too sensitive to the extent of detect-
ing vibrations from unknown or irrelevant sources.
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Figure 1.1: simple biosensor network (FONG et al 2011)

Then, we need to assess the compatibility of the sensors in per-
forming specific applications. Examples of some challenges
which are related to the sensors will be whether the size of the
sensor is too large to be attached to a child or whether it will
cause discomfort. Another question to be asked is whether
common items in between the children and the backpack for
example: clothing can affect the readings. What is the method
that can be used for sending out the recorded data to be pro-
cessed and analyzed has to be thought of carefully. Moreover,
will distance between sensors because interference of one an-
other if the sensors are placed too near each other has to be in-
vestigated. Assuming the sensors are well-design and can
overcame all the questions listed, the system is now capable of
capturing data that would describe the behavior of the children
while carrying the backpacks.



Next, a brief insight on the utilization of telemedicine in a bio-
sensor network will be explained and a detailed explanation will
be dealt with in 3.5. In order to deliver the captured data, there
are two alternatives namely wireless or via direct connection of
sensor through wires. There is no clear indication to which one
is better. It depends on the compatibility of the method to the
system and this particular topic will be covered throughout this
research. To sum up the discussion, there are many challenges
related to the implementation of what is meant to be a simple
health monitoring system. Therefore, although it appears to be a
simple system to the patients, the implementation and design
might not be as simple as it may seem, in addition to the many
limitations involved.

1.2.2 Providers of healthcare

It should be made clear the objective of technology is to provide
an easier and a safer routine for healthcare professionals. Alt-
hough some might still prefer the traditional alternative, just as
some prefer using pen and paper over using a technological aid-
ed personal digital assistant (PDA) to write down notes. It is
clear that utilizing a PDA has many advantages but the user is
required to be familiar with the user interface. There is also a
risk of losing the stored data as a result of system failure. Some
people might not be so keen in welcoming new methods as they
have the habit of using the conventional way. Therefore, a little
bit of persuasion might be required in convincing them of the
advantages of the change in order to successfully implement
new technologies. Therefore, an easy to use interface is strongly
required whereby the whole process is fully automated yet very
reliable. Different needs require different application. For in-
stance, real time high definition imaging details and ultra-high
precision controls is a vital requirement for tele-surgery; how-
ever a less rigid requirement is enough for tele-consultation.
Unless the practitioners have fully mastered the functions made



available to them, the advantages of utilizing IT will not be all
that appealing, regardless if it may be more error-free, efficient
and enables multi-tasking to be carried out quickly and reliably
with the development of technical advancement. Adapting to
unfamiliar things may be difficult; more so when handling criti-
cal tasks in particular. It is vital that constant adjustment are
made to enable all the applications can take full advantage of
the available technology.

Figure 1.2: Biosensors attached to the back of a patient
(FONG et al 2011)

1.2.3 End of Users

Patients are individuals who receive medical services or treat-
ment including schedule check-ups and are the system’s end
users. However, patient does not reflect that a person is in poor
health condition. Individuals in good health can also be regard-
ed as patients. Regarding our case study, a group of patients
participated in the backpack study on children. The backs of the
patients wearing backpacks of various load will be attached to a
set of sensors. Figure 1.2 illustrates the means of attaching the
sensor to the back of a patient. Examination of Figure 1.2 ena-



bles us to discuss the patient’s first impression. Each sensor that
pools into a network of sensors attached to the back is directly
connected by wire to a data collecting device. This method is
affected by movement; therefore we can clearly see the ad-
vantage of utilizing wireless sensors. Therefore, the question in
hand would be, why not go wireless? There are 3 main reasons
for using the wires. Firstly, the sensors should be made small as
it will be attached to a child’s back. However, it would be diffi-
cult for it to be small as for the sensor to be wireless requires an
installation of a battery. Next is the issue in wave coverage by
default which makes it a problem in going wireless as the body
and the bag will cause disturbance. Lastly, due to physical sepa-
ration of the sensor the number of movements would affect the
accuracy of the measurements. Therefore, for the stated reasons,
it is unfeasible to utilize a wireless solution and the patient will
need to withstand using the wires throughout the experiment.

1.2.4 The authorities

Cost effectiveness is usually what concerns the authorities and
funding agencies. Therefore, benefits to the community in the
long run must be clearly stated as it might be difficult to gain
funding for this case study, regardless of the advantages as stat-
ed earlier. This is because it will take a long time for a clear re-
duction in back pain trend to be attained and the realization of
its benefits. The political issues will not be explained as it is not
within the scope of this research. In obtaining capital for tech-
nology based projects, a rule of thumb is to provide immediate
results. This describes the general issue of inadequate financial
funding for the utilization of technology in inventive healthcare
solutions.
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1.3 Development of Healthcare Information

This segment will focus briefly on the evolution of bioinformat-
ics and healthcare over the past few decades. For thousands of
years, medical science has gone through constant development
compared to IT which is a relatively newly emerged topic that
commenced from the invention of the first computer in circa
1936 by (Konrad Zuse). Right after the emergence of computers,
comes in information storage devices. Computer networking
whereby computers are linked together in a network made health
informatics possible. It all started after World War II where tech-
nology is made more available and the health informatics concept
just appeared. This provided an opportunity for connecting hospi-
tals together in the cyber world and recent development of com-
putational intelligence has made a variety of services accessible.
The collaboration of information technology, multimedia tech-
nology and health has made health maintenance and life-saving
easily achievable. Figure 1.3 depicts technology supporting a
wide variety of healthcare and medical services.

Athletic Performance Monitoring Post-surgical Rehabltation
(‘. 2 ~~ 5 5
¥ & \/ R ;
NFy 54 7 N "
- / \ d
s | Teleheann /
- /\ /
Iysi "
mlywis - ot \\ ,//
e —
£

. y 1 )
Nutrition An
Cl S s /

[ 4

Information Storage

Marintime Rescue

4 N\
L { Electronic Patient Record \
{ Dacabase Server |

Baby \Monitoring Elderly Care /

Figure 1.3 Telemedicine supports a range of applications
(FONG et al 2011)
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Ever since The Radio Doctor was launched eight decades ago,
there are various links between medicine and technology in
almost all areas of healthcare practices. As the development of
the health informatics from the first computer has been briefly
explained we should now focus on recent developments that
have the potential for further progress. Privacy and security
are one of the major problems that many would be debated.
Cases of personal information of patients being exposed are
caused by security breach and lots of storage devices. The
most crucial aspect of health informatics is making sure that
the security and privacy of personal information including pro-
tection against information alteration or stealing and policy
assurance that states that the information will not be abused by
any parties including those who have access to the patient’s
records.

Apart from assuring the privacy and safeguarding the medical
data, other matters need to be addressed also as health infor-
matics involves a wide variety of topics that associate re-
sources, people and devices which are developing and
progressing independently continuously. In the USA during
1950s, (Robert Ledley) initiated a dental project, which marks
the earliest record of modern informatics arrangement. It was
done for the National Bureau of Standards which is now
known as the National Institute of Standards and Technology
(Ledley, 1965), (ZAHN et al 1972), (LEHNER et al 1998).
The next couple of years saw more new medical information
systems being developed in USA and most of the programmers
are developed independently. Therefore, it is not feasible to
develop a standard for health informatics systems. In 1967, the
International Medical Informatics Association (IMIA) was
founded to manage the progress of health informatics and as-
sociated advancement in technology. Shortly after the for-
mation of IMIA, the Massachusetts General Hospital Utility
Multi-Programming System language (MUMPS) was devel-
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oped for the application for healthcare. Currently, MUMPS is
still utilized in electronic health recording systems. Later in
1974, a standard was introduced as the demand for different
programming languages for different computer platforms came
into the picture. Nowadays the development of medical appli-
cations for different computer platforms are developed and
used as ‘Cach’e’. However, a lot of current electronic health
record systems are developed by relational databases
.Therefore, the development of healthcare informatics shows a
wide range of areas which is associated with IT. It includes all
features of technologies associated with caring, consulting,
treating, preventing, monitoring and rehabilitating. Our discus-
sion will now focus on networking and communication tech-
nology for healthcare purposes.

1.4 Types of Different Definitions of Telemedicine

Telemedicine aims to support various medical application and
services through a combination of information and communica-
tion technology (ICT), multimedia and computer networking
technologies. According to wiki, telemedicine is defined as an
application whereby medical information is sent through the
phone, internet and sometimes other network for remote medi-
cal procedures or examinations and consultation. It is similar to
the definition given in Section 1.5. Also, Telemedicine Infor-
mation Exchange (Brown 1996), (NG, H et al 2006) describe
telemedicine as the transfer of medical data through the utiliza-
tion of electronic signals from one site to another by telephones,
the internet, PCs, videoconferencing and satellites that aim to
improve health care. (Reid 1996), (MAHEU, M et al 2002),(
JENNETT, P et al 2003) however specify telemedicine as utiliz-
ing the advancement in telecommunication to transfer health
information and support health care services regardless of the
geographical, social, time and cultural barriers. (Kantor’s 1997),
(BASHSHUR, R et al 2000) Telemedicine Report to Congress
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defined telemedicine as a way to obtain health care which has
not been available before. Therefore, telemedicine can mean
saving a live or losing a life while handling emergency cases
whereby administrating immediate medical assistance in time
and specialty care is crucial. At North Carolina University Hos-
pital, a specialist detected a hairline spinal fracture of a rural
patient at a distance via telemedicine video imaging. Subse-
quent treatment was then performed on the spot without the
need of shifting the patient to the specialist’s location and the
patient was saved.

There are a few similarities that can be seen among the various
definitions. All these definitions were made in the mid-1990s
which suggests that telemedicine was recognized as a signifi-
cant field only a decade ago. Other than that, all the definitions
can simple be related to giving a wide range of medical services
from a far via any type of telecommunication technology.

1.5 Telemedicine Overview

At the beginning of the research, telemedicine was explained. In
short, it can be explained as the utilization of networking and
telecommunication technologies in sending and receiving medi-
cal and healthcare application data. With the current modern
telecommunication system data can be transmitted through var-
ious networks in various forms. It can be as mere exchange of
ideas between two doctors via phone about a patient or as com-
plex as a live feed of a surgical operation in a hospital transmit-
ted through an advance network of global hospital enterprise
controlled by surgeons from various parts of the globe. To fur-
ther understand the wide description of telemedicine, a summa-
rization of a few services supported by telemedicine is
illustrated in Figure 1.4. It is clear that the list is incomplete.
Nevertheless it displays the major and common services applied
around the world. A common similarity can be seen in analyz-
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ing these services: emitting medical data between entities. Be-
fore we move on, as a reminder that this is just an introductory
segment of the research, therefore the technical details and
terms should not be a worry as it will be covered throughout the
research. It is obvious that different applications involve differ-
ent data. Each of these cases will be analyzed to understand the
achievement of telemedicine. Even a simple usage of tele-
consultation such as a transmission of usually verbal advice
from an expert to people, requires medical data. Recently, the
service is now made available through mobile devices. Experts
can now perform diagnostics with medical instruments from
afar via Tele-diagnosis simply by enabling communication con-
nection between two locations.

Telemedicine can also be as sophisticated as tele-Accident and
Emergency (tele-A&E) which is a service involving high defini-
tion imaging and vital signs of the patient collected at a remote
location that must be transferred quickly and reliably to the
hospital. Features like retrieving medical history at real time
and video conferencing are supported by some systems. In addi-
tion, monitoring patients who are recovering at home or con-
stantly on the move whereby they are not anywhere near the
hospital can be done through tele-monitoring by the transmis-
sion of various types of data. Some monitoring application
might require remote patients to attach compact wireless bio-
sensors establishing a body area network (BAN). Individual da-
ta captured by each sensor is collected within the BAN before
being transmitted collectively for further processing.
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Figure 1.4 Subsets of telemedicine connecting different
people and entities together (FONG et a/ 2011)

Various type of communication network might be needed for
the telemedicine system in this particular situation. The in depth
explanation of networking will be covered in Chapter 2 with
particular focus on the applications of telemedicine as in Sec-
tion 2.4. However, let us refer to Figure 1.5 for further under-
standing on the emergence of three isolated networks that are
connected to form a telemedicine system. While moving
around, the patient who is under observation is bounded by a
BAN, carried by the patient. A nearby local area network
(LAN) receives the data collected, and stores and processes the
information. The LAN links the patient’s home and the hospital
attended by the metropolitan area network (MAN) effectively.
LAN is a very typical and simple permanent home network fit-
ted at the patient’s home. A telemedicine system that supports
tele-monitoring is feasible with the installation of the right
equipment in correlation with the BAN, and a link to the hospi-
tal through the MAN.

Tele-surgery is perhaps the most extremely complex and diffi-
cult to follow application partly due to the precision required.
Apparatus of very high degree of motion in every direction and
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un blocked view in high quality must be made available to the
surgeon for the surgical operation to commence from a remote
location. The following are essential requirements and must be
satisfied in order to perform even the simplest operation:

» Sensors with extreme precision that is capable of detect-
ing even the slightest shift of a surgeon’s hand in real
time.

» High definition cameras capable in delivering crystal
sharp images of the patient without any interference.
This is quite difficult to achieve as surgical tools move-
ment should be considered and it is crucial to constantly
maintain an excellent viewing angle of the patient.

» Actuators capable of replicating the exact 3-D hand
movements as captured by the sensors in real time.

» A communication network that can rapidly transmit all
types of data to and fro with a high level of reliability
which is vital to make sure there are zero transmission
errors throughout the whole process.
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Figure 1.5 Simple network connections from the human
body to the outside world (FONG et al 2011)
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It can now be made clear that telemedicine has evolved to re-
quire more than mere simple POTS (plain old telephone system)
which is just a verbal communication between two medical pro-
fessionals. More telemedicine application and the basic tech-
nologies that are required for telemedicine to be made possible
will be discussed in later chapters as the examples given previ-
ously is not ample in displaying the connection between the re-
sources and people for an enhanced healthcare. Although the
ways in which the general public can benefit directly from tel-
emedicine have been described; other uses for instance linking
appropriate authorities around the world in tracking outbreak of
diseases or pandemic through epidemiological surveillance has
been found effective in controlling crisis instigated by Severe
Acute Respiratory Symptom (SARS) and Avian Influenza (Bird
Flu) over the past years.

Tele-psychiatry, another obscure but significant application in
assuring the safety of the community, enables psychiatrists to
keep track of acutely anxious patient and avoid violent crimes via
telemedicine, which addresses nearly all parts of daily life.
Healthcare information is easily accessible with a touch of a 3G
mobile device for example obtaining nutritional dietary infor-
mation while dining out can be done so easily. Throughout this
research we will be aware that telemedicine supports virtually all
parts of healthcare in a everyday life of consumers, who have
mobile devices such as mobile phones or notebook computers.

1.6 The Internet growth and Information on E-Health

The Internet is well known and utilized on a daily basis. We are
commonly aware that the Internet enables us to download con-
tents, video clips and pictures, video conferencing, accessing
emails, email retrieval from websites etc. It allows information
sharing worldwide without geographical disadvantage. Funda-
mentally, lengthy sequence of binary bits of ‘1’s and ‘0’s are
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delivered around the globe, at a rate of trillions in seconds. Even
though there is only two possible states that can be delivered in
the cyber world, almost virtually anything can be represented by
these two states. The internet is an emergence of both infor-
mation and devices.

To understand how telemedicine is supported by the advance-
ment of technology, we will focus on the development of the
Internet since the early times and how it supports telemedicine.
As documented by (Licklider 1962), (SUTHERLAND, I et al
1964) the emergence of the Internet was most probably the Ga-
lactic Network,. Although the beginning of telemedicine is way
earlier than the Internet, the internet greatly influences the de-
velopment of telemedicine. Besides, internet is now the basic
form of connection between devices and computers. According
to Kleinrock (1961), the advancement of packet switching has
changed the capability of networks in transmitting different
forms of data through a single transmitting medium. Therefore,
telemedicine can be supported by communication networks in
many areas, for example:

» Reliability: Assurance in quality of service (QoS).

» Sharing of information: medical web pages online.

» Audio: tele-consultation, cardiac, pulmonary and res-

piratory sounds.

» Still Images: medical images, X-ray, scans.

» Video Images: tele-conferencing, medical education,
tele-psychiatry,.

» Databases: electronics patient records, alternative medi-
cine, e-pharmacy,.

» Vital Signs: EEG, ECG, analysis and storage.

Primal services like BBS (Bulletin Board System) and email
were supported by the Internet during its early stages of devel-
opment which was fairly sufficient to carry out Tele-

19



consultation. Multimedia data traffic was only supported since
1984 as the internet integrated the Transmission Control Proto-
col and Internet Protocol (TCP/IP) (MILAD, A et al 2013).
With all the advancement of the internet which supports a varie-
ty of telemedicine services as described above, threats towards
the growth of telemedicine exists even today. It is interesting
how the epidemiological control described above can be repli-
cated by a computer virus, disseminated through the Internet. If
a computer is infected by computer viruses it could obstruct the
computer’s normal operation. The viruses can be spread through
many mediums through the Internet. The common medium
would be through email attachments. They can also be con-
cealed in many forms embedded in files or programs, as video
clips or pictures. They can also be within unauthorized soft-
ware, like a normal looking healthy person yet carrying hepati-
tis virus. There is anti-virus software that can be installed to
protect the computer from viruses’ attacks. Similarly, telemedi-
cine systems can also function in preventing viral and bacterial
infections from dispersing by actively searching the spreading
and mutation pattern of viruses through signal processing abili-
ties.
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Figure 1.6 Simplified structure of a typical data packet
(FONG et al 2011)

20



A more versatile utilization of telemedicine in enabling off-site
applications can be achieved through the advancement of wire-
less communication technology. As related technology for ex-
ample batteries and antennas evolve, wearable technologies are
now made accessible for various healthcare and medical appli-
cations. Therefore these development uncover more chances for
development in telemedicine since data can now be obtain any-
time, anywhere and on the go. With the emergence of various
telemedicine applications that adapt to the internet, the question
in hand is what the basic requirements to support telemedicine
are? It is not factual to say that unlimited amount of data trans-
fer can be done to almost anywhere in the world by the Internet.
There will be a time when the Internet will be so saturated with
too many data. Telemedicine is all about healthcare around the
globe but this does not require all the medical information to be
made available in the internet. Eventually data loss occurs as
flooding the network with data causes malfunction and cease of
speed. Since the internet is a shared medium and should be used
responsibly, reducing overheads is a major responsibility of the
system developers of telemedicine. Understanding data compo-
sition is required in controlling the transmitted information. Da-
ta is transmitted through the Internet in a form of packets.
Packets are units of binary bits transmitted between entities
(Mullins, 2001). A clear assembly of a common data packet
transmission across the Internet is illustrated in Figure 1.6.

It displays that only a part of the packet contains the important
data needed and the rest are overheads that help in the transmis-
sion of the data. It is just like sending a letter through the snail
mail service. The actual message that is desired to be transmit-
ted is put into an envelope that assist in sending the message to
the receiver by containing the receiver’s information which are
Destination Address (recipient location), Sender’s Address
(source location), Postage Stamp (class of service) and Airmail
Label (delivery method). The pair of flags is similar to the enve-
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lope itself representing the packet’s attachment. Protocol is sim-
ilar to the delivery method, and the type of service refers to the
class of service. Lastly, there is the sender’s and receiver’s ad-
dress and the all-important actual information that needs to be
conveyed. The verification of the data upon receipt is checked
by checksum, a service similar to the courier or registered post
that is presented in the cyber networking world. Successful
transmission is ensured by specific communication protocols. A
variety of QoS programs can also be configured to emphasize
on data traffic across the network (ALGAET, M et al 2013). As
we are aware now, the actual information is not the only thing
that is available in data packets. Nevertheless, we need to be
wary that no changes can be made to the way data is structured
as we are required to follow the standards of data sending across
the Internet which is currently made available through IPv4 and
[Pv6. Minimal overhead has to be ensured in telemedicine ser-
vices particularly during the usage of the Internet. The subject
on transmission efficiency will be later covered in the next
chapter.

As a conclusion, we can say that advancements of the Internet
has presented a stage for developing telemedicine services
which covers more sophisticated applications. However, it is
upmost important that what is to be transmitted is carefully se-
lected. Data security is also another aspect that should be looked
into since the Internet is a globally shared medium and access
can be gain by virtually everyone. Thus, it is important to re-
member the risk of security breaches as telemedicine require a
high level of data security in both the privacy of the patient and
accuracy of the information.
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CHAPTER 2

SERVICES AND
COMMUNICATION
NETWORKS

Communication networks play a role in supporting a ample
range of medical and healthcare services. Here, telemedicine
applications make use of different type of networks so that doc-
tors can pool their knowledge resources, surgeons from any-
where in the world can carry out an operation together
regardless the location of the operating theatre, paramedics and
nurses can recover the medical records of a patient anytime an-
ywhere. The network is useful for hospitals and clinics in terms
of inventory management, patient care and administrative work.
This chapter deals with basic telecommunication technology
with a focus on wireless networking, which provides flexibili-
ties vital for most telemedicine applications.

2.1 Wireless Communications

In order to understand the basis of operation of telemedicine ap-
plications, an understanding of the telecommunications theory is
required. Telecommunication is basically the transfer or ex-
change of data between different units. Basic communication, for
instance, involves a conversation between two individuals,
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whereby the voice of the person who is talking which delivers
information is disseminated through the air and the listener, is the
individual whose ears receives the information. A communica-
tion system will be made of a channel which is a path whereby
the information passes through, a transmitter (sender) and a re-
ceiver (recipient) as shown in Figure 2.1. The following is how it
operates. The transmitter will send out information s(t), which is
a function of time in which the content of the information chang-
es with time. To make it simple, we may refer to this as ‘sent’
information at a given ‘time’. The information will go through
the communication channel and the receiver will is presented via
the channel with r(t), the ‘received’ information at a given time.
Although, this process looks very simple and that s(t) and r(t) are
identical, in reality this is not always the case. The channel caus-
es degradation of the information sent with distortion, additive
noise and attenuation etc. Distortion refers to the warping of in-
formation which alters the information. The effect of distortion is
usually considered being some form of noise. Anything that is
added and becomes part of the information is referred to as addi-
tive noise. It means that additive noise is contamination of the
original information sent to the receiver. When two individuals
are talking, the listener might hear other background noise origi-
nating from various sources. The effect of distance travelled in
weakening the signal is referred to as attenuation; the further
away from the sender, the lower the intensity gets until it eventu-
ally fades out completely.

Transmitter Filter Receiver
Communication Channel —»

Received signal
Noise

Sender Recipient

Figure 2.1 basic communication systems (FONG ef a/ 2011)
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In this chapter, we shall discuss in detail about communication
degradation factors. Based on the fact that the data received is
most likely not identical to what is sent, we will alter the basic
communication system to what is shown in Figure 2.2 which
illustrates that noise has been added along the channel. Howev-
er, it does not mean that addition of noise at the transmitter or
receiver end cannot occur. A simple equation to explain the
process of communication can be written as:-

r(t) = s(t) + n(t) —— 2.

n(t) might be in different form but it will reduce the quality of
information received. In extreme scenarios, the receiver might
not be able to interpret the information received correctly due to
severe corruption. A filter is normally added to eliminate the
noise but its effectiveness will fluctuate according to the system
used and the situation. Telemedicine systems can transfer in-
formation at varying distance. Information can be transferred
within a gadget or within an integrated circuit (IC) chip by sev-
eral micrometers. Information can also be transmitted a few
hundred kilometers around the globe. The channel may be
‘wireless’ over the air or in the form of copper conductors that
have connection with the transmitter and the receiver. Irrespec-
tive of what the channel is, the main concern will be maximis-
ing the speed of transmission as more data can be transmitted
within a period of time. This situation is analogous to running a
bus company whereby the organization accommodates as many
passengers as possible to maximize its utilization. It will make a
difference to the organization when there are 5 passengers and
50 passengers at a time. In the same manner, a communication
channel should attempt to channel as much data as possible.
(Shannon 1948), (WEAVER 1949), (CHIANG et al 2007) has
examined the effects of noise on the maximum transmission
speed of a communication channel. Shannon’s research is worth
mentioning to understand the effect of speed of transmission on
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the performance of telemedicine applications. Before we pro-
ceed further, we shall have a look at the ‘transceiver’- a gadget
which can simultaneously act as a transmitter (Tx ) and a re-
ceiver (Rx), which will be used throughout this study.

Transmitter Filter Receiver
Communication Channel —

Received signal
Noise

Sender Recipient

Figure 2.2 Communication systems with noise
(FONG et al 2011)

2.1.1 Communication (Wired vs. Wireless)

Technological advancements have solved various reliability and
security problems which are traditionally associated to wireless
communication. Therefore, wireless communication is no long-
er limited to low-cost critical application and thus it is gaining
popularity lately. The choice of going wireless is driven by mo-
bility and convenience factors. A comparison will be made be-
tween wired and wireless communications that is wide used all
over the world. During the mid-nineteenth century, telegraphy
was invented, which sparked the decade’s use of wired commu-
nications (Bellis, 2008). Bell and Gray invented the first tele-
phone in which a microphone is used to attain an individual’s
voice and a speaker will then reproduce the voice. Then, the au-
dio signal which has been detected will be transmitted through a
wire that joins two telephones. Such is the foundation for using
electric wires for telecommunication purposes. Before the in-
vention of telephone, telegraphs were visually sent through a
line of sight (LOS) communication channel using wired com-
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munications by (Chappe C 1974). The ‘line-of-sight’ here
means that the receiver will be able to ‘see’ the transmitter, un-
barred; if you are at the receiving antenna, you should be able to
see the transmitter’s antenna either with your naked eyes. De-
pending on the distance that separates the transmitter and the
receiver, you can also see by using a pair of binoculars depend-
ing on the distance that separates the transmitter and the receiv-
er. Nevertheless, compared to visual LOS, radio LOS is slightly
broader. This is because the radio horizon extends beyond the
optical horizon since radio waves will move in a slightly curved
path in the atmosphere. The combination of telegraphic and
LOS communication technology pave the way for the beginning
of optical communications. In the 1870s, Tindall J. found that
light followed a curved water jet as it was poured from a small
hole in a tank. This discovery led to the idea of keeping travel-
ling light within a curved glass strand (Hecht, 1999, 2004).
Subsequently, the efforts by these inventors become the founda-
tion of wired communication technology which has evolved
over an era. Currently, the reliability rate of wired technology is
not less than 99.999% which means that rate of failure is not
more than 0.001% each time or lower than 5.5 minutes per year.
Section 2.1.2 will provide a comparison between the two main
types of wires for communication; electrical conductors and
fiber optic cables. According to (Garratt 1994),( BOWERS
2001) wireless technology was discovered back in 1887, almost
as early as the first telephone. Hughes, D.E. and Hertz, H. had
experiment by using a spark gap transmitter to generate and
their research become the foundation of radio broadcasting by
forerunners Faraday, M and Marconi G in the late 19" century.
Television broadcasting began in the 1930s, thirty years after
the discovery of the first radio. In 1941, New York and Penn-
sylvania were the first places where commercially licensed tele-
vision stations were first introduced. In 1984, the first
electromechanical television was used in Germany (Sogo,
1994). Both, television and radio broadcasting are ‘simplex’
communications; one way communication systems. During the
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World War II, a two-way radio communication was utilized.
However, it was only after World War II that commercial use of
a two way communication system became popular.. Stub-
blefield, N.B has a US patent over his wireless telephone in
1908 but mobile phones became extensively accessible from
the early 1980s after the Federal Communications Commission
(FCC) approved the Advanced Mobile Phone Service (AMPS)
system. However, till today the perceived development of wire-
less communication is not apparent to end users since it only
allow users to verbally communicate among one another with-
out any extra features.

In 1991, 2 G’ Global System for Mobile communications
(GSM) started in Europe. Since 1993, 2G technology supported
text messaging. Not long after that 2.5 G and 3 G support many
new functions such as Internet surfing, Multimedia Messaging
Service (MMS) and video call. Therefore, over the past decade
wireless technologies have developed tremendously and it is all
related to ‘speed’ of transmission. Transmission speed will be
discussed in sub-section 2.1.3. Hence both wired and wireless
technologies have evolved over the past century and at present
both are much more matured technologies. A summary of the
elementary properties of wired and wireless technologies are
listed in the Appendix.

Both wired and wireless technology is also categorized as
‘guided’ and ‘unguided’ media, respectively. As shown in Fig-
ure 2.3., information running along a cable is ‘guided’ through a
fixed path which is the cable itself. On the other hand, in wire-
less communication, information does not under a fixed guid-
ance, hence it is known as ‘unguided’. In conclusion, based on
its usage in telemedicine application, for short distance trans-
mission, wired communication is more reliable and cheaper.
Wireless communication is more convenient as it has a high
mobility and flexibility in transmission. Telemedicine applica-
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tions normally use wireless technology as mobility is highly
sought after- everyone despises the idea of having wires tan-
gling all over the body.

Signal slong cable, guided through &
I fixed path within ’

—— Communication Channel —
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(a) Cable as 2" guided” madium l
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through air in different
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\

{b) Radio wave ( wireless) 35 an " uaguided” medium

Figure 2.3 transmissions medium between Guided
and unguided (FONG ef a/ 2011)

2.1.2 Metal Conducting Cables vs. Optical Cables

Undoubtedly, mobility is a major concern for the governance of
wireless communication in telemedicine applications. However,
it is crucial to understand the principle properties of metal con-
ducting cables and fibre optic cables as they remain highly uti-
lized in particular sectors for instance the network backbone or
relation between fixed devices. Now let us examine the way
these cables transmit data and compare their properties to study
how they are best suited for certain applications. By examining
the ‘twisted pair’ cable as shown in Figure 2.4, we can briefly
study the use of metal conducting cable. The figure illustrates
two insulated wires coiled with one another in a helical fashion.
Computer and telephone networks normally use this type of
copper wires. Information is conveyed in a simple manner
where a specific voltage means logic ‘1’ and another voltage
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level represent logic ‘0’. The accurate exhibition relies on the
specific encoding mechanism utilized but we assume a positive
voltage denotes a ‘1’ while the absence of voltage (0 V) is rep-
resented as ‘0’. I. Therefore, transmitting information is fairly
fundamental in which the cable carries a voltage that alternates
between a positive voltage and a 0 V when relaying a sequence
of ‘1’s and ‘0’s. Here, optical communications also operate in
an identical manner. Figure 2.5 shows that if ‘1’ is transmitted,
a light beam travels through the centre core. In contrast, ‘0’ is
represented by the lack of light. As such, the light beam which
is emitted at the fibre optic cables end will be in a succession of
on and off. Usually, process of switching from on and off is too
rapid to be noticed by a human eye. Thus, it may appear as al-
ways being on. Since the cable is bendable there must be some
kind of mechanism for retaining the light within the cable’s
core- a cladding that surrounds the centre core as depicted in
Figure 2.5. The cladding is made of a highly reflective material
which prevents light from escaping by reflecting the light back
into the core.

\/“fi

“Twist” along the cable

Figure 2.4 Twisted cables (FONG ef al 2011)
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Figure 2.5 Fiber optic communication systems
(FONG et al 2011)

In the two scenarios, the presence or absence of a feedback de-
termines the transmission of ‘1’s and ‘0’s across a cable. Never-
theless it must be noted that in reality what happens behind the
scene may be complicated but the discussion above illustrates
the process in which transmission takes place. There are some
types of cables which are frequently utilized in wired telemedi-
cine networks. One of the metal conducting cable is called the
‘co-axial cable’ which is no longer frequently used with tele-
medicine applications but will be mentioned briefly as it is still
used in many applications especially in decoding boxes and TV
antennas. Its main component is the centre core conductor, in
almost the same structure as fibre optic cable, surrounded by
another group of metal conducting strands and separated by an
insulator. A major problem revolving this cable is that it is
bulky. Other types of wiring include a couple of wires running
in parallel. There are two major types of fibre optic cables
namely glass and plastic fibres. The main difference is the cost
and performance. Generally, glass fibres fair in terms of trans-
mission rate and reliability but the plastic fibres are compara-
tively cheaper per unit length.
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2.1.3 Transmission Speed of Data

'Bandwidth’ specifies the quantity of data a particular channel
transmits and it is crucial to fully understand it in any form of
communications. The bandwidth is fixed for a channeled. A
general guideline highlights that a higher bandwidth will sup-
port a higher information rate. As a particular transmission me-
dium’s bandwidth is fixed, data transmission rate can be
increased by adding more bits into one ‘band’. A tally of the
number of changes of electronic states per second is referred to
as a baud. For an instance, a copper cable of 1k baud changes
the voltage 1000 times in one second. A crucial fact is it does
not essentially mean that it just transmits 1000 data bits per se-
cond. This is explainable by examining several mathematics
equations, even though we will not probe into the concepts. A
specific number of distinct signal levels L is referred to each
baud or shift of signaling state in one second. For instance, the
voltage levels of 0.5 V and 1.0 V. These distinctive levels can
be represented by combinations of binary bits. For example
"01" and 'I1' represent 0.5 V and 1.0 V respectively. A direct
relationship exists for the the number of bits (n) for every baud:

n=log, L ——> 22

L=2" —» 23

Thus, in this specific example, there are two bits (n = 2) and
four dissimilar levels (L = 4) each one indicated as '00', '01',
'10', and '11'. Moreover, the data transmission rate (or bit rate),
counted in number of bits per second or bps might be expanded
for a given fixed baud rate by utilizing more diverse signaling
levels as more bits can be transmitted by every baud. Bandwidth
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is a significant term in illustrating the data transmission rate that
is supported by a particular channel. It denotes the band of fre-
quencies that an electronic signal uses while disseminating data
over the channel. Thus, when measuring the bandwidth of a
specific channel, it is often measured in hertz (Hz) which de-
picts the difference between the maximum frequency and the
minimum frequency used. For instance, a phone channel trans-
ferring voice data between a maximum frequency of 3 400 Hz
and minimum frequency of 300 Hz has a bandwidth of 3.1 Khz.
Hence to explain the correlation between a channel bandwidth
and data transmission speed, SyQuest theorem points out that
the bit rate R b of a channel of bandwidth H is:-

R,=2.HlogyL —> 24

Hypothetically, this is highest data transmission rate a channel
is able to reach. A real communication channel may have lower
bit rate than this due to several factors. Previously it has been
discussed that utilizing more diverse levels will enable more
bits to be transmitted by each one change of signaling state to
enhance the efficiency of the transmission. On the other hand,
having more distinct levels would press the signaling levels
closer together. For instance, in the example mentioned earlier,
each stage is 0.5 V. We utilize eight levels to represent four bits
for every level instead of representing two bits. This way, we
may lessen the division between the levels from 0.5 V to just
0.25 V. The most critical issue here is that signaling levels may
overlap due to the noise. The noise level N relates to the mini-
mum division between two levels before the noise causes errors
to cross the border of the neighboring level. The equation below
gives the maximum number of levels L, in which refers to the
maximum or peak signal power level.
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Generally, the maximum data transmission rate R b is directly
proportional to peak signal power S, and inversely propositional
to channel noise N. An idea communication system must deliv-
er the best possible transmission rate with the least power con-
sumption with minimum noise. With reference to the equation
above, a fundamental theory about the speed of data transmis-
sion has been attained.

2.1.4 Electromagnetic Interference

Wireless communications does have significant disadvantage
which is EMI (electromagnetic interference) as the EMI impact
is considerably more challenging than with wired cables. Here,
wireless transmitting gadgets can drastically influence the ma-
nipulation of some sensitive medical gadgets. As such, the im-
pact of EMI is especially dangerous in medicinal services
applications. (Tikkanen 2005a), (tikkanen 2009b), (ho 2012)
has explored different methods of managing the effects of EMI
in healthcare services to guarantee reliability of the gadgets
used. Some of the methods include using a suitable casing for
medicinal instruments that can successfully shield the device
from getting unwanted interference. A wide variety of compo-
site materials may be useful to achieve this purpose. Metalized
plastic materials are capable of being transformed into virtually
any shape and possess the advantage of providing substantive
shielding despite being light weighted. These qualities make
them apt in housing numerous kinds of devices. There are three
potential issues those results in EMI:-
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» source radiating noise,
» receiver grabbing noise, and
» Coupling channel between source and receiver.

All wireless transmitting gadgets such as cellular phones and
laptop computers are susceptible to EMI from proximate radiat-
ing sources. Such interference initiates capacitive coupling
where energy is stored up inside the circuit and hence, affecting
the electronic circuitry. This generates a wavering electric field
that may be capacitive coupled to adjacent gadgets. There are
two major forms of EMI; continuous and transient interference,
which may be a result of thunderstorms provoking Lightning
Electromagnetic Pulse (LEMP) or swapping of high current cir-
cuits. The continuous interference is initiated by emission of
radiation in a consistent manner from nearby sources, for exam-
ple, other medical devices or transmitting gadgets. Transient
interference is intermittent, where sources radiates for a short
time. These might be set off by thunderstorms initiating Light-
ning Electromagnetic Pulse (LEMP) or turning on high current
circuits. The International Electro Technical Commission (IEC)
manages standard regulations regarding EMI while the Comite
International Special des Perturbations Radio Electriques
(CISPR) or the International Special Committee on Radio Inter-
ference, manages concerns related to radio. The "CE" mark,
which is often found on electronic items that include healthcare
and medical equipment, denotes Conformit'e Europ'eenne (or
'European Conformity). Items bearing the "CE" stamp proves
the item conforms to the European Directives that oblige Elec-
tromagnetic Compatibility (EMC) tests to be carried out to as-
sure that a particular item fulfill the European Union (EU)
directive 2004/108/ce prior to its legitimate release into the
market in any component countries of the EU.
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2.1.5 Modulation

Modulation is a process in which a 'carrier signal' which gives
the energy needed for the data to be transferred to the receiver is
modified somehow with conformity to the information to be
transferred. This is basically a method of cramming information
into a signal for dissemination. Certain parameter(s) of the car-
rier signal is changed to reproduce the information to be trans-
mitted for instance, in FM (frequency modulation) radio
broadcasting the frequency of the carrier signal is altered ac-
cording to the voice information. The receiver (radio) interprets
this alteration of frequency as the voice carried over. In its orig-
inal form, criterions that could be altered are inclusive of the
frequency (number of oscillations per second), amplitude (the
signal level) or the phase (the signal's relative position to time).
More than one parameter can be changed at a time in complex
modulation procedure so that more data can be represented in
every baud. Hence, this method will increase the efficiency of
the transmission. Generally, a more complex receiver's electron-
ic circuit structure is required for higher spectral utilization effi-
ciency (SUE), as the difficulty differentiating between different
possible categories of the signal increases. SUE measures the

efficiency of a modulation scheme in transmitting a certain load
of data for a fixed bandwidth.

2.2 Types of Wireless Networks

The development in the wireless communications has paved the
way for many options to be opened. Different types of networks
are developed for diverse purposes, with a coverage stretching
from a few metres to thousands of kilometers. This segment
will discuss the common networks that are used in telemedicine
applications as well as explain the reason each network is best
suited for particular circumstances. Table 2.1 outlines the key
properties.
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Network Type Frequency Range  Speed Maximum Range
Bluetooth 2.4-2.485 GHz 3 Mbps 300 m

IR 100-200 THz 16 Mbps S5m

Wi-Fi 2.4-5 GHz 108 Mbps 100 m

ZigBee 900 MHz 256 Kbps 10 m

Cellular Networks ~ 850-1900 MHz 20 Mbps 5 km

WiIMAX (Fixed) 10-66 GHz 1 Gbps 10 km

LMDS 1040 GHz 512 Mbps 5 km

Table 2.1 Properties of some common wireless systems
(FONG et al 2011)

2.2.1 Bluetooth

Bluetooth technology provides confined coverage in room mo-
bile equipment connected in an ad hoc system known as
"piconet”. The main advantage of Bluetooth is low power utili-
zation and minimal cost requiring simple hardware. However,
the disadvantage is the risk of spreading computer virus due to
its flexibility in connecting gadgets which are close together.
Bluetooth utilizes adoptive frequency hopping (AFH) which
recognizes other gadgets in the range and hops between 79 fre-
quencies at 1 MHz intervals to reduce EMI. By doing so, it
keeps away from the frequencies used by close-by devices.
Bluetooth innovation is directed by the Bluetooth Special Inter-
est Group (SIG). Currently, there are three divisions which cov-
er distances around 3 meters, 30 meters, or 300 meters. Despite
the fact that it is generally used in hands-free units of mobile
phones, it is convenient for tiny wearable bio sensors because of
the use of cheap simple transceiver or low power usage which is
1 milliwatt for 3 meters or 10 feet, Class 3.
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2.2.2 Infrared (IR)

Infrared waves are located between microwaves and visible red
light in the spectrum. The sun emits an appreciable amount of
infrared radiation that is associated with heat. An almost
equivalent amount of visible light and infrared from the sun will
hit the surface of the earth. Let us examine how these rays affect
communications and healthcare. Generally, the application of
infrared waves extends to detection by night vision which is
significant in search and rescue operations. Common uses of
infrared waves in wireless communication include the control of
home appliances using a remote device. When we use the re-
mote control to adjust the volume of a stereo, the controller dis-
charges an infrared signal that conveys the instruction to the
sensor in the stereo. The International Commission on Illumina-
tion (CIE) classifies infrared into three separate categories, of
which near-infrared or IR-A is utilized in night vision applica-
tions while short-wavelength infrared (IR-B is used in wireless
communications. Infrared waves of short wavelengths are used
extensively in long range optical communications. However,
this study shall not dwell into the details of this and concentrate
only on wireless networking. The Infrared Data Association
(IrDa) manages the IR wireless guidelines for gadgets that use
the progressive "on" and "off" of an infrared Light Emitting Di-
odes (LED) for communication. A silicon photo-diode at the
receiver alters the received infrared pulses to an electric current
reproducing the sequence of "on" and 'off'. This is a developed
innovation that has been used for years and quite simple to use
without any interference issues. However, it cannot pass
through walls. In addition, a direct LOS is prerequisite and the
transmitter must be placed fairly near the center of the sensor
with just + /- 15° offset possible. Even though the present IrDa
compatible devices are only able to support speeds up to 16
Mbps, the adoption of Giga-IR offers a hypothetical transmis-
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sion speed of up to 1 Gbps. It is frequently used in small ECG
fragment transmission.

2.2.3 Wireless Local Area Network (WLAN) and Wi-Fi

The IEEE 802.11 guidelines are quite broadly used in wireless
home systems, providing convenient access to the internet at
minimal cost to the user. WLAN is different from Bluetooth and
IR, and it requires a few deliberations in configuring the initial
requirements before a communication link could be initialized.
Popular IEEE 802.11 guidelines include a/b/g/n; these norm
values describe the specifications for the physical layer 'PHY"
that defines how raw data bits are transmitted over the air and
the WLAN's Medium Access Control Layer 'MAC' that pro-
vides address and channel access control methods which per-
mits numerous gadgets to correspond with each other via a
single Access Point.

Besides the 802.11a which clocks at speeds of around 5 Ghz,
the remaining three standards are running at 2.4 Ghz. Being
confined to this frequency band, interference may occur due to
other appliances adopting similar frequencies, for example mi-
crowave ovens, cordless telephones and other Bluetooth devic-
es. Depending upon its usage, the coverage area of WLAN
fluctuates enormously- namely indoor or outdoor usage ranging
from 50 to 300 meters respectively. The construction of a basic
WLAN connection generally comprises of one access point
(AP) at the least, which one or several mobile client(s) (MC),
tries to establish a communication to the network through the
AP. MCs are fundamentally any mobile gadget that is able to
establish this communication. A wireless networking infrastruc-
ture is formed when the APs are set in different locations
throughout the broadcasting area. In a basic configuration of
WLAN there is one AP in the focal point surrounded by one or
more MCs. The network coverage zone could be expanded by
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fitting more APs or installing a relay device. In a situation
whereby there are many Aps, a MC picks the closest AP that is
able to provide the best signal quality when the connection is
established. Wi-Fi, or Wireless Internet, provides a unified
standard derived from IEEE 802.11 WLAN by the Wireless
Ethernet Compatibility Alliance (WECA) for distinctive types
of wireless devices. APs are also known as 'hotspot' which is
generally functioning as connection distributors. Wi-Fi and
Bluetooth are similar in numerous aspects, however differences
exists because of tradeoffs between data speed, coverage and
power consumption. As such, these lead to difference in device
cost and size. In home networking, Wi-Fi technology is ideal
and is quite adopted in situations of off-site patient monitoring
for individuals who are recuperating at their own homes,
whereby home networks can be conveniently utilized with little
alteration.

2.2.4 Zigbee

ZigBee is a tiny digital device used for WPANS (wireless per-
sonal area networks) which complies with the standards out-
lined by IEEE 802.15.4. ZigBee is simple to use and consumes
little power. However, it cannot be used for intensive infor-
mation transfer because of its slow speed. As such, its functions
are limited to wireless control and monitoring. As of now, a
worldwide standard operating frequency does not exist for
ZigBee. 950 Mhz is used in Japan, 915 Mhz in USA, 868 Mhz
in Europe and 2.4 Ghz in many parts of the world. It is often
seen as a basic adaptation of Bluetooth and is regularly utilized
in System on Chip (Soc) implementations. It is extremely cheap
to the extent that a transceiver can be purchased for less than
USS$1 for every unit. It is also usually utilized as a part of secu-
rity mechanisms, for example in smoke detectors and remote
control for air conditioner, as well as body area sensor networks
(as stated in Section 3.5). Zigbee Coordinator (ZC) serves the
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communication network while the Zigbee Router (ZR) transfers
information between the gadgets

2.2.5 Cellular Networks

Mobile phone system is usually identified as cellular networks
since the coverage region is made out of radio cells whereby
every single one is served by a Base Transceiver Station (BTS).
The BTS functions as directed by the service operator and as
supported by the cellular technology. Coverage area can be up-
graded by creating additional cells. The use of cellular compo-
sition extends the capacity and lowers the usage of power
during transmission besides enhancing the coverage area. One
of the key features of cellular networking is the ability of the
users to move across cells without breaking connections which
is achieved by "handover" algorithms.

There are arrays of diverse technologies which are currently be-
ing used around the globe. We shall discuss briefly the technol-
ogies that are in use today, while omitting outdated frameworks
for example Time Division Multiple Access (TDMA) and Ad-
vanced Mobile Phone System (AMPS) cellular technologies.
CDMA1900 (1.9 Ghz) represents Code Division Multiple Ac-
cess 1.9 Ghz. At the moment, USA still make use of an old digi-
tal cellular communication system as there are only a few
operators who are authorized to operate at 800 Mhz before the
FCC approval for 1.9 Ghz. CDMA can support multiple concur-
rent base stations which are on the same frequency channel.

2.5 G (900 Mhz): GSM Phase 2 + (Global System for Mobile
communication) which is verified by the European Telecom-
munications Standards Institute (ETSI) is a system generally
used all over the world as it offers easy roaming across the na-
tions with one single cellular phone. General Packet Radio Ser-
vice (GPRS) is an extension of 2.5 G which supports an
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extensive variety of multimedia services at a slow speed up to
114 Kbps. The type of services is legislated by an Access Point
Name (APN) which define services for example Wireless Ap-
plication Protocol (WAP) access, Multimedia Messaging Ser-
vice (MMS), Short Message Service (SMS), Point-to-focus
(PTP) and Internet access.

3 G (1.8 Ghz): Third Generation technology that is an im-
provement on the earlier 2.5 G version and has a maximum
speed of 14.4 Mbps. The main characteristics of 3G are mobile
TV broad casting and video calling. There are diverse interface
networking systems that are accepted by the ITU (International
Telecommunications Union) IMT-2000 as 3 G networks. The
prominent ones are Mobile WiMAX and UMTS (Universal
Mobile Telecommunications System) that is otherwise called
W-CDMA where W signifies Wideband. The Mobile WiMAX
is named under "Worldwide Interoperability for Microwave Ac-
cess' and is developed from the IEEE 802.16 Broadband Wire-
less Access (BWA) standard. UMTS is a substantially more
developed and generally used technology and is an immediate
upgrading of 2.5 G that basically developed from previous ac-
cessible mobile technologies. An enhanced adaptation generally
denoted as 3.5 G was introduced in 2006 as High Speed Down-
link Packet Access (HSDPA) which can support over 20 Mbps.
In the year 2012, this is expected to be upgraded to 4 G with
100 Mbps and upgraded security features. In between the 2.5 G
and 3 G version there is a technology frequently known as '2.75
G'. Although, this version is not regularly used but most people
are familiar with CDMA2000 and EDGE (Enhanced Data rates
for GSM Evolution). These are developed from CDMA1900
and GSM Phase 2+. However, these versions are often wrongly
categories as 3 G because their expanded information capaci-
ties supports 2.5 G systems.
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PHS (1.9 Ghz): Personal Hand phone System is popularly used
in Japan only because of its low power usage and does not re-
quire a SIM card. The system is primarily intended for its voice
calls with data support until 256 Kbps. Nevertheless, PHS is
gradually being phrase out by 3 G networks.

2.2.6 Broadband Wireless Access (BWA)

BWA can support a wide range of services because of its ultra-
high speed. Generally BWA is adopted for medium to long
range distribution and the carrier frequency can vary between
couples of Ghz to 40 Ghz based on local bylaws. The develop-
ment of BWA is legislated by the IEEE 802.16 Working Group
on Broadband Wireless Access Standards. However, IEEE
802.16 does determine the prerequisites of frequency bands or
certification of equipment. Fixed or portable WiMAX operating
at 2.4 to 5 Ghz ISM band is compatible with both IEEE 802.16¢
and ETSI HiperMAN wireless. A metropolitan Area Network
(MAN) principle which covers several kilometers is gaining
popularity as of late because of its high level of interoperability.
Local Multipoint Distribution Service (LMDS) which is a
common BWA operation is used for fixed networking which
implies that mobility support is very constrained. The major dis-
tinction between MNDS and Fixed WiMAX is the operating
frequency which paves the way to a significant enhancement in
channel bandwidth. LMDS is able to support over 512 Mbps for
transmitting large amounts of data. Since the radios possess a
90° field of view, it is practical to utilize four radios for omnidi-
rectional 360° coverage. The features of LMDS make it espe-
cially suitable for telemedicine backbone support. The
expression "backbone" denotes the medium which accommo-
dates a major trunk line for interconnecting an array of local
area networks (LANSs) and also equipment over a vast area. For
instance, an organization such as a hospital may have numerous
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buildings which represent different units that are interlinked to a
network backbone as indicated in Figure 2.6.
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Figure 2.6 Network connecting the hospital
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2.2.7 Satellite Networks

These are more advanced and costly networking as launching a
satellite accurately above the earth is an expensive affair. How-
ever, its operating guideline is uncomplicated. A communica-
tion satellite or 'comsat' is placed into a pre-determined orbit
above the earth. The orbit of the satellite will depend on the pre-
ferred coverage area. The comsat functions as a point-to-point
microwave radio relay which facilitates a radio connection be-
tween two distinct Earth stations. Satellites are often utilized in
WAN (wide area networks). Although a satellite cannot with-
stand natural interference for example solar storms, it is indeed
very reliable and gives appreciable speed interfaces. Despite the
fact that such features may seem apt for remote robotic surgery
considering the endless amount of data which need to be trans-
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ferred; it is not suitable since its integral long propagation delay
will probably influence instantaneous operations. Therefore,
satellite networking is mostly utilized for remote recovery.

2.2.8 Frequency Bands between Licensed and Unlicensed

Some networks utilize licensed bands while the other networks
are unlicensed and they shared the band with multiple users.
Hence the effect of licensed and unlicensed frequency on tele-
medicine operations is to be discussed further. Any telemedi-
cine application can function in both licensed and unlicensed
frequency bands and according to (Dekleva et al 2007), (yan et
al 2010),( zhang et al 2011) which is a better option depends on
the situation at hand. Firstly, an unlicensed network does not
experience any delay or incur any cost in getting a license.
Moreover, an unlicensed connection is easily created and can be
done by anyone with no limitation on the kind of radio gadgets
being used. However, since everyone can access the gadget is at
high risk of interference and security breaches. On the other
hand, licensed networks will function within designated bands
with restricted usage so the devices can highly personalised to
the exact requirements of the users. Licensed frequency bands
have protection against inference although a 100% guaranteed
bandwidth availability and 100% assurance against interference
meaning an interference free environment cannot be attained.
Therefore, one has to negotiate between convenience and cost
with security and operating environment. In conclusion, there
are several kinds of wireless networking which can be used for
an array of telemedicine functions, each with its own benefits
and drawbacks. A particular selection on the type of wireless
networking will be based on its performance and features as the
type of services obtained can extensive. Normally users will opt
to make use of an existing network to reduce cost and time tak-
en to set up. The advancement in communication technologies
enables more selection to be made available in future and tele-
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medicine application will be more accessible and reliable to be
utilized by people with different needs.

2.3 Operating Outdoor

The impact of electrical noise emitted by the gadgets nearby
may be very prominent as the signal strength will weaken in
relation to distance travelled (attenuation), Transmitted signals
can be lost or corrupted if the noise is very severe resulting in
the data to be useless. At the same time, beside the noise and
attenuation, distortion of the signal can be a problem as data
travels through metal conductors. Distortion happens in many
ways and is subjected to the kind of obstacles that lie along the
signal path. Normally, the shape of the signal is distorted for
instance when a square wave can no longer maintain its smooth
pulse. Even though, the problem of signal propagation does
happen indoors, there are more factors which are beyond con-
trol in the outdoor environment which makes more signals de-
grade severely.

The yardstick that measures the signal loss in a transmission
link is the loss which is predicted to happen in a free space
meaning the loss which happens along a path which is free of
everything that might reflect or absorb signal energy. If a radio
wave which is being transmitted hit a physical obstacle it will
be subjected to the phenomena as in Figure 2.7: -

1. Diffraction: a signal will split into secondary waves.
Diffraction will happen if a propagating signals strikes a
surface which sharp edges. The waves emitted by the
surface will be present in space and some fraction of the
waves may penetrate behind the obstacle and create a
power loss. A phenomenon of waves bending around the
obstacle will occur.
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ii.  Reflection: a signal will be reflected back to the source,
which is the transmitting antenna, using the same prin-
ciple as a mirror reflects light. Reflection is cause by a
propagating wave which is much larger than the wave-
length of the carrier that hits a physical object.

iii.  Scattering: a signal will reflect with different parts
spreading in various directions if the signal becomes dif-
fused upon encountering an obstacle. Scattering is dif-
ferent from diffraction. Scattering occurs when the
propagating wave hits an object that is smaller compared
to its wavelength for example air pollutant particles,
dust, rough surfaces and other irregularities in the chan-
nel. As the signal scatters in multiple directions, it will
provide extra energy as recognized by the receiver.
Therefore the signal received will be more substantial
than those affected by diffraction and reflection.
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Figure 2.7 Factors in the spread of the wireless
signal degrades different results (FONG ef al 2011)

These will cause a lost in signal strength which is termed as fad-
ing. This impact can be overcome by utilizing numerous anten-
nas to pick up different parts of the same signal which arrives
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from various directions. This kind of method is known as ‘space
diversity’. Using multiple antennas can solve the problem since
different components of a signal are subjected to different phase
shift, time delay and attenuation. An antenna may encounter
severe fading and be unable to gather a signal efficiently but the
usage of many antennas will boost the chance of gathering a
clearer version of the said signal. Outdoor transmission faces
more problems since the signals have to clear large physical ob-
jects for example trees and buildings. As for the visual line-of-
sight, even in situations whereby a person can look from one
position of an antenna to another, it does not necessarily mean a
radio line-of-sight also occurs particularly in scenarios of long
distance communication. Radio waves actually require some
space to reach the receiver and the wave will not be able to
“squeeze” pass a tiny hole drilled in the wall. It actually needs a
clearance of the Fresnel zone which is a long ellipsoid stretched
between two antennas. The first Fresnel zone refers to the sphe-
roid space enclosed within the orbit of the path when the dis-
crepancies between the straight line directly drawn between the
two antennas and the indirect path that crosses a single point at
the edge of the Fresnel zone, with half the wavelength. The area
is a spheroid space required for the wave to be transmitted to-
wards the receiving antenna centered along the direct straight
line path between the antennas. For instance if the signal fre-
quency is 30 GHz then by applying the formula (Equation 2.6):

v= f.A; r=v/f —5 6

If the speed of radio wave transmitted through free space is
roughly 3 x108 m/s, the wavelength A would be 3 x 108 / 30 x
x10° = 0.01 m or lcm. Therefore, half wavelength is 5 mm.
The wave will reach the receiver by a direct straight line path
and within a spheroid area of 5 mm. In order to achieve propa-
gation in free space at least 60% of the first Fresnel zone should
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be clear of any physical obstacle. Besides that, in order to esti-
mate the path loss or attenuation, the terrain profile around the
spheroid area has to be taken into account and this can be car-
ried out using well-established models such as the Longley-Rice
Model (Hufford, 1999), (phillips et al 2011) whereby the medi-
an of the transmission loss can be projected using the geometry
of the terrain profile and the refractivity of the troposphere. An
Urban Factor (UF) can be used to calculate any additional at-
tenuation caused by urban clutter encircling the receiving an-
tenna. This model can be efficiently sued as an irregular terrain
model (ITS) but the effects of buildings and foliage are not tak-
en into consideration. In order to optimize the propagating path
for long distance communication which exceeds 5 to 8 kilome-
ters, the curvature of the earth has to be taken into account. The
transmission loss varies according to how much power finally
arrives at the receiving antenna. Attenuation has to be given due
consideration as the signal will finally become too weak to be
picked up by the receiver. At the same time, the reliability and
range of wireless telecommunication systems are effected by
weather conditions for example snow, rain or fog. In tropical
areas consistent heavy rain exceed 100mm/hr and lasts for
hours. Hence, the impact of rain on attenuation has to be con-
sidered as the dB/km. Measurement of attenuation shows the
power loss in dB per kilometer of distance travelled. There are
several factors that has an actual impact especially the rainfall
and the frequency of the carrier. Generally, the higher the fre-
quency and/ or the heavier the rain is; more power will be lost
per kilometer. Nevertheless, attenuation induced by rain is not a
main issue if the rainfall is below 20mm/hr if the r system is
operating under 10 GHz. Figure 2.8 shows the comparison be-
tween the attenuation for 10 GHz and 50 GHz. It is important to
take note that the signals of horizontal polarization will experi-
ence a higher degree of attenuation than vertical polarization
under a similar situation. Figure 2.9 also shows that the differ-
ence between two polarizations also increases as the frequency
and/or rainfall increases. A heavy rainfall on radio propagation
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path will reduce the availability of the system as the rain causes
cross-polarization interference which will eventually reduce the
polarization separation between signals of vertical and horizon-
tal polarizations as they are transmitted in the rain. Radio link
performance degradation can be measured by cross polarization
diversity (XPD) which is calculated by the degree of coupling
between signals of orthogonal polarization. (Bahlmann 2008)
and (Fong 2003a) defined XPD as a measurement of the
strength of a co-polar transmitted signal which is received
cross-polar by an antenna as a ratio to the strength of the co-
polar signal that is received which will normally result in a 10%
reduction in coverage due to cell-to-cell interference. Although,
it is logical to use horizontally polarized signals to evade un-
necessary power loss, section 3.1 will explain why much system
use both horizontally polarized and vertical polarized simulta-
neously.
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Figure 2.8 Effect of rain attenuation at different rainfall
rate (FONG et al 2011)
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Figure 2.9 Horizontally polarized signals undergoes more
severe attenuation than vertically polarization signals in a
similar situation (FONG ef al 2011)

Channel degradation that is caused by rain must be dealt with
properly in telemedicine since accidents happen frequently due
to heavy rain. Therefore, telemedicine systems which help dur-
ing emergency rescue operations must be able to provide quality
services. According to Fong (2003b) optimizing the system
margins of the particular application will maximize the availa-
bility of radio link in related conditions. Multipath fading is a
feature that results from multiple parts of a signal arriving at the
receiver from different directions of arrival (DOA) at varying
time because of reflection through various physical barriers
along the propagation path that causes a varying amount of de-
lay as shown in Figure 2.10. The straight-line unobstructed path
having LOS will be the shortest path between the transmitter
and receiver. When the propagating signal hits a barrier it will
be spread out and take multiple paths which results in varying
travelling time to reach the receiver that causes different amount
of time delay. Multipath is normally a problem with signals be-
low 10 GHz. On the other hand, attenuation due to rain is a crit-
ical factor at frequencies above 10 GHz. Therefore, lower
frequencies are preferred in tropical areas whereby there are
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heavy and constant rainfalls. On the other hand, systems with
higher frequencies are generally used in less crowded section of
the range which has more bandwidth available. Besides that,
Doppler Spread also causes delay in wireless communications
whereby the fluctuations are caused by the movement of the
receiver, transmitter or some physical objects which are in be-
tween them. Doppler Spread is predominantly significant in ve-
hicular communications whereby signal reception is affected by
fast movement.
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Figure 2.10 Multipath fading caused by different parts of a
signal arriving at varying time through different paths
(FONG et al 2011)

2.4 RFID in wireless Telemedicine

Radio Frequency Identification (RFID) is an aged technology
which was available since World War II but it has only been
used widely in the past decade in many applications which are
used daily in our lives. RFID can be used to identify things us-
ing radio frequency signals. Therefore, it is recognized as an
‘electronic barcode’ system. Currently, various types of RFID
are utilized everywhere. Actually, RFID needs ‘tags’ to recog-
nize an item and ‘readers’ to read and classify the information
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on the tags. The readers are available in different forms namely
portable or fixed readers, active or passive tags which merely
means whether an internal battery is required to activate a given
tag so as to answer a reader. The purpose of the battery is to
provide a longer reading range which reads an active tag from
long distance. On the contrary, the passive tag obtains the pow-
er required from the reader as it receives the signal from the
reader. As such, the passive tag is not equipped with a battery
meaning it does not depend on a power origin. When this sig-
nal, which carries a certain supply of energy with it, hits the
coiled antenna inside the tag it will induce a magnetic field. As
a result, this triggers the electronic circuit containing infor-
mation which is engrained within the tag including a special
identification number. The passive tags are affordable, durable,
and small and can be fabricated for less than 10 US cents each.
It can also be mass produced because the tag is fundamentally a
printed antenna with a small chip enclosed with paper. A com-
mon layout structure of a RFID tag is illustrated in Figure 2.11.
Nevertheless, issues of using the RFID tag in telemedicine ap-
plications is not limited to short reading range alone. In fact, it
is also unable to supply power to biosensors.
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Figure 2.11 RFID tag (FONG et al 2011)
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The main issue concerning the reliability of RFID is tag collision
and reader collision. Tag collision refers to the scenario when a
single reader energizes multiple tags which causes the tags to re-
spond simultaneously. This results in reading failure. Reader col-
lision refers to the scenario when the coverage area of one RFID
reader and that of another neighboring reader overlaps. There is
also an absence of security features since any reader within range
can pick up the tag signals. RFID systems can function in differ-
ent frequency range. The functions of different telemedicine ap-
plications may be affected by the RFID’s propagation
characteristics. With LF (low frequency: 135 KHz) and HF (high
frequency: 13 MHz) systems, the power of the signal which is
transmitted may be drastically reduced due to reflection of the
signals as shown in Figure 2.10. Water can absorb the UHF (ultra
high frequency: 900 MHz) systems signal. Hence, it is unfavour-
able for applications that involve administering tags on a human
body. However, RFID is still used in many medical applications
such as in drug dispensary for associating patients with pre-
scribed or controlled drugs. Moreover, RFID is also used in
tracking medical equipment, babies and patients.

Implanting medical gadgets into the human body is another sig-
nificant aspect in healthcare, especially gadgets such as Biven-
tricular Pacemaker and Glucometer. Due to the water
composition in human tissue, UHF is not feasible to be used.
Therefore, security reasons and lofty cost of the readers makes
HF a more suitable selection for surgical implantation. The im-
plantation of a biventricular pacemaker requires the implanta-
tion of leads through a vein into the ventricle and the coronary
sinus vein for ventricle regulation purposes. Since its purpose is
to assist patients suffering from severe symptoms of heart fail-
ure, any irregularities must be made notified to medical person-
nel promptly via telemedicine network in order to reduce the
dangers of sudden cardiac arrest. Patients with insufficient ejec-
tion fractions may need an implantable cardioverter defibrillator
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(ICD) and a pacemaker to maintain sufficient heart beats. ICD
operates by detecting the rhythm and shocking the heart. As
such, this can influence the operation of a RFID tag that is cor-
related with the ICD. Since the tags associated with an im-
planted device are closely packed to each other, there is a risk of
tag collision. The barriers along the path of a propagating signal
include, in order, the lung’s anterolateral surface of the inferior
lingular segment, rib bone and finally through the skin which is
made up of epidermis, dermis, and subcutaneous fat leaving the
body at the chest. Here, the barrier layers affect the signal path.
The tuning of the antenna is affected by the capacitance be-
tween a tag and its housing. A solution to this would be tuning a
tag away from resonating at the frequency of a reader. This
eliminates mutual coupling with other tags. The use of RFID
tags with tunable antenna can enhance the reading range.

The case study above is considerably complicated; we will ex-
amine an example that is less complicated such as an implanta-
ble glucose meter for overseeing a diabetic patient as
documented by (Carlson 2007). Should there be any communi-
cation failure, this glucose meter will not have any immediate
life threating issues. The RFID tag is able to transfer the read-
ings from the glucometer for analysis. Data has to be immedi-
ately transferred upon arrival from the glucometer before it
becomes saturated as the data storage capacity of the passive tag
is less than 2KB. Hereby, the RFID tag is considerably alike to
a mobile phone that utilizes a Universal Serial Bus (USB) cable
to connect to a laptop computer as a wireless modem. Here, the
mobile phone functions as a medium that delivers data to the
outside world. Now that we have an understanding of the role of
the tag, we shall examine the system involved. As a wireless
transmitting gadget, the tag obtains energy from the incoming
wave which is transmitted from the external reader; the received
energy must be high enough to trigger the chip. When antenna
of the tag returns the signal, it must be capable of making sure
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that the transmission power is sufficient for the reader. The hur-
dle is to implant the tag as close as possible to the patient’s skin
to reduce the distance of signal propagation, while at the same
time, we should not allow any immediate contact between the
antenna and any internal tissue that may fend off the signal. The
selection of housing material for the tag is important as any
housing which completely seals it off will avoid direct contact
with internal tissue, but may influence signal penetration. Dif-
ferent materials which are suitable for implantation have been
described by (Friedman 2001). The optimal wrap for separating
the tag and surrounding tissue is polyvinylchloride (PVC) insu-
lator of about 10 um as it does not result in significant effect to
signal propagation.

The glucometer system’s structure is simple but the technicali-
ties are challenging as it involves glucose sensing, biocompati-
ble interface, and a gadget to change the input into an electrical
signal that can be inscribed into the RFID tag for subsequent
conveyance away from the patient’s body to the reader. Simul-
taneously, the device should be set to ensure data stored is sent
immediately and the memory content of the tag is emptied be-
fore the next set of measurement is taken. As such, the device
linking the RFID tag to the glucose sensor must be able to both
generate the signal from the captured reading and program the
memory of the tag. This gadget must also be very small and
consumes low power so that the reader can generate and hoard
enough energy to last until the next reading operation. In short,
the only thing required is to download the acquired data for
consequent analysis and storage. The antenna and related cir-
cuitry for the chip must be designed to enable data from within
the body is conveyed to the external world. Not only is RFID an
identifier, it is also an extremely tiny, economical for implanta-
tion and supports short range wireless communications. Unde-
niably, RFID is versatile and has limitless usage, making it an
important for telemedicine applications.
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CHAPTER 3

THE WIRELESS
TECHNOLOGY IN
PATIENT MONITORING

Previously, we learnt there are a variety of wireless networks
which can be used by telemedicine services. These networks are
designed with distinct properties for specific circumstances.
Since these applications may have different requirements, it is
hard to determine which networks are the best for telemedicine.
After studying different technologies, we know propagation is
one major issue being faced by all wireless networks. Compared
to wired systems, wireless telemedicine is considerably more
popular since it is a fundamental technology which connects
people and resources in terms of healthcare. For life threatening
situations, technological advancements also enable reliable and
secured networks to provide services. Now, we will look at
different situations whereby wireless technology can aid
patients to recover and rehabilitate. We shall see how it happens
and the obstacles involved. The popularity of RFID in most
applications allows patients and resources to be easily
monitored and detected. The specific design of a network
depends on the application it can support which means that it
needs to meet the prerequisites that is required to transmit the
kind of information involved effectively. As an example,
consistent transmission of heart beat and ECG data is required
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to monitor a ventricular tachycardia (VT) patient in order to
make sure that any possibility of a ventricular fibrillation can be
detect immediately. This might involve at least 0.05s of
resolving QRS complexes separation. Thus, the communication
network used must be able to support the data rate needed in
any telemedicine system.

Firstly we shall review the challenges and technologies
involved in setting up a body area network (BAN) which can be
utilized by both the healthcare personals and patients. Then, we
shall review a few main applications that are able to monitor
patient from afar by using wireless communication technology.
Nevertheless, this is not the only deployment option; alternative
solution may be available for some of the examples given. The
main objective to review some examples to improve the
understanding on how telemedicine technologies can contribute
in various rescue operations and the obstacles that exist.

3.1 Body Area Networks

Body area network (BAN) or Personal Area Network (PAN)
was invented lately when technology permits extremely mini
radio transmitting gadgets to be safely implanted in a human.
BAN is popular application in the healthcare, and also applica-
ble in IT related stuffs due to its compatibility options. In the
healthcare sector, BAN is small enough to be implanted in hu-
man body and could act as a detector and responder of various
issues that are related to the human body. It could receive and
transmit an issue detected in the body. In term of logging, daily
chores of human body activities are logged accordingly and a
set of requirement can be pre-defined to help in the monitoring
of fitness, medical aids and others. This logging information can
later be review through remote monitoring by the aid of biosen-
sors that are attached to the user’s body. The BAN is capable of
monitoring, logging and tracking people who have serious ill-
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ness or just wish to keep fit. The use of biosensors attached to
the user’s body will be able to detect potential issues. There are
two major elements in the BAN namely:-

a) Intra-BAN for the internal communication - sensors and
actuators were attached to a mobile based unit (MBU)
functions as an information processing centre. The MBU
could be practically any gadgets that we use generally
such as hands free kit in the car, a hand phone, or the
wireless modem which connects our computers to the In-
ternet.

b)  Extra-BAN for the external communication —to establish
external communication with the units of the body sur-
rounding and with the exterior world. Typical telemedi-
cine adopts such framework which passes on data that has
been retrieved data for analyzing and processing.

The advantages of BAN are power consumption lower than 10
m W and a low data throughput about 10 Kbps. Besides that,
many problems have arise from the development of BAN. As
for data security, no data protection is enabling in most of the
cases thus QoS (quality of service) assurance need to be provid-
ed to ensure all devices are connected. The coverage area is ap-
proximately 2 meters from the BMU.

Few challenges are discovered when trying to design an antenna
which is the most significant part of a wearable sensor. (Hirata
2010) mentioned that the antenna must have all angle coverage
so that a better mobility and effect of human body absorption
toward those transmitting signals can be achieved. Further-
more, it is more challenging with gadgets that are implanted.
Currently no standards have been regulated for BAN transmis-
sions but IEEE 802.15 Working Group for wireless personal
Area Networks (WPANS) is looking into it and there is a possi-
bility for various devices to be inter used on transmission medi-
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as. (Li 2008) has discussed the probability which might pave
the way to develop a standard of IEEE 802.15 for BAN usage.
At the moment, different media are assigned different group for
instance 802.15.4 for Zigbee and IEEE 802.15.1 for Bluetooth.

Since specified sensor’s flexibility has to be maintained at a
high level of flexibility, BAN is equipped for observing diabetes
patients, asthmatic patients, heart patients etc. Besides, tracking
and keying in of relevant information can be effectively done to
recognize any issues that might arise. In some sectors for exam-
ple in the clinics and hospitals whereby there are most patients
who need to be attentively monitored supervision, the main
challenge is to have the capability of recognize every BAN sys-
tem that is linked with each and every patient so that infor-
mation gathered will not be mixed up. Despite the fact that
numerous BANs can be built using sensors sold over the coun-
ter, there are various matters that arise pertaining to the use of
the sensors for example:-

e Standards: specifications, operation, range of operation,
communication protocols, , privacy and security mat-
ters.

e EMC: Prone to interference, amount of electromagnetic
radiation produced

e Calibration: Precision, method for alignment

e Integration: networking, database connection, place-
ment and mounting

As at today, no standard have been set in terms of design to
oversee the improvement of BAN biosensors. There is no
standardization on communication protocols regulating how
information should be transferred or guidelines on power source
prerequisites. The sensor’s reliability and performance will vary
when utilized under diverse circumstances. For instance, there
is a probability that implanted sensors will not be suitable to
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function at above a certain elevation or during which an indi-
vidual is immersed in water when swimming, snorkeling or re-
pairing a boat. The distance to which an individual be away
from the source of information need to be stated to guarantee
that information could be adequately gathered if the gadget does
not have any capacity to store internal data. Likewise just like
all healthcare systems, security of the information and privacy
is a paramount point to address. Most nations have rules and
regulations pertaining to the usage of all wireless transmission
with EMC conformity as one of the main issues that need to be
adhered to. In settings of different countries, the health monitor-
ing gadgets must be designed to adhere to all important admin-
istrative rulings related to EMC. Calibration is an imperative
procedure that must be done for all gadgets that need precision
in guaranteeing that the information obtained falls between the
specified accuracy limits. It is advisable to be able to do self-
calibration and diagnose the situation for a user free easy
maintenance. When auto calibration could not be done, it is im-
portant to determine how regularly the calibration has to be
done to ensure constant accuracy and whether calibration can be
undertaken by the users themselves. Lastly, to guarantee the
sensor’s reliability, the linkage between the sensor and the
MBU and the method of safe implantation on a user must be
carefully handled. According to (Park 2003) and (Winters
2003), sensors could be embedded within the interior of a hu-
man and equipped with a fitting protective housing. Neverthe-
less, a large portion of them are connected to the body on a
short-term basis, while some are attached on the user’s clothes.
To guarantee a high mobility rate, the sensors must be light-
weight, tiny in shape and size. The form and weight of the sen-
sors are basically controlled by the internal battery attached
inside. Therefore, to ensure maximum durability and minimum
size, the sensors must be produced to be particularly power
efficient. Likewise, regular charging or changing of the battery
might make the usage of the sensors impractical and inconven-
ient. Figure 3.1 shows how a BAN works. This example can
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explain a basic BAN which comprises of sensors for screening a
heart patient who under attentive recovery. Here, the sensor’s
functions include gathering ECG information, movement sen-
sors for gait stage detection, data on oxygen saturation, body
temperature of a patient and the surroundings. Every sensor is
linked with the MBU through wireless connection and infor-
mation is sent at customized intervals. By using GPS (Global
Positioning System) or through the position of Internet access
point, the location of a patient can be determined. Information
acquired from every sensor and existing home WLAN that is
connected to the telemedicine system is passed on by the MBU.
The acquired information can be used to immediately update a
patient’s electronic records. If a therapeutic condition that re-
quires medical care is observed an alarm will be set off and the
location of patient is known immediately so that essential care
can be administered.

Intra-BAN Extra-BAN Telemedicine

Figure 3.1 Body Area Network uses a telemedicine link to
establish connection with outside world (FONG ef a/ 2011)

The temperature and humidity of the surroundings whereby the
patient is present can likewise be noted and recorded. A quanti-
tative analysis of different patterns and conditions for issuing
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suitable proposals could be effortlessly attained. Information
can additionally be saved anonymously for research proposes to
enable the impacts of every parameter on a given medicinal
condition can be examined. The by-laws in most nations limit
the access of data related to identify patients. The sensors may
encounter a range of bearings when they are fixed on a patient
(Wang, 2009), (khaleghi et al 2010). When an individual
moves, a few sensors might come closer to the MBU while
some sensors might be moved further. (Welch 2002), (molisch
et al 2005) examined attenuation and delay incited by the hu-
man body as a sign of degradation elements initiated because of
assimilation, reflection, and diffraction. The electric characteris-
tics of human tissues namely the electric conductivity and per-
mittivity might be utilized to verify the conduct of radio signal
transmitted through a human body. To make it simple, the rela-
tive permittivity diminishes when the conductivity builds up the
increasing signal frequency. An itemized depiction of these
electric characteristics of the human body on wave engineering
is mentioned by (Means 2001), (beard et al 2006). It is typically
important to confirm the network performance throughout the
designing phase to guarantee its reliability. However, measure-
ment can be carried out with suitable replicating models rather
than utilizing human subjects,

3.2 Rescue of Emergency

No matter how careful people are, accidents do happens some-
times. Misfortunes can happen due to natural causes, deliberate
or accidental human errors, machinery failure or due to a com-
bination of all these. If a mishap happen and in the event of in-
juries, the most immediate action will be to render necessary
treatment at the earliest possible chance. Normally, looking for
help can be an extremely extensive procedure. Minimizing the
time taken to give treatment is the most ideal approach in saving
lives and emergency rescue mission can be carried out using
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telemedicine applications. How the use of wireless technology
can help is evident as the usage of hand phones over the past
few decades enables individuals to wipe out their handsets and
make an emergency call for an ambulance regardless of time
and location. While it was necessary to search for a fixed line
phone, the time saved by using a hand phone today can mean
life or death to the injured victim. Nevertheless this only appli-
cable if the hand phone is inside the network coverage area.
Therefore, expanding the coverage area will enhance the chanc-
es of saving some lives. If it is integrated with GPS, the location
of the caller can be tracked immediately. Since, different vari-
ous types of mobile devices are accessible, multimedia technol-
ogy and wireless communication is linked in various ways for
Emergency Medical Services (EMS). Thus, there are more
functions available through the telemedicine. A number of de-
ployment situations in which wireless telemedicine can serve
various conditions in emergency cases has been identified (An-
sari 2006), ( wang et al 2010) had identified numerous deploy-
ment situations in which wireless telemedicine can be used to
serve various conditions in emergency cases. Hand phones
within built cameras can do a great deal more than merely call-
ing for assistance from the emergency centre. As an example
(Martinez et al 2008a), ( martinez et al 2009b) reported of the
utilization of hand phones to convey data regarding the changes
in colors recognized from exposures to markers of infection. In
this specific scenario, the victim is indicated to suffer from a
particular kidney problem by sending the test strip images. As
long as the ‘color depth’ is sufficiently recognizable between
the variations in different colors that took place to reflect the
properties of the fluid which are tested, the hand phone camera
can be used to transmit the aforementioned data. Here, the
number of binary bits which were utilized to signify every pri-
mary color- in particular green, red and blue of a given pixel in
the picture controls the ‘color depth’. A camera with n bit of
color depth is equipped for taking a picture of 2™ separate levels
of shades of every primary color. Differentiation of slight

64



change in color is not necessary to prove the existence or none
existence of a substance. As such, a conventional hand phone is
adequate for handling that application. Nevertheless, in different
circumstances, for example, capturing pictures indicating a
wound will require an image quality which far surpasses what a
hand phone camera can take. Therefore, in responding to emer-
gency rescue, it is fundamental for additional advanced devices.
Telemedicine frameworks can capture a vast array of data re-
motely. Figure 3.2 shows a case study whereby the framework
of an emergency rescue system which is equipped to furnish the
paramedics unit a medium for sending a huge amount of data
about an injured individual to the hospital so that essential ar-
rangements could be done before the victim arrived at the hos-
pital. We shall analyze the parts of this system. In
circumstances whereby the fire engines are needed on location,
a collaborative operation can be carried out as direct communi-
cation can be achieved for connecting the paramedics unit with
the firemen. Every paramedic member can bring along various
wearable units, such as sensors, communication gears and cam-
eras. Likewise, a fireman can wear tracking mechanisms, oxy-
gen level markers and gas detectors. A gateway for all
paramedic’s unit- ambulances serves to form a two-way com-
munication connection between the paramedic unit and the hos-
pital. Here, the electronic patient record saved in the hospital
can be used by the paramedics unit to obtain the medical history
of a patient. Therefore facts regarding health conditions and al-
lergies can be obtained before first aid treatment is administrat-
ed as illustrated below.
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Figure 3.2 simple emergency rescue systems
(FONG et al 2011)

3.2.1 at the spectacle of an accident

In the event of an accident, a WLAN will serve the nearest am-
bulance. It can concurrently connect devices that are handled by
a few paramedics so that information can be transmitted to the
hospital. On the other hand, the electronic patient record archive
within the hospital database can be used to recover the victim’s
data. IEEE 802.11n WLAN will typically be sufficient to cover
the area encompassing a mishap scene unless the retrieval ma-
noeuvre happens profoundly inside an elevated structure or a
dense forest whereby it is impossible to park the ambulance
close-by, The main advantage of WLAN is that sustaining a
connection does not require the line-of-sight (LOS). WLAN
system is able to execute the following:-

I.  the injury sustained by the patient can be captured by
using high resolution wearable camera

II.  image processing algorithms which measures the vol-
ume of blood lost which is caused by the extraction of
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I1I.

an object that is approximately the volume of blood
spilt with relation the volume lost

Different sensors evaluate different vital signs for exam-
ple heart beat, Sp0, level, respiratory rate and so on.

In giving prompt treatment, a paramedic may require imme-
diately retrieval of the injured victim’s medical history. Vi-
tal data for example drug allergies and being carrier of
contagious disease is fundamentally essential to take neces-
sary precautions to avoid harmful effect. Video conferenc-
ing technology enables the paramedics to consult the
specialists easily particularly when the condition of the pa-
tient is sent to the specialists for rendering remote guidance.
Thus, countless amount of information is captured by vari-
ous mechanisms carried by every paramedic. Thus, there are
different matters that must be tended to. Firstly, it is im-
portant to clearly identify every set of information clearly
especially in circumstances whereby more than one victim
is treated with on-scene. This simply means that the set of
information that has been obtained must be efficiently
linked to the patient concerned. Besides, in order for para-
medics and the ambulance to be constantly connected, it is
important to ensure that all the freely mobile paramedics are
close to the ambulance. Therefore, constant checking must
be done to make sure all the paramedics are within the
boundaries of the network coverage area. Security of the da-
ta must be guaranteed to ensure no unauthorized personals
close-by can access the patient’s data. Simultaneously, in an
uncontrolled scenario, data should not be tampered or al-
tered throughout transmission. To have a perspective re-
garding the amount of information is gathered by each
paramedic lets refer to Table 3.1. This may seem to be a low
demand operation when compared to our daily use of the in-
ternet, but there is one crucial contrast between internet and
telemedicine applications. If there is a system failure while
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surging the internet, we can simply reload a web page. In
contrast, in the life saving telemedicine applications, there is
no second chance of re-capturing the data or retransmission
of data should a system failure happens. Thus, necessary
precautions must be taken to make sure a certain edge for
error is accepted.

Source Format Approximate datarate  Compression

Video Camera 25 fps 1280 x 720 19 Mbps Yes
Still Image (each) 3000 x 2000, JPEG 1.5MB Yes
Voice 3 Hz bandwidth, 32 KHz sampling 525 Kbps No
ECG monitor 12 leads ECG 12 Kbps No

Table 3.1 Data requirements (FONG et a/ 2011)

Issue pertaining outdoor wireless communication have been ex-
amined in section 2.4. In some circumstances paramedics arriv-
ing at the scene of the accident will discover that the
degradation factors to the connectivity of their gadgets are re-
flection and diffraction. We will look closely into Figure 3.2
and the subsequent Figure 3.3 that shows they are encompass-
ing an ambulance. Confirmation that the transmitting gadgets
will constantly provide a clear LOS to the AP's antenna in the
ambulance is not possible since the paramedics unit is liable to
be freely mobile throughout the rescue mission. Shape and size
of the obstructing object and features of the signal- the ampli-
tude, the level and polarization of the carrier wave at the point
of hitting the object determines the amount of diffraction. Once
in a while the wave might likewise be in part diffracted
throughout the process of reflection. The polarization and the
angle of which it hits is the major determinant of the degree of
reflection and diffraction. Another influencing factor is the ma-
terial of which the item it hits is made of.
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Figure 3.3 Data communication in the vicinity
of the ambulance (FONG ef al 2011)

3.2.2 Supporting the ambulance

Paramedics may carry various wearable devices which depends
on the type of the rescue operation and the nature of data that is
being sought after. Figure 3.4 illustrates the type of wireless
gadgets in which a paramedic puts on when treating an injured
victim. Instead of directly connecting an individual gadget to
the ambulance, it is advisable to set up a BAN by utilizing a
Bluetooth since the design of the wearable gadget has to be tiny.
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Figure 3.4 Wireless devices assisting an ambulance
on the scene (FONG et al 2011)



In this case a modified PDA is used as a MBU that gathers in-
formation from all the cameras and sensors worn by the para-
medics. A 2.4 GHz link connects the PDA to the ambulance
network. (Baber 2007) has discussed about circumstances
whereby wires might once in a while be favoured when attach-
ing wearable devices. The posture of the paramedic and the de-
sired interface of gadget might make the wires more ideal than
wireless alternatives like Zigbee or Bluetooth. Generally, a tiny
device fitted in a pocket and requires negligible connection
throughout its usage could be linked through wires. Wires are
normally more dependable and transmission of information will
not be compromised by movement and orientation. However, it
is preferable that the wires will not get entangled and the
movement of the users will not be influenced in any way. Re-
gardless of what is the capability of an individual gadget the
design must be comfortable to wear and user friendly. Power
consumption is a critical component to lessen the weight and
size. Likewise, to ensure optimal operational dependability, re-
ception properties with relation to orientation and movement
have to be focused upon. Exceptional customization of the
wearable medical gadgets is its most important feature; hence
the current market does not offer many off-the-shelf devices. Its
ergonomic design is an imperative credit to guarantee that
gadget will not influence or hinder the paramedic daily chores
in any case while capturing information as it is worn. A single
type of processor is enabled to be customized to drive essential-
ly any sensor through developments in programmable digital
signal processing (DSP) chips. The conditions of each distinc-
tive rescue mission determine the particular supporting gadgets
which are worn. For instance, night missions require lighting
which will consume more power causing a drastically shorter
battery lifespan. For reliable missions in the event of a heavy
downpour, majority of gadgets need waterproof housing. Noth-
ing will drop whenever the paramedic run around, as long as the
mounting is secured. Numerous gadgets are accessible depend-
ing upon the kind of data needed. Here, physiological monitor-
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ing in disaster recovery missions is even applicable whereby
paramedics may need to work for long periods of time without
rest.

( E.\’mmsum- ) . WirelessLink  Ambulance

Radio Hub

Hospital e

Figure 3.5 Emergency rescue networks (FONG er a/ 2011)
3.2.3 Backbone of the network

The backbone of the network can be practically any kind of
wireless or wired networking which grants basic transmission
bandwidth and coverage. In this specific case, we shall inspect
the 17 GHz wireless system outlined in Figure 3.5. (Fong
2005a) has expanded Figure 3.2 to incorporate the features of a
wireless interface system linking the ambulance to the hospital.
This gives a two-way wireless connection between the radio
center in the hospital and the ambulance.. This is an IEEE
802.16 point-to-point network that might function well if the
ambulance remains static at the scene of the accident, however
its functions will significantly weaken when the ambulance is
on the move. Mobile WIMAZ might be a better choice for vehi-
cles on the move if continuous monitoring throughout the jour-
ney to the hospital is required. Nevertheless, since most of the
crucial data is obtained from the on the scene mobility support
is basically not an important factor for accident recovery sup-
port system. Communications between the hospitals and the
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gadgets shown in Figure 3.6 which is worn by the paramedic
may not be continuously accessible. Tall structures might leave
no LOS path along the way from the scene of the accident to the
hospital or near the scene of the accident Based on Chapter 2
there are a few problems to think about. The most ideal ap-
proach to guarantee network coverage is by analyzing the areas
serviced by a particular hospital and develops a database for
ground elevation which basically comprises of a computer to-
pography map. The main function of the computer topography
map is to gather data about the surrounding terrain to model the
effects of trees and buildings in different areas on the communi-
cation link with the ambulance. Any given location (z) at a spe-
cific (x, y) position of the area represents the relative elevation
of the ground above a fixed reference point for example, the
rooftop of an elevated structure. A detailed database for the
points (x, y, and z) might be seen as a grid for the whole cover-
age region. The topographic database need to contain all the in-
formation about the terrain of all the areas that a particular
hospital serves so that whichever place the ambulance goes it
will be connected. This communication link will require a high
level of accessibility and reliability whereby a delay is normally
not an issue. However, transmission needs to be error free since
data of a patient not need reach the hospital in real time. Besides
that, re-transmission of information is never a problem because
if the information is corrupted or lost, it could be re-sent once
more. Re-transmission ensures successful information gathering
but at a delayed time frame. Heavy downpour is one of the main
factors that cause severe accidents. Actually rain increases the
probability of an accident; it likewise influences the reliability
and functions of radio connections. Rain causes problems such
as mainly attenuation and depolarization. Attenuation will
weaken the strength of the signals which causes a decrease in
coverage area. Depolarization will affect wireless link which
uses both horizontal and vertical polarization signals. Depolari-
zation causes the two signals to intercept with one another and
inevitably produce no signal at all. Figure 2.8 shows how criti-
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cal this problem is as the extent of rain attenuation depends on
the intensity of the rain. A heavy downpour can influence the
outdoor wireless networks that operates in an area.

Figure 3.6 A well-equipped paramedic
assisted by technology (FONG et al 2011)

We can observe the impact of a rainfall of 0 mm/hr and 120
mm/hr on 10 GHz and 5 GHz signals. From Figure 2.9, we see
that a horizontally polarized signal is severely influenced by
rain. Hence, depolarization will finally trigger off a phase shift
to as much as 90e results the causes horizontally polarized sig-
nal intercepting the vertically polarization signal. As the two
signals intercept, they join together and adequately contra one
another. The entire network is a crucial factor for the telemedi-
cine system since it provides a solid interface between the per-
sonnel’s working on site of incident and the hospital. (Fong
2005b) has suggested in her research that generally when licens-
ing of radio frequencies allows, a lower frequency of 10 GHz or
below ought to be used for tropical regions whereby frequent
rainfall level of over 20 mm/hr. is often possible. In general,
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any range between 25 and 40 GHz ought to be utilized for im-
proving the network performance and staying away from spec-
trum congestion.

3.2.4 Accident and Emergency (A&E)

Surgeons in the Accident and Emergency (A&E) unit can get an
exceptional decent idea regarding the condition of the victim
when the ambulance arrives since data indicating the degree of
injury suffered by the victim during an accident is sent to the
hospital together with the vital body signs. The electronic pa-
tient record provides immediate patient medical history. Even
though the benefits of telemedicine technology to the A&E unit
personnel is clear, there are still various matters to be managed.
Prior work by (Benger 2001),( guler et al 2002),( noland et al
2004) discovered various possible matters which emerge from
the development of service capabilities. (Benger) has recorded
are various human factors like reliability, and convenience and
the issue of incorporating telemedicine technology into current
practices. Medical practitioners and supporting staff are obligat-
ed to be clear regarding the system in terms of what it conveys
and how it can be fully used. Possibly this involves training to
guarantee data conveyed by the telemedicine framework is
rightly deciphered. Since linking to a copyright framework
might incur issues of compatibility and interoperability, inte-
grating with an existing medicinal framework might likewise
require exceptional consideration. Even though (Tachakra
2006),( duchesne et al 2008),( giakoumaki et al 2010) has re-
ported that there are no recognizable interference between the
telemedicine transmitting gadgets and sensitive medical instru-
ments in A&E unit has been traced. Telemedicine is equipped to
provide vital data of a victim before his or her arrival at the
hospital. Vital signs like heart beat and breathing, pulse oxyme-
try (§a0, /Sp0,) and arterial blood oxygen pressure PaO, lev-
els, diastolic arterial blood pressure (DABP), images of injury
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can be made accessible and updated as the patient arrives at the
hospital. Despite the fact that an extensive variety of data could
be sent, most of the information send are not large. Hence,
channel bandwidth is not an issue. Moreover, there are a few
systems that support live video conferencing but may require an
information transmission rate of more than 1 MB/s.

3.2.5 The Authority

Privacy is an important matter for authorities concerned with
any applicable lawsuit which demand for damages involving
security breach as e-health involves constant supervision of the
patients. Thus, the usage of telemedicine may be influencing
liability issue. Usage of telemedicine application that crosses
state boundaries can be involved in regulatory issues if the
states use diversified by laws and licensing regulations. Initial
setting up cost and shortage of funds may likewise be an imper-
ative issue that constrains the use of telemedicine for A&E as
officials in-charge might not be aware of the cost benefits in
spite of the fact that valuable time can be saved in handling an
accident victim and eventually save a life. Officials in charge
normally make decisions from a business perspective; whatever
funds invested can give high returns within a specified
timeframe. Thus, the officials in charge have to be made aware
of the benefits of telemedicine applications. Normally, it is not
that difficult to overcome technological challenges compared to
obtaining the endorsement from the government. Setting up a
complete networking system for supporting emergency cases
might require the co-operation from different sectors mentioned
in this section. Additionally, the officials in charge might view
the time required to provide training for medical professionals
of various capabilities as time consuming. Even though, the
long term benefit of saving lives is self-evident; gaining finan-
cial support from the authorities concerned and the required
time investments are issues to be dealt with seriously.
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3.3 Remote Recovery

Wireless telemedicine enables treatment to be given practically
from anyplace; at the sea, on land and even in the air. (Mchugh
1997) stated that commercial airlines had started linking their
aeroplanes to MedLink which is a service that offers healthcare
support when the plane is in the air. Medlink provides essential
life support service to train airline crews to give basic emergen-
cy treatment and diagnose a medical emergency to decide
whether emergency landing is needed for immediate medical
treatment. This technology enables better time and cost man-
agement by the airline industry which had to be incurred by
making an impromptu landing to drop off passengers who actu-
ally do require quick medicinal attention. Through video con-
ferencing, medical professionals from any nations can offer
continuous medicinal counseling to airline crews who may not
have any related training in healthcare. It is just a matter of
providing suggestions on actions that need to be taken. In addi-
tion, telemedicine can retrieve a passenger’s electronic patient
record so that any existing medicinal issues about that passenger
will be known. Besides, rendering help to patients who are in
the plane, telemedicine ensures recovery and treatment accessi-
ble from practically anyplace. Remote recovery frequently in-
cludes quick disclosure of the victim's actual whereabouts.
Moreover any potential treat to the rescue team from the victim
can be determined earlier by using telemedicine applications to
avoid from placing the rescue team in dangerous situations.
Remote recovery aid in these circumstances through telemedi-
cine is made possible by technology. We shall examine 3 cir-
cumstances whereby telemedicine regularly serves to spare lives
of ordinary layman and medical experts who endanger their
own lives in order to save others.
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3.3.1 At Sea

Maritime rescue is very demanding because cellular communi-
cation networks do not function at sea. Satellite signal is the on-
ly communication option that can be used at the oceans. Even
though most modern ship has high technologically advanced
GPS, communication might fail at times as unexpected thing
can happen. The ship can sink or lost power, the individual who
need to be rescued may be thrown overboard and GPS commu-
nication will fail. The development in technologies enables the
rescue and recovery task to be done hassle free compared to be-
fore. Locating an individual in the big ocean is the crucial for
the rescue operation but by the use of video extraction technol-
ogy with high resolution makes the task easier to handle. Strate-
gic coordination between the rescue boats, control centre and
rescue helicopter are important and receive necessary support in
real time as the waves may shift a person who need to be saved
to new location. Satellite communication becomes the only op-
tion as need to cover the vast area of the ocean. Satellite signals
use millimeter wave in GHz magnitude which are incapable for
detecting sunken objects and ship. This was due to the absorp-
tion of satellite frequencies in the ocean water. Underwater
communication is much more challenging than air communica-
tion. Underwater communication is accomplished by acoustic
waves which travel 5 times faster in water than air. The study of
acoustic waves was conducted back in 15" century; acoustic
wave frequency has a range lower and average between 10 KHz
to 20 KHz. This lead to the reasons why the acoustic waves are
slower in the air and data transmission will be slower. Other
factors that cause the underwater communication to be prob-
lematic are narrow bandwidth and high variation of multipath.
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3.3.2 Mountains and Forests

Search and rescue mission is usually visually challenging in a
forest area. Even with the aid of infrared camera, there are pos-
sibilities of failure of locating a person. The limitation of infra-
red camera can be influence by many factors. Another
communication method that can be used is cell phone commu-
nication. However, areas at high terrain and covered by thick
forest has less chances of having cell phone networks. Radio
communication is not viable in these areas because of the eco-
nomic factors as these areas are less inhabited by people. Hence
these areas have less subscribers and utilization. Typical line-of-
sight (LOS) link will not work due to the thick vegetation.
Therefore, diffraction and reflection of a common radio signals
are the degradation factors that lead to a better communication.
Radio communication must be able to transmit signal to the re-
ceiver so that meaningful data or information can be transmitted
for example the location of the receiver or images of the encir-
cling areas. The clearing Fresnel Zone concept as shown in sec-
tion 2.4 describes the effect of physical barrier such as trees
while the signal is being transfer. This concept relates to the
space encircled by an ellipsoid of two antennas between the
ends of a radio link. Here, radio communication can always be
established provided there was no disruption to the transmission
of the signals as explained in Fresnel Zone, unless there is ma-
jor diffraction or other factor. However, it cannot be concluded
that failing to maintain Fresnel zone always result in communi-
cation error. Sometimes, communication relies more on the sur-
rounding environment where it operates. Reflection of signal
cause by objects that obstructs such trees, plants and lakes can
be the main factor for any signal loss. Even though LOS path
between the transmitter and receive is less likely to exist, there
might be some gaps between the receiver and transmitter which
enables one ground reflected path and one direct path through
LOS to co-exist. Therefore, the loss of signal is much dependent
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on the physical properties such as the phase connection and rel-
ative amplitude between the signals transmitted through the 2
paths. The phase of reflected wave and signal amplitude de-
pends on few variables namely frequency, permittivity and con-
ductivity of the reflecting surface, polarization and angle of
incidence which will overlap each other and have varying ef-
fect. The ratio of LOS signal path and the ground reflected
paths having Fresnel clearance determine the relative strength
of signal between those two paths. The 2 paths will have the
same signal strengths if the ground reflected path lose a little
because of reflection. This will cause an increase of up to 6dB
of signal across the direct path or cancellation which may cause
an extra path lost of at least 20dB which rely upon the relative
phase shift of the 2 paths. A constructive interference is formed
if the 2 signals combine in a phase without a relative phrase
shift. Alternately, 2 signals combining as out of phrase (180
relative phase shift) causes ‘destructive interference’. Tech-
niques including multiple antennas and spread spectrum are
usually used to solve this matter. Moreover, transmitting from a
foggy environment can be done at a frequency of 20GHz and
above. This can be used for communication system in a humid
forests condition. According to Wiki “clutter” is excessive
physical disorder which refers to vegetation that affect or dis-
rupt signal transmission in wireless communication. Clutter
causes deterioration and scattering of the transmission signal
that strike on an obstacles surface such as branches and leaves
because of the wind, thus forming variation of signal path. The
extent of scattering depends on the characteristic and condition
of obstacles such as the shape of the leaves, weight of the
leaves, water content within the leaves and many more.

3.3.3 Fire in Buildings

Among the many types of rescue missions undertaken, fire res-
cue operations are the most challenging as the rescue team only
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has a very limited time to perform their rescuing mission. Fast
spreading fire and thick smoke cause by it always result in the
poor vision and difficulties in handling the situation such as ex-
iting the place in time. Thus personals like the paramedic and
fireman need highly reliable communication tools and systems
that can help them complete their task successfully and return
safely in a short period of time. A communication system that
can lead them to a safe and quick response is a must. It is nor-
mal for people without special requirements not to have any
transmission devices with them and this makes tracking fire vic-
tims who are trapped in building more challenging during a
breakout of a fire. Therefore, locating a person through radio
communication is not possible because the victim might not be
having any kind of radio transmitting device which are fully
functional. Thus the rescuers have to take personal risk when
carrying out a rescue operation. They need to identify the safest
route and grab the finest opportunity to save the fire victim.
However, the floor directory or plan might not be made availa-
ble to the rescue team. A normal building can change complete-
ly into a total messy place during a fire. Thus, when a rescue
team enters a building on fire it does not mean it would be the
safest and best path to take. On top of it, there is the risk of fall-
ing objects during the fire. Now we shall see how communica-
tion technology can help in locating the best path for the rescue
team to be entered during fire emergencies.

Surrounding environment can be hardly visible when there is
thick smoke during a fire. On the other hand, radio signals are
also blocked by energy absorbing materials in the building.
Metals are very common in buildings and it has undeniable us-
age in the construction and fittings but unluckily, the metal
blocks radio signals. The rescue team will face tremendous
challenges as visibility is blocked by thick smoke and radio sig-
nals block by the obstacles. Hereby advancement in technology
enables the rescue mission to be carried out successfully. Tech-
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nology helps to saves lives. In Chapter 2 we have seen that a
signal with a frequency exceeding several GHz can easily pass
through materials compared to those signals with lower fre-
quency. Low frequency signals are blocked or jammed by ob-
stacles. This is best explained in the scenario of interruption of
phone calls in a lift as the metal cage blocks the 900MHz cellu-
lar signal. Thus, the firemen require a more efficient form of
communication than a hand phone to lead them to safety and
accomplishing their rescue mission. An essential and complete
suite of a fire fighter is shown in Figure 3.6. This figure differs
from Figure 3.4 as it comes with some changes in the equip-
ment and with the transmission and reception of data capabili-
ties. Communication devices that are provided have different
functions in ensuring the fire fighter’s safety. The suit is fea-
tured to protect both the fire fighter and the equipment itself
from long term exposure to toxic gases and heat. Architecture of
the communication devices must be designed to function within
the suit at all time. Besides, suitable communication filtering
should be fix to eliminate any surrounding noise that may affect
communication. This is vital since communication should be
established at all time during a rescue operation in a building on
fire. Oxygen is very important in the scenario of a fire for a
better chance of survival. Alert for the oxygen level need to be
generated to allow the fire fighter have enough time to plan an
escape or to have a supporting team bring in extra oxygen sup-
ply before the oxygen finishes. This alert should be designed to
notify the fire-fighters in a subtle manner so as not to cause anx-
iety that could create a panic situation. It should ease the rescu-
ing mission too. Beside the oxygen status, toxic and flammable
gas detection equipment, video footage of rescuing task and on
site scene is an option to be equipped too. This footage can aid
the command center or offsite post to get a clearer picture of
what happening in the building on fire. A reliable communica-
tion network is essential to ensure the safety of the fire-fighters
and the task goes on well. The conventional Very High Fre-
quency (VHF) radio range between 30-300 MHz utilized by US
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fire departments have been reported to possess several ineffi-
ciencies based on the TriData Corporation (2005) report. 800
MHz signal band for safe public radio communication has been
implemented by the Federal Communications Commission
(FCC) so that it does not interrupt the commercial broadcast
signal and to reduce the spectrum from overcrowding and to
prevent interference. However, the fire department uses differ-
ent radio channels and interoperability becomes the main prob-
lem. Therefore, the question arises whether to standardize the
communication system used by the fire department.

At a glance, satellite communication may fit the best since it has
good coverage and perforation criteria. Satellite phone is a good
solution for conventional communication with the offsite sup-
porting team and the accuracy of determining the location prior
to rescue is less demanding. Positional precision of global posi-
tioning system (GPS) that is aided by satellite varies on many
factors such as position of the satellite and the dilute of preci-
sion (DOP) that is caused by nearby buildings. GPS is accurate
up to a radius of several meters. So while carrying out a rescu-
ing mission, a precise location is important than the range of
location provided by GPS. GPS can generate a wrong analysis
and mislead the rescue team to go to the wrong floor of the
building and waste precious time. Thus satellite communication
is an improper remedy for fire rescue.

Another solution 1s radio frequency identification (RFID) for
short range path recognition and marking which creates auto-
matic visible marking along the route used during the mission.
The technology used need to be fulfil certain criteria such as
being lightweight and user friendly, accurate tracking of loca-
tion, able to penetrate through an array of materials liberally
used in the construction of buildings and has the ability to with-
stand heat. Till today no single device has the technology to fa-
cilitate all the aforementioned criteria. Incorporating different
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solutions available but simultaneously being aware of the high
level of interoperability is the most practical option.

We have reviewed three challenging circumstances for the res-
cue mission. Each of them has its own limitation and require-
ments. However, the common feature between them is the ease
of the task and dependability. Technological development that
happens in different types of communication tools and networks
has enabled better wireless system to be developed and integrat-
ed to meet the growing need in the future and current usage.
This will also help in the success of rescuing missions in critical
situations.

3.4 At the Hospital

In the past few decades, the development of information
technology has enabled a lot of automated and safety features to
be used in the hospitals. IT has made a lot of improvements to
the way a hospital manages its operation. An example of how
the six distinct areas of IT results in a significant difference to a
hospital has been discussed by (Felt-Lisk 2006),( schoenman et
al 2007),( abdekhoda et al 2013). Since there is a wide range of
possibilities whereby IT applications can be used in healthcare;
it is impossible to include everything in a volume. Therefore,
we shall focus on how communication technologies can aid to
improve the condition in a hospital by briefly studying a case
recorded in a magazine article named ‘The Digital Hospital’ by
(Mullaney 2006),(terhune et al 2009). Then we will review in
detail the role of telemedicine in the daily operation of specific
departments of a hospital. For a start, this article documented a
case whereby a physician was given an automatic warning after
he asked to dispense a drug. The information system has
discovered a possible the risk that may occur if this particular
drug is taken together with another drug which has been
prescribed earlier for the particular patient. As the physician had
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received a quick alert, a different drug was prescribed to avoid
the possible risk. This is one case whereby the timely delivery
of data saved a life.

The article also related about physicians who can remotely
examine X-ray images and control a robot inside the hospital.
Through telemedicine, all these tasks and many other became
made possible. A hospital which provides complete healthcare
services may consist of numerous departments with a central
administrative unit. A simplified version of a few departments
placed in a single complex of a typical hospital that is connected
by information sharing and co-ordination network is shown in
Figure 3.7. Apparently each department has different
prerequisites on the type of information processed and
prioritisation of data retrieval. As example, Accident &
Emergency department need to get information about patients
who are injured and need emergency treatment quicker than the
Pediatrics department which is performing a general healthcare
check up. Both these departments are involved in obtaining
medical history of patients and updating new information. It is
different for both departments in term of the tolerance to delay
and the ease of examining the medical history. Section 3.2 has
discussed the role of telemedicine enhancing the effectiveness
of the Accident & Emergency department by updating the
surgeon with the needed information about an injured patient
even before the arrival of the patient. Now we shall examine
another three example that proved that communication
technology lends a hand in saving lives and costs.
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Figure 3.7 networking system in the hospital
(FONG et al 2011)

Below are three examples on the importance of telemedicine in
a hospital based on different situations:-

» Measures that saves cost, coupled with timely and
accurate info in radiology.
» Robots for surgery accurately controlled.
» Efficient detection of new born babies to prevent
wrong identification.
These exemplars are chosen to demonstrate distinct sets of wire-
less communication applications such as remote sensing, quality
assurance and surveillance. Many other situations with very
similar basic technologies can adopt telemedicine.

3.4.1 Radiology Detects Abnormality and Cancer

Radiology is imperative for early treatment and diagnosis as it
will safeguard that the surviving chances will be higher. In this
application, communication between the staffs and the patients
are important. Thus, telemedicine has expanded to more than
the hospital network. A delay in receiving correct information
may result in delay in treatment. This may cause legal
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repercussions. Radiology interprets medical images with
precision. Explanation given by a doctor is a significant aspect
of communication between the patient and the doctor since
patients usually cannot understand the images by themselves.
Due to that, reports are attached together with the images. A
block diagram of the information contained in a radiology
report is shown in Figure 3.8. To deter the chances of
unauthorised access and modification of info, permission shall
be given to hospital personnel involved only.

Applicati i '3
PP i‘::e:_‘;:cl:"zf;?)mm ] Web server Hospital information system

lP:ﬁenl recogniti || ) Radiological Datab: Location Tarcking
/ \ l Scheduling l
Image Database

Figure 3.8 Radiology information systems (FONG et a/ 2011)

In this system, the patients will automatically receive an SMS
(Short Message Service) text message as a reminder of the
forthcoming scheduled check up. A RFID card will
automatically notify the Radiology Department representative
about the arrival of the patient and the electronic patient record.
Besides, it will be used for tracking. Results obtained are
analyzed by the hospital information system so that any
appropriate actions can be taken. Images and radiological data
can be stored in separate databases. Cost saving is a major
objective of effective communication since proper delivery of
information can cut cost as mentioned by (Brenner 2005),(
singh et al 2007),( hardeep et al 2008) that the cost of a
miscommunication can reach US$ 200 000 per case. Thus,
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Figure 3.8 shows the whole process from capturing an image by
the radiologist to delivering an extract of related reports to the
patient without any errors to make sure accurate information is
relied so as to decrease payout cases to minimum. A
telemedicine system with proper design and well maintained
can achieve such results. Figure 3.8 also shows a radiograph is
captured by a radiologist who is serving many patients in every
session at an X-ray facility. After the images are captured, they
will be digitized and delivered to doctors handling respective
patients.

Some possible mistake can happen during the process. The
worst scenario will be a mix up of the images of different
patients which can result in a wrong diagnosis. As an example, a
healthy person is diagnosed with cancer while the cancer patient
is discharged. Apparently, that wrong diagnosis will result in an
adverse psychological effect on the patients and their respective
families. A healthy person undergoes an operation while a
cancer patient is left untreated. A proper filing system used of
each image obtained during the entire process can make sure the
images safe and correctly referred to related patient. Proper
management of information can help to make sure the images
are protected by stringent implementation of the proposed
procedures. After each image is delivered correctly to the
doctors, it will be examined and any strange signs which are
tracked by two different ways;-

*,

¢ manually detected by the doctors

s automated feature extraction by image processing
methods

It is difficult to detect a tumour formation especially in the CIS
(Carcinoma in Situ) at an early stage. This is an important phase
whereby more treatment options are available before intrusive
stage. It is important to produce high resolution images which
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are noise free without losing any specific details during the
image transmission process. Since radiographic images are
commonly transferred digitally, it is highly dependable on the
'bit error rate' (BER), which efficiently evaluates the amount of
bits delivered if a bit in the data stream is corrupted.
Conclusively, we want to avoid any undetected delicate signs
displaying the tumour because of a few missing bits from the
digital image.

3.4.2 Robot Assisted Tele-surgery

Tele-surgery is the surgical operation which can be carried out
remotely by a surgeon without physically being present in the
operating theatre. It is possible nowadays since we have high
precision robots which use super reliable tiny sensors and actua-
tors.

These actuators initiate the movement in the robot which is very
precise. Actuator works on the instruction of the surgeon who
operates it and is able to perform three dimensional movements.
Figure 3.9 shows a surgeon performing a remote operation us-
ing telemedicine system with a robot in the operating theatre.
Besides the options of hand control movements, (Randerson
2008) reported that there are eye controlled robots that can syn-
chronize with the eye movement of the surgeon and monitor
precisely the place which the surgeon is operating. These eye
controlled robots can make a 3-D mapping of the tissue; auto-
matically calculate the depth and thickness of tissues.
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Figure 3.9 Tele-robotic surgeries (FONG ef a/ 2011)

Tele-robotic surgery is performed using the professional skills
and techniques of a surgeon without he or she being present in
the operating theatre. However, this kind of surgery needs a lot
of data exchange between the robot and surgeon. Firstly, the
surgeon needs to have a view of the operation theatre. High tech
cameras with high power zooming and rotation function should
be installed in the operating theatre. The surgeon should be able
to view the video image in real time without any hold ups so
that the robot can be operated without delay. A minor delay in
the movement will end up with tragic and irreversible damage
on the patient. Thus latency (time delay) is the main problem
with long distance tele-robotic surgery but sometime unavoida-
ble as transmission delay happens especially when connection is
established across continents. Besides, the user interface for
controls has to be precisely engineered so that the entire system
is synchronizing and work as the surgeon intended. Moreover,
voice activated control will ensure there is minimal disruption
so that the operation is hassle free. Speech recognition algo-
rithm is also another matter that needs to be implemented pre-
cisely so that each command given by the surgeon is correctly
interpreted. At the same time, it should be able to differentiate
the voices of individuals in the operating theatre so that only the
command given by the surgeon is acted upon. By having prop-
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er recognition of speech, the tele-robot will be able to differen-
tiate the voice commands of surgeon from other supporting staff
or surgeons in the operating theatre without a mixed up or
wrongly carried out. Robotic control needs a high precision 3-D
control over hand movement using a pair of virtual gloves. The
sensors in the virtual gloves are describe as ‘six dimensional’.
Six dimension are the both negative and positive movement
along the ‘x’,’y’ and ‘z’ axis that represents the three dimen-
sional space away from any fixed reference point. as shown in
Figure 3.10. The movement of sensor causes the respective ac-
tuators to make control of the robotic hand which holds a surgi-
cal tool. It also controls changing surgical tool held by the
robotic hands.

Beside motion aided control, a voice channels should be pro-
vided for video conferencing between the surgeon and the sup-
porting staff in the operating theatre. In conclusion, tele-surgery
involves huge data transmission through real time videos imag-
es and also control signals of high precision. The transmission
should be precise, with minimum time delay and highly reliable
to perform a successful tele-robotic surgery. Portable robotic
surgeon could be live savers in many remote rescue tasks as
discussed in section 3.3 above. In fact the expensive robot can
be written off without endangering lives if it is found to be mal-
functioning. Robots are also capable of doing underwater task
(Blackwell, 2006) and are even executed in high risk rescue op-
erations.
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(FONG et al 2011)

3.5 Assessments of General Health

A Telemedicine use in healthcare goes beyond medical treat-
ment for people with special needs. It also creates public aware-
ness in the healthy lifestyle in their daily lives. Technology is
always there to aid our wellbeing and lifestyles. Information
technology fits well in many health evaluation tasks such
weight management programs, skin care solutions, calculating
calorie intake and burn out, nutrition monitoring, baby alarm
and even automated reminder for medical follow-up etc. Tech-
nological development continues to provide sometime for eve-
ryone. Having said that, a conceptual design that makes us go
easy on certain product is much associate with IT and
healthcare since good product designs lessen the risk and hazard
of using the product. Through weight management programs,
telemedicine helps in the lowering the rate of obesity. The body
weight of the participants in a weight loss programs can be au-
tomatically sent to a control centre for progress monitoring and
evaluation. Before concluding, we shall examine the benefits of
telemedicine in our daily lives since most of the time we just
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ignore the benefits and existence of telemedicine. A few exam-
ples of how telemedicine benefits us is explained below:-

3.5.1 Fitness Monitoring for Jogging

Accelerometers and gyroscopes are usually used for monitoring
the movement as over the counter foot-contact pedometers can
only calculate the number of steps taken. According to (Bouten
1997) a sampling rate of 18 Hz is enough for sampling human
activities. A complete research was done by (Pappas 2004) and
(Bamberg 2008) by installing Shoe Integrated Gait Sensors into
the insoles of the running shoe complete with electric field sen-
sors, resistive band sensors, accelerometers, gyroscopes and pi-
ezoelectric sensors as shown in Figure 3.11.

According to (Morris 2002) these sensors functions as a foot
motion detectors. The data for analysis of the condition of the
user and activity level can be sent by a small transmitter. Une-
ven wear on the heel of the sole and improper wearing patterns
can be spotted by this mechanism in order to provide remedy
for uncomfortable running. Technology helps us track the dis-
tance and speed of running and reduces uneven wear of our
shoes. Telemedicine can also help those who want to lose
weight by jogging. People feel hungry after running because the
body metabolism rate increases with exercise. At one point
while jogging for example a kilometer before reaching home,
we can turn on a microwave oven to reheat our breakfast by
sending an automatic signal to our smart home control console
to make sure it is ready when we return home. Smart home au-
tomation can also activate a coffee brewer in the same. We do
not need to do anything after remote or advance pre-
programming through a cell phone, except if manual override is
required. Therefore, communication technology can help us
prepare breakfast while jogging. Jogging in the morning is a
gentle cardiovascular workout that enhances our blood circula-
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tion, respiration and muscle strengthening. Digestive problems
due to hectic work schedules can also be managed by jogging.
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Resistive Bend Sensor RF Transceiver:
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S Distance above ground
Resistive Bend Sensor
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Figure 3.11 Schematic of the shoe-integrated gait sensors
(FONG et al 2011)

While we enjoy the benefit of jogging, technology help us real-
ize the difference quantitatively and stores our progressive rec-
ords by recording our daily jogging activity like the distance,
duration, number of steps taken, respiratory and heart beat rates.
We can buy a cheap pulse meter which can even be a watch that
can help us monitor our heartbeats while jogging. A report of
nutritional information of what we eat during each meal every-
day can be monitored and generated by technology. Thus, the
breakfast we take after jogging can be prepared depending on
the number of calories burnt. We can also check our health pro-
gress daily and review a list of menu recommended based on
the data obtained for maximum nutritional balance. This can be
done by connecting the health monitoring device to a home
desktop. Outdoor running in good weather might be more en-
joyable than in a gym, but sometimes exercising in gym can be
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more attractive because there are many types of equipment for
whole body workout and it is not affected by changes in weath-
er. Hence, let us look at case study of healthcare monitoring in a
gymnasium.

3.5.2 Workout in a Gym

Free WiFi Internet access is available at many gyms now alt-
hough physical exercise usually not requires it. Even though, we
rarely surf the Internet during a workout at gym, it can help us
to keep track of our exercises. We can also wear small sensors
all over the body during our workout to monitor distinct signs
depending on the type of activities. The same technology used
in jogging is used for walking or running on steppers or tread-
mills but downloading data can be easier since the wireless in-
ternet service in the gymnasium can support continuous
downloading of data, thus, no memory storage is required in the
BAN of sensors and relevant devices. In Figure 3.12 a layout of
a gymnasium complete with fitness equipment that are usually
available for example stepper, leverage bench press, exercise
bike, seated rowing machine, treadmill, weights rack and ellip-
tical trainers is shown. Even though there are a lot of equip-
ment, the technologies that facilitates healthcare evaluation can
be very similar if we sort them depending of their usage. As an
example, leverage bench press and weights rack are identical in
nature in terms of health assessment since these kinds of exer-
cises uses the upper part of the torso to rise a specific amount of
weights. The purpose of weight lifting is to build muscle. Thus,
the results of the effort can be seen by the muscle growth which
can be detected by evaluating the changes in body shape. Sim-
ple scanning of the upper body can be made and kept for refer-
ence. The users can compare the changes in their body shape
when they return for the next session. Technology can also pro-
vide beginners with instruction on how to handle dumbbells to
prevent injury. This can be accomplished by showing images to
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explain the proper ways to handle the dumbbells so that the us-
ers can follow every step closely.
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Figure 3.12 Block diagram of a gymnasium network
(FONG et al 2011)

Different users can be recognized in a lot of ways. The easier
ways are either to install the user’s subscription card with a pas-
sive tag or to set a RFID sticker on the shoe with readers on the
mats that are connected to each equipment. It works in a very
simple way; a particular identification number will be saved
when a user steps on the mat and all data collected will be
marked as belonging to the particular user when the equipment
is used by that user. Besides being used to monitor health, it can
also be used for billing purposes if the user is charged based on
usage. When the user completes a session he or she has two
choices. The user has a choice to either download the data and
save it in his or her removable storage device or to sent to his
or her respective home using the networking system of gymna-
sium. The identification procedure used can make sure the pri-
vacy of the data of each user is not compromised and there is
not mix up.
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3.5.3 Swimming pools and beaches

As explained before in section 3.3.1, underwater wireless com-
munication always poses a big problem since the transmitter has
to be immersed under water. Despite significant challenges, life
can be saved beyond and above the capabilities of health as-
sessment by using wireless communication like in a gym. This
is an advantage to lifeguards on the beach who may not able to
keep track of all the swimmers. A tiny waterproof transmitter
can be useful to seek for help should an accident occurs. We
also can use waterproof receiver that can accept signals from
the shore if any emergency occurs for example the presence of a
shark. However, a system that permits a swimmer to take along
tiny transceivers can only function normally at a distance of not
more than a few hundred meters as the radio waves are not to-
tally block off by water absorption. An important matter here is
the material to be used in the waterproof cover because it will
effect signal absorption. Besides, the wave penetration proper-
ties in salt water and effect of bleach in swimming pool are dif-
ferent. Underwater Wireless Acoustic Network (UWAN) can
also help since the data rate is usually not more than a kilobyte
per second. A possible propagation delay that can be a second
each kilometer is a big disadvantage of this kind of network.
This major drawback should be considered while in the system
design phase. It can be difficult to install an UWAN since the
swimmers will be on the move and the transceiver will not be
stationary. Below is a basic calculation that can explain the ef-
fect of changing speed. The total speed of swimming and water
flow v is at an angle relative to the acoustic signal propagation
direction 0, resulting in the effective acoustic propagation speed
v’ which is:-

v =v.cosf — 31
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Rationally, if the combined speed v is moving towards the same
direction as the signal propagation, effective propagation speed
v’ will rise. However, if v moves in the opposite direction of
propagation, v’ will decrease. As the result of water flow, a nar-
row acoustic beam will bend slightly in the same direction.
Nevertheless, the resulting effect is not significant. The propa-
gation speed will change significantly if going through a differ-
ent medium, for example from air into water or vice versa. This
happen because of dielectric constant changes result in refrac-
tion just as light bends from air through glass or water. Thus,
the direction of propagating signal will be changed by refrac-
tion. On a light note, in optometry the term ‘refraction’ refers to
eye examination in the process of determining whether a pre-
scription for spectacle improves a person’s vision. This applica-
tion is known as refractometry. Figure 3.13 shows that
reflection also occurs when the signal touches the boundary be-
tween two media, then a part of the signal will be reflected back
directly from the surface into water without going through the
air. Reflection from the bottom of shallow water as with most
swimming pools and beaches will also cause multipath effect

Propagating signal

Figure 3.13 Water surface causes refraction and reflection
(FONG et al 2011)

In mathematics, the accepted signal r(t) can be written as:
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N
r(t) = o,.5(t +1,) ——> 32

n=1

in which the attenuation ceofficient o n indicates the decline in
signal strength due to the absorption attenuation which can turn
the signal energy into heat and loss because of reflection which
depends on both distance and frequency while the original
transmitted signal s(t) is subject to a delay of T n resulting in s(t
+ t, ). N is the number of incident acoustic signal paths which
is caused by multipath effect. In most cases, n=3 in short range
shallow depth due to three signal paths that occur which are

=% a reflection from the bottom
# reflection from the surface
% Direct LOS between the receiver and transmitter.

Usually, there is an increase in n and t, due to the increasing of
range and depth since more reflections will occur and the time
taken for the signal to reach the receiver will increase. Reflec-
tion loss because of water surface and bottom can be extremely
different since the bottom may store deposits that make it une-
ven. The molecular movement of the water surface that is
caused by the propagating signal is very minimal as the carrier
wave most probably does not carry enough energy to move the
water substantially. Hence, just a very small fraction of the sig-
nal will be sent into air from water. Almost all signals will be
reflected back into the water. Acoustic pressure also does not
match well with air just like an electrical current hitting a load
with ‘impendence mismatch’. The same situation happens in the
case from air into water. This explained why we have difficulty
hearing anything from above when our heads are soaked in the
swimming pool. Usually, this coupling problem not happen at
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the bottom because deposited particles are ‘more friendly’ with
the movement of water molecules. Better coupling will cause a
certain portion to be reflected back into the water and others
will be absorbed. This is good for communication because ab-
sorption will have a negative impact on multipath, the bottom
efficiently acts as cushions to shield some reflected signals and
thereby declining N. The actual efficiency will rely on the com-
position of the deposit.

We have seen signal propagation in respect to time. Let us now
see the signal propagation in respect to distance. Consider a sig-
nal S (d), whereby d is the distance travelled by the signal. The
signal S will definitely weaken if d increases. Below is a basic
mathematics equation that explained their relationship.

Sd)=Sd=0).e" —> ;3;

Attenuation is usually indicated in dB, the signal loss is L is
expressed as:-

B 5(0)

S(0)
L= 20v10g1“ ( ) = 20. 0g1p (W

5@ ) = 20.1og, (e*/) —»> 3.4

Note : L is not to be confused with the notation in Equation 2.2
that represents the number of levels available:

It also can be simplified as:

L =20.log,, (¢) [ad] =20.[0.434] [« d] = (8.86a) d ——» 3.5
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The whole discussion provides an understanding into the
complex situation of using telemedicine underwater in
healthcare. Details of underwater wireless communication can
be obtained from (Etter 2003a), (Etter 2003b). In this chapter, a
number of cases whereby telemedicine can helpto save lives
have been discussed. Besides that, telemedicine application can
be wused for monitering general health so it is benificial to
healthy people. Wireless communication technology can be
used to handle difficult challenges in rough surroundings.
Baricades like plants and water can influence the reliability of
the system, thus it is not totally problem free although
technological developmments have enhance their capabilities.
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CHAPTER 4

INFORMATION
TECHNOLOGIES IN
PROCESSING MEDICAL

There are numerous of examples telemedicine technologies that
can save lives whereby these were not possible back in few dec-
ades ago. Today, these technologies are readily. Its wide-
ranging series of technologies is able to facilitate almost every-
thing ranging from search and rescue operation to general health
checkups. These services include converting raw medical in-
formation into digital form. According to (Haykin 2006) there
are many benefits of using digital data compared to raw infor-
mation in analog form for instance the ease of transmission,
processing and storing of digital data. Let us discuss the differ-
ence between medical data represented by a series of 'ls' and
'0s', and other digital things such as CDs and cameras. A com-
mon thread in all these applications is that data is sent and pro-
cessed in binary form and we are only required to deal with '1s'
and '0s'. Nevertheless, there are some differences between cap-
turing medical data and capturing general data. First of all, the
medical information is strictly private and confidential to an in-
dividual. Compared to losing normal documents or an MP3 file,
the consequence of losing analysis results of a medical test is far
more severe. For instance, it would cause a negative impact on
the medical institution’s reputation, patient unable to receive
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prompt medication and others. Also, misinterpretation of data
also can be a serious issue. In comparison, if the MP3 file is
misinterpreted and the music playback is disrupted, the worst
consequence would just be the degradation of sound quality.
However, in terms of medical information, the misinterpretation
of data may lead to possible-life threatening consequences.

Figure 4.1 shows the way of using medical data is just like in
any information systems whereby it acquires data from various
sources for diagnosing and continuous monitoring. In related to
telemedicine, most of the data come from patients who include
a wide range of data from bio signals and surveys related to dai-
ly routines which are manually entered. Immediately as soon as
the data has been captured, it must be transferred to a suitable
location for further processing so as to know how the data re-
lates about the patient. The processing of data requires different
technologies such as multimedia, signal processing and data
mining. The basis of processing the data is based on the nature
of the data and the relevant applications. Once the data is ana-
lyzed and corresponding actions is taken pertaining to the situa-
tion, the data should be kept in the archive. This form of storage
can be utilized for various purposes. For instance, information
about a patient’s allergy can be made known before receiving
subsequent treatments.
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Figure 4.1 information systems of medical (FONG er a/ 2011)

In the case of disease control, the anonymous data can be uti-
lized to perform statistical analysis of virus mutation and the
pattern of spreading. The government agency can use the data
for regulatory planning. Therefore, a method to store large
amount of data and quickly retrieve the data is important. In this
chapter, we shall take a look at the complete procedure of pro-
cessing medical processing data and conclude the chapter by
analyzing an Electronic Drug Store which uses medical data
that is collected to ensure safe and efficient dispensing of drugs.
It serves as an exemplar to showcase the role of advance tech-
nology in healthcare sector for aiding patients who require extra
care, hence ensuring that dispensing medicine can be risk-free
and easily accessible.

4.1 Data Collection from Patients

Data can be collected from a patient from every part of the
body. In this section, we will focus on biomedical data that re-
lated to human anatomy and set aside the discussion on survey
collection in order to deliberate on the technical issues. There-
fore, we will discuss the types and methods in which infor-
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mation can be collected from a patient and the necessary pre-
cautions during data collection. However, the human body is
too complex and as such it is not feasible to touch upon all
measurable parameters in this volume. The main aim in this sec-
tion is to cover the commonly used features and understand
what happens when the medical data is being processed. The
most important area is the vital signs of a human body as it re-
flects on the health status of an individual; a person without a
vital sign is impossible to stay alive. Let's take a look of some
of the attributes of vital sign and how it can be collected. For
example, some of the vital signs can present circadian rhythms
in 24 hour behavioral cycle which fluctuate due to temporary
regulation of the environment.

4.1.1 Temperature Body (Normal Range: 36.0-37.4 -C)

The body temperature changes from time to time, it depends on
the surrounding environment as well as which part of the body
is taken to measure. More than that, gender can also differenti-
ate the measurement of body temperature. Generally, body tem-
perature able to indicate whether an individual has hyperthermia
or hypothermia; in short, fever when exposed to extreme condi-
tions. Body temperature that is above 40 Celsius can cause se-
vere dehydration due to excessive sweating whereas body
temperature that is below 35 Celsius can be considered as a
cold. Both these situations can be fatal if proper medication is
not administered. Abnormal body temperature can indicate fe-
ver which may cause permanent damage to the organs and
death. Therefore, a monitoring of body temperature pattern and
precise measurement is important issue to be concerned. There
are various ways to measure body temperature ranging from the
level of precision and time required to measure. We can take the
measurement from different parts of the body, including armpit,
tongue, ear, mouth, underneath the tongue and rectum. The age
of the person can also affect the temperature measurement to be
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less predictable. For example, as a normal response; a child will
generate more heat inside the body while playing hard whereas
an elderly will not generate as much heat as a child under such
normal circumstances as they do not have enough energy. To
get a clearer picture about the temperature differences between
people with different ages, we take an example of 3 perfectly
healthy people- 5, 35, and 70 years old respectively as shown in
Figure 4.2. Although the daily activities of each person are dif-
ferent, the circadian rhythm cities of all the subjects involved
remain fairly consistent. The body temperature that we consider
as a normal measurement can be quite unpredictable. Body
temperature of a person can be gathered by different method
and it will be affected by various environmental variables. A
common example, the conventional way of measuring body
temperature by inserting thermometer into mouth varies based
on prior drinking of hot or cold drink. Besides, the measurement
of temperature taken under the arm can be influence by sweat.
Therefore, through advances in technology, more efficient
methods are developed. One of the good examples is the infra-
red ear thermometer that can measure the amount of infrared
energy radiated from the eardrum of the patient to measure
tympanic temperature. This is much more reliable as the ear-
drum is located nearby the hypothalamus, the main temperature
regulator of human body. The infrared ear thermometer is port-
able, affordable and gives a quick reading. This reading can be
transmitted via suitable wireless technology to another terminal
to update patient records.
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Figure 4.2 Normal variation in body temperature measured
in a day (FONG ef al 2011)

The best method for measuring a patient’s body temperature is
to use an ear thermometer as it requires inserting a probe into
the ear. In order to prevent the spread of diseases, this type of
measuring technique can be deployed at checkpoint where peo-
ple must walk pass. It includes the use heat sensor camera that
can show the core body temperature as color images immediate-
ly flashes as a person walks pass the camera. Infrared thermal
imaging is widely used for this mechanism whereby a change in
the color of an image of a person’s body temperature indicates
the abnormalities. Although this method is not as accurate as
other methods, it is able to provide fast and efficient measure-
ment and can be designed to trigger an alarm if abnormalities of
body temperature among the people who are walking through
the camera are detected. Next, forehead and spot infrared ther-
mometer is also available in the market but it is not widely used
for some reasons. The reason why forehead thermometer is not
widely used is because the temperature at forehead can be af-
fected by ambient temperature and some fever-relieve medica-
tion such as acetaminophen and ibuprofen. The spot infrared is
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dangerous as the laser beam may accidentally fall onto a per-
son's eye. In the case of infants, high body temperature must not
be neglected as it can cause permanent disabilities if proper
treatment is not given promptly. Fever is caused as a human
body response to infection (Cranston, 1975),( milton 1982),(
dinarello 1984). Sometimes, parents that are over-protecting
their children by making them wear too many clothes can cause
temperature elevation to their babies. Technology can assist
parents in monitoring their new-born baby by using a small heat
sensing camera. The camera can be set to trigger the alarm if the
body temperature of the baby exceeds 38 Celsius. An automati-
cally alert will be sent to the medical staff if the temperature
reaches 39 Celsius, signaling that the baby needs immediate
medical attention. Such example shows that telemedicine sys-
tem can be integrated with a simple thermometer to improve
healthcare monitoring. Compared to the conventional mercury
thermometer, advances in technology enable extra features such
as automated updating of patient’s record and alert signals if the
temperature exceeds a certain threshold. The pattern of tempera-
ture variation can determine the cause which requires medical
treatment. Hereafter, details of various methods of measurement
methods which vary in terms of precision, speed and ease of
operation are optimized for particular applications and sur-
roundings.

4.1.2 Rate of Heart (Normal range at rest: 60-100 bpm)

The heart beat measurement and analysis can be utilized in
many ways. Its uses can range from addressing life-threatening
conditions such heart failure to general evaluation of fitness in a
gymnasium as discussed earlier in section 3.5. Heart rate is un-
like body temperature as the daily heart beat pattern of a human
body shows a certain level of circadian rhythm as can be seen in
Figure 4.3. Dismissing heavy activities, the heart rate is most
likely to be 30% higher during the day time compared to when
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sleeping at night. The exact measurement would be around 70
beats per minute (bpm) where its range is at least 52 and at most
82 (bpm). The unit (bpm) represents number of beats per mi-
nute. Also, female subjects have 5% faster hear beat than male
subjects under similar situations. The more mobile a person is,
the more blood is pumped throughout the body. Sudden impuls-
es resulting from strenuous activities during the day or night-
mares during sleep can be eliminated by taking readings once
every two hours. Compared to body temperature, the measure-
ment of heart rate is less prone to environmental variables.

85 |
80
75 |

70 |

Heart Rate ( bpm)

65 |
60 |

55
4] 2 4 6 8 10 12 14 16 18 20 22

Time of the day

Figure 4.3 Circadian rhythm of heart beat
(FONG et al 2011)

Theoretically, the Circadian rhythm can be obtained from any
part of the body that has an artery near the skin. The method of
counting circadian rhythm is to count the number of pulse per
minute. Usually, the measurement is taken at wrist and neck.
Apart from that, some gym equipment targets the elbow for eas-
ier measurement during a workout. Some equipment in the gym
are often equipped with heart rate sensor as shown in Figure
4.4. However, these designs are not flexible enough as we need
to hold on to the sensor tightly in order to get the heart rate
while doing exercise. This type of sensor has 2 limitations
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namely restriction of movement while gripping the handle and
running and the inability to keep track of health condition (in-
stantaneous reading may not relay much important information
about health state). In order to overcome these problems, an
electrical indicator is impelled through the heart muscle
throughout compression as the heart beat. A reliable transmitter
which can pick up the signal is placed at the 3 aforementioned
body sites. With this deployment, the transmitter can send elec-
tromagnetic signal to receiver that calculate the time and then
displays it in the form of number of beats per minute. Accord-
ing to research, the maximum rate of heart beat of a person de-
creases by 1 bpm for every increase in age by one year.
Technology ensures a safe workout as the user can set the gadg-
et to alert him or her to slow down when the heart beats reach a
particular predetermined level. Machines that are designed for
elder people should not include measurements at the neck as it
may cause light-headedness due to inappropriate exertion of
force. For babies that are less than one year old, the heart rate is
normally higher. Therefore, the type of application varies for
different areas.

Figure 4.4 Heart rate sensors (FONG et a/ 2011)

Telemedicine technology should aid in providing necessary
treatment when a sudden change of heart beat pattern may re-
quire medical attention. There are a number of causes of heart
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beat deviation including hypothyroidism. Other than that, it can
also be influenced by medication that can lower down the heart
rate. In contrast, the heart rate is increased by exercise, stress,
caffeine and alcohol. The automated system shown in Figure
4.5 clearly shows that an elderly individual who lives alone can
be monitored from time to time. This form of monitoring is very
easy to install as it consists of a small pulse counter that is
placed behind a wrist watch that can continuously monitor us-
er's heart rate when worn. If the heart rate reaches certain level,
it will send an alert to the corresponding centre to request for
immediate medical attention. Before the medical team approach
the user's location, they will first try to telephone the user to
check whether the user is carrying out his or her routine activi-
ties. An unanswered call definitely needs immediate attention. It
is vital to ensure that the threshold set has sufficient capabilities
to reduce the chances of a false alarm, while at the same time
ensuring that any serious problem will not be left undetected.
Nevertheless, it is difficult to detect a weak pulse. A weak pulse
can be due to a blood clot or heart disease which may lead to
fatal. Therefore, it is very important to develop more method to
measure heart beat for detecting palpitations. Besides that, the
ECG/EEG that discussed in section 4.2 can be utilized to
measure heart beat which can provide precise measurement and
indication of the rhythm which co-relates to pattern and the
strength. This information is useful when we use it to detect
symptom of heart disease and abnormal blood vessels. Howev-
er, just counting the number of beats per minute is not enough
to determine whether there is a blockage of blood vessels. Palpi-
tations might be unending or intense with shifting outcomes and
each of them has diverse prerequisites for detection. Therefore,
more advanced methods of analyzing heart beats are required.

Sometimes, the medical history of a patient can reveal a forth-
coming problem. Additionally, in some circumstances a chemi-
cal analysis might be included for example when recognizing
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ingestions identified with reasons for palpitation. A laboratory
diagnosis is required to detect the substance that may influence
the changes of heart beat. Before a diagnosis is done no adjust-
ments can be made. Both circumstances oblige interfacing the
testing to a particular division of the hospital with a specific
goal of accommodating outpatient observation of palpitation. It
may even be important for the patient to use embedded mecha-
nisms underneath the skin when continuous observation for cer-
tain conditions is needed.

Figure 4.5 Automated devices to assist the elderly
(FONG et al 2011)

4.1.3 Pressure of Blood (Normal systolic
pressure range: 100-140 mmHg)

Blood pressure is a measurement of the pressure that exerted
onto the wall of arteries. It is responsible for ensuring blood cir-
culation throughout the body to deliver oxygen and nutrients to
all organs. Plotting the blood pressure variation of an individual
on a normal day will probably result in an untidy diagram that
has little significance. Generally, the blood pressure of a person
is usually higher when awake than asleep. Nevertheless, we
cannot take this as a correct assumption for all case scenarios. A
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perfectly healthy adult will have a mean systolic (maximum)
pressure around 120mmHg but it can fluctuate within a range of
20 mmHg above or below the mean systolic pressure while car-
rying out normal activities. The diastolic (minimum) blood
pressure of a person is generally over half of the highest pres-
sure in the arteries which is within a range of 80 to 90 mmHg. A
spot measurement of an immediate reading cannot be used here
due to the irregular variation experienced throughout the day.
When we visit a doctor a sphygmomanometer is used to meas-
ure our blood pressure. This device will bind our arm tightly in
a cuff and a reading is obtained by pumping the device. This
refers to the most conventional method that does not involve
any technology. Before we go in the technology aspect, we
should understand the whole concept of blood pressure meas-
urement first. Blood pressure is the measurement of the pressure
which is exerted inside a blood vessel when our heart is beating
and pumping blood throughout our body via arteries. This kind
of measurement also can be called as systolic pressure, where
this can be done anywhere that has of artery near the skin. Apart
from that, the diastolic pressure is also important for us to
measure as it is the pressure where the heart rest in between two
consecutive beats. Hypertension is indicated when either of the-
se parameters exceeded certain level. When measuring these
parameters, the sphygmomanometer is used together with the
stethoscope to listen to the heart beat so that the reading can be
obtained at proper times; a pulse is for systolic pressure while
the absence of a pulse refers to diastolic pressure. This method
involves taking the reading corresponding to hearing. Therefore,
this will definitely introduce errors. Moreover, this form of spot
reading is inappropriate for ambulatory blood pressure monitor-
ing (ABPM) as it is only taken at a particular time instead of a
continuous reading. ABPM requires a wearable monitor which
can retrieve blood pressure readings throughout the day. The
data is then relayed to an external device so that the supporting
medical team can run an analysis. ABPM is normally used to
monitor abnormal blood pressure for patients having abnormal-
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ly high blood pressure caused by prescribed drugs or for pa-
tients who are undergoing prolonged anxiety psychological
treatment. Here, technology provides patients with a wearable
device for increased comfort .It is very useful for patients with
hypertension and are resistant to pharmacotherapy. The whole
process of blood pressure reading involves reading, scanning
and analysis of the data obtained. There are different ways to
perform ABPM whereby the measuring device can be remotely
connected to the hospital to offer off-site measurement. This is
useful when it necessary to obtain accurate measurements dur-
ing normal daily activities while monitoring cardiovascular pa-
tients. In many cases, patients get nervous during a doctor visit
which would lead to the recording of an unintentional rise in
blood pressure. Here, the remote measurement technology will
not face this kind of problem so accurate measurement can be
taken. Different types of automated blood pressure meters are
readily available in the market whereby measurements can be
taken at various parts of the body.

Figure 4.6 Blood pressure meter (FONG ef a/ 2011)

Measurements can also be obtained from the leg, wrist, and fin-
ger, apart from the arm. An example of the small monitor is in
Figure 4.6. There are tons of similar devices that can be found
in the market for just below RM299. The device adopts a design
in which air is pumped into an inflatable wrap that acts similar
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as the manually inflated cuff of a sphygmomanometer. High
and low reading which are based on the systolic and diastolic
pressure respectively is recorded through a quick series of read-
ing on the pressure exerted on the switch. With a built in clock,
the time of reading can be stored for further analysis. Telemedi-
cine technology grants much more than remote controlling and
periodic blood pressure monitoring. It will alert the medical
team when certain procedures which are not suitable to be per-
formed on patients with special needs arise. For instance using a
sphygmomanometer on a patient who is suffering from sickle
cell anemia is not recommended as excessive pressure applied
to the patient can cause intravascular sickling which may lead to
tissue necrosis, intravascular thrombi and haemolysis. In order
to avoid such consequences, checking the medical history of the
patient can be done electronically prior to performing any
treatment to the patient. As we have discussed briefly on the
methods which technology can assist in the monitoring and
measurement of blood pressure, we will proceed to the next vi-
tal sign which is the respiration rate.

4.1.4 Rate of Respiratory (Normal Range: 12-24 breaths per
minute)

Respiratory rate is the most challenging aspect of measurement
amid all the body vital signs because of its significant change
over a very short lapse of time. The respiratory rate is most
likely intertwined with heart beat since the level of intensity of
activity would influence both parameters. Taking a deep breath
might increase the duration of breath cycle and therefore cause
the reduction of respiratory rate. On the other hand, heart beat
would be less affected. The breathing rate of a healthy adult is
12-24 times per minutes, which is much lower than heart rate.
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Figure 4.7 Underwater Telemedicine applications
(FONG et al 2011)

The breath rate is based on the age of the person; usually a new-
born has more than 40 breathes per minute whereas a toddler
has around 30 breaths. Compared to the three listed above, res-
piratory rate may give fewer significant information when ex-
amining the health state of a person. However, respiratory rate
measurements can be utilized effectively for activities such as
diving, in which the respiratory rate of a diver determines his or
her length of time staying submerged underwater. Figure 4.7
shows the list of equipment for divers. Here, the most important
device is button to seek for help. If used together with a beacon,
the diver's position can be located easily. At this section, we
will discuss about technology which measures the respiratory to
provide a constantly updated estimate of the amount of oxygen
remaining before the diver must decompress and resurface. Be-
sides that, the alert will automatically trigger to ask for help if
respiration abnormality is detected. Generally, respiratory rate is
measured for patient who suffer from lung disease or patient
who take medication to suppress respiration. The respiratory
monitoring system can also detect asthma symptoms such as
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bouts of breathlessness. Apart from asthma, severe conditions
such as tachypnea, caused by conditions such as fever, conges-
tive heart failure and pneumonia which result in irregular in-
crease of respiratory rate can also be detected. The breathing
rate is easy to count because it is rhythmic and slow. The respir-
atory rate can be determined by counting the number of the in-
crease and decrease of the thorax. The thorax motion during
breathing can be measured by putting a pressure-sensitive
switch attached to a counter inside a vest. The chest will expand
when the diaphragm muscle contract and the chest cavity will
shrink when the diaphragm muscle relaxes. The switch counts
the frequency of this repeated motion.

4.1.5 Oxygen Saturation in Blood (Normal range:Sa0,: 95—
100%, Sa0; : 90-95 mmHg)

Blood oxygen saturation is the ability of the lungs to supply ox-
ygen to the blood. In the blood oxygen is carried chemically by
the hemoglobin and it dissolve physically in plasma.

Control
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Blood Sample

Figure 4.8 Partial pressure of oxygen in arterial blood
(5a0; ) (FONG et al 2011)
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Measurement is normally done to analyze the oxygenation and
saturation of hemoglobin in the blood. There are a few variables
used such as partial pressure in mmHg of oxygen in arterial
blood (Pa0,), which refers to a technique to measure the arte-
rial percentage of blood. Sa0, And Sa0, refers to direct and
indirect measurement of the percentage in blood oxygen satura-
tion level. The former is determined using pulse oximetry and
the latter is measured using arterial blood gas sampling. Even
though, Sa0, and Sp0O, appear to be similar actually these two
variables are different from one another. The reading that is ob-
tained by arterial blood gas sampling can be affected by condi-
tions such as anticoagulant medications and thrombolytic.
These variables are linked to respiration as inhalation brings
oxygen into the lungs and exhalation releases carbon dioxide
out from the lungs. Pa0, Refer to a measurement of gas which
can be determined using polarographic oxygen electrode as
shown in Figure 4.8. Polarographic oxygen electrode contains a
platinum cathode and a silver chloride anode in which generates
an electrical current; the electrical current is proportional to the
oxygen. The blood sample must be isolated from the electrode
by a membrane to avoid protein deposition. The equipment
must be kept in an oven that has a temperature analogous to the
human body temperature which is approximately 37°C. The
membrane is should not contain any protein deposit that might
accumulate on the surface over time. Pulse oximetry is a non-
invasive method of continuous arterial oxygen saturation moni-
toring. The pulse OX meter is a tiny portable device which par-
amedics can carry to the site of an accident. It can measure the
arterial oxygen saturation (Sa0,) of a patient. According to the
formulae, the maximum amount of oxygen that can be carried
by the blood is determined as:-

Sa0, = zeontent 1009y

2 capacity 4.1
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The formulae above will give an idea of an oxyhaemoglobin
dissociation curve. In order to get precise measurement, it re-
quires an oxygen meter that uses light source like red and infra-
red LED that able to shine through certain body parts where a
considerably translucent area of blood flow can be exposed to
light. Figure 4.9 show that oxygenated hemoglobin and deoxy-
genated hemoglobin absorbs infrared light and red light respec-
tively. The measurement is usually taken from the fingers or ear
lobe. The process involves light passing through the blood ves-
sel where certain portion of red and infrared light beam is ab-
sorbed. The photocell will then receive whatever is left and then
deduce the red-to-infrared ratio of absorbed light through blood.

\\’\«
| =

Figure 4.9 Infrared energy absorption by hemoglobin versus
wavelength (FONG et a/ 2011)

Figure 4.10 shows the arrangement, where a 100% Sp0O, pro-
duces a received light ratio of about 50%. It is important to note
that calibration is a must as the extent of light absorbed by skin
and tissue varies.

118



Light
Source

Y

Subject’s finger

Y

Photocell
(Light Detector)

Figure 4.10 Pulse oximeter oxygen saturation (Sp0,)
(FONG et al 2011)

The accuracy of the measurement can also be affected as the
amount of arterial blood flow is affected by the sequence of heart
beat. Therefore, it is a must to measure for a sufficient period of
time that covers two successive heart beats to get the average
value. In the case of an accident, the measurement of oxygen sat-
uration is a crucial step to detect hypoxia in order to facilitate
emergency treatment when the victim arrives at the hospital.
Hereby, problems such as tricuspid regurgitation, hypovolaemia
and vasoconstriction affecting the blood flow may influence the
measurement given by an oximeter. An oximeter is also unable to
differentiate carboxy hemoglobin from normal hemoglobin in the
case of carbon monoxide poisoning and it will also cause the
reading to be of higher value than the actual value.

4.2 Processing and Bio-signal Transmission

Telemedicine functions to offer remote medical services where-
by data must be transferred from the one site to another. For in-
stance, the data from an accident scene must be transferred to
the hospital. There are various types of information. Further-
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more, the raw data that is received has to be processed before
being used for analysis and storage. Some are self-explanatory
but variables such as oxygen saturation require expert analysis
before factors of the abnormalities can be established. To col-
lect and process any type of data about a patient, a specific type
of mechanism like Figure 4.11 is needed. The mechanism is ex-
tended from the basic communication system as shown in Fig-
ure 2.1 with the additive noise as seen in Figure 2.2.

Let's take a look of the block diagram that shows a biosensor
capturing data such as those discussed in section 4.1. The sensor
networking system that is linked to a transmitter via analogue-
to-digital converter will transmit the acquired data to a remote.
To ensure transmission security and efficiency, analogue data is
converted into digital domain. This section will discuss trans-
mission efficiency whereas information security will be dis-
cussed in Chapter 6. At the receiving end, the data that is
acquired will then be analyzed and stored for analysis. This is a
common information system that relates to basic information
theory. For further discussion, it is necessary to refer to the
work by (Shannon 1948a),( Shannon 2001b) which quantifies
information in entropy, a term that relates to a particular ex-
pected data value in association with a data set.

A
Sensor m ----------- A
Converter Channel Receiver

Network

———————————

’

Figure 4.11 collecting a patient’s information
(FONG et al 2011)
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The Shannon entropy theory is used to measure the highest ca-
pacity of data transferable between communicative networks by
using statistic modeling to describe the size of the network af-
fected by unwanted noises during transmittance. However, the
mathematical concept will not be further evaluated and readers
who want to determine the concept should look it up from the
references (Cover, 2006a),( Cover 2012b). The theory appears
to be much simpler by excluding the mathematical concept. By
using Figure 2.1 as a reference, we will look briefly into the
fundamental communicative network equipped with a discrete
source S. It has a measurable output values and uses R bits rate
to calculate data. The discrete source has the entropy of:

HS) <R — 4w

According to the theory, the discrete source can be ciphered to
another equivalent at the rate of H(S) bits, and the recipient can
recover the initial code. This theory is applicable with the con-
dition that the speed of transmittance is more than H(S). Hence,
the bits rate is used as a measurement of the original data in the
throughput of S. The Channel Coding will also be given a brief
study by including the data transmittance bits b € {0, 1} across
a network which includes q, a possibility of one failed bit from
one million bits transmitted and C = C(q), where C refers to the
capacity. A network cipher includes k data block which is
mapped into n (where n is more than k ciphered bits) and intro-
duces surplus. Data content of a deciphered bit r is referred as:

R=Kk/n — 43

An estimated b of the actual data bits is produced by recipient
prior to the transmission of deciphered chain c, with a failure
possibility of:
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pp = Pr(b # b) —— 44

Hence, the value of p can be brought to the lowest at r < C. It is
obvious that C is an estimation of network strength and the lev-
el of noise. By understanding the fundamental theory of net-
work strength, the next subject of transmission and the process
of medical data will be explored.

4.2.1 Imaging Medical

The science of diagnosis image is commonly applied in x-rays,
physical scans and the study of bodily structure, distant opera-
tions as well as in recovering accidents. The simplified proce-
dure of diagnosis imaging is depicted in Figure 4.12.It shows
that the common procedure involves the capture, transfer, anal-
ysis and the storing of images. For usual diagnosis, image is
copied and kept in archives.
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Figure 4.12 Process of Imaging Medical (FONG ef a/ 2011)
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Even though priority is normally given in the imaging of emer-
gency cases, there are also other urgent cases that require the
service of diagnosis imaging such as magnetic resonance imag-
ing (MRI) performed at operations and images to show the state
of injury at accidents. In the following subsections, the process-
es of different diagnosis imaging will be evaluated before pro-
ceeding to the process of transmittance.

4.2.1.1 Magnetic Resonance Imaging (MRI)

Figure 4.13 shows the similarity between a MRI device and a
horizontal human’s figure with the surrounding of huge round
magnets equipped with RF and gradient coils. Protons are aligned
in hydrogen atoms due to a hi-energy magnetic field generated
from the magnet. Like small magnets, the protons are lined adja-
cent to the field. Protons are knocked away by radio signals emit-
ted from the scanning device directed at the object, which is
being slid into the device for scanning procedure. Protons are rea-
ligned to their actual positions when the magnet stops emitting
magnetic field. Radio waves are also emitted during this process,
and image is produced from the spectrometer that receives these
waves radiated at different rates according to different bodily re-
gions. Figure 4.14 illustrates the image of normal human brain
acquired using the MRI device and the organ’s structure is repre-
sented by tones of grey with different densities.

Figure 4.13 Magnetic resonance ima;ging (MRI) scanners
(FONG et al 2011)

123



Figure 4.14 MRI scanned image of a healthy human brain
(FONG et al 2011)

4.2.1.2 X-ray

As with the MRI device, X-ray operates via radio signals di-
rected at the object to be scanned. Images taken using X-ray is
diagnostic in nature and normally regarded as radiographs. This
scanning device is believed to be among the diagnosis scanning
technology pioneered in the late 19" century by Rontgen whom
later awarded the Nobel Prize for Physics (Koeningsberger,
1988),( zabinsky et al 1995). A year after the device was intro-
duced; mobile version of the X-ray scanner is manufactured,
approximately 100 years after the invention of lithography by
Senefelder. In X-rays, atoms are ionized through hi-energy in-
cursion and produces positive ions that are able to destruct hu-
man tissues. Radiated electromagnetic (EM) emission with the
frequencies above the range of visible light is captured in the
radiograph as shown in Equation 4.5.

E=hf
h~6.63x 1073 (Js)

—> 45

According to relation of Planck’s constant (h) to the energy lev-
el in a quantum, the incident energy (E) equals to frequency (f)
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when calculated via electron-Volts (eV). The high content of
energy can damage tissue cells by changing their chemical con-
figurations. However, the energy level of radio waves is not
enough for these alterations hence MRI is potentially less harm-
ful than X-rays. The underlying theories of X-ray radiographs
are not as hard as one thinks. As shown in Figure 4.15, energy
is radiated by X-ray emission to ionize atoms and causes elec-
trons to descend to a lower energy level. Excess energy is re-
leased during this process, producing photons called
characteristic energy source or fluorescents. It is essential to
know the processes of X-ray scanning to comprehend fully how
an image with high resolutions is obtained. These characteris-
tics produce Compton scattering during the deflection of X-ray
photons by electrons. Compton was granted the Nobel Prize due
to his discovery of this important process. Different than the
stated condition above, the X-ray beam causes only a portion of
energy from photons to be transferred to electrons, emitting
photons with lower energy via different paths. This result in the
change of energy level and the alteration of A (where v = fA) are
dependent scatter angles as depicted in the equation below:

AA =

(1 —cosB)

mev — > 46

A=A —A

The diffused photon contains energy E° in relation to E as
shown below:

E
14 -E (1 —cos@) > 47

k]
U

)
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Figure 4.15 X-ray radiography (FONG et a/ 2011)

In Figure 4.16, the constant mass of electron is represented
by m,, 0 for the scatter angles of photons and A for the diffused
wavelength. When electrons are knocked out from atoms, some
energy is released. The theory of Compton scattering is crucial
to understanding the unwanted noises in X-ray radiography and
damages done to tissue cells. In Equation 4.7, low incident en-
ergy results in the independence of scattered energy from 6.
Therefore, m, with sufficient energy continues in a similar an-
gle as X-rays. Even though the use of X-ray is potentially harm-
ful, it produces a clear image. The damage is prevented or
lessened through the adjustments of doses exposed, which is
calculated in energy absorbance per single units of tissue cells.
Detailed information regarding the doses of X-ray can be ac-
quired from the 2009 report by the Radiological Society of
North America.

Disruptions can be caused by cosmic and nuclear radiation as
well as radio-activities from the surrounding environment. Sec-
tion 8.5.3 discussed the potential harm associated with the over-
dosage of radiations. X-rays is used to scan cancerous cells and
other irregularities of bodily functions through different tones of
greys. Images converted and kept in digital formats are general-
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ly more reliable than silver-based photos. Therefore, abnormali-
ties such as cancerous cells can be detected through the mainte-
nance of these vital procedures that involves digital image
technologies, as X-ray radiography can be ruined such as with
the addition of noise. More comprehensive information of these
mechanisms is shown in section 4.2.2.

Photon

Nuclear
( ' (Protons «+ —= Inner Electron Orbits
Neutrons)

Figure 4.16 Photon scattering (FONG et a/ 2011)
4.2.1.3 Ultrasound

The estimation of ultrasound is dependent on various parame-
ters such as sound propagations that comprised dispersing ve-
locity, wave attenuation, the change in phases and acoustic
impedance mismatch. Sound propagates across tissues and
hence the bodily structural can be identified (Tempkin, 2009),(
gillespie et al 2010). The propagation has frequencies higher
than that of audible ranges and can propagate across liquid and
cells which is then echoed back as images. Lighter images are
produced when sound propagates through cells with higher den-
sities, creating images with different shades. To produce an im-
age, a probe is placed on the surface of the body. Ultrasounds
are emitted from the probe and echoes are received. For the
generation of echocardiogram if human’s heart, ultrasound is
propagated through blood, and echoed back as it stroke the
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valves. Figure 4.17 shows an image produced from the reflec-
tion of sound waves. A monochrome is used to diagnose the
health and irregularities associated with the heart. The same
procedures are used in different diagnosis, such as detecting the
growth of cancerous cells and renal calculi in the kidneys to
prescribe treatment as early as possible. Another common use
of ultrasound is the monitoring of foetus. Figure 4.18 shows an
ultrasound image of a 21 weeks normal foetus. The use of the
device is important in this area to identify the gender of the foe-
tus and whether there are abnormalities with the unborn baby.

Figure 4.17 Ultrasound image of a beating heart
(FONG et al 2011)

4.2.2 Analysis and Transmission Medical Image

So far 3 main devices in diagnosis imaging have been evaluat-
ed. Next, the procedures in developing these images will be dis-
cussed such as Positron Emission Tomography (PET) and
Optical Coherent Tomography (OCT). Certain similarities con-
cerning process algorithms are exhibited by these models with
the categories of images that have been discussed previously.
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Figure 4.18 Ultrasound image of a healthy fetus
(FONG et al 2011)

Technology revolving around the transmittance of diagnosis
imaging between different locations is almost identical to that of
transferring an image taken via 3G mobile devices and transfer-
ring it to the Internet. Even though the mechanisms are almost
identical, what mainly distinguishes one procedure from another
is the purpose why an image was taken in the first place. For
example in medical imaging, an image is taken with the im-
portant purpose of identifying the cancer cells, and this can be
done so through the different tones of grayness produced. A
case study is evaluated in order to comprehend the process of
transmitting the diagnosis images. In this case, X-ray radio-
graph is transferred to a remote specialist (Maintz, 1998),( zito-
va et al 2003). Take note that the image is a 2-D representation
of 3-D properties of X-ray attenuation formed by exposing tis-
sue cells to a certain dosage of X-ray. During the beaming of
the X-ray to the target object, the cross-section of the ray and
tissue atoms is represented by 4 and S while cell’s atomic densi-
ty is represented by N. Therefore, the whole cross-section is N x
S and the total atoms stroke by the ray is A x N x S as shown in
Figure 4.19. Rate of changes in ray strength during penetration
is shown in the equation below:
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Figure 4.19 X-ray beam strikes the tissue
(FONG et al 2011)

Figure 4.20 Radiograph showing tumour in the lung
(FONG et al 2011)

This characteristic is crucial to deduct the attenuation of coeffi-
cient p. This coefficient is an entity of the strength of photons in
every location of cell which is named as I(x):
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I(x)=1e "™ —» 43

The formation of images from radiography is essentially a map-
ping of photons through the object which comprised of different
densities, such as organs and bones. As an example, cancerous
cells can be identified as these cells show distinctively different
shades of grey compared to other structures. Figure 4.20 shows
an image captured using radiography where darker masses can
be observed on the left of patient’s lung cavity which indicates
the degradation of internal lung cells. This is a condition called
spontaneous pneumothorax induced by pneumonia. Without
this image, it would be impossible to identify the condition and
to prescribe the correct diagnosis. The degradation of the left
lung cells is compared to the right lung which looks lighter and
normal. However, it must be ensured that all data must remain
intact during image transfer as the loss of any information will
halt the effort of diagnosis. Analogue images can be observed
everywhere in the surrounding environment. This is particularly
true as our observation and interpretation of the surroundings is
comprised of a collection of various spectrums with uncounta-
ble distinctive features, and it is not possible to transmit images
with infinite features. Hence, to enable an image to be transmit-
ted, it has to be converted to a finite or exact size, such as the
bitmap (arrays of colored or grey dots known as pixels). Next,
to transmit an image, a network bandwidth with sufficient data
rate is required. For instant, a considerable sized image with
3000 x 2000 pixels at 6 megapixels of resolution and 256 dif-
ferent grey tones will contain the size as shown below:

Uncompressed bitmap fil size = H.W.2" > 49
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It excludes insignificant features such as check errors and sur-
plus data of the image, which include the types of file and date
when image is taken. From the equation, b represents the
amount of bits per pixel which results in the intensity of colors,
H represents the height and W represents the width. Using the
value of pixels given above, the total uncompressed bitmap size
of 5.72MB is obtained. It is a fairly simple calculation; first the
number of pixels is obtained by multiplying H with W. Next,
the unit is converted to bytes through the division of the value
with eight binary bits. Finally, the value is expressed in kilobyte
(KB) by dividing the value by 1024. To express the value in
megabytes (MB), the value has to be divided twice by 1024.
This calculation exhibits the amount of data in managing digital
images, and can easily be reduced for the ease of transmittance.

4.2.3 Compression Image

To ensure an efficient transmission and in order to reduce the
space required for storing, images are compressed and shrunk.
This is known as a loss compression. However, there will be
some loss of data when the compressed image is decompressed
back to its initial size due to the loss of some algorithms. This
can be prevented via lossless compression. Using this form of
compression, the decompressed image will have the exact prop-
erties as its original form. Take note that a digital photo is con-
structed of matrix of pixels with strings of 0 and 1. The
evaluation of this topic will start by analyzing the advantages
and disadvantages of the two compression methods (Tobin,
2001),( seeram et al 2008). It is necessary to compress diagnosis
images to ensure its efficient transfer via medical channels and
to decrease the amount of space needed for data storage, thus
lower the operating cost. In digital photos, primary colors with
consisted of different intensities of reds, greens and blues are
used to construct the pixels. These colors however do not in-
clude secondary or subtractive colors like cyan, yellow and ma-
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genta which are resulted from the mixture of any two of the
primary colors. The constitution of colored pixels in digital im-
ages is identical for other digital illustrations in different gadg-
ets such as camera, mobile phone, television and computer. The
addition of different intensities of primary results resulted in
enormous possibilities of shades known as additive colors. The
pixels in a regular color bitmap are comprised of 3 numbers
each (one byte for one primary color) which resulted in differ-
ent densities of colors constructed from the primary colors in
overall. Therefore, a total of 24 bits are required to form one
pixel (1 byte equals to 8 bits) for storing the color data. To get
an idea about the enormous possibilities of color formations, an
equation as shown below is used to calculate the number of col-
or formations: 224 = 16 777 216 (more than 16 million of pos-
sibilities!). In computer language, digital images with 24 colour
bits are called true colour images.

Number of Colours = 2° — 410

From the equation, b represents bit-depth or bits number. A
camera with between 12 and 14 bits is required to produce im-
ages with higher intensity of colors. To compress images, re-
gions with identical colors are identified and regions that
contain gaps and unnecessary fields are eliminated. In telemedi-
cine, the compression of images using loss compression is not
acceptable as loss of information cannot be tolerated. This is
especially true as the identical shades of grey may marked as
identical regions during compression, and some regions may be
eliminated. For most diagnosis images, abnormalities present in
the body may not be distinctive or refined enough to be identi-
fied even though it is absolutely crucial to the patient’s condi-
tion. This may be due to conditions such as the initial stage of
cancer of abnormal foetus formation, and the use of lossy com-
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pression might cause the elimination of crucial information. The
strength of image is widely known as quality factor. The com-
parison of different compressing ratios with an original MRI
image is shown in Figure 4.21. In (a), the image after a being
compressed at 1:20 is shown and (b) shows the compression at
1:100. Using careful observation, the image in (b) is noticeably
clear while the other image appears more blurry.

Figure 4.21 MRI scanned image. (a) Without data compres-
sion (FONG et al 2011)
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(b)

Figure 4.21 (Continuation) (b) moderate compression of
1:20; (¢) compressed to 1:100 (FONG et al 2011)

4.2.4 Bio-potential Electrode Sensing

To measure the rate of heartbeat and the behaviors of other vital
organs such as the brain or even sleeping patterns, the Electro-
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cardiogram (ECG), Electromyography (EMG) and Electroen-
cephalography (EEG) graphic hypnograms are used. The devic-
es measure the electrical activities associated with nerve
stimulation and muscle contract of the related organs, which can
be illustrated as the generation of waves with the plot of electric
currents over time. To have a good idea of the procedure, only
the mechanisms of ECG will be focused as other devices exhibit
the similar properties. The mechanisms of the devices are
shown in Figure 4.22. The most significant property that is
similar in these plots is that asymmetrical amplitudes are emit-
ted throughout the measuring period. The heartbeat is measured
via the electric potentials generated by the heart and not by
transferring electrical currents to the organs. The rhythms of the
heart are plotted via impulse generation which is used to identi-
fy a wide range of abnormalities associated with the vital organ.
However, as with other devices, the measurement can be disrup-
tion by noise waves and significantly impair the diagnosis pro-
cess. Other causes of disruption include some diagnosis
protocols. For example, patients are required to exercise on the
treadmill to measure the shrinking of the artery using ECG. If
patients are not able to perform the task, the measurement
would nevertheless be useless. Movements and shocks that in-
curred during the measurement process may also result in dis-
crepancies of the result as electrical conductors are placed on
the chest. The period of measurement varies based on the nature
of the diagnosis. A brief diagnosis tends to be more advanta-
geous as it is less likely to be disrupted by unwanted noises.
The analysis of ECG diagrams is normally conducted manually
by doctors. As with the storing of images, there is a possibility
of data loss while transmitting or storing graphs. The graphs
must be restored to its exact features to prevent any loss of cru-
cial information. However, there is a certain difficulty as signals
are required to be separated from its grid. Therefore, the use of
colours is encouraged instead of black and white to help in ex-
tracting the signals even though it is represented by mono-
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chrome lines. In addition, pink grids in the plot can be eliminat-
ed through the elimination of red components.
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Figure 4.22 Electrical activities. (a) Electrocardiogram
(ECG); (b) Electroencephalography (EEG)
(FONG et al 2011)
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Figure 4.22 (Continuation) (c¢) Electromyography (EMG);
(d) graphic hypnograms (FONG et a/ 2011)
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4.3 Data Mining Applications and
Patients’ Medical Records

Keeping patients’ medical records is long been practiced. This
can be observed from the archives of visiting cards kept in clin-
ics that contain the medical history and diagnosis of patients.
The reason of keeping the medical history is to enable the track-
ing of patients’ health and to serve as a warning to doctors
about the existing medical issues of patients such as allergies. In
addition, medical records show the pattern of patients’ health
and may alert doctors if there is something suspicious that re-
quires medical attention. This enormous amount of data is the
reason many physicians refuse to transfer them into digital
forms as it requires a lot of manpower and resources, not to
mention the change required in the whole operations in dealing
with electronic systems. The use of manual data entry can be
observed from a visit to the clinic; first the administrator would
retrieve the visiting card of a patient, pass it to the doctor, and
new records will be made to the card after the diagnosis. Even
though this procedure appears unproblematic, it will result in
long-term problems the first being the preservation of enormous
amount of records that consume a lot of space. Another com-
mon problem is the intelligible hand writings that cannot be un-
derstood by another physician and the loss of valuable medical
records crucial to the descendants of patients or new physicians
due to migration of passing of patients. A small clinic operates
in suburban may serve up to hundreds of people, while this fig-
ure can easily exceed hundred thousand in major health institu-
tions. This results in a large volume of medical records when
diagnosis details of each patient are combined with their per-
sonal information. The medical data of every patient could easi-
ly require megabytes or even gigabytes of data storage. It is
easy to imagine the database of one hospital moreover the col-
lective data bank of all citizens. This leads to the question of
using a reliable database that allows the keeping of enormous

139



amount of information and at the same time enables them to be
extracted easily. Those are the basic enquires made on data
storage. Even though it is not comparable to the collective data
of the Internet, the database is still comparatively large. For ex-
ample, the epidemic condition of swine influenza in the Mexico
City in 2009 resulted in the influx of more than 10 000 patients
in health institutions in a day. This coupled with other cases
such as suspected and confirmed A (HINTI) infections has re-
sulted in the built-up of vast amount of data in as short time.
This paves the way for mining technology which enables clus-
tered extraction from the database for the related information to
study virus mutation such as in the case of influenza in a highly
populated city.

Similarly to search engines and Internet browsers, statistics are
employed to rapidly retrieve specific information from an
enormous data bank. A browser links to the pool of data on the
Internet and to retrieve related information, a keyword is en-
tered which subsequently extracts the data that contains the
keyword at a very high speed. To aid and simplify the study, a
keyword is used. For the computer, phrases are long words with
spaces in between strings of words which form specific mean-
ings. These words are comprehended by computers as ASCII
codes (abbreviation for American Standard Code for Infor-
mation Interchange) where characters are constituted by 7 bit
codes. From this code, computers understand A as 1000001
which equals to the numerical figure 65. Therefore, words or
phrases entered as keywords are recognized as a sequence of 7-
bit codes or ASCII codes. In data mining, data is extracted from
an enormous database through pattern or strings of code recog-
nition. At the same time with advancement in increasing the ca-
pacity for data storage, efficient statistic tools are developed for
retrieving data with an incredibly fast speed. In current Internet
browsers, by keying in the keyword “data mining” as an exam-
ple, a staggering 21 million founds are obtained in just 0.18 se-
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conds. The data retrieval mechanism is based on the enquiry of
users that forms the search patterns. In general, 4 different pro-
cesses are involved in data mining as shown in the charts of
Figure 4.23. Even though every digital search applies the simi-
lar technology, the retrieval of medical data may involve more
complicated codes, especially in diagnosis images which are
highly distinctive among patients. We have already known this
when searching for images on the Internet where results are of-
ten not related to the search keywords. Basically, four associa-
tions are involved in the process of data mining:

» Associations: Connection is identified from data extrac-
tion. For instance, diabetes is highly associated with
obesity even not in every single case as diabetic patients
are mostly overweight.

» Classes: Grouping of data based on categories, such as
the group of diabetic patients.

» Clusters: Grouping of data based on logics, such as
groups of patients based on locations or demographics.
This type of association is especially helpful in analys-
ing patterns of diseases.

» Sequential patterns: Predictions and patterns are made
through the extraction of data. For instance, obese pa-
tients can be predicted to suffer from other chronic dis-
eases than non-obese patients.

Next, a case study involving the digital records of a diabetic pa-
tient will be examined. The record contains not only the diagno-
sis history but other personal information such as demographic
information. From the age of the patient, doctors are able to
make precise assumption whether this patient suffers from Type
1 or Type 2 diabetes. This illustrates the usefulness of the data
as a whole, even though most of the record is comprised of in-
depth diagnosis details such as the amounts of glucose pre-
scribed in its units.
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Database:
Data stored
and managed
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an appropriate
format

Figure 4.23 the information retrieval process
(FONG et al 2011)

The names of various nations, its respective measurement units
and corresponding remedies are shown in Table 4.1. Besides
patients’ in-depth diagnosis details as mentioned above, other
forms of data such as images and audio files from X-rays and
ECG diagnosis may be included. To extract data that involves
ambiguous natures and patterns, specific procedures is required
(Elmaghraby, 2006),( kantardzic 2011).
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mg/dL

mmol/L

Argentina Australia
Brazil Canada
Caribbean Countries China

Chile Ireland

Israel The Netherlands
Japan New Zealand
Korea Russia
Mexico Scandinavia
Most EU States Singapore
Most Middle East Countries Slovakia
Peru South Africa
Taiwan Switzerland
Thailand Ukraine

USA UK
Venezuela Vietnam

Table 4.1 Blood glucose units (FONG ef al 2011)

In addition, there are various procedures and the efficiency will
be affected by the capacity of the computer to process the
search, which is in turn affected by the extent of database and
the nature of the enquiry made. Procedures widely employed
consisted of:

» Neural Networks: Models based on prediction which
makes a replication of the neurons. The efficiency of
this model increases with time as it will be equipped
with more processes much like long-term training.

» Data visualization: Graphic determination of compli-
cated interactions in data which included the visual de-
duction of data.

> Decision Trees: Decision derived from the extension of
themes that determine the procedure in data categoriza-
tion. Classification and Regression Trees (CART) and y-
Square Automatic Interaction Detection (CHAID) are
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the commonly applied procedures to extract disor-
ganized data.

Genetic Algorithms: Heuristic algorithms interdepend-
ent on the theory of evolution such as combining, re-
combining and mutating of selections to come up with a
pattern. Initially this method was used for data mining
by Holland (1962).

Nearest Neighbor: Or known as k-NN method where
every data is classified by combining categories of k
number containing the highest similarities in history. It
is commonly applied to recognize the patterns from
ECG diagnosis as the device uses the same principle in
identifying patterns. The algorithm is monitored where
new search will be categorized based on the most proba-
ble k-nearest neighbors. The operation can be easily un-
derstood. The search mark looks for object with k
number nearest to search mark as the learning location
using the most probable votes. Finally, the value of new
search will predicted using the classified neighbor clus-
ters.

Rule induction: It is the least complicated procedure re-
lying only on the execution procedures of observed ‘if’
and ‘then’.

Even though we have looked at the significant role of data min-
ing in recording the medical data of patients, its role in the re-
trieval of diagnosis imaging and structured data has not been
discussed. To search for images, keywords related to the image
are used. In the case of medical images, keywords associated
with the image are used and a set of organized image labels is
required. The existing technology to extract images is still in its
early stage. In common consumers’ electronic devices, a num-
ber of characteristics such as colors and textures are used by in
algorithms which are not adequate for the application of images
from telemedicine.
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4.4 Knowledge Management for Clinical Applications

In most nations, digital information of patients is recorded for
numerous reasons, such as statistic studies and health insurance.
It is stated by researchers that most doctors preferred data re-
trieval by searching from the databank of medical history
(Dawes, 2003),( hersh 2009),( straus et al 2013). As the data
contains not just medical record but other information such as
demographic data, a more efficient way is required for data re-
trieval, particularly when the operations of health institution is
constituted of different departments such as management and
clinical operations. The complicated nature of medicine data-
base across different applications is shown in Figure 4.24. A
vast amount of data exchange can be observed from the system
which comprised of different categories of information. De-
tailed information of a doctor is depicted in Figure 4.25.

Local Clinic /
General Practitioner

Local Nursing Home "

] Specialist Clinic g Hospital Dental Clinic
NHS Authorities
National Department of Health / Insurance | |
Strategic Health Authorities Strategic Special Company

Health Health

Figure 4.24 Clinical knowledge systems (FONG et a/ 2011)
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Ambulance,
Police)

Figure 4.25 System linking a doctor to the outside world
(FONG et al 2011)

In local health institutions, doctors frequently interact with re-
lated parties. Figure 4.25 shows the interactions that takes place
outside the institution. Figure 4.26 shows the internal interac-
tion that takes place in the local institution operated by only one
general practitioner and how information is obtained and
shared. There are various channels to obtain information from
even though it is just a small-scale clinic. In managing
knowledge, useful data is being created, transferred and identi-
fied. Conversing information is essentially a continuous process
by preserving and enhancing information. The process is the
same as creating information system, followed by its transfer
and contribution to other parties to improve information sharing
in general. For a continuous development, information through-
put can be recycled for other processes. In the context of tele-
medicine, managing knowledge mostly involves creating and
maintaining procedures that can improve medical service for the
benefit of the society. Given this, knowledge management is
undeniable advantageous to provide patients with the best pos-
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sible diagnosis and prescription. Figure 4.27 shows that the dig-
ital record from a continuous monitoring contributes towards
the development of medical services based on experience.

Patient

Patient Records

Networked
Appointment Computer Diagnostic
Schedule Reports

And
Telephone

Administration /
Billing

Medical
Instruments

Figure 4.26 inside the clinic (FONG ef a/ 2011)

Following a certain symptom, diagnosis is often accompanied
by other more concrete results such as a series of tests from the
laboratory and clinical evaluations. However, this often takes
more time than permissible especially involving emergency sit-
uations. Therefore, knowledge management using medical his-
tory serves as an important support in prescribing an efficient
treatment at the shortest duration possible. For example, a case
study involving the use of ultrasound to eliminate tumour will
be examined. When directed to target cells, the beam heats the
cell quickly to above 70°C and result in hypoxia and stop oxy-
gen to reach to the cell thus killing the tumours. Despite its ef-
fectiveness, there is a certain risk associated with this method
such as the possibility of damaging epidermis tissues. However,
by referring to medical records of previous patients, a database
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can be built which comprised of tumour categories and sizes
along with its subsequent treatments. The case study illustrates
the importance of knowledge management especially in storing
and sharing of data. Various categories of data are comprised in
patients’ digital medical record such as diagnosis details, treat-
ments issued and records of appointments. These records are
also important as references for the treatment of similar condi-

tions.
Patient with
certain symptom

Medical Pattern Ps(ier\rl\li?:rs
History Recognition Cases
]
L )
) ; Probability
Case Review Hypothesis Evaluation
J
Diagnosis
And
Treatment

Figure 4.27 Knowledge management for
electronic patient records (FONG et a/ 2011)

Several hazards and challenges have to be overcome to develop
an effective digital database of medical history. Firstly, the
well-known SOAP  procedures will be referred to
(schimelpfenig, 2006a), (schimelpfenig 2013b):
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e Subjective: Medical nature of patients and the symp-
toms exhibited and reported.

e Objective: Diagnosis of vital conditions of patients such
as heart beats, blood pressure and other tests to identify
irregularities and prescribe necessary clinical examina-
tions.

e Assessment: Summarization and analysis of the collect-
ed data as mentioned above.

e Plan: Devising the appropriate prescriptions and treat-
ments as a follow-up plan.

The ultimate purpose of these procedures is to aid the diagnosis
process using information management and lay the pathway for
an effective interaction between patients and medical personals.
It is often applied as a set of standardization in hospitals and
clinics to systemize their medical records. Ultimately, medical
information is sensitive in nature and the storing of this data
must be reliable and accurately conducted and the distribution
of the information should be regulated.

4.5 Electronic Drug Store

The chapter is concluded with a discussion on the sharing of
medical data within an e-commerce medicine supplier. In fact,
the term “telemedicine” might be derived from the distribution
of clinical drugs. Via technological advancement, these firms
can reach out to more patients particularly communities in far
remote areas as well as patients incapable of travelling. Even
though clinical drugs must eventually be delivered to these des-
tinations, the improvement of telemedicine enables medical ser-
vices to reach out to more remote locations and higher treatment
efficiency through information sharing. One of the main respon-
sibilities of e-medicine distributor is in assisting the distribution
and dispersion of clinical drugs based on strictly regulated pro-
cedures to comply with standards and in reducing operation ex-
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penditure. This implies that the distribution of clinical drugs is
not merely like a drug vending machine that distributes over-
the-counter drugs. Note that in this discussion, the word “dis-
pensary” is omitted to avoid confusion since this term is used in
the US to describe agencies that are licensed to trade intoxicat-
ing or narcotic substances such as cannabis and alcohol for clin-
ical purposes (Martinez, 2000),( iversen 2003). The
examination of medicines is another main practice that aims to
improve the efficiency of drugs and to reduce the unwanted
side-effects of drug consumption. This practice aims to build a
database that contributes to the development of new drugs.
However, perhaps the most important role of e-medicine distri-
bution is information sharing of the function and accurate pre-
scription of certain drugs, information of drugs regarding its
current usage in the medical field as well as the accompanied
side-effects of each drug. Besides, these websites enable direct
interaction among users and the drug distributors which enable
consumers to obtain first-hand information regarding potential
side effects. In addition, the practice of recalling products, ob-
taining information regarding their expiry dates or licenses ena-
bles pharmacist to be well-informed about the current drugs
they handle with. For the end-users from the public, the availa-
bility of information in extensive networks means that they can
inform themselves regarding the effectiveness of each drug and
prevents risks associated with the mixture of high-risk medi-
cines. Drugs prescribed to patients are in turn recorded in their
medical history. Through extensive telemedicine networks, the
medical records of patients are integrated into the network and
enable information sharing among doctors and pharmacists as
well as to patients themselves. This also results in much con-
venience where patients can obtain the drugs required from
pharmacies without the need of a written document from hospi-
tals, as pharmacists can easily retrieved this information from
the network. The main concept of the establishment of e-
medicine distributors is the ability to distribute drugs irrespec-
tive of time and location by referring to medical data of patients
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made available to them. The medical record enables pharma-
cists to issue medicines with an authority from healthcare insti-
tutions and acknowledge the adverse effects associated with the
consumption of various drugs such as allergy and reactions oc-
curred from drug mix-ups before distributing the drugs. In addi-
tion, the data network informs healthcare institutions about the
insurance coverage of patients, and reminds patients to consume
their prescriptions at the instructed time. In the network, the
procedures associated with diagnosis and treatments prescribed
are recorded automatically. Mobile monitoring devices can be
established at the home of patients who have mobility problems
such as senior citizens and blind patients. Figure 4.28 shows
that these devices and be installed like a software on computers
or any devices equipped with RFID reader. The software con-
tains information about the medicines issued such as consump-
tion instructions and the record of drug consumption by
patients. This illustrates that the application of e-health and e-
medicine distributions doubles as a device to update patients’
drug prescriptions besides help them to obtain their medicines
more conveniently. The record of medicines usage is especially
crucial in diseases outbreaks such as the spread of A (H|N)
influenza virus. The drugs inventory informs healthcare institu-
tions and pharmacies regarding the amount of stick available to
meet the unexpected demands during the outbreak. The amount
of influenza vaccines must be ensured to be adequate at all
times to avoid the risk of inadequate supply especially in high-
risk regions. Under telemedicine networks, drug suppliers can
have a direct communication with manufacturer to initiate the
transfer of the vaccines to high-risk regions immediately when a
high rate of suspected cases of influenza is reported.
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CHAPTER §

DEPLOYMENTS OF
WIRELESS NETWORKS
IN TELEMEDICINE

From the previous chapter, it has been stated that patients’ med-
ical records can be obtained from different channels according
to the nature and format of these data. The information is also
subject to different requirements prior to data transfer and utili-
zation. Procedures to obtain the information have been dis-
cussed along with their subsequent requirements for data
transfer via e-health networks. The transfer of information such
as patients’ vital signals and physical scans are different as they
are subjected to different requirements. Numerous ways in ac-
quiring data result in the estimation for both immediate and
longer intervals in order to suit various health monitoring situa-
tions. One of the main obligations is an effective and dependa-
ble communicative channel to support patient caring. The
establishment of channels is considered via the support of spe-
cific applications to fulfil the specific requirements to comply
with the nature and format of the data. As an example, the trans-
fer of X-ray radiographies is subjected to distinctive procedures
in the aspect of transmission capacity compared to the transfer
of a text document that contains the information of treatment
prescribed to patients. Each network possesses its own func-
tional limitation on the capacity of information transferable in
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both wired and wireless transmission. The channel transmission
capacity determines the amount of transferable bits can be sent
to another network per second. Therefore, a communication
channel must be selected that can transfer the information and at
the same time do not result in data overflow (overflow of data
happens when excessive of information is transferred to the
same channel rapidly). To understand this situation let us take
an example using the analogue network to send a HD video
with a channel transmission capacity of 3100 Hz. Without doing
any calculation, we obviously see that the capacity of trans-
ferred data exceeds the transmission capacity. A MHz-capacity
transmission capacity is still required to send HD videos even if
the files are compressed. Information is obtained in the format
of block or stream in digital networks. Due to the expansive na-
ture of information, prediction cannot take place even in the
case of random one-off measurement as there are no fixed pat-
terns. Therefore in every data analysis, a discrete data block is
received and additional data will not be accepted until the arri-
val of next reading. The A&E department is a very good exam-
ple that shows randomized cases where at times it will be
overflowed with patients and empty in others. Poisson distribu-
tion modeling is the most effective model to manage the dis-
crete likelihood in acquiring information (Shmueli, 2005),( lord
et al 2010). On the other hand, a constant observation such as in
gathering information of mobile healthcare devices results in a
continuous influx of data. Hence, information is managed in a
limitless time frame until monitoring is interrupted, such as the
handling of audio and video information. To have a better un-
derstanding on how discrete and continuous information are
managed, we will examine the previous example of transferring
HD videos.

As the file is received in an influx in the time frame of five se-
conds followed by no file transfer, the transfer of the total file
can still be completed in a prolonged period as there is enough
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time to process the data as in the situation of pouring a large
amount of liquid down a funnel through a pipe with a narrow
passage. It can still get through without spilling over if there is
sufficient capacity in the funnel to buffer the flow before over-
flow occurs. However, if the water keeps flowing in continuous-
ly like a stream, it will not be able to get through. Imagine the
consequences a tap is left on and causes water to flow continu-
ously towards a narrow passage that could not retain the whole
volume. Obviously, the water would spill from the funnel due to
excessive water volume. The same concept can be applied in
information transfer if too much data is transferred to a network
without the sufficient transmission capacity to retain the data.

Communicative channels are important in the current medical
industry particularly in data sharing. From the previous chapters
we have learnt that these channels were established with the
main purpose of supporting a wide range of functions to support
the extensive medical services. The following sections will
show the methods to overcome the obstacles associated with
network development and highly resilient channel equipped
with the ability to incorporate new features made available from
research. The knowledge obtained in Chapter 2 will be used to
examine the basic mechanisms of channel planning and the re-
quirements to future expansion. The major topics covered in-
clude the outsourcing and its associated advantageous and
disadvantageous and finally the quality assurance of network.

5.1 Strategies Involved in Network
Deployment and Planning

In order to get a clear picture of the concept of the planning of
telemedicine networks, the underlying concept must be under-
stood. The most basic structure of network basically refers to
peer-to-peer (P2P) framework as shown in Figure 5.1 which
consists of two PC interrelated with each other. Each computer
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is equipped with a network interface card (NIC) which provides
them the capability to communicate with another PC. However,
the intermediate mediums which use to connect both PC make
are the same as long as data can be transferred between them.
P2P’s main characteristic network there is no central region and
all users (other PCs) have identical status. The overall picture of
information sharing via Open Systems Interconnection (OSI)
will be examined before proceeding to the mechanisms of
communicative channels.

® ®

Personal Personal
Computer Computer

Network Network
Interface Interface
Card (NIC) Card (NIC)

Communication Channel
(can be either a cable or a wireless link)

Figure 5.1 Simplified P2P network (the fundamental form
of any network) (FONG et al 2011)

5.1.1 The OSI Model

The OSI reference model equips a layout for channel interac-
tions. The objective of this model is to standardize channel de-
signs as a descriptive model for tiered interactions. For
example, channel configuration is categorized into various tiers
and with its own specific functions. Figure 5.2 shows the seven
tiers consisted in the model. Every tier or layer is assigned to
the handling of different tasks. Communication between any
layer and the next is referred as 'direct'.
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7 Application Layer
v Message format, Human-Machine Interfaces

6 Presentation Layer
v Coding into 18 and 0s; encryption, compression

5 Session Layer
v Authentication, permissions, session restoration

a4 Transport Layer
v End-to-end error control

3 Network Layer
v Network addressing; routing or switching

2 Data Link Layer
v Error detection, flow control on physical link

1 Physical Layer

v Bit stream: physical medium, method of representing bits

«— TRANSPORT SERVICE —|«— UPPER LAYERS —

Figure 5.2 Different layers in OSI model (FONG ef al/ 2011)

This includes the exchanging of data blocks via a port of a layer
called service access port. They are usually grouped into two
categories, where the top 3 layers referred as host layers and
transport layers for the bottom 3 layers out of the seven layers.
From the literature, the middle layer is categorized into either
host or transport layer. However, the name of this particular
layer is called 'Transport', therefore it would be more logical to
classify it into the layer of lower transports. Basically, the entire
communication process is categorized into different functional
areas by OSI model. The illustration of Figure 5.1 shows that
the communication process of PC A is maintained with PC B.
In a simpler sense, any layer of PC A talks to the layer of PC B
can be referred to any layers in the OSI model. Any process car-
ried out by a particular layer can be classified as its entity. Since
there is no direct connection link between the two PCs, the
communication between these 2 layers can be classified as vir-
tual.

Communication can be succeeded through the conversion be-
tween Protocol Data Unit (PDU). PDU is considered a shell that
holds information identified as Service Data Unit (SDU).
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Hence, SDU is the entity of PDU that containing the header of
data. The entity that belongs to any n layer is managed by n pro-
tocol. These entities use the manage data in constructing SDU
header to create a PDU that can be transferred to 'n - 1'. The
main objective of layer n is to receive the PDU from upper layer
'n + 1' and deliver to the subsequent layer below. If the size is
not enough to carry the data, the segmentation and assembly
process will be carried out to break the data blocks into smaller
units at the sending end and reassembly at the receiver. Next,
we take a look at the overall picture of the layers of OSI model
beginning from the top:

e Application Layer
Application layer refers to the top layer among the 7
layers in OSI model. It takes establishes the communica-
tion between users and the application of software. For
example, when a staff wants to perform stock count, up-
date of the database will be performed and any notifica-
tion must be sent if there is any missing of stock. The
staff enters the stock quantity into the system and the
system updates the database. For any changes made to
the stock count, system will auto-generate an email to
the top management. All these processes are handled by
application layers which include the database, email,
browsers and so on.

e Presentation Layer
Presentation layer is known as a converter in the appli-
cation layer for data from human users. Information is
converted into appropriate code for system processing.
Individual devices use different operating systems (OS)
and hence different codes to present the information.
Therefore, the presentation layer changes this infor-
mation into a suitable format for data transfer. For ex-
ample, smart phones and computer have different
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application for information display. Presentation layer
functions as a converter to convert a smart phone reada-
ble form into computer readable form.

Session Layer

Session layer establishes dialogues between two nodes
and allows data exchange either in the form of simplex,
full duplex or half duplex methods. Besides, it also sup-
ports error recovery services to ensure the data can be
exchanged without error. It is useful to manage a flow of
data such as ECG readings.

Transport Layer

Transport layer mainly handles end-to-end delivery of
messages to ensure the messages can be sent properly. If
the size of the message is too big, transport layer will
perform segmentation and reassembly to break the mes-
sage into smaller parts at the receiver and reassemble the
message. This layer utilises the service from the core
channel to impart quality of service (QoS) as an aid in
transferring data, monitoring of segmented data and re-
transfer when necessary.

Network Layer

Network layer handles the delivery of packets from
source to destination by referring to the IP address. Oth-
er than delivery of packets, it also handles the routing of
packets to the correct destination using the correct
routes. The packets will be en-capsulated at the receiver
and when the packets reach the receiving end, de-
capsulation will be performed to remove the header at-
tached to it.

Data Link Layer
The purpose of is categorized into 3 processes referred
to media access control, error control and message de-
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lineation. It also establishes an exchange of data frames
between nodes. Originally, the frames are data blocks
that have been converted. The media access control han-
dles the transmission of frame into the communication
medium, and performs the error control process by
checking the data bits. Once they have passed these
stages, the frame will be transferred to the correct desti-
nation without any disruption.

e Physical Layer

It is the model’s underlying layer that manages, activates
and de-activates physical connection for bit transmis-
sion. All the data and information will be converted into
bits like 'l' and '0' and then they will be transmitted
through the communication medium. Therefore, this
layer only concerns about the network hardware and the
type of circuit to be used to transmit the messages.

5.1.2 Site Survey

It is one of the most crucial steps to initialize the planning of
networks. It is because this is where the decision of "how many
radio station or wireless access point to be placed?" made. Even
though it seems to be simple, this step cannot be taken lightly.
Site survey is carried out to perform stress test in identifying
problematic issues such as poor reception, network interference
and so on. This procedure must be given an emphasis because it
could reveal useful information to perform "what-if" analysis.
"What-if" analysis generates a lot of questions solutions can be
provided to address the question before we engage in the real
plan. Some sample of questions include "what if an object block
downs the wireless signal?" and "what if the signal coverage
needed to be expand as far as to the road across the other build-
ing?" Hence, the locations of wireless emitter should be studied
including the extent of area covered, the capacity of network,
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interference problem as well as possible obstacles. Coverage
area basically refers to the signal strength. To check this signal,
we can connect our PC to a wireless network and observe the 5
bars icon of bottom right of the PC. More green bars indicate
stronger signal strength. If we move our PC further away from
the access point, we can observe a reduction of green bar im-
mediately. If we move the PC further away, the wireless con-
nection will be disconnected. There is a formula for this
measurement:

S(d) oc% — 51

However, this applies by assuming that there is no obstacle in
between wireless access point and the device connected. The
second element refers to the capacity of network. It mainly con-
trols the user limit. Besides, the amount of data transferred by
all users at the same time can be regulated. When it reaches the
maximum capacity, any other users who attempt to connect to
the wireless access point will be denied. Interference refers to
the degree of distraction towards the wireless broadcast signal.
This can happen when the wireless access point shares the same
frequency band with others. For instance, there are a few wire-
less routers in the same place that broadcast the signal using the
same channel and such situation results in interference. Interfer-
ence can cause a reduction of the data speed and reduces the
connection quality. Apart from interference resulted from chan-
nel conflicts; physical obstacles can be one of the major causes
to interfere the signal transmittance. For instance, thick walls
with steel beam can absorb or block the wireless signal. Another
example is glass panel which have the capability to reflect the
wireless signal. In order to get accurate data and information
from site survey, a lot of work has to be done. For instance, we
can install a network management system into a laptop to cap-
ture the measurement of signal strength and its interference in
different locations. Access points are often moved around dif-
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ferent locations in order to find the best signal strength. Modern
surveying software can also be used to measure and analyze
signal from the access points just by walking around with the
laptop. In the case of the hospital, the coverage extent must be
estimated as it is not possible to search through every corner.
Site surveys can only provide the signal to be expected but the
outcome doesn’t mean that the real channel functions exactly
the same as what we performed during survey. Additionally, the
authorized risk assessments must also be given a consideration
on the possibility of interfering with sensitive medical devices.

5.1.3 Comparison of Standalone Ad Hoc
and Centrally Coordinated Network

The deployment of wireless network is categorized into two
methods which include standalone ad hoc and centrally coordi-
nated network. The network entry is an independent operation
and configuration to prevent congestion and device failure.
Moreover, it does not have centralized control on data flow and
user access management, and each body network operates inde-
pendently. In the situation of patient monitoring application, it
requires an intense level of energy to meet the performance as it
involves continuous data streaming. With this configuration, the
issues of power management, packet loss and security may arise
and can cause performance degradation on network.
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Figure 5.3 an ad-hoc network (FONG et al 2011)

In centrally coordinated network, each access point is no longer
required to perform most of the management task as it has been
taken over by the central controller. Hence, the observation of
channel efficiency for the whole channel can be centrally con-
ducted. With such configuration, it is very easy to expand the
coverage area. All we need to do is just plug in more entry
points to the central control and the user-traffic can be moni-
tored among access points. Apart from that, we also can pro-
gram the central controller to re-configure the access point
independently if the network condition changes such as pro-
gramming the central controller to disable failed access point
and re-route traffic for load balancing. This provides the net-
work with the abilities of self-recovery. This configuration to-
pology is shown in Figure 5.3. Instead of using a switch or
router, it uses controller. In conclusion, standalone ad-hoc net-
work is more suitable for smaller network with small coverage
area and small number of access points, while centrally coordi-
nated network is more suitable for network with dynamic
changes from time to time.
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5.1.4 Assessment of Link Budget

It is a crucial procedure to identify the extent of coverage
through a margin to prevent any unwanted problem. For out-
door wireless network, rain can be one of the factors that reduce
the signal propagation. Other than that, regulations and polari-
zation too can significantly impact the signals. The gain and
loss in the whole communicative network is described by the
link budget as shown in Figure 2.2. This is very simple and re-
quires the calculation of Py after it passes the whole system in-
clude air, obstacle and so on. Other than that, it also takes
account into the cables that used to connect device such as an-
tenna and demodulator. The formula is shown in the following:

— » 52
PR=PT+G—L

In the formula above, Pr represents the transferred dBm signal,
whereas G and L represent the total dB gain and loss. Equation
5.2 should be re-evaluated for link coverage expansion. Radio
waves spread as it travels through air. If we double up the prop-
agation distance, it can cause the receive power to reduce to a
quarter as shown in the formula below:

L=2- log10 (-5 > 53

A link budget measurement is invented by NIST to estimate the
ambient link budget. It is essential for us as both signal of link
budget as the transferring and acquiring characteristics of
transmitter are different from each other. In the situation of tel-
emedicine network, a minimum of 10 dB of link margin is
needed to overcome the reflection problem that can cause the
reduction of signal strength. Furthermore, another additional of
30 dB is needed in case polarity mismatch happens. Hence, link
margin becomes one of the elements that show the difference

163



between telemedicine from wireless network for a general pur-
pose. Besides that, we also need to ensure that the wireless net-
work is able to perform well under consistent heavy rain. Extra
link margin is estimated mainly based on the transmitter design
and the site environment. In addition, if we maximize the link
margin, it will ensure the system reliability to be maintained at
the optimum level.

5.1.5 Antenna Placement

It is tiresome to decide the location to place an antenna. Some-
times a location offers the best performance is not feasible to be
used. Impedance matching is also one of the major elements to
be considered to effectively transmit signals between antennas,
radios and cables. Also, cable connected between antennas and
radios must be the same to prevent losses caused by mismatch.
As many antennas are not identical with cables connected, im-
pedance matching circuitry is crucial to transform the antenna
impedance to the cable. To measure the impedance match,
Voltage Standing Wave Ratio (VSWR) is applied. The optimal
value must be below the ratio of 2:1 so that more energy can be
sent with minimum reflection. O the other hand, a VSWR with
high ratio shows that the power is either lost or retransmitted
and the percentage of bandwidth relates to carrier frequencyf,:

BW = f”f;”xwo% 54

c
f _futfi ——» 56
= 2L
2

fu And f represent the maximum and minimum band fre-
quencies. Since most of the antenna does not support 360 de-
gree omni-directional coverage, the angle of coverage needs to
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be considered to place an antenna. Omni-directional coverage
can be applied horizontally. The directivity of antenna is mainly
referred to the power focused when sending or acquiring signal
from other antennas. Even though most of the wireless router
that we use at home provides cylindrical monopole antenna
which can beam for 360°, many antennas are designed for only
high-focus beam in a few degrees. This is known as beam
width. Antenna with narrow beam width is for longer coverage
to direct the energy. The concept is the same with the radiation
from regular bulbs and spotlights with identical energy capacity.
Spotlights concentrate its lights in a more specific region with
more intensity than bulbs. This difference shows the relative
strength of the radiated field in various directions from the an-
tenna in the coverage area close to the antenna apart from that
of the pattern over long distance. The phenomena introduce the
term near and far fields. A "near-field" refers to the induction
field and "far-field" refers to the radiation field. "Far-field"
measures the radiated energy of an antenna. The measurement
use to determine this is:

2.12
d="- —— 57

b

d represents the minimum distance and 1 represents the longest
dimension while » represents the wave length of the carrier fre-
quency. For antenna placement, "near-field" is not as significant
as it only reduces the minimum safe distance which is normally
related to health issue.

5.2 Network Scalability for Network Development

The degree of the channel which can be expanded for a larger
capacity, better performance and larger coverage area is termed
network scalability. In short, the degree of future expand is im-
portant for any communication network. Network expansion
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often involves setting up new hardware to the existing network
and extending coverage area. During the expansion, the network
should not be interrupted as the availability of network is very
important especially if that network supports life saving opera-
tions. In the case of telemedicine, availability is far more im-
portant compared to the other purpose as accidents could be
happen and it will not wait until the network service resume.
Therefore, a network should not be shut down temporarily. In
terms of wired network, expansion usually involves adding of
new cables. On the other hand, in terms of wireless network, it
requires some adjustment of the infrastructure. Therefore, modi-
fications are more feasible for wireless compared to wired net-
work. According to (Fong 2004), the transmission path is hard
to be altered. However, the transmitter can be enhanced to en-
sure receivers to process the incoming stream of data if there is
an increase in data input. The main aim will be to maximise the
use of available resources in the system and minimize errors so
that it is not necessary for re transmission.

5.2.1 Modulation

The conversion of digital signal to analog signal is termed mod-
ulation. For example, a modem has the capability to transmit
computer digital signal into analog signal so that the signal
could be transferred through the traditional phone line.
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Figure 5.4 Constellation diagram (FONG et a/ 2011)

Based on the constellation diagram above, the cross section rep-
resents the amplitudes and phases of signal. More dots in dia-
gram means that there is a higher modulation of above 64 and
carries more data bits. Nearer dots mean that it is harder to iden-
tify individual dot. As resolving packed dots requires more
complex recipients, there is a need to trade-off between the ef-
fectiveness if spectral usage and the framework of receiver. For
example, with something as high as 1024; the amplitudes and
phases difference between neighboring signals points may make
them cannot be differentiated.
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Compared to high order modulation, low order modulation such
as QPSK is more receivable with the same transmittance ener-
gy. High order modulation always experience signal loss issue.
Therefore, the 16-QAM is suitable to serve receivers that are
close to the transmitter and at the same time QPSK can be use
to serve receivers that are further from the transmitter.

5.2.2 Cellular Configuration

A wireless channels can be configured as single and macro cell.
They have the technique of reusing frequency but in different
methods. reusing frequencies is a technique to enhance spectral
performance and expand channel performance by re-using the
channel and frequency of the same network by separating and
RF coverage area into segments. In the diagram, there is an ex-
ample that shows the re-use different frequency. Although they
belonged to identical bands, sufficient separation is required
from adjacent segment to lower the risk of interference. All the-
se frequencies are re-used at least two segments away from each
others.

A wider coverage is normally achieved using high-gain anten-
nas with clear line-of-sight to receive signal in single cell archi-
tecture. Similarly, different polarizations can be achieved in
frequency re-use. Macro cell architecture usually uses structural
frequency re-use that able to provide acceptable signal reception
without clear line-of-sight. Therefore, it is clear that we can im-
prove spectral efficiency by combining a high-order modula-
tions and frequency re-use. However, it may results in the
amplification of co-channel interference, where two neighbor-
ing channel shares the same frequency that interfere with each
other which mainly caused by network congestion and bad fre-
quency planning.
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This causes the reduction of modulation order in the opposite
way. The spectral efficiency, which is estimated in the unit of
bits per second per hertz transferred. Co-channel interference
mainly occurred through the scatter of re-use sectors in cells. As
macro cell architecture adopts frequency re-use structurally sep-
arated segments and the sharing of frequency among neighbor
segments can cause co-channel interference, Shannon's Theo-
rem can be use to perform frequency re-use as shown in the
formula below:

_log(l+C/DL

BHC
- K.m

L represents the frequencies of network usage, C/I represents
the channel interference ratio and represents the structurally
re-use variable while m is the overhead assigned to guard bands
which separates the frequency into different channel that shown
in Figure 5.5. From Equation 5.7, the increasing of L or de-
creasing of K in macro cell architecture can perform frequency
re-use at optimum level. Besides that, C/I in single cell and
macro cell architecture can be approximated as Equation 5.8
and Equation 5.9 respectively (Sheikh, 1999),( love et al 2003),(
celebi et al 2007).

/==
L

C/=c.K?

In the equation, ¢ represents the arbitrary constant that especial-
ly for a network deployment.
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Figure 5.5 Sub-channels separated by a guard band
(FONG et al 2011)
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Figure 5.6 Time division multiplexing (FONG et a/ 2011)
5.2.3 Multiple Accesses

Multiple accesses or multiplexing is a process of breaking a
high speed circuit into smaller logical circuit for sharing pur-
pose. In order to perform multiplexing, two multiplexors are
required; one for combination and the other for separation.
There are two techniques that can be used to perform multiplex-
ing namely TDM (Time Division Multiplexing) and FDM (Fre-
quency Division Multiplexing).

Multiple accesses are common things in the early 90’s during
the boom of digital cellular phones. The working principle of
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multiple accesses can be easily understood by referring to Fig-
ure 5.6 and 5.7. A network is divided into individual time slots
in Figure 5.6. In this scenario, the time slot happens to be equal
but this situation does not occur most of the time. Every trans-
mitting device has its own allocated duration and the next user
will be allocated another duration. For instance, A, B and C are
the devices allocated with 10ms time slot each. During the
transmission process, device A will be given the first access and
spend its first 10ms. After that, B is given the same time slot
and followed by C. This means that at the time slot between
Oms to 10ms, A will have the transmission followed by B in
between 10ms to 20ms and C in between 20ms to 30ms. As C
completed its time slot of 10ms, it goes back to A and the entire
cycle continues. In every 10ms the device is changing its se-
quence (A to B to C and again with A). The theory of the multi-
ple accesses is well explained in the example of three devices
above. However in real time, when switching between the de-
vices, there is a lag time between them. There were no instanta-
neous transmission goes on when each device completes its
time slot. Hence the lag time should be considered when switch-
ing the transmission cycle. Figure 5.8 describes the transmis-
sion process discussed earlier where a logical switch enable the
devices to gain entry to the channel.

Frequency

Time

Figure 5.7 Multiplexing of frequency division
(FONG et al 2011)
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Wireless Channel
Time Switch

Figure 5.8 Time slots alternation (FONG ez a/ 2011)

Rather than dividing network into time slots, the network is di-
vided into unique frequency bands through FDMA. The channel
is split according to frequency bands permitted illustrated in
Figure 5.9. For instance, the split frequency is demonstrated by
having a channel with a band of 100 to 400 MHz. The channel
is split into three equal frequencies where each of them is capa-
ble of transmitting 100MHz. This means that all the three splits
have the range of 100 to 200MHz, 200 to 300MHz and 300 to
400MHz transmission. Each split shares the one third of the
channel bandwidth. However in real time, the one third of the
bandwidth is hardly fulfilled by the splits. This is due to band
pass filters (Figure 5.8 shows that each splits were attached to a
band pass filter against the usual switch with TDMA) which are
not able to immediately break the frequency for the next and
also for immediate start up. The use of a guard band is required
for the cut off so that it creates better accuracy of the filters.
Figure 5.10 show a perfect filter with an accurate cut off of the
frequency. In real time, such perfect filter cannot be found. As
the disruption is progressive in nature, more effective filter with
the accurate frequency cut off is needed so that the changes
happen in quick time.

172



Wireless Channel

PPy
(AR
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Figure 5.10 ‘Ideal’ filter with sharp cut off
(FONG et al 2011)

Those accessible methods on splitting channels have a signifi-
cant effect on a shared wireless networks. TDMA and FDMA
methods are more commonly used for splitting instead of other
methods such Code Division Multiple Access (CDMA). The
main differences of TDMA and FDMA are well-fed bandwidths
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over a time frame and the continuous availability for bandwidth
variation. Each method provides a distinct advantage where
TDMA is more suitable for subsequent data traffic and FDMA
for the severe data traffic as it have a continual access and is
constant over a period of time. Allocating dynamic bandwidth
increases the efficiency of the channel by providing more de-
mand sources.

5.2.4 Orthogonal Polarization

Expandable data throughput is achievable by adjusting the con-
figuration of antennas. For example, the signals of vertical and
horizontal polarization can have separate channels through put-
ting different antennas with orthogonal polarization perpendicu-
lar between the two signals. Based on earth’s topography,
vertical polarize antenna has a perpendicular electric field
whereas horizontal polarize antennas has parallel electric field.
Figure 5.11 shows an example of old style TV antennas placed
on rooftops known as linearly polarized antennas. Those anten-
nas on rooftops are always placed in parallel to earths topogra-
phy, thus is known as horizontal polarization. Polarization can
be increased by having more channels through the addition of
antennas. Figure 5.12 show the existing antennas of circular po-
larization. In circular polarization, the polarization completes its
rotation per wavelength as the plane rotate in a circular motion.
For example, if the wavelength of polarization is 1 meter the
circular polarization should have 360 degree rotation in a 1 me-
ter. The energy in circular polarization it exerts on horizontal
and vertical planes. The direction of the polarization is also
flexible, where circulation can take place in either clockwise or
anti-clockwise rotation.
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Figure 5.11 Regular television antennas (FONG et a/ 2011)

Commonly circular polarization has higher adaptability in non-
LOS scenario mainly because as it hits any barriers, the signal
are reflected back to the transmission source and the difference
sources of signal can be propagated.

Figure 5.12 Circular polarization antennas
(FONG et al 2011)

To achieve scalability, sectorisation is performed whereby addi-
tional antennas are installed by request by increasing the num-
ber of sectors as illustrated in Figure 5.13 which shows that in
the beginning, deployment is installed via the provision of om-
ni-directional coverage. Additional three more antennas are in-
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stalled to cover areas in a 90° angle as demand gets higher.
Therefore, 3 more networks are provided in the same region.
Development is possible through segmentation shown in the
given example whereby there is an alternative of increasing to 8
segments from 4.

Figure 5.13 Sectorisation of an antenna (FONG ef al 2011)

5.3 Integrating network with current IT services

Most of the e-health channels are established on existing IT ser-
vices (Gibson, 2002),( borgmeyer et al 2005),( polak et al 2009)
such as in the home monitoring of an asthmatic patient using
the Internet. The only difference is the addition of asthma moni-
toring device telemedicine as shown in Figure 5.14. It shows
that there will not be a severe disruption to the monitoring sys-
tem even if the Internet is disrupted. However, an integrated
channel is a much complicated system and a slight disruption
such as the integration process will result in the disruption of
the entire network. As a rule of the thumb, any maintenance
work carried out in one part of an organization should not affect
the daily operations of independent of the channel system.
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Figure 5.14 Self-monitoring system for an asthma patient
(FONG et al 2011)

In order to carry out the network maintenance successfully
without effecting the entire system in an organization it is im-
portant to have a copy of the building layout map which illus-
trates the physical network of the building whereby wiring
locations, access entries and related infrastructures. It allows the
merging of all the latest gadgets in appropriate locations. Data
networking and energy supply should be attached to newly-
integrated gadgets since most monitoring devices could attain
energy from cables. Effective integration includes configuring
new portions into the system. All the existing networks might
have different network architectures that need varied integrating
demands. Existing communicative channels include IEEE
802.11 WLANs are IP channels that simplifies interaction
through standardizations. However, several previous channels
may require extra procedures due to network protocol.

177



5.3.1 Middleware

Middleware is a vital tool in network integration. It provides
services that are able to communicate and link to any systems.
The word middle in the name itself resembles its purpose as a
medium of communication or link between application and op-
erating system in a computer. According to (Krakowiak 2009),(
tazari et al 2010a),( tazari et al 2012b), a detailed tutorial for
middleware is provided. (Rimasss 2002) has come up with mid-
dleware abilities which can serve as a communication tool,
providing data accessibility and utility control for the connected
devices. Another use was discovered by (Sphani 1999) who
stated that middleware is used for different healthcare purposes.

Middleware aims to aid the combination of different computa-
tional systems, medical devices, surveillance functions and da-
tabase among others. As it supports the interactions of different
functions related to Enterprise Application Integration (EAI)
and describes the combinations of different functions in the
healthcare network, the software is actively adjusted to facilitate
its access into the database. Enterprise Application Integration
addresses issues related to consolidation and connection, where
the consolidation of data is conducted through the incorporation
of application programming interfaces (APIs) for data adaption.
To access to the OS or libraries of computational devises, an
interface is provided according to functions.

5.3.2 Database

A huge volume of data is stored in different formats such as
themes or subjects, files and records for a systematic organiza-
tion and facilitates the retrieval of data according to user’s ob-
jectives. Files refer to individual data while records are a
collective data based on themes. In the application of
healthcare, files contain single medical activities of patients

178



such as the prescription of medicines, while records hold more
comprehensive information of patients from health complica-
tions identified to the prescription of medicines as well as other
personal information. The size of data varies according to
healthcare institutions i.e. smaller database in clinics and phar-
macies and enormous database in national health institutions.
From this, the integration of database is essentially a very diffi-
cult task. For example, in Canada alone, one of the aspects that
has to be taken into consideration in data integration include the
differences in encoding schemes as a result of entries from dif-
ferent languages (French and English being the most spoken
languages) and this is further complicated by the conformation
of legacy databases of each system vendor. Each function is de-
signed for different objectives in the healthcare institution and
equipped with a unique database according to matching infor-
mation. Through the integration of these functions, medical his-
tory and data sharing can take place which results in a good
medical practice. Figure 5.15 shows an example of an integra-
tion of functions and database. The most important feature in
data integration is consistency, where medical information from
different healthcare institutes can be shared and renewed
through a system.

Hospital General
Outpatient Practitioner
Admiddion

Dispensary Dental Clinic

Shared
Database

Figure 5.15 Data sharing in hospitals (FONG et a/ 2011)
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5.3.3 Involvement of different parties

Like other systems, the healthcare information system must be
complemented with various human-users such the technical
support, system design and engineering teams. Different users
result in different perceptions of the system. Hence, it is im-
portant to maintain the originality of the user interface, and
changes in how the system is used are kept at a minimum level.
This aspect is especially important with healthcare systems as
any error cannot be tolerated and puts lives at risks. It is im-
portant to ensure that system operators can still use the system
prior to changes. To ensure this, system maintainer must retain
the original functions and system interface even after new ones
are installed or upon integration of systems. The success of sys-
tem management includes a good communication between users
and system suppliers. During system maintenance, users must
be informed in advance for the rescheduling or arranging for
alternatives to avoid any complications in case of the occur-
rence of medical emergencies. To keep operational disruption at
the minimum level, every procedure that can be conducted prior
to system shut down is carried out earlier. System testing is
conducted as a crucial part to identify and rectify complications
following system integration. In section 9.1, system reliability
will be examined. As the conclusion for this chapter, the func-
tion of system testing will be briefly reviewed. The extended
function of unit testing is integration testing. In this function,
individual functions will be examined before integration. Also
during this process, unit testing is performed during system in-
tegration to ensure the detection of system error within func-
tions and rectified before system integration is finalized to avoid
further completion made to the whole system. This is important
as sometimes errors only occur when individual functions have
been integrated into the system. To ensure system reliability,
these arduous procedures must be performed prior to and after
system integration is finalized. The most common issue encoun-
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tered in integration is function compatibility especially from
various service providers. To solve this problem, standards are
developed to optimize system compatibility. There are three
similar interpretations of system integration abbreviated by CII:

% Common Integrated Infrastructure: A model for the in-
tegration of new and legacy applications in organiza-
tions for identical functions (Helm, 1999), which
include the healthcare institutions.

s Compatibility, Interoperability, and Integration: Regu-
lations developed to make sure the conformation of
measurements as mentioned.

¢ Configuration ldentification Index: A process to mani-
fest and link files accordingly for different systems.

User acceptance test is the last procedure conducted to verify
system’s efficiency and applicability to make sure that system
integration conforms to operator’s demands. It is also important
to inform users about the functions that have been added.

5.4 Evaluation of IT infrastructures and solution providers

There is a wide business opportunity offered in the healthcare
for IT organizations due to the expansive applications of infor-
mational technology. There are various categories of business
collaboration that can take place between IT firms and
healthcare institutes in acknowledging numerous important is-
sues. Given this, readers must have a good comprehension on
the related issues as a preparation of the information provided.

181



5.4.1 Outsourcing

To save time and expenditure, IT firms outsource some of their
services to other service providers. The outsourcing of services
also enables third-party firms with more related expertise to
conduct the task. However, it is not an easy task to have collab-
orations with the right firms as IT is a vast field and there are
possibilities of the existence of firms offering mediocre ser-
vices. For example, outsource in developing software is com-
mon as all it takes is to have Internet connection. In the
healthcare industry, various operations namely tele-radiology,
diagnostic images and e-payment can simply be conducted by
third-party firms especially in developing countries with much
lower operational expenditure. However, several risks are asso-
ciated with outsourcing particularly in handling sensitive data of
clients. For example, information may be disclosed to competi-
tors in hospitals or other healthcare institutions that engages
identical service providers. There are other indirect risks such as
delay in providing service and communication problems. There-
fore, before outsourcing, firms have to review a list of perfor-
mance evaluation and identify the potential risks. Even though
it is essentially a difficult task, guidelines are established to fa-
cilitate this procedure. For instance, features such as error rate
(BER), rate of maximum data and effects associated with the
number of network users should be given the foremost consid-
eration when selecting service provider. Other guidelines in-
clude post-purchase services such as system maintenance;
respond time and system substitutes offered during mainte-
nance.

5.4.2 Adaptation with developing technologies

It is essential to have a sound knowledge on the latest IT devel-
opment to ensure an efficient operation and profit generation.
Latest innovations are more environmental friendly and sustain-
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able in terms of energy consumption and where hazardous com-
ponents are strictly prohibited (Jablonski, 2009). Such require-
ments result in the restriction of system design and conflict in
management and applications. System providers should also
bear in mind the indirect risk associated with regulatory compi-
lations such as increased in expenditure and delay, and in devis-
ing a future plan regarding unexpected change in legislations. It
is also vital for service providers to be in touch with the market
condition to avoid offering outdated technologies. This is also
due to the rapid change in the scene of IT development. For ex-
ample, mobile glucose indicators were manufactured to be con-
nected to computer a couple of years ago. Due to the
availability of “Vena’ platform that enables the matching of in-
formation within strict procedures, this project was handed by
third parties. Even though the platform did not result in any
problem, the manufacturer was not aware that the standardiza-
tion of IEEE 11073 was yet to be completed an as a result, the
glucose meter did not conform to the standard. This occurs as it
is common for manufacturers to ignore the requirement of
standards. Given its importance, the installation of a system up-
date is required to ensure IEEE 11073 compilation even though
it results extra resources.

5.4.3 Reliability and Liability

The factor of reliability is measurable with either numerical
measurement of qualitative attributes such as verbal communi-
cations. As a general rule of thumb, long-existing firms often
have a high reliability, even though this cannot be applied in all
conditions especially on vital health-supporting devices. For
example, the lagging of computers is a normal condition and
this is when reboot of the system is required. This is to empha-
size that not all situations can be fixed by the simple act of sys-
tem reboot particularly the ones that involve the resuscitations
of patients. This issue will be given more attention due to its

183



importance in the healthcare system. The reliability of
healthcare devices will be examined via mathematical modeling
and statistics. For the rest of the section, a focus will be placed
on the reliability of system provider when signing a contract.
Before signing the contract, it is the topmost priority of firms to
believe that their business partners are reliable. Potential service
providers are normally identified via the Internet or Yellow
Page and further screened to a shorter list. To layout a list of
reliable providers, the guidelines as mentioned in sub-section
5.4.2 can be observed, such as identifying the duration for pro-
totype testing, compilation of standards, the overall costs and
system maintenance and update among others. However, it is
often helpful to come up with a longer list of potential suppliers
in the first place to increase the probability of getting reliable
suppliers. The elimination of listed suppliers should be carried
out for firms without records of required functions. In overall,
potential suppliers are identified after a screening process of the
preferred products, performance in extending their services, ar-
ea of operations and good financial records.

In the industry, request for a proposal (RFP) is often initiated
when there is a list of service providers to be chosen. This pro-
cess enables the investigation of demands in great details such
as the lifespan of batteries in portable medical devices. The ref-
erences provided from other institutions can be useful, provided
that cautions are still practiced on the possibilities of biases. In
the end, a ranked list of providers is obtained with a high proba-
bility of getting the supplier with high reliability. Even though it
is almost impossible to obtain a provider that fulfils out budget,
it 1s still ensure that providers are reliable and devices provided
can be utilized without problems. This is to avoid serious rami-
fications such as mistake in diagnose and followed by a lawsuit
from patients. Under this situation, it is important in the first
place to define responsibilities so that a clear statement is avail-
able during the inspection by legal bodies. This certainly cannot
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be taken lightly as legal liability results in a major ramification
in the healthcare industry, which can be observed from the long
terms and conditions following the reclamation of health insur-
ances. To avoid the risk of legal consequences, a liability waiv-
er is often issued before the provision of healthcare facilities.

5.5 Measurement service quality

It is indisputable that quality holds the highest importance in the
healthcare industry where services are now offered using wire-
less networks. Given this, potential problems regarding wireless
networks will be examined for a high quality of service (QoS)
(ALGAET et al 2014). Link outage is when wireless network is
disconnected. Statistics are normally used alongside with the
theories on communication to describe the possibility of net-
work performance as shown in Figure 2.1, using a receiver. Da-
ta is transmitted via a wireless network, and the common issues
that may arise pertaining transmittance are (Fong, 2003b):

¢ Attenuation: reduce in strength of transmission ac-
cording to distance

* Depolarization: lowering two separated signals from

varied polarizations caused by segment disruption

Interference: disturbance of signals due to other causes

Noise: undesirable extra energy joined to transmittance

signal

Scattering: random radiation of signals when blocked

by physical objects

X/
o

L)

3

2

*

K/
*

In addition, various factors that degrade the strength of signals
are identified. This complicated process can be shown via the
concept of interference. The reliability of wireless network can
be affected by interference which includes (Stavroulakis,
2003),( alade et al 2010):
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Co-channel interference: or ‘crosstalk’ that resulted
from the encounter of signals of other networks with
identical frequencies.

% Electromagnetic interference: or ‘radio frequency inter-
ference’ (RFI) that resulted from disturbance of other
signals. It is a common method applied in radio jam-
ming for disrupting a wireless network through the
emission of a similar frequency. It can also be resulted
from wavelengths projected from the sun.

Intersymbol interference: undesired communication
among symbols that normally resulted from multipath, a
resulted impact identical to noise from the same signal
in different time phases.

>

7
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These demonstrate that there are several types of signal in-
terference. Various features are used to determine the
strength of wireless network such as:

Bit Error Rate (BER): indicates the errors occurred in bit stream
blocks (BER = 10° ) signifies that from statistics, one bit error
is expected for a million bits transferred). However, higher
strength is required in e-health (Schimizu, 1999) and BER must
be improved by reducing the data rate or allocating sufficient
link margin. Link margin is the additional power to rectify the
disruption of transmittance due to signal degradations. For in-
stance, a particular margin link is required for signal degrada-
tion cause by rain. As BER measures data bit error, this
function also used to determine Eb /No (energy per bit to noise
power spectral density ratio) of networks. It is digitally identi-
cal to Signal-to-Noise Ratio (SNR) of analogue communica-
tions networks or known as SNR per bit and usually ranged at
18-20 dB for a good transmittance.
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Its performance can be increased by adapting filtering algorithm
at the user’s end. The increase of Ej, /Ny is parallel to BER and
often a software packages are used to determine the value. Sig-
nal-to-interference ratio (SIR): A measurement of signals and
interference strength ratio in the network for measuring the sig-
nal strength at user’s end. SIR is also known as ‘carrier-to-
interference ratio’ and is identical to the SNR of propagating
signals prior to process at user’s end. Given this, it is mainly
differentiated by the interference of ‘I’ and noise ‘N’ caused by
interfering transmitter objects that can be managed via network
resource management. Noise results from a mixture of sources
including human and the nature. SIR is often measured by
mathematical modeling (Wang, 2001) to develop an algorithm
for analyzing the signal’s strength at user’s end before demodu-
lation due to interferences. Carrier-to-noise-and-interference
ratio (C/N + I) or CNIR): refers to the measurement of amal-
gamate effect of noise and interference in co-channel interfer-
ence (CIR) and SNR.

Co-channel interference (CCIR): refers to adjacent networks
with identical frequencies that result in network interference.
However, an increase in SNR does not help in improving net-
work quality. CCIR can be reduced through an increase of dis-
tances among co-networks (Chen, 1997). FCC controls the ‘out
of band’ noises radios in United States to prevent sidebands
which results in disruption. This issue is rectified by deploying
filters with abrupt disconnection at user’s end.

187



Link outage: refers to statistics pertinent to the duration of time
(in the format of minute and second) of network disconnection.
For instance, a network available at the rate of 99.99% usually
results in 52 minutes of link outrage every year which is meas-
ured using an equation below. t refers to the highest link outage
where there are 31 536 000 seconds in a year.

¢ = 31536000.(1 — availability%) ——>  5.12

Numerous main measurable features have been discussed to de-
termine the strength of wireless network. In conclusion, strength
indicator gives the assurance of wireless networks in supporting
e-health devices. However, this is in contrary to reality as un-
predictable factors might result in system disruption.

Peak signal-to-noise ratio (PSNR)

PSNR is generally used to analyze quality of image, sound and
video files in dB (decibels). And PSNR is calculation of two
images, one original and an altered image, describes how far
two images are equal.

The maximum possible value of the pixels in image I. typically,
this may be given as (2"n) - 1 where n is the number of bits that
represent the pixel. Thus, an 8-bit pixel would have a maximum
value of (278) - 1 =255

255'
PSNR(dB) =10 *10 > 5.13
(dB) = g(J ISE
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MSE = 2N 5.14

v

M*N

M and N are the number of rows and columns in the input im-
ages
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Appendix:
Key Features of Major
Wireless Network Types

The beginning of the era of the Internet marks the expansion of
communication network to reach virtually every facet of the
world including remote areas by wireless connections. It was
Maxwell equations describing the basics of electricity and mag-
netism that developed wireless communication technology over
a century ago (Huray, 2009):

Electric Field (E):

VeD =

fo:—@

Magnetic Field (H):

?1?2(]
?xﬁ:?+@
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Figure A.1 Network classification based on coverage
(FONG et al 2011)
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Without examining the mathematical details, we will study the
fact that the Figure A.l illustrates the process of forming the
foundation of wireless communications using the relationship
between magnetic and electric fields. Plenty of wireless trans-
mission networks are possible for a limitless range of applica-
tion thanks to the technical developments throughout the
twentieth century. In this post-war era, billions of people
worldwide use the television broadcast, which was likely one of
the most common wireless communication system. Traditional
broadcasting systems such as radio and televisions utilize sim-
plex point-to-multipoint communications, which involves one
way communication from a transmitter to multiple receivers.
Nearly forty years ago, the proposed cellular concept led to the
advancements of many wireless communication networks of
today (Farley, 2007),( bii et al 2013). We shall examine the ma-
jor components of main wireless network types and group them
in accordance to their target coverage.

Body Area Network (BAN)

BAN is known as IEEE 802.15, and its purpose is to provide a
standard for low power transmitting gadgets within or around
the human body. However, BAN is not designed specifically for
medical applications, as BAN related technologies also support
certain entertainment functions for consumer electronics. Figure
A.2 describes the different groups of BAN gadgets that have
dissimilar power consumption requirements and bandwidth.
Subsequently, we examine certain common specifications in
Table A.1. IEEE 802.15 ‘Wireless Personal Area Networks’
include both Bluetooth and ZigBee that operates in the 2.4-GHz
unlicensed frequency band. Table 1.2 describes the differences
of Bluetooth and ZigBee.
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Figure A.2 Comparison of data throughput versus power
consumption (FONG et a/ 2011)

Range Up to 2 m, can be extended to 5 m
Maximum device per network < 100

Network density per m? <4

Power consumption (nominal) I mW / Mbps

Latency 10 ms

Device start up time < 100 ps

Network set up time <ls

Table A.1 Typical BAN specifications (FONG et a/ 2011)
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Bluetooth

Zigbee

Standard
Modulation

Protocol stack size

Network throughput
Typical time to establish connection

Battery charging mode

IEEE 802.15.1

Frequency Hopping Spread
Spectrum (FHSS)

< 1 Mbps

3s

250 KB

Intended for frequent
recharging

IEEE 802.15.4

Direct Sequence Spread
Spectrum (DSSS)

< 250 Mbps

30 ms

28 KB

High capacity, low usage for
prolonged use

Table A.2 Bluetooth vs. Zigbee (FONG ef al 2011)

Data Rate (Mbps)  Indoor Range (m)  Outdoor Range (m)

IEEE 802.1
IEEE 802.3
IEEE 802.11a
IEEE 802.11b
IEEE 802.11¢g
IEEE 802.11n

Bridging
Ethernet

5 GHz carrier
2.4 GHz carrier
2.4 GHz carrier
2.45 GHz carrier

100

54 35
11 38
54 38
150 70

120
140
140
250

Table A.3 Local Area Networks (FONG ef al 2011)

Local Area Network (LAN)

Table A.3 lists some of the collection of IEEE 802, including
both wired and wireless networks. Basically, areas up to few
hundred meters of wired networks are covered by IEEE 802.3.
The magnitude of LAN differs in a range of a few computers in
an office to thousands of gadgets across proximal buildings.
Here, both cables and radio waves can make up a connection. A
LAN can also be linked to the Internet or a Metropolitan Area

Network (MAN) of larger geographical coverage.
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Metropolitan Area Network (MAN)

Several geographically proximal LANs are connected together
by a MAN to form a larger overall network. A MAN is usually
utilized to provide a ‘Last-Mile’ Broadband Solution within a
zone. As of today, the 802.20 and IEEE 802.16 standards, as
distinguished in Table A.4, are utilized for wireless metropoli-
tan-area networks. In conjunction with the respective IEEE
groups and the WiMAX forum, ETSI HiperMAN, the corre-
sponding standard of the European Telecommunications Insti-
tute, is developed (Yang, 2007).

Currently, the IEEE 802.16 and 802.20 standards, as compared
in Table A.4, are adopted for wireless metropolitan-area net-
works. There is also ETSI HiperMAN, the corresponding stand-
ard of the European Telecommunications Institute, developed in
conjunction with the respective IEEE groups and the WiMAX
forum (Yang, 2007). ETSI and IEEE standards may be compar-
atively analogous. However, IEEE’s fixed WiMAX specify car-
riers in the 10-66 GHz range while the European version targets
spectrum access lower than 10 GHz.

IEEE 802.16 Wireless Broadband 1EEE 802.20 Mobile Broadband
Wireless Access

Latest version (as of IEEE 802.16j-2009 IEEE 802.20-2008

January 2010)

Maximum data rate 100 Mbps mobile/1 Gbps fixed 80 Mbps mobile

Spectrum 2-11 GHz mobile/10-66 GHz fixed < 3.5 GHz mobile

Channel bandwidth 1.25-20 MHz 5, 10, and 20 MHz

Mobility Supports adjunct mobility services  Full mobility at up to 250 km/h
PHY Extensions to previous 802.16a New PHY optimized for packet data

and adaptive antennas

Table A.4 Metropolitan Area Networks (FONG et a/ 2011)
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Wide Area Network (WAN)

Multiple distinctive groups of network are linked together by a
WAN to cover a large area. A MAN and WAN differs not only
in terms of coverage area, but also in a way that a MAN is
commonly a dedicated network specially utilized by an entity or
organization while a WAN is a pooled network that is usually
leased through a service provider. WANs currently have no
available standards, and differ in their implementation; through
a leased line or a shared line by either ‘packet switching’ or
‘circuit switching’. A packet-switched network involves data
fragmented into several packets with each packet containing a
portion of the data. Here, each packet can travel across the net-
work to the destination in several different routes where the
packets are then reassembled at the receiver into the original
data. On the other hand, the circuit-switched network is static in
which a link is form from the sender to the receiver before the
initiation of the transfer, hence establishing a ‘circuit’. During
the entire transfer, the resources are dedicated to the circuit and
all data goes through a similar pathway. The Internet is possibly
the world leading WAN. One of the key features of WAN is
scalability as it can be extended to reach more areas and more
gadgets by different ways of network expansion which involves
both dedicated and shared leased lines. The following summa-
rizes the important characteristics of leased and shared lines:

Shared packet switched network (commonly best suited for
smaller-scaled enterprise, e.g. regional hospitals):

» Flexibility: Access bandwidths and coverage expansion
can be altered easily without disruption of service. Ser-
vice is commonly provided by fixed-terms hence, ideal
for temporary site coverage
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» Consolidation: The same access service at each site
provides network access that merges circuits to save
cost.

» Cost effectiveness: Allocates network resources by on-
demand basis. As such, utilization efficiency is opti-
mized with little wastage.

Leased line (ideal for large enterprises, e.g. national system
managing different states and provinces):

» High data throughput: Quality of service (QoS) as-
sured connection speed in magnitudes of Gbps.

» Management: Network management for distribution of
resources and performance monitoring.

» Uncondensed: Exclusive link with guaranteed band-
width, stable and predictable
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