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Abstract 
Botnet have already made a big impact that need much attention 

as one of the most emergent threats to the Internet security. More 

worst when the peer-to-peer (P2P) botnets take the inspiration 

and underlying P2P technology to exchange files making botnets 

much harder to detect and shut down. It make botnets are the 

biggest threat to internet stability and security. Hence, Botnet 

detection and prevention has been an interesting research topic to 

be highlighted. Various types of techniques have been proposed 

for detection, prevention and mitigation for Botnet attack. Thus, 

this paper addresses the current trend of Botnet detection 

techniques and identifies the significant criteria in each 

technique. Several existing techniques are analyzing from 45 

various researches and the capability criteria of Botnet detection 

techniques have been reviewed. The comparative analysis of 

these techniques have been shown on the selected detection 

criteria including; unknown Botnet detection, protocol and 

structure independent, low false positive, low cost, low risk, 

encrypted bot detection, real-world detection, not require prior 

knowledge and reveal bot servers and C&C migration. 
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1. Introduction 
 

Nowadays people are heavily dependent on the Internet, 

however the advancement of the services offered by the 

Internet had exposed user to various threat. Cyber 

criminals are now capable of launching sophisticated 

attack toward the network infrastructure via several 

globally remote hosts and the purpose of the exploitation is 

certainly motivated by financial and political objectives. 

The global Botnet infections as reported by McAfee 

threats stated overall messaging Botnet growth jumped up 

sharply from April 2011 to Mac 2012 as depicted in Fig. 1. 

 

 

 

 

 

 
Fig. 1: Global Botnet Infections from McAfee Threat [1] 

 

Meanwhile, according to Malaysian Computer Emergency 

Response Team (MyCERT) in Quarter 3 2012 they have 

handled 228 reports related to malicious code activities, 

this represent 39.02% out of the total number of security 

incidents [2], statistically illustrated in Fig. 2. Some of the 

malicious code security incidents handled is active Botnet 

controllers, hosting of malware or malware configuration 

files on compromised machines and malware infections to 

computers. 

 

 
Fig. 2: Percentage of Security Incidents Quarter 3 2012 from eSecurity 

MyCERT in Malaysia [2] 

 

The rapidly Botnet growth has given the bad impact and 

requires continuous effort to ensure the Botnet detection 

techniques is comprehensive enough. Hence, the selected 
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criterion has been proposed as a basic for the success of 

the Botnet detection. This paper has provides the 

comparison of Botnet detection based on the criterions 

including; unknown Botnet detection, protocol and 

structure independent, low false positive, low cost, low 

risk, encrypted bot detection, real-time/real-world 

detection, not require prior knowledge and reveal bot 

servers and C&C migration. In order to increase the 

detection rate, the use of these criterion is indispensable. 

 

The rest of paper is organized as follows.  Section 2 

provides details background on Botnet and selected 

criterion. Section 3 present the classification of Botnet 

detection techniques. In this section, five categories of 

Botnet detection techniques including anomaly-based, 

signature-based, DNS-based, data mining based, and 

hybrid-based are discussed respectively.  The related work 

with comprehensive comparison in each detection criteria 

of Botnet detection technique are presented in Section 4. 

Finally, Section 5 concludes and discusses further 

directions of this work. 

 

2. Background 
 

In order to construct further discussion and details, it is 

necessarily to know some key terms about Botnet. Also, it 

is important to realize the cause and effect of Botnet in the 

real world situation. This section discuss the key terms 

about Botnet and P2P Botnet to compose a better 

understanding about it. 

 

2.1 Botnet 
 

Nowadays, the most serious manifestation of advanced 

malware is Botnet [3].  Botnet are very real and quickly 

evolving problem that is still not well understood or 

studied.  Botnet is a collection of computer that has been 

infected by malicious software and become bots, drones, or 

zombies, which have been assimilated into a greater 

collective through a centralized command and control 

(C&C) infrastructure [4]. The C&C controlling the bots are 

mostly malicious in nature and can be illegally controls the 

computing resources. Botnet had exploit and recruit 

computer to become army for cyber attack and it can be 

used for spamming, fake websites, DDoS attacks, viruses, 

worms, backdoors, information harvesting phishing and 

scams [4]. The malicious behaviours of Botnet create 

widespread security analysis and safety issues that 

propagating cyber crime.   

 

According to SearchSecurity.com website, a report from 

Russian-based Kaspersky Labs, Botnet currently pose the 

biggest threat to the Internet and support by a report from 

Symantec came to a similar conclusion [5, 6]. In addition, 

a report on the emerging cyber threat 2011 presented at the 

Georgia Tech Information Security Center (GTISC) 

Security Summit 2010 has also listed Botnet as one of the 

emerging threat in the year 2011 [7]. Among of the cases 

had mentioned in the report is the Mariposa Botnet that 

can steal financial credential where they found that almost 

800,000 financial related information was found inside the 

operator’s home computers. 

 

2.2 IRC, HTTP and P2P Botnet 

 
The combination of the Botnet with current technology 

such as IRC, HTTP and peer to peer (P2P) has made them 

silently organize their hidden tactic in a benign application. 

Several researches has been done to detect IRC and HTTP 

Botnet through network monitoring analysis and most of 

their activity is easy to annihilate as each of the bot are 

connecting to a central command and control server. Yet, 

the P2P is a bit harder to detect as it command and control 

centre are distributed same as the P2P leeches that share 

files over the Internet.  

 

P2P Botnet are one of the most recent phenomenon’s 

where Cyber defence needs new Computational 

Intelligence (CI) techniques because traditional methods of 

intrusion detection are being foiled by P2P Botnet [8]. P2P 

Botnet imply that every compromised machine in the 

swarm acts as a peer for the others.  This study use the 

anomaly detection which differentiate normal network 

traffic and abnormal network traffic characteristic.  

However, misuse detection is insufficient for P2P Botnet 

detection and classification because it requires advance 

knowledge on specific characteristics of the malicious 

software in order to create rules that can be used to 

monitor the characteristics. The operation of the P2P 

Botnet operation is depicted in Fig. 3. 

 

 
Fig. 3: P2P Botnet Operation [9] 
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3.  Classification of Botnet Detection 

Techniques 
 

Botnet detection technique is the technique used to detect 

or identify the Botnet activities. The previous research has 

proposed the different solutions to solve the Botnet attack. 

Initially, Botnet detection technique mainly divided into 

two approaches which are honeynet-based and Intrusion 

Detection System (IDS) based.   

 

The earlier informal studies about the Botnet attack is 

based on setting up honeynet [10][11][12][13]. Most of 

researchers setting up honeynet to analyze bots, learn tools, 

tactics and motives of botmaster [21]. However, honeynet 

is only good for understanding Botnet characteristic and 

technology but  cannot detect bot infection all the times.  

This situation make the researchers turned to IDS 

techniques that more useful to identify the existence of 

Botnet. In general, Botnet detection in IDS technique can 

be categorized into anomaly-based, signature-based and 

hybrid-based detection [3][14][15][16][17][18][19][20] 

[21][59]. 

 

Botnet Detection Technique

Honeynet-Based Intrusion Detection System (IDS)

Honeypot Honeywall Behavior Based 
Detection

DNS Based 
Detection

Data-mining 
Based Detection

Anomaly-Based Signature-Based

Active Monitoring Passive Monitoring

Hybrid

Host-Based Network-Based

Fig. 4: Botnet Detection Technique 
 

Based on previous worked, the characteristics of each 

techniques are as follows. 

 

3.1 Anomaly-based Detection 

 
Anomaly-based detection technique is a part of behaviour-

based detection. The anomaly-based is divided into DNS-

based, data mining-based, host-based and network-based. 

This techniques attempt to detect Botnet based on several 

network traffic anomalies such as high network latency, 

high volumes of traffic, traffic on unusual ports and 

unusual system behaviour that could indicate presence of 

malicious bots in the network [3][19][20][22]. Means, it 

have focuses on normal behaviour to overcome undetected 

unknown attack. Thus, the anomaly-based technique is 

capable to detect the unknown Botnet and novel attacks. 

Unfortunately, it produces a high false positive alarm. 

 

3.1.1 DNS-based 

 
The DNS-based detection technique has been done by 

doing the DNS monitoring and DNS traffic anomalies.  In 

order to make this technique successful, it demands for the 

DNS information that generated by a Botnet [15]. Usually, 

bots send DNS queries to access bot servers. It is helpful 

as bot used DNS to find the address of botmaster. At once, 

the carry out of DNS queries will help to locate in 

particular bot server.  

 

3.1.2 Data Mining-based 

 
The data mining-based detection techniques was proposed 

to improve the accuracy [21]. It is one effective technique 

for Botnet detection since it can be used efficiently to 

detect Botnet C&C traffic by using machine learning, 

classification and clustering approach. 

 

3.1.3 Host-based 

 
The host-based approach will monitor the network traffic 

for indications of bot-infected machines [59]. The host 

become worse when bot had been activated lead the 

changes on system registry and system files [21]. Then, the 

Botnet makes a series of systems and library calls.  

 

3.1.4 Network-based 

 
Meanwhile, the network-based approach [21] [59] more 

focus on monitoring network traffic in; (i) detection of 

individuals bots by checking for traffic patterns or content 

that can reveal the command and control (C&C) server or 

malicious in bot-related activities, and (ii) analyzing the 

traffic that indicate two or more hosts behave similar 

patterns as bot to react in the same function. Monitoring in 

network-based can be done either in active or passive 

mode. 

 

3.2 Signature-based Detection 
 

Similarly to anomaly-based techniques, signature-based 

detection technique also as a part of behaviour-based 

detection. This techniques learn and gain knowledge of 

useful signatures or behaviours from existing Botnet 

[15][16]. This solution is useful for detection on known 

Botnet  accurately rather than the unknown bots. In 

addition, signature-based can make immediate detection 

and impossibility of false positive. It require less amount 

of system resource to make the detection. 
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3.3 Hybrid-based Detection 
 

In hybrid-based detection technique, two or more IDS 

techniques were combined. It can be the combination of 

DNS-based with anomaly-based, signature-based with 

anomaly-based or data mining-based with anomaly-based  

technique. Due to signature-based, DNS-based and data 

mining-based that have same capability where it is only 

able to detect known attack but cannot detect unknown 

attack. Instead, anomaly-based has this extra capabilities to 

detect unknown attack compare to other technique.    

Based on analysis by [14], the combination of IDS 

technique will complement each other weaknesses.  

 

In summary, the 45 researchers of various Botnet detection 

techniques have been reviewed. Table 1shows the related 

literature review in Botnet detection techniques. 

 
Table 1: Related Literature Review in Botnet Detection Techniques 

Detection 

Technique 
Paper Review Reference No. 

Anomaly-based 

[20], [23], [24], [25], [26], [27], 

[28], [29], [30], [31], [32], [33], 

[34], [35], [36], [37], [44], [45], 

[48], [49], [50], [51], [52], [53], 

[54], [55], [62] 

Signature-based 
[38], [39], [40], [41], [42], [43], 

[46] 

Hybrid-based 
[28], [29], [39], [44], [45], [47], 

[48], [49], [51], [62] 

 

4. Proposed Criterion for Botnet Detection 

Techniques 
 

The Botnet detection and prevention have been an 

interesting research topic to be highlighted. Various type 

of techniques have been proposed for detection, prevention 

and mitigation for Botnet attacks. Botnet detection 

techniques is not an easy task. Technically, the detection of 

Botnet only can be done when Botnet are communicate in 

a large scale of network. This section provides a 

comprehensive comparison of Botnet detection techniques.  

The comparison has been made regardless to the detection 

criteria. The comparison is summarized as Table 2 in 

Appendix-A. 

 

This detection criteria is responsible for the success of the 

Botnet detection. The specified criterion has made based 

on the actual goals of significant Botnet detection. The 

level of detection rate in the botnet detection technique can 

be measured by these criterions. These criterions can 

measure how far a technique can be applied and practiced 

in real situation. These criterions can also help researchers 

analyze the advantages and limitations of such a technique 

in distinguishing among other techniques.  

 

Furthermore, these criterion considered as an indicator for 

effectively and efficiency of the technique. Therefore, this 

paper utilizes this criterion in differentiating among other 

techniques. There are some researchers who evaluate the 

Botnet detection technique using some of this criterion. In 

line with that, [15] has covered out the five similar  

criterion from nine criterion as listed below. A list of nine 

detection criteria as description below: 

 
Table 3: Detection Criteria 

Criterion Description 

Unknown Botnet 

Detection 

Indicates the detection on new 

intrusion and novel attack 

Protocol and 

Structure 

Independent 

Indicates the identification of botnet 

C&C traffic even though botmasters 

change their C&C communication 

protocol and structure 

Low False 

Positive 

Indicates the value on low rate of false 

positive alarm 

Low Cost 
Indicates the exploration in a simple 

way 

Low Risk 
Indicates the performing detection in 

passive mode monitoring 

Encrypted Bot 

Detection 

Indicates the detection on encrypted 

C&C botnet communication 

Real-Time/Real-

World Detection 

Indicates the real situation of network 

traces detection by turn into active 

mode 

Not Require Prior 

Knowledge 

Indicates that it does not require any 

Botnet specific information to make 

the detection 

Reveal Bot 

Servers and C&C 

Migration 

Indicates that it can discover the bot 

servers respectively 

 

As shown in table 2, most of researchers used the anomaly-

based technique to make detection on unknown Botnet 

[20][23][24][25][26][27][28][29][30][31][32][33][34][35]

[36][37][62] while the signature-based techniques can only 

detect on known Botnet [38][39][40][41][42][43][46]. 

This indicates that the detection of Botnet attempts to 

estimate the normal behaviour of system to be protected 

and the detection of Botnet have been made based on 

traffic anomalies. Thus, the detection will cover on the 

current and future Botnet. 

 

Nevertheless, there are some of Botnet detection 

techniques [26][28][48][51] that can detect Botnet in spite 

of its protocol and structure independent. These techniques 

will be effective even though botmasters have changed 

their C&C communication protocol and structure [15]. 

Among all detection techniques, only a few of Botnet 

detection technique [23][48][60] can reveal Botnet servers 
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and C&C migration. Taking down the bot C&C server 

allows the Botnet attacks can be thwarted directly from its 

beginning with gain access and shutdown the central 

component. 

 

On the other hand, most of researchers [23][24][25][27] 

[28][31][34][37][39][40][43][46][48][51][59] produce a 

very low false positive rate in simple and realistic 

scenarios. Meanwhile, sometimes a low cost technique 

[23][26][27][28][29][39][40] can be as effective way 

although explored in a simple way. The researchers also 

uses a low risk approach in their detection techniques 

[23][26][27][28][29][39][40] by performing detection in 

passive mode monitoring. Consequently, this situations 

will not allowing detection occurs in real network traces. 

 

In overall, these techniques [24][27][28][44][45][46][47] 

[48][51][59] currently have simply detects encrypted C&C 

Botnet communication. The encryption will immediately 

make content signature useless where sequentially make 

detection analysis at the difficult task. Recently, most of 

Botnet detection techniques [28][34][35][37][47][50][55] 

[57][58][59] allows real-time or real-world detection. 

However, the analyses for detection have done in a passive 

mode before it can really be tested in a real scenario that 

provides active countermeasures. This is due to active 

countermeasures run the risk of false positives [15].  

 

Moreover, there are several techniques [20][27][28][36] 

[37][53][55][57] that attempt to distinguish from other 

similar works by implementing a technique that not need 

prior knowledge of Botnet detection such as Botnet 

signature. In the other word, it does not require any Botnet 

specific information to make the detection. As a result, 

these technique have choose the anomaly-based and data 

mining-based as their approaches. 

 

According to the briefly comparison, the only Botnet 

detection technique in [48] can detect real-world Botnet 

irrespective of Botnet protocol and structure that reveal the 

bot C&C server and encrypted Botnet with a very low false 

positive rate which similar claimed by [15]. However, the 

developing techniques based on Hybrid-SA, the 

combination of signature-based with anomaly-based 

detection technique proposed by [14] has been 

comprehensive approach to fight against Botnet threat in 

the real world situation. It is because the combination of 

this two techniques have complement each other in deal 

with known and unknown Botnet including detection on 

encrypted bot, reduce false positive and negative alert, 

real-world detection and reveal the bot C&C servers. 

 

Signature-based has the ability to immediate detection and 

impossibility of false positives. But signature-based is only 

capable to be used for detection of well-known Botnet. 

More important, very similar bots with slightly different 

signature may be missed-out to be detected. However, the 

anomaly-based technique faced with the problem of 

detecting unknown Botnet through show existence of bots 

in the network. Anomaly-based  technique also has the 

extra capabilities in terms of reducing false negative alert 

and detecting multistep attack [14]. Nevertheless, it cannot 

reduce the false positive alert which can only be reduced 

by using signature-based technique. Hence, this has given 

an implication that there are complement each other 

weaknesses.  

 

5. Conclusions 
 

In this study, the researchers have reviewed and 

summarized the different approaches for existing Botnet 

detection techniques.  Then, researchers also make the 

comparison between  Botnet detection techniques by 

detection criteria whereas unknown Botnet detection, 

protocol and structure independent, low false positive, low 

cost, low risk, encrypted bot detection, real-time/real-

world detection, not require prior knowledge and reveal 

bot servers and C&C migration. Thus, the comparative 

analysis towards Botnet detection techniques have been 

presented by these factors. This research is preliminary 

worked for Botnet detection.  This will contribute ideas in 

development of a  new Botnet detection technique by 

finding the gap between this existing Botnet detection 

techniques. 

 

Appendix 

 

Appendix-A as Table 2 below. 
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Appendix-A: Table 2 - Detection Criteria for Botnet Detection Techniques 
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Binkley & Singh (2006) [23] √    X X √ √ √ X X  √ 

Karasaridis (2007) [24] √    √ X √   √ X   

BotSwat (2007) [25] √      √       

BotHunter (2007) [26] √    √ √ X √ √     

BotSniffer (2008) [27] √    √ X √ √ √ √ X √  

BotMiner (2008) [28] √   √ √ √ √ √ √ √ √ √  

Strayer et al. (2008) [29] √   √ √ X X √ √ X X   

BotTracer (2008) [30]              

BotProbe (2009) [31] √      √       

Bayesian Bot (2009) [32] √             

Automatically Discovery 

(2009) [33] 
√             

P2P Botnet Detection 

(2009) [34] 
√      √    √   

SBotMiner (2010) [62] √   √          

Hossein et al. (2010) [20] √           √  

Yuanyuan et al. (2010) [35] √          √   

Al-Hammadi (2010) [36] √           √  

Arshad et al. (2011) [37] √      √    √ √  

Snort (2006) [38]  √   X X X   X X   

VanHelmond (2006) [46]  √   √ X √   √ X   

Rishi (2007) [39]  √  √ X X √ √ √ X X   

AutoRE (2008) [40]  √   X X √ √ √     

Wang et al. (2009) [41]  √   X         

N-EDPS (2009) [42]  √   X         

Botzilla (2010) [43]  √   X  √       

Kristoff J. (2004) [44] √  √  √ X X   √ X   

Dagon D. (2005) [45] √  √  √ X X   √ X X  

Ramachandran (2006) [47]  √ √  √ X X  X √ √   

Choi et al. (2007) [48] √  √  √ √ √   √ X  √ 

Villamarin-Solomon et al. 

(2008) [49] 
√  √           

BotGAD (2009) [50]   √  √      √   

Masud et al. (2008) [51] √   √ √ √ √   √ X   

Mohammad et al. (2008) 

[52] 
   √          

Nivargi et al. (2009) [53]    √        √  

Liao & Chang (2010) [54]    √          

Junjie et al. (2011) [55]    √       √ √  

SLINGbot (2009) [56]              

Canary Detector (2009) [57]           √ √  

BLOBOT (2009) [58]           √   

Wurzinger et al. (2009) [59]       √   √ √   

Law (2010) [60]             √ 

 

Legend: Yes (√ ), No (X) 
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