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ABSTRACT

Nowdays, Malware has become a big disease in a computer science field. Each and
every day Malware kept on increasing rapidly. Even with the current removal tools like
Kaspersky, Norton, Avast, McAfee and many more, there is still some malware that does
not removed. Instead of spending a lot of money and time for the current removal tools,
thus this project proposed the Malware Removal Tools using Indicators of Compromise
(IOCs). For malware detection tecnique, it uses a signature-based detection because it
can be written according to the tested environment itself. Also a standalone sandbox will
be used to analyze the behavior of malicious at a local environment. It use static analysis
for sandbox techniques where it will filter the binaries according to malicious pattern
which called a signature. After that, OpenlOC took place to select the signature for the
development of the malware removal tools. The reason of using OpenlOC is because it
written in XML where it will be easier to customize and extend the coding. This system
is a new removal system where it developed by using several techniques for detectiong
by refering to the existing removal software.
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CHAPTER 1

INTRODUCTION

1.1 Introduction

Almost each day security analysts are dealing with sorting out all different parts of
complex events of interest related to emerging and sophisticated threats. All of these
pieces might be simple metadata or complex malicious code elements and content
samples that require advanced reverse engineering and analysis. At some point when it
all pulled together, the cumulative result equates to what we refer to as Indicators of
Compromise (IOCs). Regularly, IOCs are foreign in nature and concept. Security

analysts should be familiar if not well known as a concept.

Let’s start with the elaboration of the definition Indicator of Compromise. For
simple understanding, an IOCs is a forensic artifact or remnant of an intrusion that can be
clarified on a host or network. IOCs tie to observables and measurable events or stateful
properties which can represent anything from the creation of a registry key on a host
(measurable event) to the presence of a mutex (stateful property). Though not present in
and event of interest scenarios or in all incident response, IOCs are present more often
than not should the security analyst give enough resources, energy and time in learning
where and how to identify them. Threat incident or researcher responder to notate, record
and collect IOCs in a detailed manner cannot be stressed enough for the security analyst

abilities. Nowadays there are some emerging that would be standards for what has
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previously been an individualistic at worst and organizational at best approach to
demonstrating I0Cs (Will Gragido, 2012).

[OCs are sample of forensic data. such as log entries or data found in system files
that identify potentially malicious activity on a system or network.
Unusual privileged user account activity, unusual network traffic. increases in database
read volume, login anomalies, system file changes or suspicious registry. unusual web
traffic showing non-human behavior and DNS requests are included in some of the IOCs
example. This unusual activity allows the security teams to monitor the systems and
networks to detect malicious actors earlier in the intrusion detection process (Margaret
Rouse, 2015).

Documenting [IOCs and their associated threats will allow the industry to
improve computer forensics incident response and share this information. For this reason.
efforts are being made by groups like OpenlOC, STIX and TAXII among others to

standardize the IOCs documentation and reporting.

1.2 Research background

A removal tools is the mechanism for disinfecting, removing or deleting a
malicious program or malware and others computer viruses on a computing device
whether it is done automatically or manually. It can be related with Anti-Virus where it
detects the infected program by scanning the hardware or devices and then removed it.
The importance for applying the process is to secure or protect a computer from system
inaccessibility, possible data corruption or any data loss. A virus removal is almost the
same with the virus scan phase where it identifies the threat level and viruses. The virus
also can be manually remove or deleted, but this requires the right skills to reverse

registry entries and remove it also a strong understanding of viruses where if it went

2
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wrong can cause a total failure or malfunction to the computers. If a virus cannot be
removed or deleted, the user receives a failure message. Normally with a proper
precaution, a virus can be deleted or removed without affecting other files or any registry.

but sometimes deleting a complete archive is a necessary precaution (Techopedia. 2016).

On July 2015, Heba Soffar published an article in Online Sciences where
Installing Antivirus software does not mean your computer is fully secure or protected.
Even having multi detection methods of antivirus does not enough. It is recommended to
install an Internet Firewall as well to avoid the malware. However it will slow down the
performance of network or computer. This is because of the used up a lot of computer
hard disk space and memory when installing and running the antivirus software which
will cause slowing down the computer. Mostly antivirus users does not and forget to
update the antivirus database which the antivirus does not able to detect an old viruses.
By using Antivirus also will give the malware another way of entry point that bypasses
the system from the antivirus software because there are new security vulnerabilities to
exploit in networking system and operating system when installing and running the
antivirus software. Keep on updating and the users need to take fully precaution is the
only reason the antivirus software is fairly effective nowadays. If not, brand new viruses
will not be detected and antivirus cannot protect the computer. This will cost lot of time
if it is need to keep on updating without any authorization the antivirus software will not
updating. Antivirus software can set to automatically update but then again. it would not

know what is being update and is it safe for the registry of the computer.

According to Sara Carter in IT Security Column that was being publish in 2012,
PC Tools has lots of disadvantages that make it undesirable to consumers. First of there

is no threat identification where if the PC Tools detect the virus or an issues are found.
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there no information about it. Instead it only notifies the user that the issue’s is presence
without giving any explanation. Next is the frequent crashing where mostly all users
report that their machine is force to reboot again and again in order to resolve the
problem occurred. Because of the free PC tools are provided. the developer has wasted
no time to pursue the users to upgrade the system where in the same time the developer
is making money. If not a prompt will frequently jumps up to remind the users where in
the same time it is kind of distracting in a frustrating manner. Eventhough PC tools are
an antivirus protection, it does not protect the computer from all the malware without
being upgrade to the paid version. The biggest problem is that PC tools having a very
difficult moment to remove the infected files. One of the reasons is maybe because it is a
free version, even if you upgrade the PC tools still it does not work like Kaspersky.

Avast, McAfee or other antiviruses.

Based on Microsoft Security Advisory that was being published on July 2015,
Microsoft Malicious Software Removal Tool (MSRT) vulnerability may grant elevation
of privilege. Security advisory that was being released by Microsoft to update the MSRT
1s available that addresses a security vulnerability that was reported to Microsoft. If an
attacker logs on to a target system and places specially crafted dynamic link libraries
(.dll) file in a local directory is where the elevation of privilege is allowed. The target
system could elevate privileges by an authenticated attacker who is already success in
exploited the vulnerability. An attacker also possible to delete data, create new accounts
or install programs without our concern. Administrators should follow their established
internal processes so that the client consumes the updates accordingly and to ensure that
updates are approved in their update management software. However there is no action

needed for the administrator or end users to install updates for the MSRT because
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deployment of updates will apply the update within 48 hours of release and it is a built-
in mechanism for the automatic detection. The exact timeframe depends on

the infrastructure configuration. internet connection and software used.

[OCs commonly referred as Indicators of compromise (pronounced eye-oh-see)
commonly consist of one or more artifacts that relate to a certain security attack or
incident. IOCs assembling purpose is for a certain item of malware or type of attack is to
be able to state, with a relatively high degree of confidence, whether or not such items
are present in a given environment. As a security professional, it is very useful to be able
to provide a data-backed answer the next time executive management asks whether the
POS (Point-of-Sale) malware du jour or latest data stealing Trojan is present in your
environment. [OCs may be composed of some combination of filenames, IP addresses.
hashes, processes. hostnames, Windows registry entries, services. and other similar

information of a host (Jason Andress, 2015).

The commonly life cycle for use of IOCs in an environment is something related

to figure 1 shown on below.

T’".“i‘" @) Analyze " Create
RgEst Data 10Cs
Collect Deploy
Data 10Cs
K Identify |
Affected
Systems

Figure 1.1: 10Cs life cycle (Jason Andress, 2015)




The objective of using IOCs is to lower the risk of an attack to its essential
identifying characteristics, things which are as unique as possible to the threat in
question. For a large amount of data. it allows the associated with an attack to be
condensed into a form that can be easily shared and standardized. A number of services
and standards have risen up as IOCs have become well known as a method of
intelligence sharing. This includes information such as the format and content of the
malicious data, various other pieces of metadata and the date it was collected. Standards
such as OpenlOC and YARA a signature-based detection define a regular way of
representing IOCs that can be resolve by a services, and computers such as OTX
AlienVault and ThreatConnect aim to build the community around sharing them

(Security Alliance, 2016).

1.3 Problem Statement

Based on the introduction and research background above, the problem statements
found in this project is based on the weakness that has been found in the removal tools.
it need to wait for authorization or acknowledgement from the administrator to remove it
where it will cost some time. Besides that, by using the current removal tools it will
always need to keep on updating automatically without our own acknowledgement and
with this we do not know what system or registry that has been remove and what is the
affected system. Because of that also the files of the removal tools is getting bigger and
will affect the performance of the computer and devices. The current removal tools also
in the same time give an opening to a new malware because by installing it there will
have some security vulnerabilities. With having a process IOCs to add into the removal

tools, it can analyze and create its own removal system whether it has identified which
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of the systems that has been affected. From there. [OCs output will list all the infected
parameter and can be manually identified which to choose whether by removing the
affected system may or may not cause to a failure to the computer. Based on the
signature that has been created from the IOCs, we can produce a removal tool or a

signature to remove the viruses.

1.4 Project Objective

There are three objectives identified for this project. They are:

PO1: To study the architecture of removal tools.

This part is more on the planning phase for creating the system where we need to
study or analyze the entire removal tools related architecture. With that we know how it
work and what the needs to make a removal tools. It’s a crucial part because it require a
lot of research for the architecture part to a get a better understanding of a basic

Removal Tools system.

PO2: To identify the relevant parameters in IOCs that can be used for removal

tools.

This is the main objective where as we know there are many 10Cs output. from
the project research chooses the relevant parameters and what technique needs to be
used for the system. It also need to make sure that the removal tools does not affecting
the existing Operating System or not it will cause failure. Common use parameter of
IOCs is the Secure Hash Algorithm (SHA) where it will not defect the operating system

and registry.



PO3: Develop a removal tools based on the selected IOCs parameter.

After identify the relevant parameters, from the parameters that have been
selected, a proper system is needed to make the removal tools based on the 10C
parameter selected. It needs a proper planning to make the system so that the system will
work properly and effectively based on the selected IOCs parameter. It will used an
Eclipse Software a Java Programming Language tools to develop the Removal Tools

system.

1.5 Project Scope

1.5.1 Application used

Sandbox

CUCKQOO

Figure 1.2: Cuckoo Sandbox

For this project, the sadbox that will be use is the Cuckoo Sandbox which an
Automated Malware Analysis. It can be used online through website where people share
all the analysis they being made. Also we can submit our malware for people to alyze or
we can analyze others malware. In computer security field, a sandbox is one of a
security mechanism to separate a running program. It usually used to execute any
untrusted ot untested code or programs, probably from untrusted or unverified third
parties. websites. suppliers or users. without having to take a risk or harm to the
operating system or host machine. A sandbox naturally provides a tightly controlled set

of resources for guest programs to run in, such as scratch space on memory and disk.
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Network access, the ability to read from input devices or inspect the host system is
commonly heavily restricted or disallowed. In the sense of providing a highly controlled
environment, sandboxes also can be seen as one of a specific example of virtualization.
Sandboxing is regularly used to test unverified programs that possibly contain a virus or
other malicious code, without allowing the software to harm the host device.

VMware

Figure 1.3: VMware
VMware. Inc.is a subsidiary ofDell Technologies, where it gives a
virtualization software, service and cloud, and claims to be the first ever to virtualize
the x86 architecture successfully. VMware's desktop software can runs on Linux, Mac
OS X and Microsoft Windows, while itsenterprise software hypervisors for
servers, VMware ESX and VMware ESXi, are bare-metal hypervisors that run directly

on server hardware without requiring an additional underlying operating system.

Eclipse

S eclipse

Figure 1.4: Eclipse Software
Eclipse Software is an integrated development environment (IDE) where it is

used in a computer programming. and it is one of the most widely used Java IDE field. It
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consist a base workspace and an extensible plug-in system for modifying the
environment. Eclipse is written in Java mostly and its main use is for developing Java
applications, but it can also be used to develop applications in different programming
languages via plug-ins,
including ABAP,Ada.C++, C, COBOL.Fortran,D, Haskell. JavaScript, Julia, Lasso, Lua
. Perl, PHP. Python, Prolog. R, Ruby. Scala. Clojure, Rust, Groovy. Scheme.Erlang and
NATURAL. It may also used to develop documents with LaTeX (via a TeXlipse plug-
in) and packages for the software Mathematica. Development environments include the
Eclipse Java development tools (JDT) for Java and Scala. Eclipse CDT for C/C++ and
Eclipse PDT for PHP, among others. Eclipse software development kit (SDK) is a free
and open-source software where it released under the terms of the Eclipse Public
License, although it is unsuitable with the GNU General Public License. It was one of
the earliest IDEs to run under GNU Classpath and it can be run without problems

under IcedTea.

1.5.2 Testing Environment

This project will test the malware whether it being removed or not using the develop
malware removal tools system. Using a vmware as a workstation later will put the
malware in the vmware and run the removal tools system to remove the virus. Before
that, a malware will be submitted into a Cuckoo Sandbox to be analyzed. After the
output is given we can detect the Indicators of Compromise and from that we can

select the parameter that needs to remove.
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1.6 Research Contribution

This project will benefit to all security analyst and other user who using computer
that exposed to the viruses. With this users will not have to spend a big amount of
money to buy an Antivirus or keep on repairing or buying a new hardware because of
their computer affected by the virus. Basically this system work as same as Antivirus
where it work on the signature based, but antivirus only look at the payload not using
I0Cs, but for this system it takes the results from the iocs because it need to examine
first. By using this system it can be customize and remove the specific virus just by

using the system.

1.7 Thesis Structure
Chapter 1: Introduction

This chapter discusses about the introduction of the project and the project
background. It outlines the problem statements, project questions, project objectives,
project scopes, project contributions and the thesis organization of this project.
Chapter 2: Literature Review

This chapter discusses about the literature review of the project. It describes the
related work or previous work, critical review of the current problems and justifications,
and also the proposed solution or further project of this project.
Chapter 3: Project Methodology

This chapter discusses the project methodology and how it would be carried out.
It describes each stage of the selected methodology and explains the action plan for the
end of the project in Project Milestones.

Chapter 4: Analysis and Design
11



