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Abstract

The objective of this study is to identify factors influencing unsafe use of hospital information systems in
Malaysian government hospitals. Semi-structured interviews with 31 medical doctors in three Malaysian
government hospitals implementing total hospital information systems were conducted between March
and May 2015. A thematic qualitative analysis was performed on the resultant data to deduce the
relevant themes. A total of five themes emerged as the factors influencing unsafe use of a hospital
information system: (I) knowledge, (2) system quality, (3) task stressor, (4) organization resources,
and (5) teamwork. These qualitative findings highlight that factors influencing unsafe use of a hospital
information system originate from multidimensional sociotechnical aspects. Unsafe use of a hospital
information system could possibly lead to the incidence of errors and thus raises safety risks to the
patients. Hence, multiple interventions (e.g. technology systems and teamwork) are required in shaping
high-quality hospital information system use.
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Introduction

Most countries in Europe, as well as the United States, are progressively using health information
technology (IT) due to the expectation that it can enhance health-care quality.! Unfortunately, most
developing countries are faced with challenges, especially a lack of robust health IT infrastructure
to overcome privacy, confidentiality, and security issues and ensure the continuity of patient
health.! In Malaysia, the advancement of health information systems (ISs) by means of IT is one of
the goals set out in Vision 2020. Telehealth was one of the Flagship Applications launched to pro-
vide an accessible, integrated, high-quality, and affordable health-care system, and the Ministry of
Health Malaysia (MOH) has embarked on a project to introduce hospital information systems
(HISs) into several public hospitals.?

Despite the proactive implementation of health IT around the globe, recent studies indicate that
health IT can result in errors including selection of the wrong patient or administering the wrong
drug or the wrong dosage.’-¢ These health IT-related errors can lead to patient harm, injury, disa-
bility, or even death.*7# Errors can emerge from interactions between people and elements of the
technology, tasks, environment, and the organization in which they work.%!0 There is a possibility
of errors arising from the complex interaction between clinicians and computers.!'! In a 2015 study,
899 safety events associated with England’s national programme for IT (NPfIT) were analysed.* It
was revealed that 3% of the safety events were associated with patient harm, including three
recorded deaths. It was identified that the safety problems were associated with a technical prob-
lem and a human factor. Moreover, Castro et al.? identified that over half of the health IT-related
events reported to the Joint Commission between January 2010 and June 2013 resulted in patient
death, 30% caused unanticipated or additional care, and 11% led to permanent loss of function. It
was discovered that the human—computer interface, workflow and communication, and clinical
content—related issues are the most common contributing factors. Thus, it is necessary to under-
stand the factors influencing unsafe use of health IT from a sociotechnical perspective.

There is a paucity of studies related to HIS safety in the Malaysian context. The majority of the
research found was limited to the earlier stages that are concerned about identification of the risks
and hazards.!? In addition, most of the studies in health IT safety were conducted in western coun-
tries and, therefore, may not be sufficient or applicable to address HIS safety in the Malaysian
context. Hence, this study intends to identify the factors influencing unsafe use of HIS based on a
sociotechnical perspective in Malaysia.

Theoretical framework

This study adapted patient safety model, the Systems Engineering Initiative for Patient Safety
(SEIPS) model,!? and HIS usage model, the DeLone and McLean information system (D&M IS)
success model,!4 to guide data collection and data analysis.

SEIPS model

The SEIPS model describes how the design of the work system will have an influence on the safety
of the patient.!>-1® The components of the work system include person, tasks, technology and tools,
environment, and organization as illustrated in Figure 1.'51® These components interact with and
influence the patient-care process and consequently impact outcomes of care.

The SEIPS model can be adopted to analyse or classify the contributing factors of patient safety
incidents, and anticipate the possible safety consequences of using the health IT.!° The model has
been used in numerous studies,!”!° concerning patient safety and the impact of health IT on patient
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Figure 1. SEIPS model.'?

safety. Hence, the work system in the SEIPS model is pertinent to this study to identify factors
influencing unsafe use of HISs in Malaysian government hospitals.

However, the SEIPS model merely emphasizes the different components of a work system as
well as its interactions and possible outcomes, but the specific elements of every single component
of the work system are not detailed in the model.’? For example, the technology and tool compo-
nent merely lists examples of the technology and tools used in the health-care process. Furthermore,
the SEIPS model was not specifically designed for an HIS, and specific elements required for an
HIS are lacking in this model. However, the specific elements of an HIS are included in the D&M
IS success model. Thus, a D&M IS success model is used to complement the SEIPS model.

D&M IS success model

The D&M IS success model provides a model to evaluate IS success, and due to its comprehen-
siveness and relative simplicity, extensions of the D&M IS success model are found repeatedly in
IS studies conducted from 2003 to 2017. Figure 2 illustrates six interrelated dimensions in the
D&M IS success model. These dimensions are (1) system quality, (2) information quality, (3) ser-
vice quality, (4) use, (5) user satisfaction, and (6) net benefits. It describes how the system’s crea-
tion, represented by information quality, system quality, and service quality, influences the users to
use the system. The net benefits will be positive or negative depending on the context, the system,
and the interaction between the system and its users.

The D&M IS success model has been used in various studies??-22 to assess the implementation
of health IT. For an instance, an evaluation of an electronic health record (EHR) based on the D&M
IS success model discovered that the EHR features such as flexibility and suitability of system
functionality were the factors contributing to the positive outcome of the EHR implementation.2’
Conversely, inconvenient and inefficient to use of EHR, for example, poor interface design,
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mismatches between information flow in the EHR systems and the nursing staff’s workflow, and
lack of functions resulted in the unintended adverse consequences.?! Therefore, the D&M IS suc-
cess model is relevant for system evaluation in the health-care domain. Only three components of
the D&M IS success model, system quality, information quality, and service quality, are adopted in
this study as they signify the technology component. The other D&M IS success model compo-
nents, intention to use or the use of the systems, user satisfaction, and net benefit, were excluded
from this study because they do not represent the technology attribute.

Methods

This study employed qualitative research methods to achieve the objective of the study. The fol-
lowing sections describe the research methods used in this study.

Setting and sample

A total of three Malaysian government hospitals implementing total hospital information systems
(THISs) were selected for this study. A THIS is an HIS that integrates various hospital subsystems such
as a laboratory information system (LIS), a pharmacy information system (PIS), a radiology informa-
tion system (RIS), and a picture archiving communication system (PACS). A THIS is designed for a
large hospital with more than 400 beds. Currently, THISs are only implemented in selected tertiary
hospitals that are located mostly in the Klang Valley and in the northern and southern states of Malaysia.

The three selected hospitals are referred to as Hospitals A, B, and C. Hospital A has 562 beds,
while Hospitals B and C have 620 beds. Hospital A is a national reference centre for haematology
patients. Hospital B is a reference centre for cardiology, cardiothoracic, urology, and nephrology
surgery. Hospital C is an excellent centre for infection diseases, neurosurgery, maxillofacial sur-
gery, and plastic surgery, as well as for orthopaedic and trauma patients. The latter hospital imple-
mented a complete THIS in February 2008, which is 2 months after Hospitals A and B. Therefore,
all three hospitals are of similar size and have similar working environments and similar experi-
ence of a THIS implementation. Table 1 summarizes the criteria for the three Malaysian govern-
ment hospitals selected for this study.

This study focused on doctors working in the selected hospitals who are also THIS users.
Considering their important role in patient-care delivery and their routine use of the THIS, they can
be considered an important in regard to the adoption of THIS use. Overall, the target population of
this research includes all doctors in the selected hospitals, of which there were 770 in December
2014 according to statistics obtained from the human resource department of each hospital.
Purposeful sampling was adopted for qualitative data collection because the aim was to provide
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Table I. Criteria of selected hospitals.

Criteria Hospital
A B C
Number of beds 562 620 620
Reference centre Haematology Cardiology, Infection diseases, neurosurgery,
cardiothoracic, urology, maxillofacial surgery, plastic surgery,
and nephrology surgery  orthopaedic, and traumatology
THIS implementation ~ December 2007 December 2007 February 2008

THIS: total hospital information system.

rich information in context. The criterion for a sample selection was a minimum 1 year experience
in using the THIS. In total, 31 medical doctors participated in the actual interview. There were 10,
9, and 12 participants from Hospitals A, B, and C, respectively. There were slightly more female
participants than male, accounting for about 58 per cent. The participants were from various depart-
ments including emergency and trauma, medical, general surgery, paediatric, obstetrics and gynae-
cology, orthopaedic, otorhinolaryngology, ophthalmology, cardiology, nephrology, neurosurgery
and neurology, haematology, psychiatric, and rehabilitation. Their experience in using the THIS is
between 1.5 and 10 years. Hence, it was determined that the participants have sufficient experience
to elucidate their views on the THIS implementation.

Data collection

The interview session involved doctors who have directly used the THIS. A semi-structured interview
guide was designed to manage the discussion with the medical doctors (Appendix 1). The research
model described in section ‘Theoretical framework’ and the findings from a systematic literature
review conducted in the previous study?? were used to guide and structure the qualitative data collec-
tion and data analysis. The interview questions contained neutral and open-ended questions to avoid
eliciting socially desirable responses. New questions were permitted to arise as a result of the discus-
sion. The interview study was conducted according to procedural steps as suggested by Hesse-Biber
and Leavy.?* Subsequent to the ethics approval from Malaysia’s Ministry of Health Medical Review
and Ethics Committee (MREC), all the potential participants were contacted to request their agree-
ment to participate in the interview, and they were given a brief explanation about the study and the
interview. Once they agreed to participate, an interview appointment was scheduled as convenient for
the participants. A follow-up reminder via phone was done a day before each scheduled session to
remind participants of the session as well to confirm their attendance.

The semi-structured interviews were conducted between 23 March and 18 May 2015. Interviews
were conducted by one researcher. Face-to-face interview sessions were conducted at the partici-
pant’s work place. A mix of both English and Bahasa Malaysian language was used in the inter-
view. Permission to tape-record the discussion was requested prior to the interview. Each interview
lasted between 15 and 90 min with a total duration of approximately 14 hours. A small gift was
given to each participant as a token of appreciation for their participation.

Data analysis

The analysis comprised four phases: transcribing, organizing, coding, and theme building.?
First, recorded audio data and handwritten notes from the interviews were transcribed to word
processor text. Transcripts of interviews were then presented to the respondents for validation
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Table 2. Example of data extracted with codes applied.

Data Extracted Codes applied
‘When there is many patients and lack of computer, we have to handwritten. Sometimes I. Workload
when we are busy it is possible to make mistake during transcribing the information to the 2. Computer

system such as wrong ordering, similar patients’ names. Transcribe from paper to system
and do not double check are the common HIS use that cause error’. (Respondent |10a)

C t
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resources
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Figure 3. Thematic map of unsafe use of HIS antecedents.

purposes to ensure the interviewer had captured the respondents’ intended meaning. Then, the
interview transcripts were organized into sections for easy retrieval in the organizing phase.
Subsequently, the transcribed interviews were coded using the qualitative data analysis soft-
ware, ATLAS.ti. In the coding phase, the transcripts were read repeatedly to highlight parts of
the text and to emphasize the sections and issues that seemed to be important and relevant.
Deductive coding was used to start the analysis. The SEIPS model and D&M IS success model,
as well as safe use of HIS antecedents identified in the previous study,?® were used as a guide-
line to code the data. However, as the analysis proceeded, additional codes were created when
new factors were identified. All collected data relevant to safe use of HIS antecedents were
extracted and mapped to the developed codes. The interview transcripts were divided into text
segments, and these segments were labelled with the codes. Table 2 presents an example of
codes applied to a short segment of data.

The coded data were reviewed to identify areas of similarity and overlap between codes. In this
step, any overlapping and redundant codes were eliminated. Finally, similar codes were grouped
together as a theme or category to form a major idea in the theme building phase. Codes that
seemed to share some unifying feature were clustered into a theme.?’ The relationships between
codes, between themes, and between different levels of themes were explored. Thematic maps
were used as visual representations to help in sorting the different codes into themes. Figure 3
shows the thematic map for unsafe use of HIS antecedents that shows the relationship between
themes (shown as circles) and codes (shown as rectangles) deduced from the thematic analysis.
Subsequently, all the themes were reviewed and discussed among the team member to confirm that
the themes meaningfully capture the important and relevant elements of the coded extracts and the
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entire data set. Any difference in interpreting the findings was resolved by discussions until con-
sensus was reached. Themes that were deemed not relevant were discarded.

Results

A total of five themes emerged as the factors influencing unsafe use of HIS which consist of (1)
knowledge, (2) system quality, (3) task stressor, (4) organization resources, and (5) teamwork. The
findings are consistent with our previous systematic literature review findings deliberated in
Salahuddin and Ismail.?¢ Representative quotes organized by themes are presented in Table 3. Only
the selected quotes that appropriately represent the themes were presented in this table.

Knowledge

The interviews revealed that users who are not familiar with the HIS can make errors. New staff
are prone to making errors, owing to their lack of experience and knowledge on the HIS. In addi-
tion, participants stated that lack of HIS knowledge could affect the flow of the health-care delivery
process. It is essential for users to know the step-by-step process of how to use the HIS and its limi-
tations to enable them to complete their tasks appropriately. Users with inadequate HIS knowledge
would not be able to fully utilize the HIS. Thus, certain procedures may not be performed com-
pletely, resulting in delays in patient care and posing risk to patients.

System quality

From the interviews, it was found that system usability and system reliability were the factors
related to system quality influencing unsafe use of the HIS. It was discovered that the concern
about system usability relates to the user interface design. Participants indicated that the graphical
user interface (GUI) of the THIS displays different information such as patient notes, blood inves-
tigation, and medication on different windows. Nevertheless, the system will allow users to open
only a limited number of windows concurrently. As a result, users have to memorize, write down,
or copy and paste the necessary information before switching to another window. This tedious
procedure is prone to result in delay and mistakes. In addition, the THIS design permits users to
simultaneously open multiple patients’ notes, and participants remarked that opening notes for
multiple patients could lead to viewing or updating the wrong patient’s notes. In a similar vein, a
participant pointed out that the THIS design does not offer a function to distinguish different
patients’ notes. Instead, users need to be aware that they were switching between the notes of dif-
ferent patients by looking carefully at the patient’s name on each window.

A majority of the participants claimed that system being down or hanging is one of the major
problems pertaining to system reliability. Their patient-care tasks are completely reliant on the HIS
since all the information related to patient care is stored in the system and doctors directly key in
information into the HIS. It was noted that paper-based documents were not prepared as a backup
and that the hospitals did not have a backup system to be operated when the HIS was down. During
HIS unavailability, doctors would manually record new information related to patient care.
Nevertheless, the IT department of each hospital performed system backups regularly to back up
the files and data of the HIS.

It was noted that system downtime could obstruct the doctors’ work such as ordering x-rays,
blood tests, and medication. Participants claimed that they were not able to view in the system the
notes of patients who were admitted while the system was down because the manual notes made
by the doctors were not entered into the system after access to the system was restored. The manual
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Table 3. Representative quotes.

Theme |: Knowledge

‘Usually the new comers have the difficulties to use the HIS because there are a lot of things need to be learnt
about HIS. If the user does not understand HIS, it is possible for him to make error’ (Participant 2a)

‘The doctor’s knowledge on how to use HIS is important. If the doctor is not familiar with the system, it can disturb
the flow of the healthcare delivery process’. (Participant 3a)

‘A doctor who is not familiar with HIS does not order medication through the system, thus causing the service to be
delayed or the patients ended up not receiving the medication’. (Participant 2b)

Theme 2: System quality

(2) System usability

‘We have to view the patient’s notes, blood investigation and medication on different pages on HIS. They are not
displayed on a single page which is difficult. For example, | want to enter notes for a patient, and then | need to refer
to the blood results for today. | have to copy the blood results, then switch to the notes entry windows to paste the
results. Thus, | have to keep changing between the windows which caused delay and sometimes copying the wrong
information’ (Participant 7c)

‘Errors occurred when we have multiple windows being open at the same time. For example, when | want to type a
clinical progress notes for one patient while another clinical notes for another patient is open, | may actually enter
wrong patient’s progress notes because both windows are opened at the same time. You can’t really differentiate
the notes unless you look at the name. Technically, the windows colours are all the same’. (Participant |0b)

(b) System reliability

‘The drawback of HIS is when the system is down. You cannot do anything such as ordering x-ray and blood. You
have to switch back to the manual which it is unfamiliar to us’. (Participant |0a)

‘Whatever you key in during the system downtime will not be stored in the system. You have to reproduce it
manually and send it to the IT department. The only problem when we send the manual notes to them, the manual
notes are not recorded into the systems. If you want to view the manual records during the downtime, then you
have to do it manually’. (Participant 9c)

‘System breakdown often occurs while we are keying in information into the system. Consequently, we lost the
information. Then, we have to rekey in the information which may not be similar to the previous one due relying
solely on our memory as well as the effect of stress’. (Participant 2c)

Theme 3: Task stressor

(2) Workload

‘When there is many patients and lack of computer, we have to handwritten. Sometimes when we are busy it is
possible to make mistake during transcribing the information to the system such as wrong ordering, similar patients’
names. Transcribe from paper to system and do not double check are the common HIS use that cause error’.
(Respondent 10a)

‘Workload and time pressure definitely influence the error. When you feel stress, you may mistakenly key in some
mistake and easily get confused’. (Participant 6b)

(b) Multitasking

‘Doctors are always in a rush. We are doing a lot of things at the same time. This can cause us to make error while
processing information to HIS or make us to forget certain things’. (Participant 10b)

(c) Interruptions

‘Sometimes we are interrupted by phone call during the consultation. This may lead to error. When entering the
notes, and at the same time being interrupted by someone else, consequently you may forget the information to be
entered into HIS’. (Participant 8a)

Theme 4: Organization resources

‘Sincerely, we do not have enough computers at certain clinics and wards. Thus, we take turn to use the computer.
Sharing computers results in delayed data entry when we let others use the computer. As a result, we enter the
notes later’. (Participant 5c)

‘Our routine work during ward round is affected due to lack of laptop. Besides, the laptop battery is flatted during
the round. As for the solution, we handwrite during the ward round and later transcribe it into the computer after
the round. This results in delay for patient discharge, key in data to the system, and medicine ordering through the
system’. (Participant la)
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Table 3. (Continued)

‘Currently with the use of HIS, we have problem regarding short battery life of the laptop. Therefore, we always
complete the round at each patient’s bed. After that, we key in the notes into HIS. Consequently, we miss some of
the information because there are so many plans during the round but not all plans are entered into HIS during the
round’. (Participant 7c)

Theme 5: Teamwork

‘Lack of teamwork can cause overlaps such as multiple ordering for the same patient by different doctors. This can
happen when the order has been made but not yet executed. The other doctor thought that the order has not been
made, and consequently make the same order. The system does not detect the redundancy because for some cases
we need multiple similar orders such as blood order for dengue patient’. (Participant |0a)

‘If a user key in the wrong information, it may dffect patient treatment because the other doctor performs patient-
care based on the information provided by the previous doctor’. (Participant 8b)

‘Ward rounds are conducted during the morning and afternoon session. Sometimes, there would be update on the
patient’s status during the afternoon session which is not being informed to other doctors or nurses of the other
team. Consequently, follow up will not be carried out accordingly. In fact, in practice, we don’t just view the notes
but verbally inform the current patient’s status to the team’. (Participant |b)

notes were not transcribed to the system as the doctors were not obliged to transcribe them because
no relevant policy existed. Thus, any such notes needed to be accessed manually. Additionally,
system downtime could result in lost data as the system had no auto save function to automatically
record the information being entered by the doctors. Therefore, users had to retype the information
that was not saved during the system down. To do this, they would need to rely on their memory
because they did not write down manual notes as backup if they actually entered it into the system.
Hence, the information being entered for the second time may not be the same, or as complete, as
the information first entered. This need to re-enter information could also affect users by increasing
their frustration and stress.

Task stressor

The interview findings show that high workload, multitasking, and interruptions, which are associ-
ated with the task stressor, can influence the unsafe use of the HIS. It was found that workload is
increased when there are too many patients at the clinic or in the ward. As a result, doctors are
likely to make mistakes. High workload subsequently results in stress, lowered concentration, and
limited time to complete tasks. All these factors may lead the doctors to make mistakes while using
the HIS. Common errors include keying in the wrong information, updating the wrong patient’s
record, and ordering medication for the wrong patient. In addition, participants remarked that data
entry is delayed when there are many patients as they do not have ample time to immediately enter
the patients’ notes. As a result, they may miss some information or another doctor might receive
the plan late. Patient-care tasks require doctors to multitask, and focusing attention is crucial while
multitasking. Thus, multitasking can possibly cause doctors to unintentionally make errors while
operating the HIS. Moreover, the interview findings revealed that interruptions can disrupt the
doctor’s concentration while entering notes into the HIS. Consequently, the doctor may forget to
perform certain tasks or tend to make errors.

Organization resources

The participants commented that there are limited computers to support their routine work;
hence, they have to share computers with other staff. Sometimes, they have to compete to use the
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computers. This could result in delays in data entry, and therefore, tasks cannot be done on time.
Consequently, they have to write down their notes while waiting for their turn to use the computer.

The participants noted that laptops were being carried from bed to bed during ward rounds in
the early implementation of the HIS. Hence, patient notes could be viewed on the HIS at patient’s
bed, and patient-care plans could be entered immediately. However, the participants commented
that most of the laptops were more than 3 years old, and therefore, the laptop batteries no longer
lasted very long. As a result, the laptops often had flat batteries and needed to be constantly plugged
into the power source. Hence, this causes a change in the process for the doctors to enter or update
their patient-care plan, whereby the plan would be written down on paper during the ward round
and later entered into the HIS after the round. This would result in a delay in the patient-care deliv-
ery such as the discharge of the patient, data entry into the system, and medicine ordering. Moreover,
entering data for most patients at the end of the ward round may lead the doctors to miss entering
some of the information.

Teamwork

The interview findings revealed that lack of teamwork could cause the doctor to duplicate orders
because he or she is not aware that the same order has already been made by his or her colleague. It
was also discovered that any mistake or error made by a teammate could easily be propagated to other
members. The doctors usually refer to the information provided by other teams in order to perform
patient care. Therefore, doctors may make mistakes as a result of following erroneous information.
Furthermore, a lack of communication or a miscommunication may result in a task not being carried
out which could cause more problems. For instance, follow-up might not be done if other team mem-
bers, for example, doctors or nurses working the next shift, are not informed of the patient’s status.
There were also cases when the team overlooked changes on the patient-care plan because they were
not aware of the changes made due to a doctor forgetting to notify them verbally of the changes.

Discussion

This study identified five themes describing the sociotechnical factors influencing unsafe use of an
HIS. These themes are knowledge, system quality, task stressor, organization resources, and team-
work. The findings were found to be generally consistent with previous health IT safety studies
conducted around the world. The consistency of the findings may be due to the similar nature of
the health-care environment that involves complex activities, high degree of uncertainty, frequent
interruptions, heavy workload, and interactions with and inter-reliance on various other health-care
professionals. However, the key issues appeared to be more focused in Malaysian government
hospitals implementing a THIS.

The interview findings indicate that insufficient knowledge about the HIS resulted in the doc-
tors not completing certain procedure in the HIS. They were also more susceptible to making
mistakes. This finding is consistent with a previous study that reported that poor knowledge of the
prescription ordering mechanism resulted in prescription errors.?® The finding of this study sug-
gests that knowledge of the HIS is a perquisite for each doctor to enable them to utilize the HIS
appropriately. They can become equipped with this knowledge via formal training, knowledge
sharing among colleagues, and variety of communication mediums such as notices, posters, and
newsletters.

Our interview findings also indicate that system quality is the technology component that can have
an influence on the unsafe use of an HIS. System quality is linked to the system usability and the
system reliability. Poor system usability such as complicated design and multiple windows leads to
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the HIS is not being used as intended and may require the user to memorize, write down, or copy and
paste the necessary information. Moreover, the HIS design allows users to concurrently open multi-
ple patients’ notes. As a result, doctors are prone to making mistakes by viewing or updating notes for
the wrong patient. In accord with our findings, previous studies indicated that poor usability is one of
the crucial barriers for optimal quality and safe use of health IT systems.3?° This finding indicates that
the HIS should be designed to be user-friendly and uncomplicated in line with the nature of patient
care in hospital that is hectic, has repeated distractions and interruptions, and requires multitasking.
The design should not be confusing and require additional cognitive effort to avoid errors from hap-
pening. Indeed, improving the usability of EHR systems is recommended by the American Medical
Informatics Association (AMIA) to enhance patient safety and quality of care.3¢

Furthermore, health-care organizations need to be well prepared to face system downtime.
System backup and auto save function should be made available to avoid from discontinuity of
accessing HIS and loosing data.

It was discovered that high workload, multitasking, and interruptions are associated with the
task stressor, and all have potential for resulting in errors. High workload leads to stress, lower
concentration, and limited time to perform tasks. Multitasking requires the user’s focused attention
and results in a high level of cognitive load. Memory lapses easily arise when doctors need to jug-
gle multiple tasks.® Reliance on memory could lead doctors to inadvertently make errors when
using the HIS because humans are only capable of remembering a limited amount of information
in their working memory at one specific time. Interruptions can disrupt the user’s concentration
while keying notes into the HIS, thus limiting their capability to meet the required vigilance when
processing HIS. The task stressor resulted in the doctors being more likely to make mistakes, forget
to perform certain tasks, or miss some information. The result is congruent with a study that
reported that interruptions in addition to adding to the time pressure resulted in health-care practi-
tioners inadvertently ordering medication for the wrong patient.>! Another study reported that 81%
of wrong-patient electronic orders were due to frequent interruptions and the ease of switching
between patient screens in computerized health-care systems.3?

A focus on organization resources in this study found a shortage of computers and laptops with
a short battery life. Due to an inadequate number of computers, doctors have to share computers
with other staff to access the HIS, resulting in data entry delay and tasks not being done on time.
In addition, laptops need to be constantly plugged into the power source due to short battery life.
Hence, doctors have to go back and forth from the laptop to the patient bed to access information
on the HIS. This also means that patient notes and patient-care plan must be written down on paper
during the ward round and then transcribed into the HIS at the end of ward round which may lead
the doctors to forget to enter some of the information. Similarly, previous studies reported that a
lack of portable computers hindered health-care practitioners from issuing electronic orders during
the ward round and, therefore, holding up the order entry process until they returned to the work-
station.?!33-35 This finding points out that sufficient computers as well as well-functioning comput-
ers are key factors that influence the way the HIS is utilized. Doctors devised a workaround to deal
with these resource deficiencies, which potentially endangers patient safety by failing to enter
information or delaying the data entry process which could delay important orders for medications
or tests. Hence, health-care organizations should ensure they provide sufficient computers and
perform regular computer maintenance to allow for safe use of the HIS.

Teamwork is important to ensure safe patient care. The interview findings show that lack of
teamwork could cause duplicated tasks such as performing multiple of the same order in the HIS.
Doctors usually refer to the information provided by other teams to perform patient care. Hence,
any mistake made by a teammate could simply be propagated to other members. Furthermore, lack
of communication or miscommunication may result in a patient-care plan not being carried out.
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Doctors may verbally interact less frequently with team members about patient issues or patient-
care plans as interactions among team members have become more electronic in nature rather than
verbal. Reduction in communication among team members can possibly result in misunderstand-
ing and poor coordination of patient care. Similarly, previous studies reported that communication
shortage increased the possibility of errors and safety incidents due to miscommunication, delayed
in initiating and executing orders, and fewer team discussions on planning and coordination of
care.’¢37 Realizing the importance of teamwork for the safe use of the HIS, hence, there must be
some consideration of approaches to build up the team spirit and morale as well as to inspire coop-
eration and communication among the team members.

Conclusion

This study identified the main factors influencing unsafe use of an HIS. Conceptual models from
patient safety and HIS usage were used to facilitate the data collection and analysis processes. The
findings of this study suggest that both technological and social aspects affect the safe use of an
HIS. The results showed that insufficient knowledge of the HIS could result in errors, delays in the
flow of health-care delivery process, and pose risks to patients. Furthermore, the presence of task
stressors such as high workload, multitasking, and repeated interruptions has a significant impact
on the doctors’ concentration and emotional well-being. Task stressor could possibly result in doc-
tors making errors while using the HIS such as keying in wrong information, updating the wrong
patient’s record, or ordering medication for the wrong patient. This study also indicated that organ-
ization resources have a significant impact on the way the HIS is utilized in hospitals. Doctors
adapting informal work processes or workarounds to overcome resource deficiencies or cope with
difficulties in their workflow can burden themselves with extra time and effort or endanger patient
safety. For instance, when patient-care plan is written down on paper during the ward round and
then transcribed into the HIS after the round. Lack of teamwork is another factor revealed in this
study that could possibly lead to errors and endanger patient safety. System quality is an important
technological aspect affecting the safe use of HIS. This study demonstrated that poor system usa-
bility resulted in the HIS not being used as intended as well as workarounds in the HIS such as to
memorize, write down, or copy and paste the necessary information from one screen to another in
the HIS. Moreover, poor system reliability could obstruct patient-care service and result in a loss
of data. To conclude, it is highly suggested that hospitals nation-wide and HIS developers take into
consideration both the technological and social aspects of the health-care system when developing
and implementing an HIS in order to realize the full benefits of the HIS. The findings from this
qualitative study can facilitate hospital management in designing HIS implementation strategies to
establish safe HIS adoption by taking into consideration the sociotechnical aspects.

Acknowledgements

The authors would like to thank the 31 medical doctors who gave their time to participate in the interviews
and the officers of the clinical research centres for their assistance in conducting the interviews.

Declaration of conflicting interests

The author(s) declared no potential conflicts of interest with respect to the research, authorship, and/or publi-
cation of this article.

Funding

The author(s) disclosed receipt of the following financial support for the research, authorship, and/or publica-
tion of this article: This work was supported by Universiti Teknologi Malaysia (UTM) research grant



Salahuddin et al. 13

Q.130000.2538.11H82, Universiti Teknikal Malaysia Melaka (UTeM) and Ministry of Higher Education
(MOHE) Malaysia.

ORCID iD
Lizawati Salahuddin https://orcid.org/0000-0003-1283-286X

References

1.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

Williams F and Boren SA. The role of the electronic medical record (EMR) in care delivery development
in developing countries: a systematic review. Inform Prim Care 2008; 16: 139-145.

Mohan J and Razali Raja Yaacob R. The Malaysian Telehealth Flagship Application: a national approach
to health data protection and utilisation and consumer rights. Int J Med Inform 2004; 73: 217-227.
Odukoya OK, Stone JA and Chui MA. E-prescribing errors in community pharmacies: exploring conse-
quences and contributing factors. Int J Med Inform 2014; 83: 427-437.

Magrabi F, Baker M, Sinha I, et al. Clinical safety of England’s national programme for IT: a retrospec-
tive analysis of all reported safety events 2005 to 2011. Int J Med Inform 2015; 84: 198-206.
Salahuddin L and Ismail Z. Safety use of hospital information systems: a preliminary investigation.
In: Uden L, Hericko M and Ting I-H (eds) Knowledge management in organizations. Cham: Springer
International Publishing, 2015, pp. 707-721.

Odukoya OK and Chui MA. e-Prescribing: characterisation of patient safety hazards in community phar-
macies using a sociotechnical systems approach. BMJ Qual Saf'2013; 22: 816-825.

Metzger J, Welebob E, Bates DW, et al. Mixed results in the safety performance of computerized physi-
cian order entry. Health Aff2010; 29: 655-663.

Castro GM, Buczkowski L and Hafner JM. The contribution of sociotechnical factors to health informa-
tion technology-related sentinel events. Jt Comm J Qual Patient Saf 2016; 42: 70-79.

IOM. Health IT and patient safety: building safer systems for better care. Washington, DC: National
Academies Press, 2011.

Carayon P, Wetterneck TB, Rivera-Rodriguez AJ, et al. Human factors systems approach to healthcare
quality and patient safety. App! Ergon 2014; 45: 14-25.

Palojoki S, Mékeld M, Lehtonen L, et al. An analysis of electronic health record-related patient safety
incidents. Health Informatics J 2017; 23: 134-145.

Yoelao D, Mohan KP, Shah H, et al. A review of patient safety in Thailand and Malaysia. Int J Behav
Sci 2014; 9: 53-70.

Carayon P, Hundt AS, Karsh B-T, et al. Work system design for patient safety: the SEIPS model. Qual
Saf Health Care 2006; 15(Suppl. 1): i50-i58.

DeLone WH and McLean ER. The DeLone and McLean model of information systems success: a ten-
year update. J Manag Inf Syst 2003; 19: 9-30.

Smith MJ and Sainfort PC. A balance theory of job design for stress reduction. /nt J Ind Ergon 1989; 4:
67-79.

Carayon P. The balance theory and the work system model ... twenty years later. Int J Hum Comput
Interact 2009; 25: 313-327.

Gurses AP, Kim G, Martinez EA, et al. Identifying and categorising patient safety hazards in cardiovas-
cular operating rooms using an interdisciplinary approach: a multisite study. BMJ Qual Saf 2012; 21:
810-818.

Holden RJ. What stands in the way of technology-mediated patient safety improvements? A study
of facilitators and barriers to physicians’ use of electronic health records. J Patient Saf 2011; 7:
193-203.

Holden RJ, Brown RL, Alper SJ, et al. That’s nice, but what does IT do? Evaluating the impact of bar
coded medication administration by measuring changes in the process of care. Int J Ind Ergon 2011; 41:
370-379.

Bossen C, Jensen LG and Udsen FW. Evaluation of a comprehensive EHR based on the DeLone and
McLean model for IS success: approach, results, and success factors. Int J Med Inform 2013; 82:
940-953.


https://orcid.org/0000-0003-1283-286X

14 Health Informatics Journal 00(0)

21. YuP,Zhang Y, Gong Y, et al. Unintended adverse consequences of introducing electronic health records
in residential aged care homes. Int J Med Inform 2013; 82: 772-788.

22. KimJ, Chae YM, Kim S, et al. A study on user satisfaction regarding the clinical decision support system
(CDSS) for medication. Healthc Inform Res 2012; 18: 35-43.

23. Salahuddin L, Ismail Z and Abidin WZ. A systematic literature review on safe health information tech-
nology use behaviour. J Technol 2016; 78: 1-7.

24. Hesse-Biber SN and Leavy P. The practice of qualitative research. Thousand Oaks, CA: SAGE, 2006.

25. Creswell JW. Educational research: planning, conducting, and evaluating quantitative and qualitative
research. 4th ed. Upper Saddle River, NJ: Pearson, 2012.

26. Salahuddin L and Ismail Z. Classification of antecedents towards safety use of health information tech-
nology: a systematic review. Int J Med Inform 2015; 84: 877-891.

27. Braun V and Clarke V. Using thematic analysis in psychology. Qual Res Psychol 2006; 3: 77-101.

28. Singh H, Mani S, Espadas D, et al. Prescription errors and outcomes related to inconsistent informa-
tion transmitted through computerized order entry: a prospective study. Arch Intern Med 2009; 169:
982-989.

29. Abramson EL, Patel V, Malhotra S, et al. Physician experiences transitioning between an older versus
newer electronic health record for electronic prescribing. Int J Med Inform 2012; 81: 539-548.

30. Middleton B, Bloomrosen M, Dente MA, et al. Enhancing patient safety and quality of care by improv-
ing the usability of electronic health record systems: recommendations from AMIA. J Am Med Inf Assoc
2013; 20: e2—8.

31. Farley HL, Baumlin KM, Hamedani AG, et al. Quality and safety implications of emergency department
information systems. Ann Emerg Med 2013; 62: 399-407.

32. Adelman JS, Kalkut GE, Schechter CB, et al. Understanding and preventing wrong-patient electronic
orders: a randomized controlled trial. J Am Med Inf Assoc 2013; 20: 305-310.

33. Niazkhani Z, Pirnejad H, van der Sijs H, et al. Evaluating the medication process in the context of CPOE
use: the significance of working around the system. Int J Med Inform 2011; 80: 490-506.

34. Niazkhani Z, Pirnejad H, van der Sijs H, et al. Computerized provider order entry system — does it sup-
port the inter-professional medication process? Lessons from a Dutch Academic Hospital. Methods Inf
Med 2010; 49: 20-27.

35. Cheng CH, Goldstein MK, Geller E, et al. The effects of CPOE on ICU workflow: an observational
study. AMIA Annu Symp Proc 2003; 2003: 150—154.

36. Campbell EM, Sittig DF, Ash JS, et al. Types of unintended consequences related to computerized pro-
vider order entry. J Am Med Inf Assoc 2006; 13: 547-556.

37. Scharein P and Trendelenburg M. Critical incidents in a tertiary care clinic for internal medicine. BMC
Res Notes 2013; 6: 276.

Appendix |

Interview guide

Date: Participant Code Number:

Thank you for agreeing to participate in this interview. Your experience and opinions are very
important to us. Your participation will help us understand factors influencing unsafe use of hospi-
tal information systems (HISs). The interview is being recorded so that we can fully capture your
thoughts on this topic. However, your opinion is confidential, and your name or the name of your
organizations will not be used in reporting findings of the study. Thank you for giving us this time.
Do you have questions before we begin?

Opening questions. Tell us your name and tell us how long you have been working with HIS in this
hospital.
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Introductory questions. What is the first thing that comes to mind when you hear the phrase of ‘safe
use of HIS’? What do you understand about ‘safe use of HIS’?

We define safe use of HIS as prevention of errors that could inflict harm to a patient within the
care process from the use of HIS.

Transition questions. Think back to the way you use HIS to support your task, consisting all activi-
ties such as view, enter, update, documenting, and other operations, to what extent do you involve?

Key questions

1. What are the factors that influenced on unsafe use of HIS?

2. Are all the identified factors here might influence on unsafe use of HIS? How they influ-
ence on unsafe use of HIS?

Knowledge/skills

System quality

Information quality

Service quality

Organization resources

Training

Teamwork

Task stressor

Physical environment

3. What are other influential factors on unsafe use of HIS?

Final questions

1. Did I correctly describe what was said?
2. Have we missed anything? Is there anything that we should have talked about but did not?





