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Abstract—Today’s in manufacturing major challenge is to 

manage large scale of cybersecurity system, which is potentially 

exposed to a multitude of threats. The utmost risky threats are 

insider threats. An insider threat arises when a person 

authorized to perform certain movements in an organization 

decides to mishandle the trust and harm the organization. 

Therefore, to overcome these risks, this study evaluates various 

risk assessment method to assess the impact of insider threats 

and analyses the current gaps in risk assessment method. Based 

on the literature search done manually, we compare four 

methods which are NIST, FRAP, OCTAVE, and CRAMM. The 

result of the study shows that the most used by an organization is 

the NIST method. It is because NIST is a method that combines 

the involvement between human and system in term of collection 

data. The significance of this study contributes to developing a 

new method in analyzing the threats that can be used in any 

organization.  
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I. INTRODUCTION  

The industrial revolution (IR) 4.0 for the manufacturing 
area is mostly based on advances in the areas of autonomous 
robots, big data, augmented reality, cloud computing, internet 
of thing and cybersecurity [1]. Malaysian as a dependent nation 
needs to increase the value chain to become a high-quality 
manufacturing base using technology to make the country 
more competitive at regional and global levels. Besides that, IR 
4.0 encourages companies to use computerization and data 
exchange in manufacturing technologies that create smart robot 
where machines are linked to the internet and to a system that 
can depict the whole production chain[2].  

However, nowadays it shows that cybercrimes cases are 
reported and increased over than 40%. Organizational security 
professionals are worried about workers with low-security 
awareness may provide required information accidentally 
under the trickery hackers [3]. The insider threat is considered 
as a part of social engineering, which we also call as 
unintentional insider threat (UIT). It is worth noting that insider 
threat about intentional leakage has begun to raise the courtesy 
of researchers recently [3], [4].  

The term insider threat refers to threats originating from 
people who have been given access rights to an IS and misuse 
their privileges, thus violating the IS security policy of the 
organization. Criminology research has extensively studied this 
kind of behavior, even though it does not always lead to 
committing a crime. In the same way, attacks can be non-
malicious while performing the tasks in an organization like 
carelessness, lack of knowledge, or intentional circumvention 
of security. Internal Intrusion Detection System (IDS) protect 
organizations against insider attacks. 

Therefore, to reduce and analyze insider threats is by using 
risk assessment. Risk assessment is the procedure that 
evaluates the information system and the security 
characteristics of information like confidentiality, integrity, and 
availability [5]. The evaluation is based on related information 
security technology and management criteria. Through risk 
assessment, we can understand the security situation and take 
targeted security measures which control the risk within an 
acceptable range. The basic risk assessment model is shown in 
Fig.1.  

 
Fig. 1. Risk Assessment Basic Model [6] 

1. Describe Hazards 

2.Identify Community Assets 

3. Analyze Risks 

4.Summarize Vulnerability 



(IJACSA) International Journal of Advanced Computer Science and Applications, 

Vol. 9, No. 11, 2018 

127 | P a g e  

www.ijacsa.thesai.org 

Risk assessment considers four factors: hazards, assets, 
threats, and vulnerabilities. This research focuses on assets, 
analyzing assets, the relationship between threats and 
vulnerabilities, and the value of the risk of computing 
systems[7]. Many security techniques and mechanism have 
been developed to counter the insider threats such as National 
Institute of Standards & Technology Special Publication 800-
30 (NIST SP 800-30), The Operationally Critical, Threat, Asset 
and Vulnerability Evaluation (OCTAVE) process, The 
Facilitated Risk Assessment Process (FRAP), and The Central 
Risk Analysis and Management Method (CRAMM). 

Currently, risk assessment has been applied to almost every 
aspect of the industry. A risk is defined as the impact on the 
uncertain target; the impact can be positive or negative [8]. 
According to Hubbard, risk management includes risk 
identification, assessment and prioritization, and subsequent 
reduction, monitoring, and control of negative events [8]. With 
the joint efforts of scholars and experts, there are several 
popular risk assessment models that can meet different needs.  

Rest of the paper consists of following sections: Section 2 
presents the related work that unveils the methods of the risk 
assessment. Result and Discussion are covered in section 3. 
Finally, section 4 concludes the paper and discusses future 
work.  

II. RELATED WORKS: REVIEW OF THE RISK ASSESSMENT 

METHODS  

The studied-on risk assessment method in cybersecurity 
have been used to identify insider threats will be discussed. 
Furthermore, an analysis of the related works of the risk 
assessment method to ease the security condition task is 
offered.  

A. National Institute of Standards & Technology (NIST) 

The method described in NIST SP800-30 is a combination 
of quantitative and qualitative. The NIST 800-30 is primarily a 
model rather than a specialized method [9], [10]. It still 
contains a complete guide to defining all aspects of an effective 
risk management plan. It also contains the criteria and 
processes needed to assess and mitigate risk. It is suitable for 
better large organizations such as government agencies and 
large corporations. NIST SP800 supports organizations, CIOs 
(CIOs), security officers, IT consultants, and anyone who is 
generally involved with risk management in the organization 
[11]. 

The first step in NIST is to identify assets. System 
characteristics describe the boundaries of the system and the 
resources and information that make up the system. The 
characterization system defines the scope of the risk 
assessment effort, describes the operational authorization (or 
certification) boundaries, and provides the information 
necessary to define the risk (eg, hardware, software, system 
connectivity, and responsible department or support staff). 
There are two ways to identify an asset [12]. First, system-
related information can be applied to describe the IT system 
and its operating environment. The second method is to use 

information gathering techniques to solicit information related 
to the IT system process environment. Common information 
gathering techniques include questionnaires, live interviews, 
document review and the use of automated scanning tools. The 
target asset can be a single or multiple interrelated system. In 
the latter case, the domain of interest and all interfaces and 
dependencies must be well defined before applying the 
method. Fig. 2 below shown a basic NIST step. 

 
Fig. 2. NIST  Basic Model [12] 

B. The Operational Critical, Threat, Asset and Vulnerability 

Evaluation Process (OCTAVE) 

The OCTAVE method was developed by the Software 
Engineering Institute (SEI) at Carnegie Mellon University. 
This approach was established to help organizations identify 
and assess the risks of information systems, improve their 
capabilities and protect themselves from these risks [13]. The 
OCTAVE method consists of a set of rules and a skilled 
analysis team. The team is made up of people within the 
organization and is designed to conduct risk assessment 
procedures. Collect opinions from the analysis team and 
participants through questionnaires and surveys [15], [16]. 

Based on the inputs provided, the analysis is done in a 
structured and organized manner. There are several pre- and 
post-assessment activities. The risk assessment process consists 
of three main steps and eight of these three steps. 

The OCTAVE method can be extended to the OCTAVE 
standard, which is designed to meet the requirements of 
various situations. For example, a standard set can be applied 
to large organizations to small organizations. But the method is 
still the same and can be described as four main phases. The 
OCTAVE basic model is shown in the Fig. 3 below. 
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Fig. 3. OCTAVE Basic Model [13] 

C. The Facilitated Risk Assessment Process (FRAP) 

 
Fig. 4. FRAP Basic Model [18] 

The Facilitating Risk Assessment Program (FRAP) was 
established by Thomas Peltier [17]. Peltier aims to implement 
risk management techniques in a cost-effective manner to 
adapt to the rapid development of the business sector. Peltier 
also emphasizes the involvement of employees in the 
organization, rather than the advice of external experts. Since 
the model is designed to prioritize time-cost efficiency, the 
program includes only the pre-FRAP meeting, the FRAP 
meeting and the FRAP meeting. In the pre-FRAP meeting 
phase, the goal is to introduce participants to FRAP and 
announce the procedures and goals of the meeting. Once the 
participants reach an agreement, they can hold a FRAP 
meeting. There are two steps involved during the FRAP 

meeting. The first step is to browse the logistics, introduce the 
entire team and briefly repeat what was discussed in the pre-
FRAP meeting. The scope statement will then be exposed. In 
the second step, the FRAP team will review the elements to be 
reviewed, such as integrity, confidentiality and availability. 
The team also identifies threats, issues, and any other issues 
that may pose a vulnerability to the system. Next, the team will 
recommend controlling these vulnerabilities. After the FRAP 
meeting, the business manager, project leader and moderator 
will hold a meeting after the FRAP meeting and complete the 
action plan. The deliverables for this meeting include a 
summary of threats and existing controls, as well as a final 
report. The basic FRAP cycle model is shown in Fig. 4 below. 

D. The Central Risk Analysis and Management Method 

(CRAMM) 

The Central Computer and Telecommunications Authority 
(CCTA) Risk Analysis and Management Method (CRAMM) 
was developed by the British government in 1985. This tool 
has been developed and has been commercialized by Insight 
Consulting [19]. CRAMM is a qualitative tool that provides 
methods, calculations, and reports for security risk assessment. 

 The method and tool were developed mainly for 
application in large-scale organizations, but can be also applied 
to SMEs [20]. CRAMM can also be used to (a) Justify 
investment decisions in the security of information systems and 
networks, based on measurable results and (b) demonstrate the 
compatibility of the organizations’ information systems with 
the British standard during an auditing process. CRAMM 
consists of five phases which shown in the Fig. 5. 

 
Fig. 5. CRAMM Basic Model [20] 
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In general, OCTAVE and CRAMM methods are qualitative 
methods while FRAP is quantitative. NIST method is a 
combination of qualitative and quantitative types which is 
more dynamic and suitable for an organization. This makes the 
NIST model suitable for quantitative or qualitative research.  
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NIST risk assessment method is the most well-formed 
method. Each step has a specific target and enumerates several 
approaches to facilitate the procedure. Unlike the OCTAVE, 
CRAMM and the FRAP method, NIST method’s collection to 
the data is not limited to participants’ knowledge; it also 
includes conclusions and discoveries mentioned in other 
related documentation. 

Furthermore, OCTAVE, CRAMM and FRAP merely offer 
descriptions of each step; while for the NIST method, each step 
enumerates all the possible approaches to process the data. On 
the other hand, the OCTAVE and FRAP method are usually 
applied to the business area while CRAMM specifically for an 
aviation area. Especially for the FRAP method, the author of 
the FRAP method, explicitly stated that the FRAP method is 
not designed to assess the compliance of security requirements. 

Both the FRAP and OCTAVE method is implemented to 
meet the business need and requires less time and resources. As 
mentioned earlier, the OCTAVE method has eight steps and 
needs knowledge from three levels – senior management, 
operational area management and staff. The FRAP method 
only has a pre-Frap meeting, FRAP session and post-FRAP 
discussion, which can be accomplished by the FRAP team in 
one day. Obviously, the OCTAVE method is more complicated 
than the FRAP method and requires more people’s corporation. 

In a word, the OCTAVE method is a workshop-oriented 
method and requires the participation from a different 
department. The FRAP method is designed for business 
analysis instead of a security assessment. The OCTAVE, 
CRAMM and FRAP is largely dependent on the participants’ 
knowledge. As for the NIST method, the risk assessment 
process is refined into nine steps. Each step has a clear goal 
and all the possible approaches to accomplish the goal, which 
alleviate the bias brought by merely depend on participants’ or 
security evaluator’s knowledge.  

The differences between all four methods have been 
simplified in Table I below.   

TABLE I.  COMPARISON AMONG SEVERAL RISK ASSESSMENT METHODS 

Risk 

Assessment 

Methods 

Refere

nces 
Types Approach Phases 

Resource 

Required 

NIST 

[1], 

[4], 

[12], 

[11], 

[21], 

[10], 

[22], 

[23] 

  

Qualita

tive 

and 

Quantit

ative 

 System 

characterization  

 Threat 

identification  

 Vulnerability 

Identification 

 Control analysis  

 Likelihood 

Determination 

 Impact analysis 

 Risk 

Determination 

 Control 

Recommendatio

ns 

 Result 

Documentation 

Non-

government 

organizatio

n 

OCTAVE 

[13], 

[14], 

[15], 

[20], 

[24] 

Qualita

tive 

 Profile threats 

 Identify 

infrastructure 

vulnerability 

 Develop a 

security strategy 

and plan 

Internal and 

non-expert 

 

 

 

FRAP 

[16], 

[17], 

[25], 

[26]  

 

Quantit

ative  

 Pre-FRAP 

meeting 

 FRAP Session 

 Post-FRAP 

Process 

 

Internal 

Manager  

CRAMM 
[18], 

[19] 

Qualita

tive 

 Asset 

Identification 

 Threat and 

vulnerability 

assessment  

 Countermeasure 

selection and 

recommendation 

  

Qualified 

and 

experienced 

participant 

 

Fig. 6. Graph of four method 

Figure 6 shows the comparison of the used method in the 
industry. Based on the graph it shows that NIST has 8 number 
of an organization has been used. Compared with FRAP 4 
organization, CRAMM 2 organization and OCTAVE 5 
organization. Findings of this study indicate that the NIST 
method more famous and well known used in an organization 
for risk assessment.  

NIST method allows organizations to individually assess 
threats most relevant to their operations “and to develop a risk-
based approach to resource allocation”. It enables organizations 
to express their insider threat management efforts in terms of 
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(protect); manifested threats (detect); formulated incident 
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response strategies (respond); and business continuity plans 
(recover).  

Therefore, the NIST method provides the most complete 
and scientific approach among all the methods. 

IV. CONCLUSION AND FUTURE WORKS  

Several case studies have been made to provides a risk-
based detection method for insiders threats. It is not only to 
understand possible threats, but also help reduce overhead in 
the unified monitoring process. The results showed that the 
NIST method is well accepted in many organizations due to the 
systematic and convincing risk assessment planning. Besides 
this method is easy operative and practical. The framework can 
be improved further by assigning users to different classes 
according to their privileges and assigning different threshold 
values to each class. 
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