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Abstract— Intrusion Detection System (IDS) is a vital network 

security tool for protecting the network systems that consists of 

software and hardware to monitor all the inbound and outbound 

network and system activities for malicious activities in the network 

traffic. The purpose of IDS is to assists the network administrator or the 

system by sending alerts and notifications when there are possible 

incidents, which violations of computer security policies exist. 

However, IDS causes a false alarm when attacker perform 

modifications at the rules settings. Therefore, this study performs 

experiment to detect anomaly incident and intruder in the network 

system. The implementation on snort development is provided and 

testing is executed in order to prove that snort capable to detect intruder. 

The findings showed that anomaly user can be detected based on port 

scanning, telnet to port to detect the unusual traffic and monitoring 

using NMAP to identify abnormal activities. As a result, the impact of 

Snort could bring an alternative solution on network monitoring in 

terms of continuous detection on unusual traffic movements, cost 

effective since Snort is an open source product and it can be customized 

to suit with the network environment.     

 
Index Terms—Intrusion Detection System, Snort. 

I. INTRODUCTION 

ntrusion Detection System (IDS) is software, hardware or 

combination of both used to detect intruder activity [1]. IDS 

has different capabilities depending upon how complex and 

sophisticated the components are. IDS uses signatures, anomaly-

based techniques or both [2]. There are so many types of open 

source IDS in the market and significantly these study explain 

about one of the open source IDS which is known as Snort. Snort 

is an IDS available to the general public. The first part of the 

study mainly about the a) Snort components b) Snort installation 

process and also involving the process of make sure the Snort is 

up and running. After that, it shows the c) Snort capabilities to 

identify the unusual traffic coming from the attackers. All the 

logs from the experiment is recorded and explained. 

Furthermore, the screen capture of evidence and the log 

evidence are also included in this study. 

A. Intrusion Detection System  

 

Intrusion Detection System (IDS) is a type of security system 

for computers.  IDS helps to detects outer and inner attacks 

performed by attackers [3]. IDS collects information from 

various sources and analyzes information from many areas 

within a computer or a network to identify a potential security 

breaches from outside and inside attacks occurred at the 

organization [4].   

The advantages of IDS are it tracks changes of behavior in a 

network, inspects normal and abnormal system activities and 

performed automated process for attacks or incidents detection 

[5].  In fact, IDS is a tool to early detection and mitigation 

process for Denial of Service (DoS) Attack [6], [7]. Meanwhile, 

the disadvantages of IDS are it sometimes give a false alarm [8], 

time consuming and not really safe from attacks. 

B. Snort Components 

Snort is a combination of components that work together to 

detect incidents as illustrated in Figure 1, and each of the 

component is elaborated as given information [9] and [10]: 

 

 

 

Fig. 1. Snort Components. 

 

 Packet Decoder [11] 

Packet decoder collects packets from various network 

interfaces and prepares the packet to be preprocessed or sent 

to detection engine. Ethernet, SLIP or PPP is example of 

network interface. 

 

 Pre-processor [11] 
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The Pre-processor arranges the packet before detection engine 

applies some operation on the packet if the packet is corrupted. 

Sometimes, alert is generated if any anomalies are found in the 

packet. The intruder can bypass the IDS by changing or adding 

extra value at the sequence of string pattern. The major task 

perform by the pre-processor is the defragmentation.  

However, the attacker breaks the signature into two parts and 

sending them as two packets.  

 

 Detection Engine 

The detection engine takes the data from pre-processor and it’s 

plug-in and that data is checked through a set of rules. If the 

rules match the data in the packet, they are sent to alert 

processor. Nonetheless, it takes some times to response since 

different packets represents different pattern and also 

depending on the machine that able to execute rules defined. 

This is because the load of detection engine depends on 

number of rules, computational of the machine, speed of 

internal bus used in Snort machine and number of load on 

network. 

 

 Log and Alert System 

Log and alert system is vital for packet generation and 

messages since the packet is useful for log activity or create 

alert. Logs are kept in simple text files or tcp-dump style files.  

The location of logs and alerts can be modified using –l 

command in the command prompt. 

 

 Output Modules 

The output module saves the output generated by the log and 

alert system of Snort into the real time alerts and other 

parameters for network administrator to evaluate the network 

performance of the network in an organization. Functions of 

output modules are following: 

 Logging to /var/log/snort/alerts file or some other file 

 Sending SNMP Traps 

 Sending messages to syslog facility 

 Logging to a database like MySQL or Oracle 

 Generate extensible markup language (XML) output 

 Modifying configuration on routers and firewalls 

 Sending Server Message Block (SMB) messages to 

machines. 

 

II. Snort Implementation on Debian 

A. Snort Installation 

Snort installation is able to be deployed on Linux Operating 

System or on Windows. The concept of installation and how to 

use is almost similar. After Linux OS ready to use and repository 

already pointing to correct and available Linux index repo, 

simply type following command from terminal/console (do it as 

root /super user).  This command is for Debian Family, as 

illustrated in Figure 2. 

• apt-get install Snort 

 

Fig. 2. Debian SNORT Installation. 

After the installation process, in order to run Snort manually, the 

following command could be used to make sure the status of 

execution is enabled and stated as “OK”. 

 

/etc/init.d/Snort {strat|stop|restart} 

root@GatotKaca:~# /etc/init.d/Snort restart 

*Stopping Network Intrusion Detection System Snort            

[OK] 

*Starting Network Intrusion Detection System Snort              

[OK] 

 

To test if the installation process is correct and Snort able to 

collect and capture traffic properly, performed the following 

command: 

•“Snort” to set Snort on foreground state, and display to 

captured traffic on console immediately,  

•Snort –D to set Snort on daemon state, output of captured traffic 

can see on Snort log folder /var/log/Snort 

The output is shown in Figure 3. On the other hand, Figure 4 

shows the Log Folder based on the administrator, power user 

and permission for reading or writing or viewing the files in the 

folder.  
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Fig. 3. Debian Snort Execution Test. 

 

Fig. 4. Debian Snort Log Folder. 

 

B. SNORT Command Line  

Figure 5 shows an options that can be added when using 

Snort, this simple option that usually only used for simple 

SNORT configuration (option taken from Snort help menu). 

 

Fig. 5. Debian SNORT Command Line Option. 

III. RESULTS AND FINDINGS 

 

Snort has the capability to detect unusual incoming packet 

traffic in a network. Thus, based on the experiments conducted, 

several steps were implemented in obtaining the results. Firstly, 

sniffer mode, packet logger mode and network intrusion 

detection mode, which applied the components of IDS of packet 

decoder, pre-processor and detection engine. Secondly, the Log 

and Alert System; and Output Modules components are 

implemented in this experiment, which developed in Snort 

Rules, NMAP port scanning, setting alerts and monitoring 

phases. 

  

A. Snort Sniffer Mode 

 

In this mode, Snort acts commonly TCP dump program, it can 

display traffic in detail.  Example of this mode can produce by 

following commands: 

 

Snort –v   

 

output show only TCP/IP packet header to the screen console. 
11/29-03:00:12.783040 192.168.1.200:2889 -> 192.168.1.201:22 TCP 

TTL:128 TOS:0x0 ID:1766 IpLen:20 DgmLen:40 DF ***A**** Seq: 

0x8237039D  Ack: 0x3B443DA9  Win: 0x3EC5  TcpLen: 20 

 

Snort –dv    

 

output show IP Address, TCP/UPD/ICMP headers. 
 
11/29-03:00:46.864897 192.168.1.201:22 -> 

192.168.1.200:2889 TCP TTL:64 TOS:0x10 ID:45313 

IpLen:20 DgmLen:172 DF ***AP*** Seq: 0x3B447AC5  

Ack: 0x82370661  Win: 0x106  TcpLen: 20 C5 CD 85 4A 

43 72 A7 ED CC 75 9F 61 EC B4 EF 58  ...JCr...u.a...X 

3C 3A 26 A6 BC 71 A8 E1 93 E8 E7 D4 E4 16 3A 9E  

<:&..q........:. 3F 74 37 F4 0D C0 15 EC 83 29 06 6F 

44 F2 99 61  ?t7......).oD..a B3 3F F5 FD 18 72 AD 

35 1C 95 9D 64 D8 1B C4 63  .?...r.5...d...c CA 15 

B9 9B FF B7 02 11 31 E5 12 D2 5D FC 36 42  

........1...].6B F1 33 B8 53 20 C3 49 D5 8B BA 5D 10 

76 53 E5 8C  .3.S .I...].vS.. CD 52 38 50 A5 C5 8C 

A9 06 A3 06 90 B2 77 2A 34  .R8P.........w*4 8F F0 

FC 28 4B 10 5F D1 FF 38 92 A2 84 47 B1 10  

...(K._..8...G.. 05 7D B8 84                                      .}.. 

 

Snort –dev   

 

output show detail information of the headers include data 

link layer headers. 

 
11/29-03:01:10.014120 00:0C:29:2B:EE:C3 -> 

00:50:56:C0:00:01 type:0x800 len:0x9A 

192.168.1.201:22 -> 192.168.1.200:2889 TCP TTL:64 

TOS:0x10 ID:45373 IpLen:20 DgmLen:140 DF ***AP*** 

Seq: 0x3B44CF69  Ack: 0x8237098D  Win: 0x106  TcpLen: 

20 F3 DC D6 8F D4 E9 B7 2C E6 91 DF 56 F3 1A AA 23  

.......,...V...# 8E A9 64 96 F5 CD A1 7A C8 28 69 8D 

F7 CB 1B E8  ..d....z.(i..... 8E B8 57 CF 94 9E DD 

8A CB D9 E0 AE 43 ED BE 79  ..W.........C..y FB 7D 

9D E0 8C 9F 2E 24 FA 6C B5 75 B9 48 DC EA  

.}.....$.l.u.H.. EF A7 D9 59 26 47 0D C0 FE 26 5D 2B 

1E 0A 24 08  ...Y&G...&]+..$. F9 05 E2 9B D4 40 1D 
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5F 13 B4 56 F6 25 D8 AA B0  .....@._..V.%... 25 B4 

57 BB %.W. 

 

B. Packet Logger Mode 

 

In this mode all traffic that captured by Snort is stored on log 

folder. Before using this mode, make sure the folder is exists. 

 

Snort –dev –L /var/log/Snort/Snort.log 

Snort –dev –l /var/log/Snort/ 

 

 

C. Network Intrusion Detection System Mode (NIDS) 

 

Snort captures and display all traffic packets and save them to 

the log file. In this mode, Snort applies all rules on every 

captured packet. If match with rules, Snort makes decision just 

by displaying it on the log or generate an alert.  If packet does 

not match with any rules, it drops and Snort does not create any 

log. This command could be used to start snort on NIDS mode. 

 

Snort –c /etc/Snort/Snort.conf 

 

That command loads every line of Snort.conf and apply it as 

IDS like rules, ports, connecting folder and many more. Every 

log on every captured traffic that matched with Snort rules, 

execute -L command to pointing to the log folder. 

 

Snort –L/var/log/Snort/Snort.log  –c /etc/Snort/Snort.conf 

 

 

D. Snort Rules 

 

To analyze intruder or malicious activity, it is foremost in 

understanding the malicious pattern. The malicious pattern is a 

basic information to generate Snort rules. Snort detection is 

based on the Snort rules, which matched with the Snort rules in 

the database. Snort rules is a simple rules and easy to understand, 

because most of Snort rules write on single line and describes 

about basic structure of rule and how to use it. Snort rules are 

built from two logical parts, which are Rule Header and Rule 

Option [12]. Rule Header contains action that rule must be 

taken, while Rule Option comprises alert message and content 

criteria for matching with packet traffic.  Table 1 is the basic 

structure of Rule Header and Rule Option. 

 
TABLE I 

Structure of Snort Rule Header and Rule Option 

 

Rule Header 
 

 

Rule Option 

 

Inside the rule header consists of several rules in one data type 

or detecting multiples intrusion signatures as in Table 2.  

 
TABLE II 

Structure of Snort Rule Header  

 

Action 

 

Protocol 

 

Address 

 

Port 

 

Direction 

 

Message  

 

Port 

 

The first part of Snort Rule Header is action, which shows 

what action will Snort take when traffic data match with rules or 

when the condition on that rule is true. Following action that can 

be made by Snort:  

 

• Pass – This action make Snort ignores traffic 

• Log – This action used to Log traffic  

• Alert – This action used to generate an alert when 

traffic matched with rule condition 

• Activate – This action used to generate an alert and 

then activate another rule to check traffic (Nested rule) 

• Dynamic – This rule related with activate rule, this rule 

can be activated waiting “activate” action on other rule 

(passive rule) 

• User Defined Action – User can define their own action 

like saved as XML, send log via SNMP or send log to 

syslog. 

 

The second part is the protocol that describes what kind of 

traffic type is compared with rule. The protocol type that 

understand by SNORT are IP, ICMP, TCP and UDP. 

 

The third part is address. There are two part of address on 

Snort Rule which are Source Address and Destination Address. 

This address can be a single address or network address or any 

address (all address). The standard to write address for Snort 

rules is CIDR (Classless Inter Domain Routing). Snort supports 

to exclude addresses by using “!” symbol when define a Source 

Address or Destination Address. Example of address on Snort 

Rules. 

 

• 192.168.1.0/24 define a network class C with 

192.168.1.0 to 1.255 address range 

• 192.168.1.100/32 define a single host with IP 

192.168.1.100 

• ![192.168.1.0/24] define network address not from 

192.168.1.0/24 network address 

• [192.168.1.0/24,192.168.2.0/24] define their rule is for 

2 different network address 

 

A few example of Snort rules: 

 
• alert tcp $TELNET_SERVERS 23 -> 

$EXTERNAL_NET any (msg:"TELNET not on console"; 

flow:from_server,established; content:"not on 

system console"; nocase; 

reference:arachnids,365; classtype:bad-unknown; 

sid:717; rev:6;) 

• alert icmp $EXTERNAL_NET any -> $HOME_NET 

any (msg:"ICMP PING NMAP"; dsize:0; itype:8; 

reference:arachnids,162; classtype:attempted-

recon; sid:469; rev:3;) 

 

 

The fourth part of the rule header is port. Port part is useful 

for incoming packet or outgoing packet to the particular port or 

range ports. However, port part only useful for TCP and UDP 

type of packet. If type of packet is IP or ICMP, the port part just 

ignore them. Following is the example of port part : 
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• Set to port 23 to capture only packet originate to Telnet 

Server 

• Set to 80 to capture HTTP packet only 

• Set to 1024:2018 for capture range ports 

• Set to !53 for capture all packets except from/to port 53 

  

The fifth part is the direction. Direction part shows the flow 

of source and destination address/port. There are three type of 

direction: 

• -> this symbol show that part on the left this direction 

is source address and port whereas on the right side is 

destination address and port. 

• <- this symbol show that the packets are traveling from 

right side to the left side. 

• <-> this symbol show that packets are traveling on 

booth direction. 

 

The sixth part is the Message or Content (Rule Option). This 

message part activates when all content on rule option is on true 

state.  Table 3 shows the type of content that used by SNORT: 

 
TABLE III 

General Rule Snort (Manual) 

Keyword Description 

msg The msg tells the logging and alerting engine the 

message to print with the packet dump or alert. 

reference The reference allows rule to include references to 

external attack identification systems. 

gid The gid (generator id) is used to identify what part of 

Snort generates the event when a particular rule fires. 

sid The sid is used to identify Snort rules. 

rev The rev is used to identify revisions of Snort rules. 

classtype The classtype is used to categorize a rule as detecting 

an attack that is part of a more general type of attack 

class. 

priority The priority keyword assigns a severity level to rules. 

metadata The metadata allows a rule writer to embed additional 

information about the rule, which is in a key-value 

format. 

 

E. Monitoring Alert 

 

To monitor an alert, two things that must be accomplished, 

firstly the rule type and secondly, how to read Snort Log. In this 

section described how to read and analyze the log generated by 

Snort. The alert described that the source and destination port 

contains the same value that is 22 that communicate in the same 

interface. The source IP address is 192.168.1.2 that indicates an 

AP sending TCP packet to a host IP address of 192.168.1.200. 

The following logs shows the detail alert that has been 

monitored previously. 

 
11/29-04:49:57.953171 192.168.1.200:2889 -> 192.168.1.201:22 

TCP TTL:128 TOS:0x0 ID:4568 IpLen:20 DgmLen:92 DF 

***AP*** Seq: 0x8237779D  Ack: 0x3B4A04A9  Win:  TcpLen: 20 

• Date and time the packet was captured. 

• Source IP address is 192.168.1.2. 

• Source port number is 22. 

• Destination IP address is 192.168.1.200. 

• Destination port is 22. 

• Transport layer protocol used in this packet is TCP. 

• Time To Live or TTL value in the IP header part is 128. 

• Type of Service or TOS value is 0x01. 

• Packet ID is 4568. 

• Length of IP header is 20. 

• IP payload is 92 bytes long. 

• Don’t Fragment or DF bit is set in IP header. 

• Two TCP flags A and P are on. 

• TCP sequence number is 0x8237779D. 

• Acknowledgement number in TCP header is 0x3B4A04A9. 

• TCP Window field is 0x4029. 

• TCP header length is 20. 

 

F. Tuning IDS 

 

Tuning an IDS can be done by using a signature that already 

created by SNORT community or user can build it themselves 

using their knowledge. This two method have different 

advantages and disadvantages. Before start to create the rule of 

Snort, placement of Snort sensor must considered too. Location 

of that sensor effects the rule of Snort, which information used 

to make decision which location is the best location to locate 

Snort sensor. In fact, decision need to be made on type of IDS 

to be used, which is NIDS or HIDS or both of them. 

 

G. Unusual Traffic and Log Evidence Identification 

 ICMP Unusual Packet 

 

This scenario is to test an ICMP signature to detect unusual 

ICMP packet. By sending ICMP packet that have a big size and 

have not default Time to Life value. First we create the signature 

to handle that traffic. 

 
alert icmp any any -> $HOME_NET any (msg:"Ping 

with ttl =100";ttl:=100;sid:1000004;) 

alert icmp any any -> $HOME_NET any (msg:"ICMP 

Large ICMP Packet"; dsize:>800; \ 

reference:arachnids,246; classtype:bad-unknown; 

sid:2000499; rev:4;) 

 

The signature inform that SNORT detects any ICMP packet 

from any address and any port that come to Home network with 

any port that have number of TTL 100 and have size more than 

800 bytes. Figure 6 show the output log of SNORT and Figure 

7 shows the alert log. 
 

 
Fig. 6. Output SNORT Log. 
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Fig. 7. Output SNORT Alert. 

 Port Scanning using NMAP 

 

Nmap is one of application that used by many attacker to scan 

the whole possible open port on targeted host. The method is by 

send SYN packet to all targeted host ports and wait for any ACK 

which inform attacker about the port status. 

 
alert tcp $EXTERNAL_NET any -> $HOME_NET 705 

(msg:"SNMP AgentX/tcp request"; 

flow:stateless;flags:S+;\reference:bugtraq,4088; 

reference:bugtraq,4089; reference:bugtraq,4132; 

reference:cve,2002-0012;\ 

reference:cve,2002-0013; classtype:attempted-recon; 

sid:1421; rev:11;) 

 

alert udp $EXTERNAL_NET any -> $HOME_NET 1900 

(msg:"SCAN UPnP service discover attempt";\content:"M-

SEARCH "; depth:9; content:"ssdp|3A|discover"; 

classtype:network-scan; sid:1917; rev:6;) 

 

The first alert reads any traffic from external network to home 

network port 705 (protocol to communicate depending on the 

application), that have a stateless flow and a flag S packet as 

shown in Figure 8. Second alert detects every traffic that have 

M-Search content and on depth 9 that has ssdp or 3A or discover 

content as in Figure 9. 

 

 
Fig. 8. Alert of NMAP Port scanning. 

 

 
Fig. 9. Alert of NMAP Port scanning attempt. 

 

 Telnet Session Login and Logout 

 

Another example for unusual or incidents detection at any 

session login, comes from port 23 using Telnet log in session for 

instance: 

 
alert tcp any any - > $HOME_NET 23 (msg:"TELNET session login 

and logout "; flags: A+F+; sid:10000718;\ 

rev:1;) 

log tcp any any < > any 23 (session:printable; sid:2000001;) 

 
This rule detects any traffic to home network port 23 that 

consist of flag ACK and FIN as in Figure 10, which means telnet 

session has been started and finished. Log out any session 

information traffic through port 23 as illustrated in Figure 11. 

 

 
Fig. 10. Alert for any finished Telnet session. 
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Fig. 11. Log session from Telnet session. 

Based on the experiment results, shown that a user identity is 

detected as malicious incident since user typically need to access 

into the system. However, Figure 11 illustrated that the user is 

neither not log in nor log out. As a result, Snort is capable to 

detect malicious activity or anomaly incidents in the network 

system. 

 

IV. CONCLUSION  

 
As conclusion IDS is used to help the administrator to monitor 

the network and the host activity inside the organization. There 

are so many activity could be perform in the IDS to maintain the 

network security and alerts the administrator so that they could 

take an immediate actions if there is attacks from the intruders. 

On the other hand, the administrator also could fine-tuning IDS 

so that they could make their job easier and reduce the false 

negative alerts. The determining, tuning the IDS and understand 

the pattern would be easier when the administrator gain more 

knowledge and experience when applying the IDS in their 

environment. 
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