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ABSTRACT 

 

 

 

The current threat landscape shows that the rapid evolving cyberattacks with the Tactic, 

Technique and Procedure (TTPs) used by an adversary become less predictable, more 

persistent, resourceful, money motivated and better funded. Many organisation has taken an 

initiative to utilize Cyber Threat Intelligence (CTI) in their security posture in attributing 

cyberattack effectively. However, the massive amount of data from threat intelligence feeds 

for CTI is sketchy and not dependable in terms of quality. This voluminous data can lead to 

ineffectiveness of identifying cyberattack attribution level due to a lack of useful data from 

various data sources. To fully leverage CTI capabilities for threat attribution, an organisation 

need to spend their focus more on discovering the hidden knowledge behind the voluminous 

data to produce an effective cyberattack attribution. Hence, this thesis focused mainly on the 

relationship between data in the CTI, with the aim of investigating the critical CTI process 

involved in cyberattacks attribution and formulating the association ruleset to perform the 

attribution process in the CTI. Data collected from various sources underwent preprocessing 

state to prepare a required data format for data analysis. Prior to that, an analysis of CTI 

framework was conducted to classify the critical CTI processes that involved in cyberattack 

attribution. Based on these critical processes, an experiment is designed to produce 

cyberattack attribution. This attribution was produced through data preprocessing and 

association analysis processes. In data preprocessing, a clean and useful data is produced 

and become as an input for association analysis process. Then, the Apriori algorithm is used 

to formulate association ruleset in association analysis process and is known as the CTI 

Association Ruleset (CTI-AR). The CTI-AR was evaluated and validated to verify its 

effectiveness in identifying cyberattack attribution level by using an experimental approach. 

The results showed that CTI-AR effectively identify the attributes, relationship between 

attributes and attribution level group of cyberattack in CTI. This confirmed that CTI-AR 

capable to identify a strong and meaningful association between basic indicator of 

compromise (IOC) in network traffic and TTPs that can help to perform cyberattack 

attribution. This research has a high potential of being expanded into cyber threat hunting 

process in providing a more proactive cybersecurity environment. 
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FORMULASI SET PERATURAN SEKUTUAN UNTUK PROSES ATRIBUSI 

SERANGAN SIBER DALAM KECERDASAN ANCAMAN SIBER MENGGUNAKAN 

ALGORITHMA APRIORI 

 

 

ABSTRAK 

 

 

 

Lanskap ancaman semasa menunjukkan serangan siber berkembang pesat dengan taktik, 

teknik dan prosedur (TTP) yang diguna pakai oleh penjenayah siber semakin sukar 

diramal,lebih ampuh,lebih bijak dan berpaksikan kepada keuntungan wang ringgit. 

Disebabkan ini, banyak organisasi telah mengambil pelbagai inisiatif untuk mengurangkan 

jurang terhadap penyerang dengan menggunakan ‘Cyber Threat Intelligence’ (CTI) dalam 

postur keselamatan mereka. Walau bagaimanapun, jumlah data yang banyak dari sumber 

data CTI adalah samar dan tidak boleh dipercayai dari segi kualiti. Hal ini boleh 

menyebabkan pengenalpastian tahap atribusi serangan siber kurang efektif kerana 

kekurangan data yang berguna dari pelbagai sumber data. Oleh itu untuk memanfaatkan 

sepenuhnya kemampuan CTI dalam atribusi ancaman siber, sesebuah organisasi perlu 

memberikan lebih banyak tumpuan dalam mengenalpasti informasi yang tersembunyi di 

sebalik data-data CTI supaya dapat menghasilkan atribusi ancaman siber yang lebih 

berkesan. Dengan kata lain, fokus utama kajian ini adalah terhadap hubungkait antara data 

dalam CTI dengan menyasarkan penyiasatan terhadap proses yang kritikal di dalam CTI 

untuk kegunaan atribusi serangan siber dan memformulasikan peraturan sekutuan untuk 

melaksanakan proses atribusi di dalam CTI. Data yang dikumpulkan dari pelbagai sumber 

disediakan dalam format yang diperlukan untuk data analisis dengan menggunakan 

pemprosesan data awal. Sebelum itu, analisis proses kerangka kerja CTI yang sedia ada 

dijalankan untuk mengklasifikasikan proses yang kritikal di dalam CTI untuk atribusi 

ancaman siber. Berdasarkan proses yang kritikal tersebut, reka bentuk eksperimen dibina 

untuk menghasilkan atribusi serangan siber. Atribusi ini dimulakan dengan pemprosesan 

data awal untuk menghasilkan data yang berkualiti dan bersih yang dapat digunakan dalam 

proses analisis sekutuan. Kemudian, algoritma Apriori digunakan untuk memformulasikan 

peraturan sekutuan di dalam proses analisis dan dikenali sebagai peraturan sekutuan CTI 

(CTI-AR). CTI-AR dinilai dan disahkan keberkesanannya dalam mengenal pasti tahap 

atribusi serangan siber dengan menggunakan pendekatan eksperimentasi. Hasil ujian 

daripada pendekatan eksperimentasi menunjukkan CTI-AR secara efektif dapat 

mengenalpasti atribut-atribut, hubungkait antara atribut-atribut dan juga tahap atribusi 

untuk serangan siber dalam CTI. Hal ini membuktikan CTI-AR dengan efektif dapat 

mengenalpasti hubungkait yang kuat dan bermakna di antara ‘indicator of compromise’ 

(IOC) asas dalam rangkaian dan TTPs yang dapat membantu dalam melaksanakan atribusi 

serangan siber. Seterusnya, penyelidikan ini berpotensi tinggi untuk dikembangkan menjadi 

proses pemburuan ancaman siber dalam menyediakan persekitaran keselamatan siber yang 

lebih proaktif. 
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INTRODUCTION 

1.1 Introduction 

Since cybersecurity inception in 1990, technology has undergone an immense growth 

in computing and network services, enabling changing of information at our fingertips. At 

the same time, sophisticated cyberattacks begin to be utilized by attackers, hence, improving 

their tactics, techniques, and procedures (TTP) to bring more damage to  organizations and 

the public (Watkins, 2017). For example, in 2016, a new variant of a botnet called Mirai was 

used by attackers to launch a massive distributed denial-of-service (DDoS) attacks which 

temporarily crippled Krebs on Security, OVH, and Dyn that exceeded 600 Gbps in volume 

(Antonakakis et al., 2017). This overwhelming traffic was sourced from hundreds of 

thousands of some of the Internet's least powerful hosts Internet of Things (IoT) devices. As 

for the local threat landscape, the number of infected machines or botnets used by an attacker 

to launch cyberattacks recorded a high number from the year 2013 to 2019, as depicted in 

Figure 1.1. 

Figure 1.1 shows the number of botnet infections in Malaysia reported by the 

Malaysia Computer Emergency and Response Team (MyCERT). Generally, the statistic 

shows that the average number of unique IPs infected from the year 2013 to 2019 were above 

one million IPs per year. Hence,causing a growing concern among organizations because an 

attacker can manipulate this infected machine to perform any illegal activities such as 

deploying malware, initiating attacks on websites, stealing personal information and mining 

cryptocurrencies. Moreover, these illegal activities have resulted in a huge financial loss to 
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organizations due to the significant motivation shift of attackers from intention of causing 

damage to gaining financial benefits through stolen sensitive information such as personally 

identifiable information (PII) and financial records. 

 

 

Figure 1.1: Botnet infection in Malaysia from 2013 to 2019 (MyCERT, 2019) 

 

The Federal Investigation Bureau (FBI), in conjunction with the Internet Crime 

Center (IC3),  estimated 300,000 reported cases per year on average in its 2019 internet 

crime report. The victims suffered $3.5 billion loss in 2019 alone (Federal Bureau of 

Investigation, 2019) as depicted in Figure 1.2. 

 

 

Figure 1.2: Yearly report of incident and financial impact on cyberattack (Federal Bureau 

of Investigation, 2019)  
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Figure 1.2 depicts the number of reported incidents and financial impact due to 

cyberattacks from 2015 to 2019 as reported by FBI and IC3 in their 2019 Internet Crime 

Report. It also shows that the total number of incidents keep on increasing  and consistently 

above 280,000 cases yearly. The direct cost damage  increased significantly from US$ 1.1 

billion in 2015 to US$ 3.5 billion in 2019. Figure 1.2 also indicates that cybercriminals have 

improved their tactics, techniques, and procedures (TTP) to the point where 

detection,investigation and remediation are difficult to execute (Watkins, 2017). The loss of 

money demonstrates that cybercrime has given cybercriminals a great opportunity to earn 

money from the increasing number of connected devices. The prevalence of these crimes 

was shown in the 2019 report. The figure shows that there is no reduction in the number of 

infected machines, and the financial impact on the victim is immense, as the organization 

facing a problem to effectively identify the source and locations of a perpetrator. Hence, a 

solution is needed to effectively find the location and origin of an attacker that can properly 

mitigate and reduce the number of infected machines. 

The increasing number of botnet infection has caused the loss of a large amount of 

money. Although traditional defence mechanism such as firewall, IDS and IPS was in place, 

organizations are unable to reduce and mitigate the infection rate because attackers seem to 

improve their TTPs when launching a complicated cyberattack. As an option, many 

organizations have utilized CTI to mitigate and reduce the infection rates. CTI can provide 

a lot of data from various sources that can help organizations to conduct analysis in 

cyberattack attribution. However, the voluminous data from CTI consist of raw data that can 

hinder organizations from performing cyberattack attribution effectively. Thus, this thesis 

focused on performing cyberattack attribution by extracting hidden knowledge behind 

voluminous data within the CTI. 
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1.2 Research Problem 

As the TTPs used by an adversary become unpredictable, determined, imaginative, 

funded, far more coordinated and financially motivated, acquiring useful information from 

threat information sharing is essential for cyberattack attribution. CTI, as one of threat 

information sharing frameworks, has received a lot of media attention in mitigating and 

reducing cyberattack infection. However, one of the common issues in CTI is the quality of 

voluminous data from shared information and there is scarce literature in discussing the 

meaning of quality, basic methods and tools for assessment (Sauerwein et al., 2017). A huge 

volume of data in the CTI consists of raw data without a meaningful relationship between 

the data. This voluminous data can lead to the ineffectiveness of identifying cyberattack 

attribution levels due to a lack of useful data from various data sources. Cyberattack 

attribution process can provide a meaningful relationship between data by identifying the 

attribution level and hidden knowledge behind the data to assist organizations in decision 

making (Qamar et al., 2017). However, the current cyberattack attribution technique is 

ineffective in handling the voluminous data in CTI because it relies heavily on the manual 

process performed by the security analyst and is strictly related to the analyst's knowledge, 

creating human bias and error-prone (Karafili, 2019). Moreover, this cyberattack attribution 

technique did not focus on identifying full list of attributes in attribution levels that can be 

used to classify cyberattack attribution level to help security analysts and organizations in 

decision making (Qiang et al., 2017; Noor et al., 2018; Pitropakis et al., 2020). 

Therefore, a data mining process is needed to help security analysts to find the 

relationship between datasets and perform the cyberattack attribution process in CTI.  The 

proposed research was to formulate an association ruleset for cyberattack attribution process 

in CTI.  This ruleset would enable the discovery of hidden knowledge behind the raw data 

in identifying the attribution level.  
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Hence, the research problem statement of this research is as follows: 

A rapid evolving cyberattacks with the TTPs used by an adversary become less 

predictable, more persistent, more resourceful, better funded, and motivated by 

money. CTI can assist in attributing the current cyber threat. However, a huge 

volume of data in the CTI consists of raw data without a meaningful relationship 

between them. This voluminous data can lead to the ineffectiveness of identifying 

list of attributes in attribution level and classifying cyberattack attribution level 

due to the lack of useful data from various data sources. 

 

The above research problem statements are summarized into one research problem 

(RP), as illustrated in Table 1.1. 

 

Table 1.1: Summary of research problems  

No  Research Problem (RP) 

RP1  CTI can assist in attributing the current cyber threat. However, a huge volume of data in 

the CTI consists of raw data without a meaningful relationship between the data. This can 

lead to the ineffectiveness of identifying list of attributes in attribution level and classifying 

cyberattack attribution level due to lack of useful data from voluminous data in CTI. 

 

This research problem (RP) is addressed to describe voluminous data with no 

relationship issue in the current CTI in connecting the indicators of compromise for 

cyberattack attribution. 

 

1.3 Research Questions 

Three research questions (RQ) were constructed from the research problems (RP) 

presented as follows: 

RQ1: How to get meaningful data in CTI? 

This research question is constructed by considering the CTI issues as highlighted in 

RP1 which describe the growing numbers and complexity of cyberattack and CTI role in 
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attributing the cyberattack. This RQ is addressed to analyze and classify the CTI process for 

cyberattack attribution. 

RQ2: How to improve the cyberattack attribution process in CTI? 

Various types of data sources such as advisory, blog, news portal, technical report, 

dark web and open source security feeds can produce a lot of IOC in CTI for cyberattack 

attribution. However, the voluminous data in CTI consist of raw data without a meaningful 

relationship between the data. Hence, the data mining technique is required to discover the 

relationship between raw data in CTI to produce an effective cyberattack attribution. This 

RQ is addressed to improve cyberattack attribution process in CTI to produce cyberattack 

attribution effectively. 

RQ3: How can the effectiveness of proposed association rules be measured in cyberattack 

attribution process of CTI?  

This research question is constructed to evaluate the significance of the proposed 

solutions for the research problems (RP1) addressed in Section 1.2. The summary of the 

research questions (RQ) for the research problem (RP) is presentrd in Table 1.2. 

 

Table 1.2: Summary of research questions 

RP RQ Research Question (RQ) 

RP1  

  

RQ1  How to get meaningful data in CTI? 

RQ2  How to improve the cyberattack attribution process in CTI? 

RQ3  How can the effectiveness of proposed association rules be measured in 

cyberattack attribution process of CTI? 

 

These three research questions are the primary guides to formulate the research 

objectives of this research. 
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1.4 Research Aim and Objectives 

Based on the research questions in the previous section, a research aim was 

formulated as follows: 

This research aimed to formulate association ruleset for cyberattack 

attribution process in CTI in order to help the security analysts in producing 

more effective cyberattack attribution. 

 

Three research objectives (RO) are identified as follows:  

RO1: To classify cyberattack attribution process in CTI by analysing the existing process in 

CTI framework 

This objective is to classify the existing cyberattack attribution process in CTI. 

Identifying and classifying this process can lend insights into ways cyberattack attribution is 

investigated and which critical phases and processes are involved. This is also to discover 

from current approaches, the expected output of cyberattack attribution where it can assist  

security analysts in revealing the hidden knowledge and meaningful data from CTI. 

RO2: To formulate an association ruleset for cyberattack attribution process in CTI using 

Apriori algorithm  

The cyberattack attribution process in CTI will involve data preprocessing and 

attribution analysis using various open-source security feeds. This process is to formulate 

association ruleset using Apriori algorithm. Association ruleset can provide the relationship 

among raw data in CTI, in order to help security analysts to fully leverage CTI for 

cyberattack attribution. 

RO3: To evaluate and validate the effectiveness of the proposed association ruleset that can 

identify list of attributes in attribution level and classify cyberattack attribution level 

The third objective was to evaluate and validate the proposed association ruleset as 

to whether it achieves the aim of assisting security analysts in identifying list of attributes in 
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attribution level and classifying the cyberattack attribution level. These capabilities are to 

identify a strong association between basic IOC in network traffic for cyberattack attribution. 

The summary of the three research objectives in relation to the research questions 

and research problem is shown in Table 1.3.   

 

Table 1.3: The summary of the research problem (RP), research questions (RQ) and 

research objectives (RO)  

 
RP RQ RO Research Objective (RO) 

RP1 RQ1 RO1 To classify cyberattack attribution process in CTI by analysing 

the existing process in CTI framework  

RQ2 RO2 To formulate an association ruleset for cyberattack attribution 

process in CTI using Apriori algorithm  

RQ RO3 To evaluate and validate the effectiveness of the proposed 

association ruleset that can identify list of attributes in 

attribution level and classify cyberattack attribution level 

 

1.5 Research Scope 

The scope of this research focuses on several issues: 

• The security feeds collected from Shadowserver, MITRE and CERT. 

• This thesis has been carried out on dataset from tactical and operational threat 

intelligence. The basic IOC as the most representative indicator in 

cyberattacks such as IP address, domain name, URL, file hash and port 

number are selected from tactical intelligence (Gong et al., 2018). For 

operational intelligence data, TTP that consists of technique, tactic, software 

and tools is selected from MITRE knowledge-based because it is more useful 

and has a longer lifespan (Noor et al., 2018). 
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1.6 Research Contributions 

This research has contributed to several issues as presented in this section which is 

derived from the research aim and objectives described in Section 1.4. A summary of the 

research contributions is illustrated in Table 1.4. 

 

Table 1.4: Summary of research contributions 

RP RQ RO Research Contributions 

RP1  
 

RQ1  RO1  • Identification list of attributes in attribution levels  

• Classification of cyberattack attribution level 

RQ2 RO2 • Formulation of an association ruleset to identify list of attributes 

attribution level and classify cyberattack attribution level 

RQ3 RO3 • An effective ruleset that provides the capability to identify list of 

attributes in attribution level and classify cyberattack attribution level. 

• An effective ruleset that provides the capability to identify relationship 

of association between basic IOC in network traffic and TTPs that can 

help to perform cyberattack attribution 

 

Table 1.4 shows the research contributions, which are: 

i) Identification list of attributtes in attribution levels for cyberattack attribution. 

ii) Classification of cyberattack attribution levels for cyberattack attribution. 

iii) Formulation of an association ruleset to identify list of attributes in attribution 

level and classify cyberattack attribution level to perform the cyberattack 

attribution in CTI. 

iv) Formulation of an effective ruleset that provides the capability to identify list of 

attributes in attribution level and classify cyberattack attribution level. 

v) Formulation of an effective ruleset that provides the capability to identify 

relationship of association between basic IOC in network traffic and TTPs that 

can help to perform cyberattack attribution. 
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1.7 Thesis Outline 

The thesis organization of this research is illustrated in Figure 1.3. 

 

 

Figure 1.3: Thesis Outline 

 

Based on the objectives previously presented and the approaches proposed before, 

this thesis is made up of six (6) chapters as summarized in the following: 

• Chapter 1. Introduction. This chapter provides a brief introduction to the 

current trends of cyberattack, the field of cyber threat intelligence and 

cyberattack attribution. A summary of the challenges in cyberattack 

attribution is addressed, followed by the research problems, research 

questions, research objectives, research methodology and a summary of the 

contributions of this research and finally, the thesis organization. 

• Chapter 2. Literature review. Chapter Two elaborates on the problems 

described in Chapter One about CTI and cyberattack attribution. This chapter 

starts with reviewing the cyber threat and cyberattack definition then CTI that 

includes CTI definition, data source in threat intelligence, standards and tools 

implement in threat intelligence, threat intelligence subtype and current issue 

in threat intelligence. This chapter also discusses the current threat 
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intelligence framework, an indicator of compromise, data preprocessing 

technique, data mining technique for attack attribution, and cyberattack 

attribution issue in threat intelligence framework.This chapter fulfills the first 

research objective (RO1) which is to analyze and classify the cyberattack 

attribution process in CTI. 

• Chapter 3. Methodology. Chapter Three provides a discussion on the 

methodology of this thesis. The research methodology is developed in order 

to achieve all research objectives.Then this chapter elaborates the data 

analysis generated from the experiments in order to produce  a clean data. This 

clean data is used to generate association ruleset for cyberattack 

attribution.Association ruleset can provide the relationship among raw data in 

CTI, and help security analysts to fully leverage CTI framework for 

cyberattack attribution. Finally, this chapter explains the formulation of the 

proposed association analysis namely CTI Association Ruleset (CTI-AR) to 

aid cyberattack attribution process in CTI. 

• Chapter 4. Implementation. Chapter Four discusses the implementation of 

the proposed CTI Association Ruleset (CTI-AR).  In this chapter, the design, 

components, limitations and assumption of the implementation are described. 

The details of proposed process will be explained. The algorithm in generating 

the ruleset to perform cyberattack attribution will also be explained in this 

chapter. 

• Chapter 5. Result evaluation and validation. Chapter Five presents the 

results of the evaluation and validation approach of this thesis in order to 

achieve the RO3. The approach used is experimental-based. The experimental 

approach uses the developed prototype of the proposed CTI-AR. The 
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proposed CTI-AR is evaluated in term of its effectiveness in performing the 

cyberattack attribution process in CTI framework and the results of the 

experiments are discussed.  

• Chapter 6. Conclusions. This chapter provides an overview of the chapters 

in this thesis. The final conclusion, contributions and limitation of this 

research are also presented. The areas that could extend the research in the 

future are also discussed. 

 

1.8 Summary 

The current threat landscape shows the rapid development of cyberattack with an 

attacker using more complicated attack methods, motivated by money. An organization often 

a step behind the attacker when it comes to mitigate the attack. Due to this, many 

organizations have already taken an initiative to reduce the gap against the attacker by 

utilizing CTI in their security posture. A lot of data from the various source from CTI can 

help an organization to conduct an analysis in attributing the cyberattack. However, manual 

attribution performed by security analysts and aggravated by voluminous data from CTI that 

consist of raw data can hinder an organization from effectively conducting cyberattack 

attribution. 

Therefore, the thesis proposes a solution to formulate association ruleset for 

cyberattack attribution process in CTI. This research will focus on the field of association 

rule mining to extract hidden knowledge behind voluminous data in CTI that can help 

security analysts in producing more effective cyberattack attribution. This chapter provides 

an introduction to the research by describing the research background, the outline of the 

research problems, questions, aim, and objectives. The research methodology to be used in 

realizing the research aim and objectives is also covered. 
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LITERATURE REVIEW 

2.1 Introduction 

Chapter One has highlighted the problem statement and objectives of the research.  

This chapter reviews the literature and analysis on areas like Cyber Threat, Cyber Threat 

Intelligence (CTI), CTI Framework and cyberattack attribution, as shown in Figure 2.1. The 

results of the literature review are used to achieve the RO1 which is classified as cyberattack 

attribution process in CTI. 

 

 
 

Figure 2.1: Framework of literature review 

 

Section 2.2 discusses cyberattacks and cyber threats. The relations between data, 

information, and intelligence are described in Section 2.3. This section also discusses the 
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structure of cyber threat intelligence (CTI) and the current issue in CTI. In this section, the 

main issue that motivates this research is identified. Section 2.4 presents the related works 

and existing process in CTI Framework to identify the phase in which the cyberattack 

attribution process is located. Section 2.5 discusses the related works on attribution, an 

indicator of compromise (IOC) that relates to attribution and existing attribution analysis 

technique. In this section, the cyberattack attribution analysis technique and cyberattack 

attribution level are identified and the IOC type for cyberattack attribution is proposed. 

Section 2.6 discusses the overall analysis of the CTI Framework and cyberattack attribution. 

In this section, the existing CTI framework is presented as a guideline in enhancing CTI 

framework for cyberattack attribution. Section 2.7 proposes the solution to cyberattack 

attribution, and finally, Section 2.8 summarizes the issues discussed in Chapter Two. 

2.2 Cyber Threat and Cyberattack 

In this section, the definition of cyber threat and cyberattack are reviewed and 

analyzed. The review is to better comprehend the characteristics of cyber threat and 

cyberattack to achieve the RO1.  

2.2.1 Definition of Cyber Threat and Cyberattack 

These days, there is no mutual agreement among IT security practitioners on the best 

way to characterize cyberattack and cyber-threat while this term is being utilized conversely 

(Scarfone and Piper, 2015). While no distinction is made between cyber threats and 

cyberattacks, both must be taken into account when identifying the cyber threat intelligence 

(CTI) as it forms a critical component in all aggressive cyber situations (Robinson et al., 

2015; Seemma et al., 2018; Dunn Cavelty and Wenger, 2020). 

There are many concepts that describe the cyberattack and cyber threats for both are 

the mainstream media's most debated topics (Holland, 2017). In 2013, the U.S. government 
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viewed cyber-threat in a broad definition that includes a wide range of security measures and 

malicious activities occurring across cyberspace including website defacement, cyber 

espionage, intellectual property theft, service attacks denial, and destructive malware 

(Franzen, 2013). 

Marshall and Saulawa (2015) described cyber threat as an activity intended to 

compromise the security of an information system by altering the availability, integrity, or 

confidentiality of a system or its information. Cyberattack refers to deliberate actions to alter, 

disrupt, deceive, degrade, or destroy computer systems or networks or the information or 

programs resident in or transiting these systems or networks. 

Abomhara and Køien (2015) viewed cyber threat as an action that exploits security 

weaknesses in a system and impacts negatively on it. Furthermore, cyberattack is an action 

taken to harm a system or disrupt normal operations by exploiting vulnerabilities using 

various techniques and tools. 

In contrast, Oxford Dictionaries (2017) describes cyber threat has the potential for 

malicious attempts to harm or interrupt a computer network or device, as opposed to the US 

government. Cyberattack refers to hackers’ attempt to damage or disable a computer network 

or device. 

Futter (2018) viewed cyber threat as operations that target the information space 

through computer-enabled systems (for example, seeking to confuse or deceive through the 

use of social media such as Twitter), utilizing computer-based technologies or networks to 

achieve its purpose. Cyberattack is defined as operations used by an attacker to attack the 

information directly within computer systems.  



16 

Table 2.1: Cyber threat and cyberattack definition 

Author  Cyber Threat Cyberattack 

(Marshall and 

Adbullahi, 

2015) 

an activity intended to compromise the 

security of an information system by 

altering the availability, integrity, or 

confidentiality of a system or its 

information. 

deliberate actions to alter, disrupt, 

deceive, degrade, or destroy 

computer systems or networks or 

the information and/or programs 

resident in or transiting these 

systems or networks 

(Abomhara 

and Køien, 

2015) 

an action that exploits security weaknesses 

in a system and impacts negatively on it. 

actions taken to harm a system or 

disrupt normal operations by 

exploiting vulnerabilities using 

various techniques and tools 

(Oxford 

Dictionaries, 

2017) 

some malicious attempts to harm or disrupt 

a computer network or system 

hackers attempt to deactivate or 

damage a computer network or 

system 

(Futter, 2018) operations that target the information space 

via computer-enabled systems (for 

example, seeking to confuse or deceive 

through the use of social media such as 

Twitter) , utilizing computer-based 

technologies or networks to achieve its 

purpose 

operations that attack information 

within computer systems directly 

 

Table 2.1 shows the definition of cyber threat and cyberattack by several researchers. 

In short, cyber threats involve a situation where malicious activity is a possibility and 

cyberattacks occur when the event becomes a reality. 

 

2.2.2 Analysis of Cyber Threat and Cyberattack 

As discussed previously, there is no common consensus on the exact definition of 

cyber threat and cyberattack. This term is used interchangeably between community to better 

suit their cyber situation and environment. 

In this thesis, cyber threat is defined as the possibility that a particular attack may 

occur and cyberattack is defined as an offensive action. Therefore, cyberattack will be used 

throughout this thesis to achieve RO1 which is to understand the characteristics of cyber 

threat intelligence in order to produce an effective cyberattack attribution. 
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2.3 Cyber Threat Intelligence (CTI)  

As the threat lanscape increases and grows more sophisticated, there is still no mutual 

agreement with the information security community to describe cyber threat intelligence by 

using the terms intelligence, cyber intelligence and cyber threat intelligence which are often 

misleading (FS-ISAC, 2017). The fundamental concept to define and explain how 

information is derived from cyber threat intelligence is essential for the information security 

community. This section will begin with analyzing the relationship between raw data, 

information extract from that data and the intelligence gathered from that information. Then, 

the definition and terms used by the security community are defined, being used widely and 

interchangeably in the field of threat intelligence. This section also reviews the standards 

and tools in CTI, data source being used for CTI and CTI subtypes. This section also 

highlights the current issue in CTI for further research and improvement. 

 

2.3.1 Cyber Threat Intelligence Definition 

Cyber Threat Intelligence (CTI) has become a hot topic in information security (IS) 

in recent years. Studies on defining the concept and businesses often apply their own 

interpretations to distinguish their products, leading to a certain amount of ambiguity 

(Hartley, 2017; Sergei Boeke, 2017). Hence, there are numerous different meanings to 

describe the term. Cyber Threat Intelligence (CTI) described as evidence-based knowledge, 

including context, processes, indicators, consequences and actionable advice, of a current or 

emerging threat that can be used to inform decisions about the reaction of the subject to that 

danger or hazard (Gartner, 2017; Mavroeidis and Bromander, 2017; Zibak and Simpson, 

2019). In addition, organizations can decide on their actions at the strategic, operational and 

tactical levels by collecting information that include details of current and emerging threats.  
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Cloppert (2017) has defined cyber threat intelligence based on operation, analysis, 

and domain. He claimed that Cyber Threat Intelligence Operations are operating in 

cyberspace to compromise and defend protected information and resources available in that 

area. Cyber Threat Intelligence Analysis is viewed as the analyses of those acts and players, 

methods, and strategies behind them in supporting Operations and Cyber Threat Intelligence 

as the union of Cyber Threat Intelligence Operations and Analysis. 

Based on Cloppert (2017), threat intelligence does not only focus on the nation-state 

that is bound to influence national policy by some technique, but also focuses more on 

technical aspects such as tools and techniques. 

Lee (2017a) introduced the Cyber Threat Intelligence concept as a process and 

product resulting from the analysis of raw data into information that meets a requirement as 

it relates to adversaries with the intention, opportunity and ability to harm. Lee (2017b) stated 

that threat intelligence requires data transformation process with information related to the 

adversaries. 

Groš (2020) infers the meaning of cyber and threat to the word intelligence to 

construct the definition of Cyber Threat Intelligence. CTI is produced through shaping raw 

data into meaningful information for the benefit of decision-makers. The Cyber Threat 

Intelligence definitions are illustrated in Table 2.2. 

Table 2.2 shows the definition of Cyber Threat Intelligence by several researchers. 

Based on the definition reviewed, it is demonstrated that the Cloppert’s (2017) definition not 

only considers that CTI as being used to gain an advantage over the attacker, but also by 

using it to gain advantages over the defender. More technical aspects, such as tools and 

techniques, are also covered in the definition provided. Compared to Robert M Lee (2017), 

the definition given is referred to as the intent, opportunity and capability to harm victim. 
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Groš (2020) concludes CTI is produced by a process carried out by an organization that can 

help to make decisions. 

 

Table 2.2: Definitions of Cyber Threat Intelligence (CTI) 

Researcher Definition 

(Gartner, 2017; Mavroeidis 

and Bromander, 2017; 

Zibak and Simpson, 2019) 

• Evidence-based knowledge, including context, processes, 

indicators, consequences and actionable advice, of a current or 

emerging threat that can be used to inform decisions about the 

reaction of the subject to that danger or hazard 

(Cloppert, 2017) Define CTI in 3 aspects; operation, analysis and domain 

• In cyberspace, CTI operations are operating to compromise and 

defend the protected information and resources available in that 

area.  

• CTI analysis on those acts and players, methods, and strategies 

behind them in supporting Operations 

• CTI domain as the union of Cyber Threat Intelligence Operations 

and Analysis. 

(Robert M. Lee, 2017) • Process and product resulting from raw data processing into 

information that satisfies a necessity for adversaries with the 

intention, opportunity and ability to harm. 

(Groš, 2020) Define CTI by applying the meaning of words cyber and threat to 

the word intelligence: 

• It is "traditional" intelligence applied in the realm of cyber 

focusing on threats. 

• It is produced by a process done by an organization, all together 

called the cyber threat intelligence. 

• It is done by companies but also government organizations and 

potentially many others that have established processes, and 

produce some products. 

 

CTI is defined as a process to sift through raw data from various data sources by 

examining contextual data and the relationship of data to assist security analysts in making 

decisions for cyberattack attribution. 

 

2.3.2 Data, Information and Intelligence 

"What is intelligence?" is the key question to ask in order to grasp the cyber threat 

intelligence concept. A keystone paper by the U.S. Department of Defense is the most 

famous work as a guide in answering this question (US Joint Chiefs of Staff, 2013).  
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Figure 2.2 demonstrates the relationship between data, knowledge and intelligence 

which may lead to actionable intelligence (RFSID, 2017). An actionable intelligence must 

always be the end goal in the lifecycle of threat intelligence to enhance cyber security. 

Organizations need to invest more in the human analyst area to conduct analysis and deliver 

actionable intelligence on the threat. Actionable intelligence of the threat can provide ample 

information for an informed decision that can be enforced. 

 

 
 

Figure 2.2: Relationship of Data, Information and Intelligence (RFSID, 2017) 

 

There is a huge difference between noise, threat data, information, and intelligence, 

and it is crucial to understand the difference in order to get the most out of the intelligence 

platform. Data comprise plain, unrefined and generally unfiltered information usually in the 

form of symbol and signal readings (Liew, 2007; Dammann, 2019). Symbols include words 

(text and / or verbal), numbers, diagrams, and images (still and / or video) that form the 

communication building blocks. Signals include sensor and / or sensory readings of light, 

sound, smell, taste, and touch. 

Information is prepared data which have been processed, aggregated and arranged in 

a more human-friendly format which provides more details and is useful in some forms of 

analyses (Liew, 2007). 
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Intelligence is a combination of data, information and knowledge that can be 

described as the evidence-based analysis of data collected on or against objectives, 

motivations, TTPs and targets of a malicious actor (England, 2016; Al-Mohannadi et al., 

2020). 

From a professional perspective, Dalziel (2014; 2020) defined intelligence as data 

that have been refined, analyzed and processed and the output has to be valid, actionable and 

useful. These three criteria can be met by human conduct of logical and analytical processes 

which can provide contextual data and generate usable output.  

Brown et al. (2015) defined intelligence in the sense of information security as 

actionable information or the result of the intelligence lifecycle process, involving many 

activities such as planning, data collection, analysis and distribution (Peter Gill, 2012). Heuer 

(1999), nevertheless, most of today's organizations mainly focus on data collection and pay 

less attention to other intelligence lifecycle activities (Sauerwein et al., 2017). 

In contrast to Dalziel's (2014) concept, the primary purpose of intelligence is to help 

decision-making or tactical actions such as identification, prevention and response. 

Schoeman (2014), expressed that in order to extract intelligence from information and data, 

tools and data feeds are unable to provide intelligence without human intervention by 

themselves. Lee (2017a) agreed with Schoeman that any form of intelligence needs analysis, 

and humans perform the analysis. Analysts can dramatically improve their effectiveness with 

automation, analytics and various tools, yet, analysts still have to be included. 

In order to summarize the relationship of data, it can be said that data collected from 

the operating environment is processed and refined in order to produce information. 

Information is then analyzed and translated into an actionable intelligence format.  
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2.3.3 Standards and Tools in Threat Intelligence 

The need for a standardized, automated information exchange is required to 

encourage and accelerate intelligence sharing among organization. As a result, the 

standardization for threat sharing such as CybOX, STIX and TAXII has been extended and 

the framework of threat intelligence sharing has been established for the automated sharing 

of information such as MISP, OTX (Fransen et al., 2015; Qamar et al., 2017; Zrahia, 2018). 

STIX is currently the de facto standard for defining threats intelligence details and widely 

used by threat intelligence sharing platform (Sauerwein et al., 2017; de Melo e Silva et al., 

2020). 

 

2.3.3.1 Standards 

An organization can adapt to its particular needs by numerous standards. MITRE 

develops three standards as a package designed to work together in a CTI management 

system to address different needs namely CybOX, STIX and TAXII. CybOX  refers to Cyber 

Observable eXpression XML schema. CybOX enables case order (chronology) classification 

and elapsed time between events. CybOX XML schema is used as a basis for other MITRE 

efforts such as STIX that describes cyber artefacts or events with spatial and temporal 

parameters (Barnum, 2014). STIX is Structured Threat Information Expression that uses the 

CybOX vocabulary primarily for sharing of threat intelligence pertaining to incidents. The 

concepts represented by STIX include actors, campaigns and incidents, as well as more 

granular information such as techniques, tactics and procedures (TTPs) and basic indicators. 

The most frequently used types of indicators include such things as IP addresses of known 

and suspected command-and-control (C2) servers, and malware hashes (Long et al., 2019). 

TAXII or Trusted Automated eXchange of Indicator Information is an open-source protocol 

and service specification intended to assist the actual data sharing of STIX threat data 
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between parties. TAXII addresses the sensitivity of threat data, providing features that allow 

authors (sources) to maintain control of access to their data and minimize the chance that the 

threat intelligence leaks outside the community and ends up in the hands of attackers 

(MITRE, 2017). 

The Managed Incident Lightweight Exchange (MILE) working group has also 

developed three standards as a kit comprising IODEF, Structured Cyber Security 

Information (IODEF-SCI) and Real-Time Inter-Network Defense (RID). IODEF  normalizes 

data from different sources for the analysis and response of humans, as defined by the RFC 

5070 whereas IODEF-SCI is an extension to the IODEF standard, that can support additional 

data and RID can be used as a communication standard in CTI. 

Open Indicators of Compromise (OpenIOC) framework has also been introduced by 

(Mandiant, 2011) with the capability to characterize static information. 

The Vocabulary for Event Recording and Incident Sharing (VERIS) published in 

March 2010 by Verizon allows the company to exchange incident data and participate in a 

large-scale data sets analysis (Seker, 2019). Although, VERIS is not suitable for tactical data 

sharing (Farnham Advisor et al., 2013), it still provides concise and clear information about 

attacks and the attacker (Menges and Pernul, 2018). 

 

2.3.3.2 Tools for Threat Intelligence Sharing Platform 

The organization and IT security professionals are increasingly interested in 

collecting and determining the way these data are processed. These threat data, however, can 

be an unmanageable source of information without the aid of threat intelligence instruments. 

As such, several parties have developed tools to assist the organizations and security 

professional in managing the threat information sharing. 
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Two tools used in vocabulary and dictionary are Common Platform Enumeration 

(CPE) for hardware and Common Configuration Enumeration (CCE) for security software 

configurations. 

REN-ISAC develops the Collective Intelligence Framework (CIF) as a client/server 

system to share enterprise threat intelligence data. CIF includes a server component that 

collects and stores threat intelligence data. Data may include IP addresses, ASN numbers, e-

mail addresses, domain names, URLs and other attributes. 

Alien Vault (2016) has taken the lead in releasing OTX to the public for research to 

be shared and new threats to be investigated. OTX can cleanse, compile, verify and exchange 

the latest threat information, patterns and technologies for the security community. 

The 'pull' service for subscribers, virus definition or DAT files introduced by McAfee 

Threat Intelligence Exchange contain updated virus signatures and other information that 

McAfee anti-virus products use to protect a Linux, Windows or Mac computer against 

harmful software in circulation. Every day new threats occur, and McAfee releases new DAT 

files regularly. 

A trusted CTI sharing platform has been developed by The Computer Incident 

Response Center Luxembourg (CIRCL) dubbed as Malware Information Sharing Platform 

(MISP) (Wagner et al., 2016). This trusted platform's main aim is to collect and share key 

indicators of compromises (IOCs) on targeted attacks and also provides information on 

threats such as vulnerabilities or financial indicators used in fraud cases. 

 

2.3.4 Data Source for CTI 

The 2016 Black Hat survey showed that most of the respondents rely on their 

detection systems to provide a basis for their threat information strategy (AlienVault, 2016). 

Table 2.3 outlines the details of the percentage for the data source used by the respondents. 
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Table 2.3: Data source gathering survey (AlientVault, 2017) 

Percentage (%) Sources of Data Data category 

66 Internal detection process Internal 

48 Trusted peers Community 

44 Subscription services External 

38 Government agencies 

37 Crowdsourced/opensource community 

28 Blogs / internet forums 

 

A company can use its internal detection system as its primary data collection source, 

which can increase environmental awareness and maximize the use of knowledge and 

resources. Contemplating a government feed or collecting data from a competitive network 

provides the overall threat environment with a comprehensive view. A clear overview of 

their threats can help organizations improve their efforts to develop, maintain and refine 

intelligence requirements that support business operations during the Intelligence Lifecycle 

planning and directional stage (US Joint Chiefs of Staff, 2013). However, CTI data sources 

for each organization vary depending on its function, either as a consumer or producer of 

CTI. Based on the survey reviewed in Table 2.2 and research by Ramsdale (2020), three 

different categories of CTI data sources emerge namely internally, externally and 

community-based sources.  

Internal sources of threat data are obtained from within organizations specifically the 

internal network and SIEM applied in the form of e-mail logs, warnings, incident response 

report, event logs, DNS logs, firewalls logs and others. Meanwhile, any CTI being 

exchanged through trusted channels among members of the same interest is categorized as 

community-based sources. For example, a formal community group like Information 

Sharing and Analysis Centers (ISACs) is organized under the National Council of ISACs 

(NCI) which primarily deals with higher education or financial services. In addition, 

Research and Education Networking (REN-ISAC) is a trusted community for research and 
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higher education. External sources with broad data coverage require one with sound 

knowledge in threat landscape of an organisation to determine its relevance. The external 

data feed can be "Open-Source", which provides free of charge indicators for identification 

and context such as security researcher, vendor blogs, and publicly available reputation and 

block lists. However, Pastor-Galindo et al. (2020) stated that the data quality issue is the 

drawback for open source intelligence. Besides, private or commercial Threat Intelligence 

sources are generally accessible only on a paid basis. Threat feeds, structured data reports 

such as STIX, and unstructured reports such as PDF and Word documents can be included 

there. These feeds offer a data quality service level agreement through the cyber threat 

intelligence update mechanism of the vendor as opposed to open source. 

This thesis focused on utilizing external data sources from open-source feed (OSINT) 

by preprocessing the data to formulate association ruleset for cyberattack attribution process 

in CTI. This association ruleset can help security analysts in producing more effective 

cyberattack attribution. 

 

2.3.5 CTI Subtype 

To better understand about CTI and how it can be handled, this thesis classified CTI 

into three subtypes namely Strategic Threat Intelligence (STI), Operational Threat 

Intelligence (OTI) and Tactical Threat Intelligence (TTI) (Tounsi and Rais, 2018a; Zrahia, 

2018; CREST, 2019; Digregorio and Giannetto, 2019). 

 

2.3.5.1 Strategic Threat Intelligence 

Strategic threat intelligence is high-level information that focuses on long term use. 

It is consumed by high-level strategists within an organization, like board of director or chief 

security officer (CISO) (Tounsi and Rais, 2018b). This information is to help strategists to 
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understand current attack trends and financial impact on organizations. Subsequently, it can 

drive organization decision making regarding security countermeasures and areas of 

improvement. Currently, intelligence is often shared in the form of reports, briefing and 

conversation. 

 

2.3.5.2 Operational Threat Intelligence 

Operational threat intelligence is high-level information that focuses on short term 

use and is consumed by security managers or threat hunting leads (Tounsi and Rais, 2018b). 

Through operational CTI, analysts parse Tactics, Techniques, and Procedures (TTPs) 

employed by threat actors. This actionable information can provide input on the nature of 

the attack, identity and capability of attackers and place of attack. It is used to mitigate the 

attack by removing attack paths or hardening services. An annual report from security 

vendors, security experts’ analyses or anti-virus companies’ statistics are all forms of 

operational threat intelligence.  

 

2.3.5.3 Tactical Threat intelligence 

Tactical threat intelligence can be one of the most useful forms of intelligence in 

terms of protecting organisations (Tounsi and Rais, 2018b). It consists of materials relating 

to tactics used by threat groups, including their tools and methodologies and is often referred 

to as Tactics, Techniques, and Procedures (TTPs) (CREST, 2019). The analysis usually 

focuses on artefacts, Indicator of Compromise (IOCs) and common vulnerabilities and 

exposures (CVEs). These are particularly useful for updating signature-based defence 

systems to detect and mitigate the cyberattack. Hence, it is deemed useful for network 

defenders such as Security Operations Centres (SOCs). Tactical Threat Intelligence is 

collected in various ways whether through files collected by the sensor or community-driven 
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sharing where users can submit, verify and share cyber threat intelligence data. These CTI 

subtypes are shown in Table 2.4. 

 

Table 2.4: Summary of strategic, operational and tactical threat intelligence  

 Strategic Operational Tactical 

Level of 

information 

High-level High-level Low-level 

Stakeholder Board of director and 

decision-maker 

Security manager and threat 

hunting lead 

Security staff (SOC 

and IR) 

Expected 

lifespan 

Long term Short term Short term 

Main 

purpose 

Knowledge of the 

situation through the 

organizations 

Understand the contrast 

between a threat and 

hype. 

Determine IT security 

expenses  based on risks 

and the prospect of 

adverse actions 

Improved analytical 

understanding as attacks 

interpreted in the context 

Faster identifying and 

addressing breaches. 

Avoid future information 

security issues 

Swiftly deal with 

threatening 

indicators 

Prioritize 

vulnerability 

patches. 

Connect details 

associated with 

attacks quickly and 

accurately 

Collection 

sources 

Reports, briefing and 

conversation 

The annual report from 

security vendors, security 

experts analysis or anti-virus 

companies statistics 

Files collected by the 

sensor or 

community-driven 

sharing 

Type of 

analysis 

geopolitical and context 

analysis from attribution, 

motivation and attack 

posture 

technical and context 

analysis of TTPs 

 

technical analysis on 

artefacts, IOCs and 

CVEs 

 

Based on the review of CTI subtypes, this research found that each category serves 

different people in an organization with a specific purpose and varied source of information. 

Operational threat intelligence often relates to details of potential impending operations 

against an organization. Tactical threat intelligence focuses on artefacts, Indicator of 

Compromise (IOCs) and common vulnerabilities and exposures (CVEs). Strategic threat 

intelligence is to inform senior decision-makers of broader changes in the threat landscape. 

The hierarchy of relationship for these three CTI subtypes is summarized in Figure 2.3. 
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Figure 2.3: The relationship of CTI subtype (CREST, 2019) 

 

2.3.6 Current Issue in CTI 

It is essential to address the current issues and challenges in the field of cyber threat 

intelligence with a detailed analysis of cyber threat intelligence, types of threat data sources 

and threat intelligence sharing platform (TISP). This section highlights four current issues 

and challenges for both consumers and producers of intelligence. 

 

2.3.6.1 Challenge 1: Threat Data Overload 

Threat intelligence has evolved very quickly and hundreds of data feed from open 

sources, closed sources and free usage are available. In order to properly manage that various 

data sources available for cyberattack mitigation (NIST, 2016), timely access and ability to 

act on relevant, actionable threat intelligence are crucial for customers. Nevertheless, many 

organizations still struggle with an excessive amount of threat data and a shortage of 

professional experience in their threat intelligence programs. In a 2016 survey of 1,000 IT 

professionals, 70% of the respondent stated that "threat intelligence is too voluminous and / 

or complex to offer actionable intelligence" (Ponemon Institute LLC, 2016). 
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Many organizations have successfully identified a variety of tools and techniques that 

help optimize their threat intelligence effectiveness. A survey by Ponemon Institute LLC 

(2016) showed that 80% of respondents agree that the use of threat intelligence platform can 

help the organization to automate threat intelligence. While 54% urge a skilled threat 

analysis workforce to fully utilize the potentials of threat intelligence. 

 

2.3.6.2 Challenge 2: Threat Data Quality 

Lee (2017) argued that security feed provider commonly market threat feeds as CTI 

in their business practice. This argument is supported by a study conducted at Ponemon 

which shows that 70% of threat feeds are sketchy and are not reliable in terms of quality. 

Providers of security feed must upgrade their security sensors to collect and enrich data to 

maximize the value of threat intelligence and make it actionable to help decision-makers. 

Cyber Threat Alliance (CTA) is taking an initiative to improve the threat intelligence 

quality that is shared among community members (Alliance, 2017). Threat intelligence 

coming from members of the CTA will be scored automatically for its quality, and members 

will only be able to extract threat intelligence if they have provided sufficient quality input. 

 

2.3.6.3 Challenge 3: Privacy and Legal Issue 

Privacy and legal problems occur when dealing with CTI in relation to how data are 

transmitted and which laws control data sharing. Most companies are reluctant to share 

information that could adversely affect their reputation (KPMG, 2013) for fearing 

reputational damage arising from the disclosure of data on the attack. TISP already provides 

preliminary functionality to create trust between organizations. Nonetheless, it is restricted 

only to group-based access control and ranking mechanisms. 
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2.3.6.4 Challenge 4: Interoperability Issue in TISP  

Vazquez et al. (2012) raised an issue of interoperability faced by an existing platform 

for threats sharing. The various standards and format utilization by threat-sharing platform 

prevent manufacturers and recipients from speaking with each other smoothly because the 

application does not support different data extensions. 

As an initiative, MITRE group has developed three standards of specifications 

namely TAXII (Trusted Automated Exchange of Indicator Information), STIX (Structured 

Threat Information Expression) and CYBOX (Cyber Observable Expression) (MITRE, 

2017; Connolly et al., 2014; Barnum, 2014). 

The interoperability problem between threats sharing partners can be solved by 

implementing the standard adopted by MITRE. If due to some constraint, no data standard 

can be set between peers, data transformation can be useful. 

Based on the four challenges, threat data overload was the concern of this research 

because too much data exposure without any meaningful information can significantly 

undermine the process of effective decision making in organizations (Kashada et al., 2020). 

This meaningful information is deemed crucial in cyberattack attribution for CTI. 

 

2.3.7 Analysis of Cyber Threat Intelligence (CTI) 

Cyber threat intelligence (CTI) is threat intelligence related to computers, networks 

and information technology. It is instructive to consider definitions for classic intelligence. 

Intelligence, as defined by Waltz (1998) is, “the information and knowledge about an 

adversary obtained through observation, investigation, analysis, or understanding, is the 

product that provides battlespace awareness”. While, Clark (2010) defined intelligence as 

being actionable information. Two key takeaways are observed from these definitions that 

also apply to CTI. First, intelligence is not just information or data it is information that has 
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been analyzed. Second, intelligence must be actionable. If it is not actionable, there is no 

benefit to having it. Additionally, cyber threat intelligence can be strategic or tactical. 

Strategic intelligence includes things like motivation of adversaries. Tactical intelligence 

includes things like ‘tactics, techniques and procedures (TTP)’ and ‘indicators of 

compromise (IOCs)’. IOCs are one of the most easily actionable types of CTI and often 

become the focus standards and tools. Some of the most commonly used IOCs are IP 

addresses, domain names, uniform resource locators (URLs) and file hashes. A clear 

definition of CTI generates the drivers for CTI management. 

 

2.4 Cyber Threat Intelligence Framework  

In this section, Cyber Threat Intelligence (CTI) framework is elaborated. This 

includes the comparative analysis on existing CTI frameworks and data preprocessing 

techniques that can be used to produce meaningful data for a CTI framework. 

 

2.4.1 Existing CTI Framework and Comparative Analysis  

Table 2.5 presents a comparative analysis for CTI Frameworks by analyzing each 

framework name, process, objectives and its usage. The purpose of this analysis is to define 

the framework objective, identify the process involved in that framework and its usage in 

threat attribution. Based on Table 2.5, each proposed framework is designed with different 

objective and usage, but the foundation of the process is derived from intelligence lifecycle 

which contains five steps: planning and direction; collection; processing and exploitation; 

analysis and production; and dissemination and integration (Brian, 2017). Sergei Boeke 

(2017) analyzed intelligence lifecycle concept on how to better define CTI and it covers five 

steps of intelligence lifecycle as a whole.   
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Table 2.5: Comparative Analysis of CTI Framework 

Framework 

Name (Author) 

Process Objective Usage 

New Intelligence 

Lifecycle  (Sergei 

Boeke, 2017) 

Intelligence 

Lifecycle 

aggregation process 

To advance the 

understanding around the 

concept of CTI by presenting 

a much-needed definition of 

CTI and creating a model of 

the intelligence creation 

process. 

The proposed model and the 

definition can reduce the lack 

of clarity on CTI from the 

enterprise perspective. 

A Framework for 

Generating 

Malware Threat 

Intelligence  

(Gandotra et al., 

2017) 

• Define Scope and 

Purpose 

• Malware 

Acquisition 

• Malware Analysis 

Engine 

• Malware 

Intelligence 

Engine 

• Visualization and 

Reporting 

• To analyze, 

identify and predict the 

malware threats. 

• To provide an Early 

Warning System (EWS). 

• To provide real time testing 

in the form of security-as-a-

service.  

 

• Malware classification 

• Analyze and distinguish 

malicious traffic from the 

benign one and can provide 

security-as-a-service. 

Framework of 

Cyberattack  

attribution Based 

on Threat 

Intelligence  

(Qiang et al., 

2017) 

• Start Analysis 

• Threat 

Intelligence 

• Attribution 

Analysis 

To collects threat data, 

process detection, response 

and attributing cyberattacks, 

and finally reverse the 

security situation. 

Introduce the processes and 

component of cyberattack 

attribution by using threat 

intelligence. 

CTI Framework  

(Kim et al., 2017) 
• Data collection 

and processing  

• Data analysis for 

CTI generation  

• CTI sharing and 

utilization  

To analyze the trend of CTI 

technology at home and 

abroad. 

CTI framework that can 

express various types of CTI 

structures. 

An Enhanced 

Cyberattack 

Attribution 

Framework 

(Pitropakis et al., 

2018) 

• APT Collector & 

Analyzer 

• Monitoring 

• Incident 

Identification 

• Response 

Recommendation 

• Threat 

Visualization 

To perform attribution of 

malicious parties behind APT 

campaigns. 

• protect against APT 

campaigns 

• increase situational 

awareness against APT 

campaigns 

• use virtual personas to 

misdirect malicious parties 

• become advanced 

monitoring mechanism 

An Association 

Rule Mining-

Based Framework 

for Profiling 

Regularities in 

Tactics 

Techniques and 

Procedures of 

Cyber Threat 

Actors  

(Noor et al., 2018) 

• Collection 

• Processing 

• Analysis 

• Dissemination 

mine interesting regularities 

between TTPs in CTI 

document. 

• present a circumstance for 

emphasizing the analytics of 

threat actor TTPs. 

• use the association results by 

the future researchers to 

devise effective solutions for 

cyber threat defense. 
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Automated 

Dataset 

Generation 

System for 

Collaborative 

Research of Cyber 

Threat Analysis 

(Kim and Kim, 

2019) 

Intelligence 

Lifecycle 

aggregation process 

generate cyber threat dataset 

from public security reports 

and malware repository 

websites. 

• Promote collaborative CTI 

analysis research by 

proposing a cyber threat data 

generation system and a 

public database. 

• Demonstrate the use of the 

dataset for a correlation 

analysis. 

• Suggest the development of 

techniques to generate CTI 

from a dataset. 

Automated Cyber 

Threat 

Intelligence 

Reports 

Classification for 

Early Warning of 

Cyberattacks in 

Next-Generation 

SOC 

(Yang and Lam, 

2020) 

• Data Collection 

• Class Labelling 

• Data 

Preprocessing 

• Text 

Vectorization 

• Classifier 

Training 

• automate the processing, 

grouping and extracting 

information from cyber 

threat intelligence sources 

for next-generation SOC 

(NG-SOC).  

• realize high efficiency in 

data analytics and perform 

proactive defence. 

Analysts are able to analyze 

the threat attributes much 

easier and faster using threat 

intelligence reports 

classification results by 

releasing an early warning. 

A Methodology to 

Evaluate 

Standards and 

Platforms within 

Cyber Threat 

Intelligence 

(de Melo e Silva 

et al., 2020) 

• Collection 

• Processing 

• Analysis 

• Deploy 

• Dissemination 

•  provide a comprehensive 

evaluation methodology of 

threat intelligence standards 

and cyber threat intelligence 

platforms.  

• To studies the Cyber Threat 

Intelligence ecosystem, 

standards and existing state-

of-the-art platforms.  

Provide an overview of the 

cyber threat intelligence 

scenario and existing 

standards and platforms of the 

threat intelligence spectrum. 

 

Gandotra et al. (2017) proposed a framework that provides an early warning system 

for malware threat by analyzing and distinguish malicious traffic by including data 

collection, data analysis and visualization and reporting. In contrast, Qiang et al. (2017) focus 

on collecting threat data, processing, taking response and attributes of the cyberattack. 

Another work on attribution is conducted by Pitropakis et al. (2018), focusing on the threat 

actor attribution behind the APT campaign. Kim et al. (2017) proposed a framework to 

collect, analyze and share the information on a large scale using a graph database. Kim and 

Kim (2019) proposed a CTI framework to generate cyber threat dataset from public security 

reports and malware repository websites that can be used for correlation analysis. Yang and 

Lam (2020) proposed CTI framework to automate the processing, grouping and extracting 

information from cyber threat intelligence sources for next-generation SOC (NG-SOC). 
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Additionally, the latest work in CTI framework provides a comprehensive evaluation of 

threat intelligence standards and cyber threat intelligence platforms (de Melo e Silva et al., 

2020). 

Table 2.6 summarizes all the processes involved in each framework on how to 

generate threat intelligence and map it to intelligence lifecycle. All frameworks have 

implemented a basic process from intelligence lifecycle, direction and planning, data 

collection, data analysis, sharing to evaluation.  

 

Table 2.6: Summary for CTI framework process in relation to Intelligence Lifecycle (IL) 

√ : Process related to IL phase  X: Process not related to IL phase 

 
CTI 

Framework 

Process in CTI 

Framework 

Purpose of the process in 

CTI Framework 

Intelligence Lifecycle 
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(Sergei Boeke, 

2017) 

Intelligence 

Lifecycle 

aggregation process 

• to determine the operation 

direction to fulfil the 

identified intelligence 

requirement 

• to collect and extract raw 

data from sensors and data 

sources 

• to preprocess the raw data 

into information that can be 

used for analysis 

• to apply data mining or 

machine learning algorithm 

on information to produce 

actionable intelligence 

• shared the actionable 

intelligence with security 

analyst for proactive defence 

and mitigation 

√ √ √ √ √ 

(Gandotra et 

al., 2017) 

Define Scope and 

Purpose 
• to define the purpose of 

performing malware 

analysis 

√ X X X X 

Malware Acquisition • to capture or monitor 

network traffic 

X √ X X X 
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• to collect malicious and 

clean files 

Malware Analysis 

Engine 
• to conduct anti-virus 

scanning and data filtering 

• to execute malicious and 

clean files in a controlled 

environment 

X X √ X X 

Malware Intelligence 

Engine 
• to remove irrelevant features 

• to apply data mining for 

knowledge discovery in the 

data 

X X X √ X 

Visualization and 

Reporting 
• to visualize the results 

• to share intelligence with 

security experts 

X X X X √ 

(Qiang et al., 

2017) 

Start Analysis • to plan and define the 

purpose of performing cyber 

attribution 

√ X X X X 

Threat Intelligence • to perform data collection 

and data preprocessing 

X √ √ X X 

Attribution Analysis • to perform association 

analysis 

• to present and  visualize the 

result in association graph 

X X X √ √ 

(Kim et al., 

2017) 

Data collection and 

processing  
• to plan and define the 

purpose of threat intelligence 

analysis 

• to collect and preprocess the 

data for analysis 

√ √ √ X X 

Data analysis for CTI 

generation  
• to apply data mining and 

machine learning technique 

to generate CTI 

X X X √ X 

CTI sharing and 

utilization 
• to share intelligence with 

security experts to support 

decision making for 

preemptive response 

X X X X √ 

(Noor et al., 

2018) 

Collection • to determine the operation 

direction to fulfil the 

identified intelligence 

requirement 

• to collect and extract TTPs 

from STIX CTI document 

√ √ X X X 

Processing • to preprocess STIX 

document into information 

that can be used for analysis 

X X √ X X 

Analysis to apply ARM on the TTPs to 

produce actionable 

intelligence 

X X X √ X 

Dissemination to expand it by sharing the 

intelligence with interested 

parties 

X X X X √ 

(Pitropakis et 

al., 2018) 

APT Collector & 

Analyzer 
• to plan on how to performs 

attribution for malicious 

parties behind APT 

campaigns.  

• to collect and preprocess the 

APT report and publicly 

√ √ √ X X 
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available social media 

information for analysis 

Monitoring to collect the APT report and 

publicly available social 

media information for analysis 

X √ X X X 

Incident 

Identification 

to collect the APT report and 

publicly available social 

media information for analysis 

X √ X X X 

Response 

Recommendation 

to apply machine learning 

technique on APT sample 

X X X √ X 

Threat Visualization • to visualize the results 

• to share intelligence with 

security experts 

X X X X √ 

(Kim and Kim, 

2019) 

Intelligence 

Lifecycle 

aggregation process 

• to determine the operation 

direction to fulfil the 

identified intelligence 

requirement 

• to collect and extract raw 

data from sensors and data 

sources 

• to preprocess the raw data 

into information that can be 

used for analysis 

• to apply data mining or 

machine learning algorithm 

on information to produce 

actionable intelligence 

• to share the actionable 

intelligence with security 

analyst for proactive defence 

and mitigation 

√ √ √ √ √ 

(Yang and 

Lam, 2020) 

Data Collection • to plan on how to performs 

threat intelligence report 

classification  

• to collect data from threat 

intelligence open-source 

document 

√ √ X X X 

Class Labelling to preprocess threat 

intelligence open-source 

document 

X X √ X X 

Data Preprocessing to preprocess threat 

intelligence open-source 

document 

X X √ X X 

Text Vectorization to perform the process of 

converting text into a 

numerical representation 

X X X √ X 

Classifier Training • to perform machine learning 

technique on threat 

intelligence report 

•  to share the result with SOC 

to perform proactive defence 

X X X √ √ 

(de Melo e 

Silva et al., 

2020) 

Collection • to determine the operation 

direction to fulfil the 

identified intelligence 

requirement 

• to collect simple indicators 

of compromise 

√ √ X X X 
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Processing to preprocess the simple 

indicators of compromise into 

information that can be used 

for analysis 

X X √ X X 

Analysis to apply data mining or 

machine learning algorithm on 

information to produce 

actionable intelligence 

X X X √ X 

Deploy to make decisions in utilizing 

intelligence 

X X X √ X 

Dissemination to expand it by sharing the 

intelligence with interested 

parties 

X X X X √ 

 

Based on Table 2.6, the majority of the proposed CTI frameworks do not define the 

process name in their framework precisely like the process name in intelligence lifecycle 

(IL). Gandotra et al. (2017), Sergei Boeke (2017) and, Kim and Kim (2019) define the 

number of processes or convention name for the process in CTI framework similar to the 

process name in IL. Besides, other CTI frameworks use a different convention name for a 

process or utilize lesser number of processes than the ones in IL. Kim et al. (2017), Qiang et 

al. (2017), Noor et al. (2018), Pitropakis et al. (2018), Kim and Kim (2019), de Melo e Silva 

et al. (2020) and, Yang and Lam (2020) do not clearly define planning and direction in their 

processes but details of planning are included in the data collection process. This inclusion 

is attributed to the proposed CTI framework which is more focused on technical processes. 

In addition, planning and direction are a high-level requirement and more strategic rather 

than other technical processes such as collection, processing, and exploitation; analysis and 

production; and dissemination and integration (Kim and Kim, 2019). Other than that, the 

mapping also shows the purpose of each process in CTI framework which,in turn, complies 

with all processes in the IL.  

As depicted in Table 2.6, every analysis process in CTI framework is designed to 

analyze raw data collected in data collection. However, the setup of this process is different 

from each other because every CTI framework is designed for different objective and usage 
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(Brian, 2017; Kim and Kim, 2019). Data mining and machine learning have been used in the 

analysis process for classifying threat intelligence reports and producing actionable 

intelligence (Kim et al., 2017; Sergei Boeke, 2017; Kim and Kim, 2019; de Melo e Silva et 

al., 2020; Yang and Lam, 2020). Qiang et al. (2017), Noor et al. (2018) and Pitropakis et al. 

(2018) use data mining and machine learning to attribute cyberattacks. 

Based on the findings from Table 2.6, the existing CTI frameworks can be used to 

produce cyberattack attribution such as the work done by Qiang et al. (2017), Noor et al. 

(2018) and Pitropakis et al. (2018). The critical process for cyberattack attribution in this 

CTI framework is done in the data analysis process. The data analysis process in CTI 

framework consists of (1) processing and exploitation step, (2) analysis and production step 

from intelligence lifecycle. Hence, to achieve an effective cyberattack attribution, data 

preprocessing is also important to ensure data are more noise-free, irredundant and 

meaningful for analysis in CTI (Urmela and Nandhini, 2018). Thus, the next subsection will 

discuss in depth the data preprocessing and cyberattack attribution. 

 

2.4.2 Data Preprocessing Technique  

Data scientists spend more than 60% of their effort and time in data preprocessing 

(Pérez et al., 2015; Srivastava et al., 2019) when dealing with datasets that come in various 

sizes and different types. Data preprocessing techniques can ensure data are all fit, 

applicable, and clean. Hence, data preprocessing is considered as the key to increase the 

accuracy of the decision making by providing meaningful data (Chou et al., 2014; Jamshed 

et al., 2019) and significant influence in data mining (Li, 2019). The data preprocessing 

consists of four steps, namely, data cleaning, integration, transformation, and reduction 

(Zulkepli et al., 2017) as depicted in Figure 2.4.  
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Figure 2.4: Data Preprocessing Technique 

 

Data cleaning is used to correct or remove data by filling in missing values, 

identifying or removing outlier data, smoothing noisy data, and resolving inconsistencies. 

Data integration aims to combine various sources into one data warehouse. Data 

transformation is a process that transforms the data into a form that is appropriate for specific 

data mining algorithms, whereas data reduction is obtained by reducing representation in 

volume, yet, producing similar analytical results. All these four steps are important to create 

clean and quality data. Table 2.7 depicts data preprocessing classification and its description. 

Based on the findings from Table 2.7, a proper data preprocessing work can prepare a 

suitable and meaningful data for analysis phase in CTI. These meaningful data are required 

to identify the interesting relationship between the CTI data which can help security analysts 

in making a decision for cyberattack attribution.  



41 

Table 2.7: Data Preprocessing Classification and Description (Urmela and Nandhini, 

2018) 

Data Preprocessing Classification Description 

Data cleaning Missing values Ignoring the data  

Replacing the data  

Filling data manually 

Noisy values Clustering process – outlier values are 

smoothened  

Binning process - data is smoothened by sorting 

the values 

Regression process – linear regression for 

replacement 

Inconsistent value Manual correction or with help of knowledge 

engineering tools/preprocessing routines. 

Data integration Originating source integration Combine data from individual distributed data 

sources 

Communication integration Integration by web interfaces or through 

Application Program Interface (API) 

Data type integration Integration by storing the same attribute value 

with different data type 

Data value integration Integration by using different representation for 

same attribute value 

Data transformation Normalization Attribute value is scaled to fall within a specified 

range 

Generalization Replace with higher data by higher concept 

hierarchies  

Aggregation Smaller data are aggregated to form large data  

Smoothing Remove noise values from the data 

Data reduction Dimension reduction Irrelevant or weak attributes are removed  

Numerosity reduction Data are replaced by smaller data representations 

Discretization to be replaced by higher values by using concept 

hierarchies 

Data compression Encoding methods are used to reduce data size 

Data cube aggregation Aggregation method is applied to raw data in 

constructing granules of data cube 

 

Cyberattack attribution in CTI is achievable using data mining because it can discover 

valuable patterns or knowledge from data sources (Li, 2019). Data preprocessing is a vital 

part in data mining for it improves the lack of data in CTI evaluation process, solving 

multiple types of problems in a massive dataset to produce meaningful data (Zulkepli et al., 

2017). Therefore, this research performed data cleaning to correct or remove data by filling 

in missing values, identifying or removing outlier data, smoothing noisy data, and resolving 

inconsistencies for data mining in the analysis phase. 
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2.4.3 Analysis of CTI Framework 

This research has identified four main processes in existing threat intelligence 

framework namely, direction and planning, data collection, data analysis, sharing and 

evaluation.  

Based on the analysis, this research will use all these four main processes as a 

guideline in cyberattack attribution for CTI. Data cleaning is used within threat intelligence 

framework to produce meaningful data. The output from data cleaning is required by data 

mining in the analysis phase to produce an effective cyberattack attribution in CTI by 

generating association ruleset by using a data mining technique.  

 

2.5 Cyberattack Attribution 

In this section, cyberattack attribution (CAA) is elaborated. This includes an 

overview of CAA and a comparative analysis of approach in CAA which is an existing 

technique in data mining for attribution. 

 

2.5.1 Overview of Cyberattack Attribution (CAA) 

Currently, there is no common agreement upon the definition of term attribution in 

cybersecurity. The Merriam-Webster (2020) dictionary defines the general term of 

attribution as "the action of ascribing a work or remark to a particular author, artist, or 

person". 

Wheeler and Larsen (2003) define “attribution” as “determining the identity or 

location of an attacker or an attacker’s intermediary”. The identity may include a person 

name, an account, an alias, or similar information associated with a person whereas the 

location refers to geographical location or virtual location such as an IP address or MAC 

address. In contrast to Merriam-Webster, this definition also includes intermediaries to link 
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the attacker with his or her victim. An excellent attribution process would always identify 

the original attacker’s identity and location. However, anonymity can make the attribution 

process difficult because an attacker can spoof their identity and location. 

2.5.1.1 Indicator of Compromise (IOC) 

An Indicator of Compromise (IOC) is a piece of information that can be used to 

objectively describe a potential compromised system (Harrington, 2013; Iklody et al., 2018). 

This could include a basic IOC such as the IP address of a command and control (C2) server 

or a complex set of behaviours that indicate a mail server is being used as a malicious SMTP 

relay. IOCs can come in a variety of shapes and sizes and be formatted in different ways to 

be digested by various detection mechanisms. IOC is often classified either as host-based or 

network-based as shown in Table 2.8. This basic level of classification can help an analyst 

to plan the detection mechanism based on IOC group (Sanders and Smith, 2014). 

 

Table 2.8: IOC based classification 

Host-based IOC Network-based IOC 

Registry Key  

File Name 

Text String 

Process Name 

Mutex  

File Hash  

User Account   

Directory Path 

IPv4 Address 

IPv6 Address 

X509 Certificate Hash 

Domain Name  

Text String 

Communication Protocol  

File Name  

URL 

 

A host-based IOC is a piece of information that is found on a host, whereas network-

based IOC is a piece of information that can be captured on the network between hosts. Some 

indicators are listed in both areas because they can be often found equally in both locations, 

such as simple text strings and file names.  
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2.5.1.2 Cyberattack Analysis Model for Attribution 

Several models are introduced for analyzing cyberattack attribution namely F2T2AE, 

Intrusion Kill Chains, Diamond and Q. The details of each model are presented in the 

following sub-sections. 

 

2.5.1.2.1  F2T2AE Model 

The earliest work on cyberattack analysis related to attack attribution was proposed 

by the United States Air Force based on the structure of attack in the military. They 

introduced F2T2EA as a theoretical model that can be used in intelligence identification, 

supervision and investigation (Tirpak, 2000; Kour et al., 2020). F2T2EA model comprises 

six phases namely, Find, Fix, Track, Target, Engage and Access . The possible target is 

detected and classified for further prosecution in the first phase, Find. Then, in the second 

phase, Fix, the location of the potential target is determined. In the third phase, Track, the 

target is observed, and its activities and movements are monitored. In the fourth phase, 

Target, the decision is made to engage the target in some manners to create desired effects 

and the means are selected and coordinated. Next, in the fifth phase, Engage, an action is 

taken against the target. Finally, in the sixth phase, Assessment, the common actions to both 

are deliberate and dynamic targeting of the joint targeting cycle and results of the target 

engagement are examined. An entire process of the F2T2EA model can be described as the 

six phase of kill chain in military field because it is an integrated, end-to-end process and 

any occurence of deficiency will interrupt the entire process (U.S. Department of Defence, 

2007; Qiang, Ze-ming, et al., 2017). However, this model has a limitation due to the way it 

is designed on handling a specific incident and the entire process depends on the assumption 

that there is a target to be engaged (Forsythe, 2008). 
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2.5.1.2.2  Intrusion Kill Chains Model 

The F2T2EA concept is then extended to cybersecurity realms by Lockheed Martin 

Corporation. They introduce intrusion kill chains which are the basic theory of cyberattack 

attribution analysis (Hutchins et al., 2011; Bryant and Saiedian, 2017; Kim et al., 2019). 

Figure 2.5 shows seven steps of cyberattack intrusion namely, reconnaissance, 

weaponization, delivery, exploitation, installation, command and control (C2), and action on 

objectives. 

 

 

Figure 2.5: Intrusion Kill Chains (Hutchins et al., 2011) 

 

In reconnaissance, three main processes are involved namely research, identification 

and selection of targets. Reconnaissance is often represented as crawling Internet websites 

such as forum and social media for social relationships, conference proceedings and mailing 

lists for email addresses, or information on specific technologies. Weaponization refers to 

the coupling of a remote access Trojan with an exploit into a deliverable payload by using 

an automated tool or weaponizer. Delivery is a transmission of the weapon to the targeted 

environment by using three most prevalent delivery vectors namely email attachments, 

websites, and USB removable media. Exploitation can trigger intruders’ code after the 
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weapon is delivered to victim host. Installation is to install a remote access Trojan or 

backdoor on the victim system which allows the adversary to maintain persistence inside the 

environment. Command and Control (C2) is to ensure that compromised hosts must beacon 

outbound to an Internet controller server to establish a C2 channel. Eventually, Action on 

Objectives shows how the intrusions will take steps to achieve their original objectives after 

going through the first six stages. Those kill chain phases can describe the whole systematic 

process of targeting and engaging the opponent to produce the desired effects. The use of 

threat intelligence is a key component. The indicator is the fundamental element of 

intelligence in this model. 

The problem with this model is the way it interprets cyberattack as a neat and 

progressive activity to compare to the real case. Furthermore, kill chains only focus on one 

actor per cyberattack without considering the motive behind the attack or any insider 

involvement in the attack. Hence, additional knowledge and understanding the sponsors’ 

role behind the attack based on real-world espionage cases are very important to ensure this 

model runs effectively. This model will also enable an organization to build defences around 

each link in a chain, given that there is a clear understanding of what the adversaries do 

during each link within the chain. 

 

2.5.1.2.3  Diamond Model of Intrusion Analysis 

Sergio Caltagirone (2013) introduced a Diamond model, aiming to increase the cost 

of cyberattack and reduce the cost of the defender. The diamond model provides a method 

to integrate the intelligence for analysis platform and make a correlation, classification and 

forecast based on activities of attackers. This model is derived by an event as a basic element. 

Figure 2.6 shows four core features in an event: adversary, capability, infrastructure and 

victim. These features are edge-connected representing their underlying relationships and 
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arranged in a diamond shape. The meta-features are listed as well to highlight their 

importance in higher-order analysis, grouping, and planning functions. 

 

 

Figure 2.6: Diamond Model for Intrusion Analysis (Caltagirone et al., 2013) 

 

However, this model is cognitive and highly manual to capture intrusion analysis 

process. The model will be more pragmatized and useful once automation and efficiency are 

developed by integrating this model with analytic tools (Caltagirone et al., 2013). 

 

2.5.1.2.4  Q Model 

The Q model developed by Thomas Rid (2015) is to describe, guide and ease 

attribution process. The model explains how an offender matches an offence in order to 

minimize uncertainties on three levels: tactical, operational and strategic.  

 

 

Figure 2.7: Detail view for Q Model (Rid and Buchanan, 2015) 
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An effective attack attribution requires a range of skills on all levels, careful 

management, time, leadership, stress-testing, prudent communication, and limitations and 

challenges recognition. However, the drawback of this model is is void of any experimental 

evaluation to prove its effectiveness  (Nunes et al., 2016). 

The above cyberattack analysis models are often recommended for specific 

requirements in specific situations, hence, leaving some gaps in research fields and 

emphasis. F2T2AE model is to handle attack attribution in the military and the concept of 

this model is extended by Lockheed Martin Corporation as intrusion kill chain. Intrusion kill 

chain becomes a basic theory of cyberattack attribution and an indicator of compromise is 

fundamental elements for threat intelligence. The Diamond Model, which integrates 

intelligence for analysis into the model, is introduced to help the defence unit by reducing 

its costs but increasing the  cyberattack cost. In addition, the Q model, proposed by Thomas 

Rid (2012), is specially designed to improve the attribution in cyberattack . 

This research was to discuss cyberattack attribution in CTI, intrusion kill chain and 

Q Model which could provide some references in the idea and research methods on how to 

perform cyberattack attribution in CTI effectively.  

 

2.5.1.3 Cyberattack Attribution Level 

Boebert (2010) has divided attribution into two types: (1) technical attribution and 

(2) human attribution. Technical attribution focuses on locating the host, which initiated the 

attack or command and control that controlling the attack. The latter uses the result from 

technical attribution and combines it with additional information from other sources to 

identify the person or organization responsible for the attack. Comparing the two types, 

human attribution is more complicated due to the sophisticated method used by adversaries 
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to hide their identities, such as encryption and spoofing. Figure 2.8 illustrates the 

interrelationship between attribution types and attribution levels. 

 

 

Figure 2.8: Interrelationship of attribution types and attribution levels 

 

Both types of attribution are significant for attributing cyberattack, but multiple steps 

are required to identify and investigate the mechanism being used by the attackers during a 

cyberattack. These steps can ease the process of attribution. Therefore, Jawwad A. Shamsi 

et al. (2016) proposed three main levels of attribution comprising the identification of the 

cyberweapon used to launch the crime as level one, identification of the country or city of 

the criminal as level two and identification of the person or organization behind the 

cyberattack as level three. Figure 2.9 depicts a summary of attribution levels and their 

attributes.  

Level 1 is reached by defining the cyberweapon used for cybercrime. A cyberweapon 

is a computer code used or intended to be used to threaten or damage objects, processes or 

living things physically, technologically or mentally (Thomas and Mcburney, 2012; Stevens, 

2017).  
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Figure 2.9: Summary of attribution levels and attributes 

 

For level 2, the source of the crime has been established (typically called the nation 

or  city). Level 3 is the most challenging step to be taken to locate the real suspect. Level 1 

is associated with technical attribution, and level 2 may be associated with technical or 

human attribution. Level 3 is related solely to human attribution. In general, a higher 

attribution level can only be achieved when the lower attribution level has been obtained 

(Rid and Buchanan, 2015; Jawwad et al., 2016). 

 

2.5.2 Attribution Analysis Approach 

The attribution analysis approach is a process to determine the identity or location of 

an attacker or an attacker’s intermediary (Jawwad et al., 2016; Skopik and Pahi, 2020). There 

are several existing attribution approach introduced such as digital forensic base, malware-

based analysis, indirect attribution (Jawwad et al., 2016) and threat intelligence base 

attribution (Qiang et al., 2017). The next sub-section discusses the usage of each approach 
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and its limitation in order to identify approached deemed suitable to achieve the objective of 

this research which is to formulate an association ruleset for cyberattack attribution in CTI. 

 

2.5.2.1 Attribution in Digital Forensic 

Digital forensic as interpreted by Paul Joseph and Norman (2019) and Stoyanova et 

al. (2020) is a science and research on proven ways of conserving, recovering, investigating, 

interpreting and validating materials found in digital artefacts, often in criminal cases. Hunt 

and Zeadally (2012) stated that these materials could include computer systems, storage, 

electronic documents, or even a sequence of data packets transmitted over a network. There 

are two environments to perform forensic analysis namely forensic static data (dead 

forensics) or forensic on dynamic data (live forensics). 

 

a) Forensics on static data 

Dead forensics, as explained by Hunt (2012) and, Faiz and Imam (2017) is the 

forensics process carried out through the previously stored information, where the data is 

static. Dead forensics include file and storage analysis, emails and RAM. 

i) Storage-based analysis: As argued by Garfinkel (2010), the use of forensics 

over static data to retrieve criminal activities has become less significant due to 

the advancement of technologies. For example, the cost to gather information 

from storage devices becomes expensive due to the storage device increasing 

capacity and data distribution techniques availabilit such as cloud storage. 

ii) RAM-based analysis: RAM-based analysis is purposely introduced to 

overcome the lack of storage-based analysis in identifying malware not stored 

on persistent storage. However, Richard and Roussev (2006) and Garfinkel 
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(2010) asserted that the requirement to converse data layout across different 

programs make this analysis expensive and not practical. 

 

b) Network forensics or forensics on dynamic data 

Digital forensics can also be carried out through streaming and dynamic data (Hunt 

and Zeadally, 2012) and this technique can also be classified as live forensics. Network 

forensics is an active example of live forensics when input detection and crime-catching 

attributes such as network packets or networking logs are analyzed in real time. 

i) Traceback and logging: A well-known network-based analysis technique is a 

traceback packet involving the tracking to the original source of an IP packet. 

Packets can be traced back either by marking the packet or by logging the packet. 

Every network device (such as a router or a switch) marks each packet with some 

information to trace the packets back to their initial source. In contrast, logging 

requires that useful information to be stored on each network device to enable the 

packet to be traced back to its origin. However, IP traceback techniques are 

ineffective in tracing back the origin of the attack for attribution due to spoofing 

and anonymization techniques that can hide the real IP. Furthermore, Nicholson et 

al. (2013) also argue that implementation and execution of traceback on the 

Internet are difficult as they require intermediate Internet service provider logging 

and marking support. 

ii) Deceptive techniques: Deceptive strategy can be achieved by setting up a 

honeypot which is a network or collection of tools intended to examine and 

evaluate patterns of attack to deceive an attacker. Honeypots can be used either to 

evaluate an attack or they can be used to give early alerts about a possible future 

attack (Provos, 2004; Dodson et al., 2020; Dowling et al., 2020). The effectiveness 
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of these strategies depends upon the attacker's ability to detect the honeypot 

environment. According to Dornseif et al. (2005), an attacker’s behaviors are more 

difficult to track when he or she is able to detect the execution of honeypot 

environment. 

 

2.5.2.2 Attribution in malware-based analysis 

Malware or malicious software is a generic term that refers to any program or file 

such as bots, virus, scanner, key loggers that is harmful to a computer user. Bayer et al. 

(2006), Irani et al. (2008) and Talukder (2020) viewed malware as the most dominant source 

of crimes in cyberspace. Hence, it is crucial to remain critical in handling malware-based 

attacks and crimes. According to Egele et al. (2012) and, Singh and Singh (2020), malware 

can be analyzed either by using static analysis or dynamic analysis. 

 

a) Static analysis 

Static analysis is carried out by analyzing either the program's source code or 

disassembled binary without execution. The source code is then compared to known 

signatures in order to detect malicious code. However, Egele et al. (2012) stressed that the 

use of anonymity, privacy providing tools, and sophisticated covert communication 

techniques makes it difficult to find or identify useful information from malicious activities. 

Besides, static analysis due to obfuscation techniques may also be restrictive, and the code 

analyzed may not be the code being executed (Bayer et al., 2006; Singh and Singh, 2018).  

 

b) Dynamic analysis 

Dynamic analysis involves the analysis of the code in a controlled environment like 

a virtual machine (VM) or debugger (Mohamed and Ithnin, 2017; Zhang et al., 2020). 
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Compared with static analysis, dynamic analysis is more efficient because it is not necessary 

to disassemble the infected file to analyze it, and VMs provide security because to execute 

the malicious code for the analysis itself becomes a primary concern. Nonetheless, an 

isolated environment such as VM or debugger is unable to prevent obfuscated malware from 

altering the execution path upon detection of the execution environment which is considered 

a significant drawback for dynamic analysis (Egele et al., 2012). This limitation can impede 

an analyst from obtaining an accurate attribution. 

 

c) Similarity-based attribution 

Similarity-based attribution may be used to identify the source of the attack by 

contrasting malware in the current attack with malware used in the previous attack (Layton 

and Watters, 2014). Moreover, a resemblance to a previously known malware does not 

automatically assign an attack to the previously attributed attacker. This is because 

signatures of malware that were previously used could also be stolen or copied to deceive an 

attack. The resemblance to a dubiously identified malware does not increase the degree of 

attribution, as attribution often remains inconclusive. 

 

d) Reverse engineering  

Treude et al. (2011) and Megira et al. (2018) demonstrated that malware could also 

be analyzed and identified using five major steps of reverse engineering techniques. Such 

measures include the understanding of code through analysis, documentation of the analysis 

portion, transferring knowledge through workflows or following standards for 

documentation, articulating work (by organizing subtasks, restoring errors and distributing 

resources), and reporting. However, there is a lack of standardisation for security engineers 

who are interested in reverse engineering. 
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2.5.2.3 Indirect attribution 

Clark and Landau (2010) asserted that the gathering of evidence for the attribution of 

multi-stage attacks is challenging due to the possibility of compromise between intermediate 

hosts. Therefore, Layton and Watters (2014) argued that direct attribution techniques, such 

as network traceback, are limited because adversaries can obfuscate the malicious code, or 

use false or stolen identities and indirect attribution techniques should be developed. 

Layton and Watters (2014) described indirect attribution as a method of attributing 

an attacker's cyberattack using statistical models of the attacker's actions. These behavioral 

models can be constructed around various attributes, such as writing styles, analysis of social 

networks, coding similarities, and data on threat intelligence. These attributes can be linked 

together and then used to generate profiles of an attacker. However, there is a need to have 

extensive and clean data available to generate an accurate attacker profiles. 

The next sub-section describes the various techniques in indirect attribution which 

are categorized as machine learning-based, social network analysis, those linked with 

geopolitical scenarios and threat intelligence-based attribution. 

 

a) Machine learning techniques  

Technically, machine learning techniques can be used not only to detect malicious 

sources but also to tackle the cyberattack attribution problem. A variety of methods, 

including clustering, neural networks or support vector machine can be used as machine 

learning techniques. This technique relies on an analysis of historical data from network logs 

to identify a collection of IP sources that are involved in malicious activities. 

i) Behavioral analysis: Dacier et al. (2008) and Kongshavn et al. (2018) 

implemented clustering techniques to identify sources of trusted and malicious 

IPs. They then used this information to attribute sources of cyberattack. Livadas 
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et al. (2006) also used similar clustering techniques to distinguish between reliable 

and malicious sources of Internet relay chat. Several researchers have also 

exploited the use of semantics and statistical modelling to establish attribution 

(Kong et al., 2013). Although behavioral analysis is efficient in identifying 

malicious sources, it relies on the availability of huge amount of data. Hence, it is 

often combined with other techniques. For example, logs can be collected from 

different sources such as honeypots and web servers to accommodate IP 

clustering. However, spoofing and anonymization methods used by an attacker 

make the sources of malware become less credible. 

ii) Genetic algorithms: Genetic algorithms were also used for malware attribution 

(Pfeffer et al., 2012; 2017). The method is used to classify the origin of an intruder 

and forecast the properties of future attacks by using malware genetics, their 

evolution and characteristics. In order to develop a comprehensive system, the 

purpose of the attack is also considered. Genetic analysis may not, however, be 

trivial, because malware characteristics predominately need to be present. 

iii) Neural networks and support vector machines: Diederich et al. (2003) 

explained support vector machine and neural network in identifying and clustering 

different writing styles and attribute an author to an email. Adhikari and 

Subramaniyan (2017) implemented feature extraction for this purpose. They 

justified that this method can identify the actual author of a document such as an 

email. The attribution of email author can assist in cyberattack cases related to 

spam, phishing and cyberterrorism. The main limitation of the author's attribution 

is to conclude that the e-mail and attachment in a particular e-mail cannot be 

conclusively attributed to any particular individual. In addition, e-mails that make 

attribution inconclusive can be duplicated. 
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b) Attribution through social networks  

Matwin et al. (2015) and, Majeed and Lee (2020) analyzed attribution in a social 

network by utilizing quasi-identifiers (QIDs). QID is an identifier that reveals some 

information from a public dataset by using the date of birth, gender or zip code. Although 

QID is not a unique identifier, it can produce a unique identifier when being combined with 

other QIDs. Similarly, QIDs that make up public profiles in social networks can be used to 

gather information about protected profiles in social networks. Sarker et al. (2019) justified 

that this mechanism can be used to identify and disclose the attributes of an attacker. 

Holt et al. (2012) analyzed the patterns of social networks of known hackers by 

linking and aligning them with cyberattack. However, a major drawback with this approach 

is that hackers can use fake identifiers to mislead others and the amount of data available to 

study patterns may be limited. 

 

c) Linking with geopolitical scenarios 

Cyberattack is normally caused by political ideologies. The easiest way to get some 

clue about the origin of cyberattack is by linking the incident with the current political 

scenario. Although the result is doubtful, it may provide useful information to initiate the 

attribution process. Hare (2012) argued that the amount of attribution argument depends 

upon the political situation at the time of the response action and attacker’s receptiveness to 

the victims’ arguments. Furthermore, if the political situation favors the victim, the 

international community is more likely to support the claims for attribution. 

 

d) Threat intelligence-based attribution 

Threat intelligence-based attribution contains three-techniques; reasoning analysis, 

collaborative analysis and association analysis. Qiang et al. (2017) introduced association 
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analysis method in cyberattack attribution based on threat intelligence. By combining the 

intrusion kill chains model and F2T2EA model, this method used the local advantage model 

to analyse the data related to threat intelligence in cyberattack attribution. As a result, it can 

get more relevant and important data from threat intelligence database. However, constraint 

and efficiency are the main concerns in the process of association analysis. Another study 

applied association analysis in threat intelligence conducted by Noor et al. (2018). Their 

research collected CTI document as input, then selected the most prevalent TTPs with high 

information gained as features and used it to mine the interesting regularities between TTPs 

using Association Rule Mining (ARM). The associtioan ruleset from their research can 

provide an actionable proactive as well as reactive defense based on the latest tactics of the 

threat actor. Qiang et al. (2016a) proposed a reasoning method to create attack evidence 

chain in the situation of data missing and complex trace data structure. This method can help 

to get a possible relationship and attack chains from the associated data. The drawback of 

this method is it depends on the availability of information from the database to create attack 

chain effectively. Qiang et al. (2017) also briefly utilized collaborative analysis in their 

research. The objective for this method was to make full use of the computer performance 

and analysts’ thinking in attribution analysis. 

Based on the attribution analysis approach reviewed, only three techniques are 

deemed suitable for analysis related to threat intelligence. Association analysis can get 

relevant and important data from threat intelligence database. Reasoning analysis is able to 

provide the relationship and attack chains from the associated data. Collaborative analysis 

combines the performance of computer and domain expertise in producing the attribution. 

However, the scope of this research is merely to extract relevant and essential knowledge 

behind the raw data in CTI for cyberattack attribution. Hence, this research will use 

association analysis to leverage the benefit of threat intelligence data in producing 
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cyberattack attribution. The next sub-section is to discuss the existing technique available in 

association analysis for cyberattack attribution. 

 

2.5.3 Association Analysis Technique for Attribution 

Wheeler and Larsen (2003) described several techniques for cyberattack attribution 

that include tracing back based on log records, intrusion detection system, malware analysis 

and honeypots as a guideline for a security analysts to identify the origin and threat actor 

behind the cyberattack. However, these traditional cyberattack attribution techniques have a 

limitation on discovering hidden knowledge beyond an IP address. The knowledge discovery 

beyond an IP address through an in-depth analysis of the problems from data sources 

especially focusing on association analysis is significant in helping security analysts to 

attribute the cyberattack effectively. Hence there has been a lot of studies in the area of data 

mining to discover its insights in terms of large groups of items or objects in transactional 

databases, relational databases, or other information repositories using Association Rule 

Mining (ARM) technique. A review on appropriate technique to formulate an association 

ruleset for cyberattack attribution process in CTI is discussed in the next sub-section. 

 

2.5.3.1 Basic concept of Association Rule Analysis 

Association rule mining can be defined as a correlation of events implying that events 

frequently occur in conjunction or other words, an association, rules mining algorithm 

develops rules to explain how often events occur together. The main task of association rule 

mining is to discover a series of attributes in a given database shared among many objects. 

Each association rule is defined as an implication of the form 𝐿 ⟹ 𝑅 (Agrawal et al., 1993), 

where L, J are frequently occurring itemsets in the transactional database, for which 𝐿 ∩ 𝑅 =

∅ (i.e.,L and R are disjoint). The itemset 𝐿 ∪ 𝑅 that leads to the generation of an association 
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rule is called generating itemset. An association rule consists of two parts: the Left Hand 

Side (LHS) or antecedent, which is the part on the left of the arrow of the rule (here L), and 

the Right Hand Side (RHS) or consequent, which is the part on the right of the arrow of the 

rule (here R). Two important measures for association rules are support (s) and confidence 

(c), the former can be defined as an associated measure of statistical significance of an 

itemset, and the later is an indication of the strength of the rule. A rule is frequent if its 

support is greater than the user specified support and it is strong if its confidence level is 

greater than the user specified confidence. 

The formula in Equation 2.1 could measure the confidence of an association rule. 

𝑐𝑜𝑛𝑓𝑖𝑑𝑒𝑛𝑐𝑒 (𝐿 → 𝑅) =
𝑠𝑢𝑝𝑝𝑜𝑟𝑡(𝐿 ∪ 𝑅)

𝑠𝑢𝑝𝑝𝑜𝑟𝑡(𝐿)
 (2.1) 

Here 𝐿 → 𝑅 notation represents LHS and RHS of rules, which are both itemsets. The 

problem of the association rule mining can be divided into two steps. Firstly, generating all 

itemsets that have user specific support such as frequent itemsets. Secondly, generating 

confidence rules from those frequent itemsets, which satisfy the user specific confidence. 

The former problem is a nontrivial and most crucial factor that affects the performance of 

the association rule minings. 

Moreover, this problem affects more adversely if the number of distinct attributes in 

the database is large. For example, if a particular database has k distinct attributes, there can 

be 2m of possible distinct large itemsets and the problem is to find out those itemsets that 

have user specific support. The later problem is relatively easy and straightforward. To 

resolve the above mentioned problem, Agrawal (1994) proposed the Apriori algorithm to 

find association rules quickly. The Apriori algorithm is one of the most widely adopted 

algorithms in association rule mining and the notations in Table 2.9 are used to provide a 

clearer description of the algorithm. 
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Table 2.9: Notations used in the Apriori Algorithm 

Notation Description 

k- itemset • An itemset has k items. 

𝑳𝒌 Set of large k-itemsets (those with minimum support threshold). Each member of 

this set has two fields: (a) itemset and (b) support count. 

𝑪𝒌 • Set of candidate k-itemsets (potentially large itemsets). Each member of this set has 

two fields: (a) itemsets and (b) support count 

𝑳 ⟹ 𝑹 • An association rule between itemsets L and R 

 

Items in each transaction are kept sorted in their lexicographic order. It is 

straightforward to adapt these algorithms to the case where the database D is kept normalized 

and each database record is a <TID, item> pair, where TID is an identifier of the 

corresponding transaction. The number of items in an itemset is called its size and an itemset 

of size k as a k-itemset. Items within an itemset are kept in lexicographic order. The notation 

𝑐[1] ∙ 𝑐[2] ∙ … ∙ 𝑐[𝑘] is used to represent k-itemset c consisting of items 𝑐[1], 𝑐[2], … 𝑐[𝑘], 

where 𝑐[1] < 𝑐[2] < ⋯ < 𝑐[𝑘]. If 𝐶 = 𝑋 ∙ 𝑌 and Y was a k-itemset,  Y is also called a k-

extension of X. Associated with each itemset is a count field to store the support for this 

itemset. The count field is initialized to zero when the itemset is first created. 

Apriori algorithm is used for mining frequent itemsets based on the Boolean rules. It 

is considered the most recognized algorithm to mine association rules. The algorithm finds 

association rules issues on a large scale, giving room to implicative outcomes that possess 

more than one element (Agrawal and Srikant, 1994). Association rules seek frequent itemsets 

that have occurrences that go beyond a pre-defined least threshold, obtaining association 

rules from those frequency itemsets. These two sub-issues are solved repeatedly until no new 

rules appear. The least support threshold must be set by a user.  

The algorithm utilizes a breadth-first search mechanism and a hash tree configuration 

to make candidate itemsets counted efficiently to determine the frequency of occurrence for 

each itemset. The basic Apriori algorithm utilised the bottom-up technique that makes it 
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possible to extend the frequent subsets one item at a time which is termed as the candidate 

generation step. Furthermore, clusters of candidates are evaluated against the data. The 

algorithm dismisses the process when no further relevant extensions are possible. The 

Association Rule Mining for Apriori Algorithm is defined as a two-step technique, namely 

1) generating the frequent itemset and 2) generating the rule. In the first step, it involves 

discovering all frequent item-sets that have support greater than or equal to a pre-determined 

minimum support count. The second step involves producing all the relevant association 

rules from frequent itemsets. In this step, it further involves evaluating the Support and 

Confidence for all the rules and pruning the rules that do not reach the user defined threshold 

values ∈ [0,1] for minimum support (𝑚𝑖𝑛𝑠𝑢𝑝) and minimum confidence (𝑚𝑖𝑛𝑐𝑜𝑛𝑓). 

There are several methods to determine the best value for 𝑚𝑖𝑛𝑠𝑢𝑝 and 𝑚𝑖𝑛𝑐𝑜𝑛𝑓 

thresholds. Usually, 𝑚𝑖𝑛𝑠𝑢𝑝 and 𝑚𝑖𝑛𝑐𝑜𝑛𝑓 threshold are manually chosen by the researcher 

through trial and error method (Mahmood et al., 2014; Yan et al., 2014; Ramadani and 

Wagner, 2016; Liu et al., 2018). Setting 𝑚𝑖𝑛𝑠𝑢𝑝 with a low value may lead to the generation 

of too many uninteresting frequent itemsets, and an increase in the time complexity. 

However, setting 𝑚𝑖𝑛𝑠𝑢𝑝 with a high value will improve the run time but may lead to the 

generation of no (or a very low number of) frequent itemsets.  

Meanwhile, a mathematical function that allows modification of 𝑚𝑖𝑛𝑠𝑢𝑝 threshold 

based dynamically on the database size introduced by Fournier-Viger (2013). He used this 

equation: = (𝑒(−𝑎𝑁−𝑏) + 𝑐), where a,b,c are constants, and N represents the number of 

transactions.  

In this thesis, the trial and error method was used. The 𝑚𝑖𝑛𝑠𝑢𝑝 parameter was set to 

a low value and then, gradually increased until a sufficient number of interesting patterns 

were extracted within a reasonable amount of time. For the 𝑚𝑖𝑛𝑐𝑜𝑛𝑓, a value of at least 50% 
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must be achieved for a rule to be interesting. The two-step technique for Apriori algorithm 

is illustrated in Table 2.10.  

Table 2.10: Transactional Data  

TID TR-1 TR-2 TR-3 TR-4 TR-5 

X 1 1 0 1 1 

Y 1 1 1 0 1 

Legend: 

TID-Transaction ID 

TR-Transactional 

X-Itemset X 

Y-Itemset Y 

 

Table 2.10 contained the transactional data set to understand the basic terminology in Apriori 

Algorithm as follows: 

a) Itemset: This is the collection of one or more items or products from the 

transactions. The term K-item-set denotes a set of k items or products. As 

illustrated in Table I, the K itemset is represented by itemset X = (x1,x2,…xk) 

and itemset Y=(y1,y2,..,yk). 

b) Support Count: The total number of occurrences of an itemset X and/or 

itemset Y are defined as support count or 𝑠𝑢𝑝𝑝. 

c) Support: Support measures the usefulness of association rules (Ju et al., 

2015). It is defined as a proportion of transactions in a dataset that contains 

the itemset. It measures the frequency of association. How many times X and 

Y involved in association rules occur together in the dataset. When the 

frequency of X and Y occurring at the same time is equal to or greater than 

the designated minimum support threshold, X and Y meet frequent itemsets. 

Support can be represented as shown in Equation 2.2. 
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𝑠𝑢𝑝𝑝𝑜𝑟𝑡 (𝑋 → 𝑌) =

𝑇𝑟𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛𝑠 𝑐𝑜𝑛𝑡𝑎𝑖𝑛𝑖𝑛𝑔 
𝑏𝑜𝑡ℎ 𝑋 𝑎𝑛𝑑 𝑌 𝑖𝑡𝑒𝑚𝑠
𝑇𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 

𝑡𝑟𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛𝑠

 (2.2) 

  

𝑠𝑢𝑝𝑝𝑜𝑟𝑡 (𝑋 → 𝑌) = 3 ∕ 5 = 60%  

  

d) Confidence: Confidence can indicate the strength or the reliability of 

association rules (Ju et al., 2015). It is defined as the ratio of the number of 

transactions that include all items in a frequent itemset to the number of 

transactions that include all items in the subset. It determines how frequently 

item Y occurs in the transaction that contains X. Confidence represents the 

conditional probability of an item, as shown in Equation 2.3. 

𝑐𝑜𝑛𝑓𝑖𝑑𝑒𝑛𝑐𝑒 (𝑋 → 𝑌) =

𝑇𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑡𝑟𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛𝑠 
𝑐𝑜𝑛𝑡𝑎𝑖𝑛𝑖𝑛𝑔 𝑋 𝑎𝑛𝑑 𝑌 

𝑇𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑡𝑟𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛𝑠 
𝑐𝑜𝑛𝑡𝑎𝑖𝑛𝑖𝑛𝑔 𝑖𝑡𝑒𝑚 𝑋 

 (2.3) 

  

𝑐𝑜𝑛𝑓𝑖𝑑𝑒𝑛𝑐𝑒 (𝑋 → 𝑌) = (𝑠𝑢𝑝𝑝𝑜𝑟𝑡 (𝑋, 𝑌))/(𝑠𝑢𝑝𝑝𝑜𝑟𝑡 (𝑋))  

  

𝑐𝑜𝑛𝑓𝑖𝑑𝑒𝑛𝑐𝑒 (𝑋 → 𝑌) = 3 ∕ 4 = 75%  

  

e) Lift: The lift value is a measure of the importance of a rule (Ju et al., 2015). 

The lift measures how frequent X and Y occur together than expected if they 

are statistically independent. Lift value 1 indicates X and Y are independent. 

The lift can be represented as shown in Equation 2.4. 

𝑙𝑖𝑓𝑡 (𝑋 → 𝑌) =
(𝑠𝑢𝑝𝑝𝑜𝑟𝑡(𝑋 → 𝑌))

(𝑠𝑢𝑝𝑝𝑜𝑟𝑡(𝑋) ∗ 𝑠𝑢𝑝𝑝𝑜𝑟𝑡(𝑌))
 

(2.4) 
 

  

𝑙𝑖𝑓𝑡 (𝑋 → 𝑌) =
(3 5⁄ )

((4 5⁄ ) ∗ (4 5⁄ ))
= 0.384  

  

The lift is a value between 0 and infinity:  

• If Lift (l) < 1, then X and Y are said to be interdependent negatively.  

• If Lift (l) = 1, then X and Y do not find themselves dependent on each other 

and said they are independent.  
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• If Lift (l) > 1, then X and Y appear together more often in the data and are 

said to depend on each other positively. 

Frequent Itemset: The value of Support and Confidence determines the 

interestingness of the generated rule, and this value is achieved by setting the minimum 

support and minimum confidence thresholds. The Item-sets whose support is greater than or 

equal to the specified minimum support threshold is defined as the frequent itemset. 

 

2.5.3.2 Association Rule Mining (ARM) 

Association Rule Mining (ARM) is an important research branch of data mining 

which has attracted many data mining researchers due to its capability to discover useful and 

interesting patterns from extensive, noisy, fuzzy and stochastic data. The concept of ARM 

was introduced by Agrawal and Srikant (1994). In the data mining field, ARM can be utilized 

as a part of cyberattack attribution process in CTI to discover the hidden knowledge behind 

raw data. A critical issue for cyberattack attribution in CTI is how to successfully and 

effectively extract the hidden knowledge from the voluminous data and feasibly create the 

association ruleset for cyberattack attribution to assist security analysts in decision making. 

Since the introduction of the first concept of ARM by Agrawal et al. (1993), a wide 

variety of efficient ARM algorithms for generating association rules have been proposed 

over time. Some of the well known and most important algorithms are Apriori, Apriori-TID, 

SETM, Apriori Hybrid, AIS and Fp-growth (Prithiviraj and Porkodi, 2015). Table 2.11 

illustrates the advantages and disadvantages of six most well-known ARM algorithms. 
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Table 2.11: Comparative study of algorithms 

Algorithm Researcher Algorithm 

data support 

Advantage Disadvantage 

Apriori (Agrawal and 

Srikant, 1994) 

 

(Borgelt, 2003) 

 

(Ghosh and Dutta, 

2016) 

 

(Rekik et al., 2018; 

Gangurde and 

Kumar, 2020) 

 

(Jantan, 2019) 

 

(Garg and Joon, 

2020) 

 

Best used for 

closed itemsets.  

Fast. 

Fewer candidate 

sets. 

Generates 

candidate sets from 

only those items 

that were found 

large. 

 

Uses an iterative 

level-wise search 

technique to 

discover (k+1)-

itemsets from k-

itemsets 

 

Efficient for 

pruning infrequent 

candidate item sets 

 

It is implemented to 

create robust 

association rules.  

It is the most 

powerful 

association rule 

miner 

Consume a lot of 

memory. 

 

Has to produce a lot 

of candidate sets if 

k-itemsets is more 

in numbers 

 

Has to scan the 

database repeatedly 

to determine the 

support count of the 

itemsets 

AprioriTID (Agrawal and 

Srikant, 1994) 

 

(Mittal, 2017) 

They are used 

for minor 

itemsets. 

Better than SETM. 

Better than Apriori 

for small databases, 

Time saving. 

 

Does not use the 

whole database to 

count candidate 

sets. 

SETM (Agrawal and 

Srikant, 1994) 

 

(Kerana Hanirex 

and 

Kaliyamurthie, 

2016) 

Not frequently 

used 

Separate generation 

from counting. 

 

Very large 

execution time. Size 

of candidate set 

large. 

Apriori 

Hybrid 

(Agrawal and 

Srikant, 1994) 

 

Used where 

Apriori and 

AprioriTID 

used. 

Better than both 

Apriori and 

AprioriTID. 

 

An extra cost is 

incurred 
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(Telikani et al., 

2020) 

when shifting from 

Apriori to 

AprioriTid 

AIS (Agrawal et al., 

1993) 

 

(Agrawal and 

Srikant, 1994) 

 

(Zhang et al., 

2018) 

Not frequently 

used, but when 

used is used for 

small itemsets 

Better than SETM. 

Easy to use 

 

Candidate sets 

generated on the fly. 

Size of candidate set 

large. 

 

FP- Growth (Borgelt, 2003; 

S.Mythili and R. 

Mohamed 

Shanavas, 2013) 

 

(Han et al., 2000) 

 

(Sinha and Ghosh, 

2014) 

 

(Chee et al., 2019) 

Use in cases of 

large itemsets 

as 

it does not 

require the 

generation of 

candidate sets. 

Only two passes of 

dataset. 

Compress dataset. 

No candidate set 

generation required 

so better than éclat 

and Apriori 

 

Preserve the 

association 

information of all 

itemsets Shrinks the 

amount of data to 

be searched 

Using tree structure 

to create 

complexity. 

 

Constructing the 

FP-Tree is time-

consuming if the 

data set is huge 

 

The algorithms are systemized and their performance is analyzed on the basis of 

runtime and theoretical considerations. Despite the identified fundamental differences 

concerning employed strategies, runtime shown by algorithms is almost similar. FP growth 

displays a better performance in all the cases leaving Apriori behind by making only two 

passes to the data sets and abolishing the concept of candidate generation. Table 2.12 features 

the performance comparison between ARM algorithm and four measurement features. 
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Table 2.12: Comparison of features in association rule mining algorithms 

Features AIS SETM Apriori AprioriTID Apriori 

Hybrid 

FP-growth 

Data 

support 

Less Less Medium Often 

suppose 

large 

Very large Very Lage 

Speed in 

initial 

phase 

Slow Slow High Slow High High 

Speed in 

later phase 

Slow Slow Slow High High High 

Accuracy Very less Less Less Medium, 

More 

accurate 

than Apriori  

Fast, More 

accurate 

than 

AprioriTID 

Very 

fast,More 

accurate 

 

Six algorithms from literature are compared using data support, speed in the initial 

phase, speed in a later phase and accuracy measurements. In terms of data support , AIS, 

SETM works well with small database Apriori is good for medium size databases and, 

AprioriTid, Apriori hybrid and Fp-growth are well suited for large databases. In terms of 

speed in initial phase AIS, SETM and AprioriTID have slow speed in the first phase, whereas 

Apriori, Apriori hybrid and Fp-growth work well on fast speed in the starting phase. In terms 

of speed in later phase, AIS, SETM and Apriori work slow speed in the final phase. 

AprioriTID, Apriori hybrid and FP-growth work well on fast speed in the final phase. For 

accuracy measurement, AIS is very less accurate, whereas SETM and Apriori are less 

accurate. AprioriTID is a medium accurate measurement, and it is more accurate than 

Apriori. Apriori hybrid is highly accurate, and it is more accurate than AprioriTID. FP-

growth works well on very high accuracy in all six algorithms. Figure 2.10 illustrates the 

comparison of performance for association rule mining algorithms. 
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Figure 2.10: Comparison of performance for association rule mining algorithms 

 

Cyber security issues in using ARM are addressed in literature. Hanguang and Yu 

(2012) designed a model by using Apriori algorithm which is the classic of association rules 

in web-based on intrusion detection system and applied the rule base generated by the 

Apriori algorithm to identify a variety of attacks. 

Bhavsar and Waghmare (2013) proposed a system to detect an intrusion by using 

fuzzy class-association rule mining and support vector machine. Usha and Rameshkumar 

(2014) set forth the ideas of frequent pattern mining and three critical methodologies, namely 

the generation of the candidate method without candidate generation and vertical design 

method. Additionally, they explained how the several frequent pattern algorithm can be used 

in various domains and specifically in the crime pattern detection. 

Aung and Nyein (2015) provided a traditional FP growth algorithm; one of the 

association algorithms is modified and used to mine itemsets from an extensive database. 

The required statistics from large databases are gathered into a smaller data structure (FF-

tree). While, Elhag et al. (2015) produced a model by using genetic fuzzy systems and fuzzy 

association rule for detection rates enhancement on intrusion detection systems. 
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Meng and Ren (2016) designed a model to hybrid P2P networks for discovering 

outlier malicious node based  on data mining. In their model, the behavior patterns of node 

in a subnet will be used to discover the frequent patterns, utilizing the method of frequent 

pattern mining at first. After that, the global frequent patterns of nodes will be produced and 

updated through gradually broadcasting and grouping the local frequent patterns. 

Krishnan and Balasubramanian (2017) proposed an association rule mining method 

for detecting anomalies in real-time datasets by using an adaptive rules-based multiagent 

intrusion detection system. 

Currently, the most widely used algorithms in ARM is Apriori Algorithm. Agrawal 

and Srikant (1994) developed this algorithm to study customers’ purchasing behavior in 

supermarkets where goods are often purchased together by customers. Besides, the Apriori 

Algorithm has also been used successfully in many areas of daily life, including energy, 

recruitment, communication protocol, monitoring and network traffic behavior (Liu et al., 

2018). Hence, the implementation of the Apriori Algorithm in determining malicious 

network traffic behavior can help security analysts to study attacker behavior in conducting 

cyberattack. Furthermore, the result of association rule generated by using Apriori Algorithm 

regarding the attacker behavior can assist security analysts in making a decision on 

cyberattack attribution. 

 

2.5.3.3 Apriori Algorithm 

As discussed in the previous sub-section, the Apriori algorithm is a well-established 

data mining algorithm developed by Agrawal and Srikant (1994) to extract the information 

hidden behind the raw data in a transactional database and is commonly used in different 

fields such as energy, recruitment, communication protocol, monitoring and network traffic 

behaviour. 
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Apriori algorithm has been implemented in various fields. Khalili and Sami (2015) 

proposed an industrial intrusion detection approach to mitigate threats to cyber physical 

systems that utilise sequential patterns extracted by the Apriori algorithm to aid experts in 

identifying critical states. The study showed Apriori could be employed in the extraction of 

sequential patterns for industrial process monitoring. A study conducted by Hsiao et al. 

(2013), investigated the use of the Apriori algorithm to track adversaries transitioning 

through sequences of hosts to launch an attack. Data are retrieved from network packets to 

determine the host sequence. The Apriori algorithm is proven to be suitable for this study. 

Meanwhile Liu et al. (2018) have utilized Apriori and MS-Apriori algorithm to 

investigate the relationship of data for network footprint (NFP) which consists of DPI data 

from ISPs and Crawler data from Web for App usage analysis. The result provides insights 

for mobile application developers to recommend other applications for their users based on  

their interest and usage pattern. 

Adebayo and Abdul Aziz (2019) presented a novel knowledge-based database 

discovery model that utilizes an improvised apriori algorithm with Particle Swarm 

Optimization (PSO) to classify and detect malicious android application. The usage of 

several rule detectors can maximize the true positive rate of detecting malicious code, 

whereas the false positive rate of wrongful detection is minimized. 

The use of the Apriori algorithm outside the cybersecurity domain has also been 

explored. It is used for smart health services in a study conducted by Jung, Kim and Chung 

(2015; 2019). The Apriori algorithm was used for a series of patient images acquired through 

the surveillance technology to generate bio-sequential patient patterns. The bio-sequential 

patterns are then used to create a basis for a bio-sequential pattern and any deviation from 

this could result in a possible emergency. The study demonstrated that the Apriori algorithm 

is used to develop bio-sequential patterns and could be used to extract patterns from the 
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adversary SSH command sequence. Other than that, the Apriori algorithm is also being 

employed in a study to discover the contributory crash-risk factors of hazardous material 

(HAZMAT) vehicle-involved crashes on expressways (Hong et al., 2020). The findings from 

this study indicated that ARM is a feasible technique of data mining that can be used to draw 

correlations between HAZMAT vehicle-involved accidents and significant crash-risk 

factors, and has the potential to provide more easy-to-understand findings and applicable 

lessons for improving the expressways safety.  

Based on literature, the Apriori algorithm has been used for cybersecurity and other 

knowledge areas. Sequential patterns could be derived from network flow and network 

packet data as an association rule by the Apriori algorithm (Husák et al., 2017). The 

association ruleset, however, may lead to a situation where many unnecessary rules and non-

fulfilled researchers’ intention arise. An association rule must be strong with a proper 

representation in the transaction dataset to be relevant (Chen et al., 1996; Tan et al., 2006; 

Larose and Larose, 2014). To classify the associated rule as strong, a calculation of the 

highest dependencies between variables requires an appropriate measure to achieve the 

relevant and effective rules of the association. For example, interesting measures such as 

support, confidence, lift, correlation, and entropy have been extensively used to assess the 

relevance of the association rule.  

 

2.5.3.4 Interestingness measure in ARM 

These days, association rules mining from large repositories is a much-interested data 

mining research area that is influenced by different application areas. The objective in data 

mining is to reveal the hidden information from data and various techniques have been put 

forth so far. But the disadvantage is that fundamentally not every generated rule is accurate 

and meets the purpose or interest of the researcher. Initially, an enormous amount of 
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unnecessary association rules arises, making it difficult for a user to figure out the rules. The 

relationship between the variables in a specific application field is then ignored. Hence, 

measurement is needed in association rules mining to decrease the number of rules and 

eliminate a few unwanted attributes. Interestingness Measure (IM) can provide measurement 

criteria to ensure and boost the effectiveness and accuracy of association rules (Fournier-

Viger et al., 2017). 

William J. Frawley and Gregory Piatetsky-Shapiro (1992) and Asha et al., (2018) 

introduced rule interestingness (RI) measures to evaluate the values of patterns objectively 

and discover the best or most interesting rule. The interestingness measures that are used to 

evaluate the quality of a single pattern or rule can be classified into three categories namely, 

objective measures, subjective measures and semantic measures (Tan et al., 2002; Mcgarry, 

2005; Geng and Hamilton, 2006; Lenca et al., 2007; 2008; Idoudi et al., 2016). While 

objective interestingness measures are based on the statistical strengths or properties of the 

generated rules, subjective and semantics-based measures employ various representations of 

the users’ background knowledge. Subject interestingness measures are often used to find 

unexpected and novel rules whereas Semantic interestingness measures are used to measure 

the utility of an association rule. The relevant and useful association rules are achievable 

through an interestingness measure that includes objective and subjective measures (Ju et 

al., 2015; Idoudi et al., 2016). Several criteria are used such as lift, confidence, information 

gain, and support that can effectively quantify the correlation between the antecedents and 

the consequent for enormous association rules generated by ARM, meeting researchers’ 

aims. Table 2.13 shows the most widely applied IM by researchers in evaluating the 

interestingness of association ruleset. 
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Table 2.13: List of widely applied interestingness measures for ARM 

Researcher Method Formula 

(Agrawal et al., 1993) support  𝜌(𝐴𝐵) 

(Agrawal and Srikant, 1994) confidence  𝜌(𝐵|𝐴) 

(Silverstein et al., 1998) lift/interest  𝜌(𝐴𝐵)

𝜌(𝐴)𝜌(𝐵)
 

(Tan et al., 2002) Jaccard  𝜌(𝐴𝐵)

𝜌(𝐴) + 𝜌(𝐵) − 𝜌(𝐴𝐵)
 

cosine  𝜌(𝐴𝐵)

√𝜌(𝐴)𝜌(𝐵)2
 

(Geng and Hamilton, 2006) Jmeasure  𝜌(𝐴𝐵) log
𝜌(𝐵|𝐴)

𝜌(𝐴)
 + 𝜌(𝐴𝐵̅) log

𝜌(𝐵̅|𝐴)

𝜌(𝐴)
   

One-way support  
𝜌(𝐴|𝐵) log

𝜌(𝐴𝐵)

𝜌(𝐴)𝜌(𝐵)
 

Two-way support  
𝜌(𝐴𝐵) log

𝜌(𝐴𝐵)

𝜌(𝐴)𝜌(𝐵)
 

 

As stated in Table 2.13, A and B represent the antecedent and consequent of a rule, 

respectively; 𝜌(𝐴) =
𝑛(𝐴)

𝑁
 denotes the probability of A; 𝜌(𝐵|𝐴) =

𝜌(𝐴𝐵)

𝜌(𝐴)𝜌(𝐵)
 denotes the 

conditional probability of B, given A. These measures originate from various areas, such as 

statistics (correlation coefficient, odds ratio, Yules Q, and Yules Y), information theory 

(Jmeasure and mutual information), and information retrieval (accuracy and 

sensitivity/recall). Lift and Jmeasure are two widely applied interestingness measures for 

ranking the rules in the area of network traffic analysis. Lift is used to select the rules that 

have strong correlations between the antecedent and consequent (Bayardo and Agrawal, 

1999; Apiletti et al., 2009). Lift is a ratio of the support of the rule to the product of the 

support of A and the support of B. Jmeasure measures the average amount information of 

the consequence given an occurence of an antecedent (Goodman et al., 1989; Blanchard et 

al., 2005). Kandula et al. (2008) ranked the rules by positive correlation part of Jmeasure. 

The positive correlation part of Jmeasure is defined as 𝑅𝑎𝑛𝑘(𝐴 → 𝐵) = 𝑠(𝐴 →

𝐵) log
𝑐𝑜𝑛𝑓(𝐴→𝐵)

𝑠(𝐵)
 (the same as the one-way support measure listed in Table 2.11), where 
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𝑠(𝐴 → 𝐵)is the support value of the rule; 𝑐𝑜𝑛𝑓(𝐴 → 𝐵) is the confidence value of the 

rule; 𝑠(𝐵) is the support of B. 

Most data mining research have used support and confidence as the de-facto 

“interestingness measures” for discovering relevant association rules (Jalali-Heravi and 

Zaïane, 2010; Mrs. M.Kavitha, 2020). However, support and confidence do not capture the 

correlation that exists between the association rule antecedent and consequent. Several 

interestingness measures such as Lift, Jaccard, cosine, Jmeasure, One-way support and Two-

way support can be used to fix this shortcoming. Among these measures, Lift is the simplest, 

yet, the most powerful one in capturing and representing the type of correlation that exists 

between antecedent and consequent in association rule (Hussein et al., 2015). Researchers 

often use it to rank rules in the network traffic analysis area . Hence, this research is to support 

the de-factor interestingness measure and complement it with lift to evaluate the relevant 

association rule in performing cyberattack attribution. 

 

2.5.4 Analysis of Cyberattack Attribution 

Various definitions of attribution exist in literature. The United State Air Force has 

published an article about cyberattack analysis model in early 2000 that specifically 

discusses intelligence identification, supervision and investigation (Tirpak, 2000) that later 

on evolves into threat intelligence framework for cyberattack attribution. Afterwards, the 

model is further improved and modified to combat the growing number and sophistication 

of cyberattacks. This improvement has helped analysts in performing cyberattack attribution 

more efficiently. In this section, the characterization of the existing cyberattack analysis 

models, their evolvement toward CTI Framework and comparative analysis are discussed 

and presented.  Four primary current cyberattack analysis models are F2T2EA model, 
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Intrusion Kill Chain model, Diamond model of intrusion analysis and Q model. Table 2.14 

shows the usage, advantage and disadvantage of each model. 

 

Table 2.14: Cyberattack analysis model 

Model Usage Process Advantage Disadvantage 

F2T2EA 

model 

For intelligence 

detection, 

monitoring and 

military 

investigation 

contain six phases 

namely, Find, Fix, 

Track, Target, Engage 

and Access 

Useful for a 

specific incident 

design to handle 

a particular 

incident 

need to depend 

on the 

assumption that 

there is a target 

to engage 

Intrusion 

Kill Chain 

model 

a basic theory of 

cyberattack 

attribution analysis 

Contain seven phases: 

reconnaissance, 

weaponization, 

delivery, exploitation, 

installation, command 

and control (C2), and 

action on objectives 

help an 

organization to 

develop 

defensive 

strategies 

around every 

link in the chain 

interpret 

cyberattack as a 

neat and 

progressive 

activity 

compared to the 

real case 

 

only focus on 

one actor per 

cyberattack 

Diamond 

model of 

intrusion 

analysis  

integrate the 

intelligence for 

analysis platform 

and provide 

correlation, 

classification and 

prediction based on 

attackers ' activities 

four core features in 

an event: adversary, 

capability, 

infrastructure and 

victim 

increase cost of 

cyberattack and 

reduce the cost 

of defender 

Cognitive and 

highly manual to 

capture intrusion 

Q Model design to explain, 

guide, and improve 

the attribution 

Match an offender to 

an offence at three 

levels: tactical, 

operational and 

strategical 

Can minimize 

uncertainty at 

three-levels: 

tactical, 

operational and 

strategical 

no experimental 

evaluation to 

prove its 

effectiveness 

 

As discussed in sub-section 2.5.3, Association Rule Mining (ARM) method has been 

widely used by the data mining researchers to help an organization in decision making by 
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extracting hidden information between the variables in voluminous data. One of the 

techniques in ARM that is popularly used in many domains such as energy, recruitment, 

communication protocol, monitoring and network traffic behaviour is the Apriori algorithm. 

Table 2.15 shows the list of research that use Apriori algorithm to discover the hidden 

relationship of data that eases decision making. 

 

Table 2.15: Apriori algorithm implementation in various fields 

Researcher ARM 

method 

Problem Solutions Purpose 

(Hsiao et al., 

2013) 

Apriori to determine the 

sequence of hosts 

track adversaries 

transitioning through 

sequences of hosts to 

launch an attack 

To discover 

hidden 

information in 

data that can 

ease decision 

making 

(Jung and 

Chung, 

2015) 

Apriori applied to a series 

of patient images 

to create patient's 

bio sequential 

patterns 

establish bio-sequential 

patterns and can be used 

to extract patterns from 

adversary SSH 

command sequences. 

(Khalili and 

Sami, 2015) 

Apriori an approach for 

industrial 

intrusion 

detection to 

counter threats to 

cyber-physical 

systems 

the apriori algorithm 

may be used to obtain 

sequential patterns for 

industrial process 

monitoring 

(Liu et al., 

2018) 

Apriori and 

MS-Apriori 

investigate the 

relationship of 

data for network 

footprint (NFP) 

the developer has the 

insight to recommend a 

mobile application to  

users because they know 

their users’ interest and 

usage pattern 

(Adebayo 

and Abdul 

Aziz, 2019) 

Apriori 

algorithm + 

particle 

swarm 

optimization 

(PSO) 

to classify and 

detect malicious 

android 

application 

the true positive rate of 

detecting malicious code 

is maximized, whereas 

the false positive rate of 

wrongful detection is 

minimized 
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Based on the techniques discussed in Table 2.15, this algorithm can generate an 

enormous amount of an association rule. As for this research, the best and most relevant rules 

generated by this algorithm can be used to assist security analysts in identifying the identity 

and origin of the attackers involved in cyberattack incidents. 

 

2.6 Overall Analysis  

Four main issues have been analysed namely cyber threat and cyberattack, cyber 

threat intelligence (CTI), cyber threat intelligence framework and cyberattack attribution. In 

this section, the analysis of these four main issues is elaborated to be the main input for this 

research. 

 

2.6.1 Analysis of Cyber Threat Intelligence 

Based on the analysis in Section 2.3, CTI can be defined as raw data collected from 

operating environments, then, is refined and processed to generate information. This 

information is then analyzed and turned into an actionable intelligence format to aid decision 

making. Apart from that CTI data can be divided into three categories namely internal 

sources, external sources and community sources. By using these multiple data sources with 

threat intelligence framework, many organizations can proactively mitigate the cyberattack. 

However, some several issues and challenges can hinder the organization to fully optimize 

threat intelligence capabilities such as threat data overload, threat data quality, privacy and 

legal issue and interoperability. This research is to focus on threat data overload issue that 

provides a massive volume of raw data in CTI without a meaningful relationship. This 

voluminous data can lead to ineffectiveness of identifying cyberattack attribution levels due 

to the lack of useful data from various data sources. 
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2.6.2 Analysis of Cyber Threat Intelligence Framework 

Based on the analysis from Section 2.4, the existing CTI framework is designed with 

different objectives and functions, but the foundation of the process within the framework is 

derived from intelligence lifecycle which consists of five steps: planning and direction; 

collection; processing and exploitation; analysis and production; and dissemination and 

integration. The existing process involved in developing CTI framework with intelligence 

lifecycle is illustrated in Table 2.16. 

 

Table 2.16: The foundation of a process in CTI framework based on intelligence lifecycle 

CTI framework Intelligence lifecycle 

Direction and Planning Planning and Direction 

Data Collection Collection 

Data Analysis Processing and Exploitation, Analysis and Production 

Sharing and Evaluation Dissemination and Integration 

 

Table 2.17 shows the current processes in the existing CTI framework. The processes 

are direction and planning, data collection, data analysis, sharing and evaluation. Table 2.17 

also indicates that all CTI frameworks comply with the intelligence lifecycle process but the 

design for each process is different because every CTI framework is set up to meet different 

purpose and usage (Brian P. Kime, 2017; Kim and Kim, 2019). For example, only CTI 

frameworks proposed by Qiang et al. (2017), Noor et al. (2018) and Pitropakis et al. (2018) 

are specially designed to solve the problems on cyberattack attribution and the core process 

of attribution in this CTI framework is data analysis. 
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Table 2.17: The purpose and process in existing CTI framework 

 : Process where analysis for attribution conducted 

 √ : available  X: not available 

Researcher Purpose Process 

Design 

for threat 

attribution 

Direction 

and 

Planning 

Data 

Collection 

Data Analysis Sharing 

and 

Evaluation 
Processing 

and 

Exploitation 

Analysis 

and 

Production 

(Sergei Boeke, 2017) X √ √ √ √ √ 

(Gandotra et al., 2017) X √ √ √ √ √ 

(Kim et al., 2017) X √ √ √ √ √ 

(Qiang, Zeming, et al., 

2017) 

√ √ √ √ √ √ 

(Noor et al., 2018) √ √ √ √ √ √ 

(Pitropakis et al., 2018) √ √ √ √ √ √ 

(Kim and Kim, 2019) X √ √ √ √ √ 

(Yang and Lam, 2020) X √ √ √ √ √ 

(de Melo e Silva et al., 

2020) 

X √ √ √ √ √ 

 

However, the results of research by Qiang et al. (2017), Noor et al. (2018) and 

Pitropakis et al. (2018) do not identify list of attributes in attribution levels that can be use 

to classify cyberattack attribution level to help security analysts and organizations in decision 

making. From this analysis and findings, this research will focus on the data analysis process 

to identify list of attributes in attribution levels and classify cyberattack attribution level to 

perform an effective cyberattack attribution in CTI. 

 

2.6.3 Analysis of Cyberattack Attribution 

Based on the Section 2.5.1 analysis, Figure 2.11 illustrates how cyberattack analysis 

model has evolved from F2T2EA that is purposely created for investigation in the military 

to Intrusion Kill Chains that covers cyberattack incident. Each phase in Intrusion Kill Chains 

is highly complementary with the Diamond model. Their interconnections allow analysts to 

target and engage an adversary to create desired effects with adequate understanding about 
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adversary  (Hutchins et al., 2011). Q model can also be used to explain, guide, and improve 

the attribution based on adversary information. 

 

 
 

Figure 2.11: Cyberattack analysis model in relation to CTI Framework 

 

Based on the cyberattack analysis model discussion, each model is designed 

explicitly for requirements in different scenarios. Many researchers refer to these existing 

models to design Cyber Threat Intelligence Framework for threat attribution because those 

models provide guidance on how to find and fix cyberattack by manipulating data related to 

cyberattack collected from deploying continuous monitoring platform. Further analysis on 

these data can provide information with actionable intelligence that can help analysts to track 

and target attackers. 

Based on the discussion in Section 2.5.2, attribution analysis approach that can be 

used for cyberattack attribution has been identified. Table 2.18 presents attribution analysis 

approach and their limitation as reviewed in Section 2.5.4. 
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Table 2.18: Summary of attribution analysis approach 

Researcher Attribution 

technique 

Usage Limitation 

Digital forensics 

(Garfinkel, 

2010) 

Storage based Static data 

 

 

 

 

 

 

 

Criminal activities 

are being recovered 

by disk files. 

 

As storage capacity 

increases, analysis of 

large storage disks 

becomes more 

costly. 

(Richard and 

Roussev, 2006; 

Garfinkel, 

2010) 

RAM based Contents of RAM 

are analyzed for 

malware. 

 

Costly due to 

requirements for 

reading RAM 

content across 

programmes  

(Provos, 2004) 

(Dornseif et al., 

2005) 

(Nicholson et 

al., 2013) 

 

Traceback and 

logging Deception 

Dynamic data  

 

Network packets are 

marked and traced 

back to intermediate 

routers. Using 

honeypots and 

sinkholes to deceive 

a criminal and 

analyze crime 

patterns 

Information 

collected cannot 

result in complete 

attribution. It is 

difficult to 

implement and 

execute on a large 

scale. 

 Malware based attribution 

(Bayer et al., 

2006) 

(Egele et al., 

2012) 

 

Static analysis  A program code is 

analyzed without 

execution. 

 

The inspection 

cannot be concluded. 

An attacker may 

mislead the analysis 

through code 

obsfuscation. 

(Egele et al., 

2012) 

(Mohamed and 

Ithnin, 2017) 

Dynamic analysis  Inspecting a code 

through execution in 

a virtualized 

environment 

 

If the code is being 

run on a virtual 

environment, an 

attacker can detect 

this. An attacker 

may mislead the 

analysis through 

code obsfuscation. 

(Layton and 

Watters, 2014) 

Code similarity  Identifying 

similarities between 

malware 

 

This method only 

works if similarity 

with a known 

cybercrime is found. 

In addition, 

similarity will not 

always lead to the 

final attribution 

because the malware 

may have been 

stolen or copied. 

(Treude et al., 

2011) 

(Megira et al., 

2018) 

Reverse 

engineering 

 Identifying malware 

through reverse 

engineering process 

This is an evolving 

technique and 

requires further 

development. 

 Indirect attribution 

(Livadas et al., 

2006) 

Behavioral analysis Machine learning 

based attribution 

Behaviors of 

criminals, attacks, 

and intruders are 

It requires massive 

data availability. 

Malware sources can 
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(Dacier et al., 

2009) 

(Kong et al., 

2013) 

clustered in order to 

identify leading 

characteristics. 

 

 

become less credible 

due to spoofing and 

anonymization 

techniques. 

(Pfeffer et al., 

2012, 2017) 

Genetic algorithms Genetics of 

malware, its origin, 

and other 

characteristics 

would lead to 

identification of 

criminals 

Collection of genetic 

information of 

malware is non-

trivial. 

(Diederich et 

al., 2003) 

(Adhikari and 

Subramaniyan, 

2017) 

Neural networks  Support vector 

machines and neural 

networks are used to 

attribute authorship 

to emails and 

documents. 

The techniques of 

attributing 

documents and 

emails are limited to 

authors. 

(Chester and 

Srivastava, 

2011) 

(Holt et al., 

2012) 

(Matwin S, Nin 

J, Sehatkar M, 

2015) 

(Majeed and 

Lee, 2020) 

Social media  Cyber-criminal 

profiles are 

established via 

social media. 

 

False information in 

social networking 

site may be used by 

cyber criminals. 

There may be a 

restricted amount of 

inferred information. 

(Hare, 2012) Linking with geo-

political 

 Political situations 

that could lead to a 

better attribution are 

considered. 

Attribution is 

unclear. 

(Qiang, Ze-

ming, et al., 

2017) 

Association 

analysis 

Threat 

intelligence-based 

attribution 

extract relevant and 

important data from 

the database for 

threat intelligence 

The process of 

association analysis 

constraints and 

efficiency are the 

main concerns 

(Noor et al., 

2018) 

Association 

analysis 

provide an 

actionable proactive 

as well as reactive 

defense based on the 

latest tactics of the 

threat actor 

The implementation 

is limited to 

structured CTI 

document 

(Qiang et al., 

2016b) 

Reasoning analysis to get the possible 

relationship and 

attack chains from 

the associated data 

The effectiveness of 

information depends 

on the availability of 

information from 

database. 

(Qiang, 

Zeming, et al., 

2017) 

Collaborative 

analysis 

make full use of 

machine output and 

analyst reasoning in 

attribution research 

Consume a lot of 

time and expensive 

 

In order to identify the suitable technique to be used to achieve the objective of this 

research which is to produce an effective cyberattack attribution in CTI, threat intelligence-
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based attribution approach is used. This research only focuses on association analysis 

technique to classify attribute in cyberattack attribution levels because of its ability to extract 

enough relevant and important data from threat intelligence database. 

Based on the analysis in Section 2.3.5 and Section 2.5, three attribution levels can be 

used to identify the identity and location of an attacker and it can be correlated to CTI type 

to ease a decision making in an organization. Level 1 and Level 2 are parts of tactical 

intelligence, and the outputs can help an organization to deal quickly and accurately through 

threatening indicators and prioritize vulnerabilities patches. Level 3 is part of operational 

intelligence, and its output can improve the detection rate and prevent future incidents as 

attacks can be seen in a clear context. The conclusion of output from level 1,2 and 3 are part 

of strategic intelligence which can drive organizations’ decision making in terms of security 

countermeasures and improved areas through comprehending the current attack trends and 

financial impact to  organizations. Table 2.19 features the relationship of attribution level 

and its attribute with CTI types. These inputs are useful for the next chapter in verifying the 

effectiveness of the proposed cyberattack attribution in CTI. 

 

Table 2.19: The attribution level and attribute relationship with CTI type 

Attribution Level Attribute CTI Subtype 

Level 1: 

Cyberweapon 

hash value, IP, domain name, URLs Tactical Strategic 

Level 2: Geolocation GeoIP 

Level 3: Person or 

Organization 

TTP that consist of technique, tactic, 

software/tools, campaign name and  threat actor 

name 

Operational 

 

2.6.4 Analysis of Attribution Technique 

Based on the analysis in Section 2.5.3, several traditional cyberattack attribution 

techniques such as tracing back based on log records, intrusion detection system, malware 
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analysis and honeypots have been used by security analysts in their operation. However, this 

traditional techniques have limitations in discovering the hidden knowledge beyond an IP 

address. Hence, a lot of research in data mining are geared to discover more useful and 

hidden knowledge beyond an IP address. One of the techniques is the association rule mining 

technique. Association rule mining technique is a technique used to discover useful and 

interesting patterns from extensive, noisy, fuzzy and stochastic data. As discussed 

previously, this research used the Apriori Algorithm to extract the hidden information behind 

the raw data in CTI. The hidden information is essential to discover the strong relationship 

between attributes in voluminous data. The strong relationship between attributes is called 

association ruleset. This association ruleset can be used to identify the attribute and 

attribution level in the CTI.  

 

2.7 Proposed Solution on Formulating Association Ruleset for Cyberattack 

Attribution Process in CTI  

In order to prevent cybersecurity threat from causing a significant impact on business 

and daily life, an actionable threat intelligence with clean data can help an organization in 

making a fast decision for cyberattack attribution. Cyberattack attribution is defined as a 

process to identify the location and identity of attackers involved in cyberattack. It is a 

demanding task that requires a comprehensive intelligence or context to achieve the 

attribution levels that are divided into three levels namely (1) Attribution to the specific hosts 

involved in the attack, (2) Attribution to the primary controlling host, (3) Attribution to the 

actual human actor and attribution to an organization with the specific intent to attack. These 

attribution levels can only be achieved when an effective threat intelligence framework is in 

place. To achieve an effective threat intelligence framework, an organization needs to think 

of how to build a framework deemed appropriate, specifically, in gaining the hidden 
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information behind the raw data in CTI to assist security analysts in performing cyberattack 

attribution. Hence, this research focused on formulating an association ruleset in CTI 

framework to perform cyberattack attribution in CTI. Apriori algorithm technique was used 

to formulate the association ruleset from CTI OSINT feeds that were collected through CTI 

framework. 

 

 

Figure 2.12: The proposed solution for cyberattack attribution in CTI 

 

Figure 2.12 shows the proposed solution to formulate an association ruleset for 

cyberattack attribution in  CTI, which consists of data preprocessing and attribution analysis. 

The formulation of association ruleset in CTI is shown in Table 2.20. 

 

Table 2.20: Formulation of association ruleset for cyberattack attribution process in CTI 

Criteria Purpose Process 

Data preprocessing produce meaningful data, to 

provide context to raw data 

Preprocess raw data 

Cyberattack attribution 

analysis 

to identify the threat attribution 

level, to identify attributes in 

attribution level 

Identify attribute and 

attribution levels 

 

In Table 2.20, the purpose and process in CTI framework show that meaningful data 

that are derived from the preprocessing process are used by the attribution analysis process 
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to identify the attribute and attribution level. This attribution analysis overcomes the research 

problem (RP) presented in Chapter One. 

 

2.8 Summary  

In this chapter, the first research objective (RO1), which is to classify cyberattack 

attribution process in CTI is accomplished for a review on CTI, CTI framework, cyberattack 

attribution and attribution technique for cyberattack attribution is presented in depth. There 

are few limitations in cyberattack attribution as current approaches rely heavily on manual 

processes performed by security analysts and are aggravated by the voluminous data in CTI 

(Karafili, 2019). The voluminous data in CTI is a major issue in producing an effective 

cyberattack attribution in CTI and association rule mining is a promising approach as 

mentioned by Wang et al. (2018) in discovering the hidden knowledge behind raw data in 

CTI for cyberattack attribution. Hence, the formulation of association ruleset for cyberattack 

attribution in CTI proposed in this chapter is expected to fulfil the second research objective 

(RO2) that shall be discussed in Chapter Three. Besides, the guideline or research 

methodology and research design to achieve this RO2 shall be also discussed. 
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METHODOLOGY 

3.1 Introduction 

Chapter Two has discussed the literature review and existing research regarding CTI 

Framework and cyberattack attribution. Previous literature review has raised the main issue 

of the scarcity of studies exploring data quality issues for voluminous data in CTI framework. 

The voluminous data consist of raw data without meaningful relationship which prevents 

security analysts from producing an effective cyberattack attribution using CTI framework. 

Therefore, formulating association ruleset to discover the hidden knowledge in these raw 

data can help security analysts to improve cyberattack attribution. Chapter Two has proposed 

a solution to achieve the second objective (RO2); to formulate an association ruleset to 

perform the cyberattack attribution process in CTI framework. The methods used in this 

research are explained by outlining the research approaches utilized throughout this study. 

The research framework comprised of two main components namely, Data Preprocessing 

and Association Analysis. The organization of this chapter is as follows: Section 3.2 presents 

a research approach; Section 3.3 describes research framework; Section 3.4 covers the 

experimental design; Section 3.5 explains the analysis design, describing and clarifying all 

the steps and phases in this approach by using the pseudocode and diagrams; Section 3.6 

discusses analysis and findings of the preliminary experiments; Section 3.7 explains the 

formulation of proposed association ruleset, and lastly Section 3.8 summarizes this chapter. 
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3.2 Research Approach 

This thesis utilized quantitative method. Quantitative means was used throughout the 

data collection and data analysis phase. A quantitative method is a numerical representation 

and manipulation of observations for describing and explaining the phenomena that those 

observations reflect (Sukamolson Suphat, 2007). The quantitative approach is used to 

quantify the problem by ways of generating numerical data or data that can be transformed 

into useful statistics. In data collection, the quantitative method is more structured compared 

to the qualitative methods as it uses measurable data to formulate facts and reveal patterns 

in research. The data involved are in the form of numbers and statistics. This method helps 

to generalize the concepts more widely (Apuke, 2017). Based on the research problems, 

research questions, and research objectives discussed in Chapter One, quantitative method 

was selected to be used in validating the research results in attributing cyberattack for CTI 

Framework. 

 

3.3 Research Framework 

A research framework was designed to provide a better approach to achieve the 

research objectives. Figure 3.1 illustrates the research framework of this thesis. The research 

framework consisted of two main components namely, Data Preprocessing and Association 

Analysis.   
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Figure 3.1: Research framework 

 

These components were used to perform the cyberattack attribution process in CTI 

Framework. This cyberattack attribution could assist security analysts in identifying the 

origin of the cyberattack. 

 

3.3.1 Data Preprocessing 

Data preprocessing consisted of data integration, data cleaning, data transformation, 

and data reduction process used to produce a clean and useful data before proceeding to  

cyberattack attribution analysis. This process was to identify the attributes that indicated the 

attack. Data cleaning must be performed to identify potential issues with CTI feeds. Through 

dirty, incomplete, noisy or otherwise “garbage in garbage out” data, the CTI framework was 

unable to produce an effective cyberattack attribution. Several steps on performing a data 

processing were data integration, data cleaning , data transformation and data reduction. 

a) Data integration: All OSINT data merged into a single dataset; resulting in 

IOCs duplication such as IP addresses, hash value, domain name, URL and 

GeoIP. These IOCs duplications were vital to show the correlation between 

different feeds. However, storing duplicated IOCs created redundant data. 

Hence, data cleaning for this data sets should be performed. 
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b) Data cleaning: Then, data cleaning on the incomplete data set was performed 

by filling in missing values or removing them altogether, along with removing 

noisy data and outliers. Other than that, identifying and repairing issues with the 

text  may cause data to be misaligned, such as embedded special characters, tabs 

or line breaks. 

c) Data transformation and data reduction: As for the last step in data 

preprocessing, data transformation and data reduction were proposed for 

efficient data preprocessing. Transforming data sets and removing sample 

records or attributes helped put together a leaner and more efficient database. 

 

3.3.2 Association Analysis 

Association analysis was generated based on the clean data from the data 

preprocessing process. From that clean data, threat attribution level and attributes in each 

threat attribution level were identified. A summary of the research framework is shown in 

Table 3.1. 

 

Table 3.1: Summary of the research framework 

Component Process Purpose Output 

Data 

Preprocessing  

Data Integration To merge various datasets 

into a single dataset 

Data relationship 

between various 

datasets 

Data Cleaning To fill in missing values, 

remove noisy data and 

outliers 

A clean and suitable 

data for association 

analysis 

Association 

Analysis 

Frequent Itemsets 

Generation 

To identify frequent itemset List of attributes 

 

Ruleset 

Generation 
• To generate ruleset for 

cyberattack attribution 

• To identify attributes in 

attribution level 

• To identify the threat in 

attribution level  

• Association ruleset 

• Attributes of 

attribution level 

• Attribution levels  
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3.4 Experimental Design  

In this phase, an experiment was executed based on an experimental approach by Liu 

et al. (2018). Liu et al. (2018) proposed a distributed network footprint (NFP) data collection 

and preprocessing framework. Their research focused on observing the mobile applications 

used by the mobile users in their daily usage. The output from their experiment presented 

some interesting association rules of the mobile application used by the mobile users. The 

association rules from their research provided insight for mobile application developers to 

recommend other mobile applications for their users. Hence, the process in experimental 

design used by Liu et al. (2018) was deemed suitable to implement in this thesis because this 

research objective was to generate association ruleset. The input of this experimental design 

was CTI feeds from OSINT. Data preprocessing technique were used to clean the CTI feeds 

and produce meaningful data that were used to generate the association ruleset. By 

conducting this experiment, the association ruleset could be produced to identify the hidden 

knowledge behind attributes in CTI feeds and identify the attribution level for cyberattack 

attribution in CTI. The design of experiments is shown in Figure 3.2. 

 

 

Figure 3.2: Design of Experiment  



93 

3.5 Design of Association Ruleset in CTI 

The previous section has discussed the research approaches that have been selected 

to be used to manage this research. The research framework, research process, experimental 

design, and research tool and requirement have also been discussed. Therefore, in this 

section, the research design, analysis and findings of the preliminary experiments which 

involved OSINT security feeds are presented. The findings of this preliminary experiment 

then are used to accomplish the RO2, which is to formulate an association ruleset for 

cyberattack attribution process in CTI. 

 

3.5.1 Apriori Algorithm Experimental Approach in CTI 

Chapter Two has proposed an association rule mining in CTI framework to formulate 

an association ruleset for cyberattack attribution process in CTI. This approach needs a 

certain algorithm to implement it. However, to formulate the ruleset, a preliminary 

experiment needed to be carried out. The major purpose of this experiment was to identify 

the cyberattack pattern left by an attacker when launching a cyberattack by using OSINT 

CTI feeds. The outputs of the preliminary experiment were used to formulate association 

ruleset in CTI. Figure 3.3 shows the flow of the Apriopri approach in CTI. The approach 

consisted of four phases namely CTI feeds collection, data preprocessing, frequent itemset 

identification and strong association ruleset generation.   
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Figure 3.3: Proposed Approach Process Flow 

 

1. CTI feeds collection: CTI feeds from Shadowserver and Lebahnet that 

contained network resources from existing cyberattack were collected, then 

data preprocessing was applied to produce meaningful data. 

2. Data preprocessing: Data preprocessing that consisted of data integration 

and data cleaning were conducted. The processing time was not considered 

as part of the performance evaluation because it was performed only once for 

the dataset were used repetitively in the experiments. 

3. Frequent itemset identification: The frequent itemsets were generated for 

each dataset. 

4. Generate strong association rules: after generating the frequent itemsets for 

all the data, the association rules were generated with the predefined 

minimum confidence to produce strong rules. 
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The details of the proposed approach and how the Apriori algorithm is used in CTI are 

elaborated in the following sub-section. 

 

3.5.2 CTI feeds collection 

The domain of this thesis was limited to the cyber threat intelligence that related to 

network intrusion activities and the datasets limited to CTI feeds from OSINT. OSINT CTI 

feeds from Shadowserver, Lebahnet and MITRE were chosen because it provide various 

types of useful information and Indicators of Compromise (IOC) for cyberattack attribution 

(Sabottke et al., 2015; Liao et al., 2016; Zhu and Dumitras, 2016). This thesis aimed to collect 

CTI data from current cyberattacks which contained network resources and attackers' 

behaviour. An API of each CTI feed was used for collecting the data. Data collection started 

with collecting popular network resources such as the domain of search engines or 

government website, IP address of common DNS server and MD5 hash value of notorious 

malware. 

 

3.5.3 Data preprocessing 

To perform data cleaning and analysis on dataset collected in Section 3.5.2, the set 

needed to be reduced to a subset of its original size. Analysis of the entire dataset with the 

association rule mining algorithm would take an extensive amount of time to complete. By 

taking a subset of the original set, the time for analysis was reduced. Still, the goal was to 

preserve the structure of the dataset in conjunction with a proper representation of the 

malicious network activity that was recorded within a given time span. A random sampling 

of the dataset was considered but ultimately not used because the goal was to look at the 

malicious network activity occurring throughout an entire year. Random sampling would 

have affected this analysis goal because there would not be a proper representation of the 
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malicious network activity that occurred during each month throughout an entire year. 

Instead, the subset was produced by looking at a specific time frame within the dataset to 

preserve a proper representation of malicious network activity that occurred in a year. After 

analyzing the crimes recorded within various date time frames, this thesis focused on any 

three months which consisted of the highest malicious network activities for each year. The 

datasets were recorded between January 1, 2018, and December 31, 2019, collected from 

Shadowserver, Lebahnet and MITRE. Table 3.2 summarized the detail for the number of 

infections for each month with the respective data source. 

 

Table 3.2: Dataset summary 

Data source Dataset Total Raw Data 

Shadowserver 

2018 
May 334848 

June 332874 

2019 
March 462885 

July 933665 

Honeynet 

2018 
January 498 

November 406 

2019 
July 46 

August 46 

MITRE 

2018 
January 15216 

April 21283 

2019 
August 4356 

September 5584 

 

The datasets contained missing information and had some anomalies that came along 

with the file being in .csv format that needed to be addressed before resuming any further 

work. Firstly, for the records containing missing attributes, there were a couple of different 

methods used for filling in those records depending on the attributes. Missing values were 

replaced by the means of that attribute. If an attribute was numeric, then, all the missing 

values of that attribute were replaced by the Average of that attribute.  If an attribute was 

nominal, then all the missing values were replaced by the Most Recurrent value of that 
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attribute. This process can be represented using the algorithm shown in Figure 3.4 and the 

selected attributes are depicted in Table 3.3. 

 

Algorithm 1: Filling in missing values 

X [1...N] input vector of attribute values  

A [I] contains all attributes  

For the selected attribute of A [1...I]  

{        

 If (attribute type == “numeric”)    

  {Missing values of X [1...N] = AVG (X [1...N]);}  

 Else if (Attribute type == “nominal”)    

  {Missing values of X [1...N] = Most Recurrent value (X [1...N]);} 

}   

 

Figure 3.4: Filling in missing value algorithm pseudo  

 

Table 3.3: Final attributes 

Attribute Description 

timestamp the date and time attack captured by sensor 

hashes malicious files hashes reported in the threat report associated with a 

particular network resource. 

domains malicious domains reported in the threat report associated with a particular 

ip resource. 

subdomains sub-domains reported in a domain resource. 

av scans anti-virus detections reported in the threat report for a network resource or 

file hash. 

source IPs address malicious IPs used in the attack among the IPs reported in the threat report 

associated with a particular network resource. 

source port 

number 

source of the attacker port number 

destination IP 

address 

source of the compromised host 

destination port 

number 

source of the compromised port number 

URLs malicious urls used in the attack among the urls reported in the threat report 

associated with a particular network resource. 

GeoIP country of IP or URL location 

infection type malware name as defined by anti-virus detection 

technique technique related to specific threat actors or threat groups 

tactic tactics related to specific actors or threat groups 

software or tools software or tools tactics related to specific actors or threat groups 

group threat actors or groups of threat actors associated with cyberattack 
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Once the final datasets were cleaned and produced, all the 12 raw datasets in Table 

3.2 obtained from Shadowserver, Lebahnet and MITRE were maintained in one data mart in 

Excel for easing collection and attribute integration. All these 12 sets of datasets were 

centralized into one data warehouse and they underwent schema integration by entity 

identification through detecting and resolving data value conflicts. The last step in this 

process was to convert that file into the format that was desired by the algorithm and the data 

were ready to be analyzed. 

 

3.5.4 Frequent itemset identification process 

The main purpose of this process was to discover all frequent item-sets that had 

support greater than or equal to a pre-determined minimum support count 

(𝑚𝑖𝑛𝑠𝑢𝑝).  𝑀𝑖𝑛𝑠𝑢𝑝 is determined through trial and error method (Mahmood et al., 2014; 

Yan et al., 2014; Ramadani and Wagner, 2016; Liu et al., 2018). In this phase, two sub-

phases were involved, namely joining and pruning.  

The join step: To find Lk, a set of candidate k-itemsets was generated by joining Lk-

1 with itself. This set of candidates denoted Ck. Let l1 and l2 be itemset in lk-1. After a series 

of process, the resulting itemset was formed by joining l1 and l2 is l1[1], l1[2], …l1[k-2], 

l1[k-1], l2[k-1].  

The prune step: Ck was a superset of Lk, where its members may or may not be 

frequent, but all of the frequent k-itemsets were included in Ck. A scan of the database to 

determine the count of each candidate in Ck would result in the determination of Lk (for 

example, all candidates which had a count of no less than the minimum support count were 

frequent by definition, and therefore belonged to Lk).  
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3.5.5 Association ruleset generation process 

In this process, the strong association rules from the frequent itemsets were captured 

from transactions generated in the previous phase. 

The reduced function calculated the confidence of each itemset and outputs of the 

itemsets which satisfied the minimum confidence threshold and the output would be the rule 

with the confidence. The value of 𝑚𝑖𝑛𝑐𝑜𝑛𝑓 is predefined through trial and error method 

(Mahmood et al., 2014; Yan et al., 2014; Ramadani and Wagner, 2016; Liu et al., 2018). 

This thesis used 50% 𝑚𝑖𝑛𝑐𝑜𝑛𝑓 for ruleset generation as it was the default value usually 

chosen for classification algorithm and ARM analysis (Coenen and Leng, 2005). 

 

3.6 Preliminary Data Analysis 

Apriori algorithm was utilized in this section. The objective of this analysis was to 

identify frequent itemsets and generate strong association rules. This analysis became an 

input in performing cyberattack attribution in CTI. The phases discussed in Section 3.5 were 

used to analyze data. The data collected from the experiments were labelled as Datasets (DS). 

In the preliminary analysis, three DS, namely DS1, DS2, and DS3, were chosen. As this 

thesis was focused on Open Source Intelligence (OSINT) and CTI feeds as the DS, the types 

of OSINT were identified. OSINT, information collected from publicly available sources 

such as on the news and web, was used in intelligent context (Dawson et al., 2018). The 

description of each dataset (DS) is depicted in Table 3.4. 
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Table 3.4: Description of Dataset (DS) 

Dataset 

(DS) 

Dataset 

characteristics 

Number of 

transaction 

Attribute  

characteristics 

Number of 

attributes 

DS1 Multi-variate, Time 

series 

334848 Categorical, 

Integer 

8 

DS2 Multi-variate, Time 

series 

498 Categorical, 

Integer 

7 

DS3 Multi-variate, Time 

series 

15216 Categorical 4 

 

Table 3.4 shows DS1, DS2 and DS3 are classified as multi-variate and time-series 

data. The OSINT CTI feeds for DS1 was collected from Shadowserver security, DS2 was 

collected from Lebahnet feeds and DS3 was from MITRE knowledge base for attacker 

tactics and techniques. The detail of each DS is presented in the following sub-section. 

 

3.6.1 Analysis and Finding of DS1 

This section discusses the analyses and findings of DS1. The analyses were done 

based on the process involved, as described in Section 3.5. The details of the analysis and 

finding are discussed in the following sub-section. 

 

3.6.1.1 Data Preprocessing 

The dataset that was used to mine the frequent itemset was obtained from the 

‘Shadowserver security feed’. The dataset was named “ss_2018_5.csv”. The dataset, dated 

from 01/05/2018 to 31/05/2018, consisted of malicious network transaction data in Malaysia. 

The dataset comprised 334848 rows and 35 columns of data, as shown in Figure 3.5. 
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Figure 3.5: Raw Dataset 1 (DS1) 

 

After performing data cleaning by removing incomplete data and filling the missing 

values, only 8 column indicators of compromise were selected for discovering frequent 

itemsets. Table 3.5 describes the detail of each IOC. 

 

Table 3.5: Description of the attribute for DS1 

Attribute Description 

timestamp Timestamp in the format "DAY MON DD HH:MM:SS YYYY", where DAY is the day of the 

week, MON is the name of the month, DD is the day of the month, HH:MM:SS is the time of 

day using a 24-hour clock, and YYYY is the year. The time zone is +0800 

dst_ip Destination  IP for the victim device that being infected by a botnet 

port Source port of the victim IP connection 

geo The country where the botnet resides 

infection Malware group classification name 

src_ip The IP used by an attacker to manage Command and Control (C&C) device  

src_port Server-side port for C&C IP 

cc_geo Country of the C&C server 

 

The following subsection explains the process in identifying the frequent itemsets by 

using selected IOC from Table 3.5. 

 

3.6.1.2 Frequent itemset identification 

Figure 3.6 shows a snippet preprocess data for DS1. Apriori algorithm used an 

iterative level-wise search technique to discover (k + 1)-itemsets from k-itemsets. First, the 

dataset was scanned to identify all the frequent 1-itemsets by counting each of them and 
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capturing those that satisfied the minimum support threshold. The identification of each 

frequent itemset required the entire dataset scanning until no more frequent k-itemsets was 

possible to be identified. As for DS1, the minimum support threshold used was 20% or 0.2. 

Therefore, only the IOC that fulfiled the minimum support count of 0.2 would be included 

in the subsequent process. 

 

 

Figure 3.6: Preprocessed data for dataset 1 (DS1) 

 

Frequent itemsets for DS1 with minimum support count 0.2 were ['1922', 

'208.100.26.241', '80', 'AM', 'MY', 'US', 'lethic']. 

 

3.6.1.3 Association ruleset generation 

Based on the frequent itemsets from the previous process, Apriori algorithm was used 

to create association ruleset with the predefined minimum confidence (𝑚𝑖𝑛𝑐𝑜𝑛𝑓) value 

equal to 50% or 0.5. 

Table 3.6 shows 75 strong association rules generated from the list of identified 

frequent itemsets that met the minimum confidence value of 0.5. As discussed in Section 

2.5.3, attribution was categorised into three levels with a particular attribute or IOC. Hence, 

this mechanism could be used to group each ruleset into suitable attribution level. Seven 

rulesets belonged to attribution Level 1, 40 rulesets in attribution Level 2 and 28 rulesets did 

not meet the requirement.  
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Table 3.6: List of the generated ruleset for DS1 

(Attribution level: 1=level 1, 2=level 2, 3=level 3, x=Did not meet the requirement to 

include in attribution level) 

No Ruleset Support Confidence Attribution  

Level 

1.  {1922} ⟹ {lethic} 0.3 1 x 

2.  {lethic} ⟹ {1922} 0.3 0.66 1 

3.  {1922} ⟹ {208.100.26.241} 0.3 1 1 

4.  {208.100.26.241} ⟹ {1922} 0.3 0.52 x 

5.  {1922} ⟹ {US} 0.3 1 x 

6.  {1922} ⟹ {MY} 0.3 1 x 

7.  {80} ⟹ {US} 0.28 0.79 x 

8.  {80} ⟹ {MY} 0.36 1 x 

9.  {lethic} ⟹ {208.100.26.241} 0.44 0.98 1 

10.  {208.100.26.241} ⟹ {lethic} 0.44 0.78 x 

11.  {lethic} ⟹ {US} 0.45 1 x 

12.  {US} ⟹ {lethic} 0.45 0.51 x 

13.  {lethic} ⟹ {MY} 0.45 1 x 

14.  {208.100.26.241} ⟹ {US} 0.57 1 2 

15.  {US} ⟹ {208.100.26.241} 0.57 0.64 2 

16.  {208.100.26.241} ⟹ {MY} 0.57 1 2 

17.  {MY} ⟹ {208.100.26.241} 0.57 0.57 2 

18.  {US} ⟹ {MY} 0.89 1 x 

19.  {MY} ⟹ {US} 0.89 0.89 1 

20.  {1922,lethic} ⟹ {208.100.26.241} 0.3 1 1 

21.  {1922,208.100.26.241} ⟹ {lethic} 0.3 1 1 

22.  {208.100.26.241,lethic} ⟹ {1922} 0.3 0.67 1 

23.  {1922,lethic} ⟹ {US} 0.3 1 x 

24.  {1922,US} ⟹ {lethic} 0.3 1 x 

25.  {lethic,US} ⟹ {1922} 0.3 0.66 x 

26.  {1922,lethic} ⟹ {MY} 0.3 1 x 

27.  {1922,MY} ⟹ {lethic} 0.3 1 x 

28.  {lethic,MY} ⟹ {1922} 0.3 0.66 x 

29.  {1922,208.100.26.241} ⟹ {US} 0.3 1 2 

30.  {1922,US} ⟹ {208.100.26.241} 0.3 1 2 

31.  {208.100.26.241,US} ⟹ {1922} 0.3 0.52 2 

32.  {1922,208.100.26.241} ⟹ {MY} 0.3 1 2 

33.  {1922,MY} ⟹ {208.100.26.241} 0.3 1 2 

34.  {208.100.26.241,MY} ⟹ {1922} 0.3 0.52 2 

35.  {1922,US} ⟹ {MY} 0.3 1 X 

36.  {1922,MY} ⟹ {US} 0.3 1 X 

37.  {80,US} ⟹ {MY} 0.28 1 X 

38.  {80,MY} ⟹ {US} 0.28 0.79 X 
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39.  {208.100.26.241,lethic} ⟹ {US} 0.44 1 2 

40.  {lethic,US} ⟹ {208.100.26.241} 0.44 0.98 2 

41.  {208.100.26.241,US} ⟹ {lethic} 0.44 0.78 2 

42.  {208.100.26.241,lethic} ⟹ {MY} 0.44 1 2 

43.  {lethic,MY} ⟹ {208.100.26.241} 0.44 0.98 2 

44.  {208.100.26.241,MY} ⟹ {lethic} 0.44 0.78 2 

45.  {lethic,US} ⟹ {MY} 0.45 1 X 

46.  {lethic,MY} ⟹ {US} 0.45 1 X 

47.  {MY,US} ⟹ {lethic} 0.45 0.51 X 

48.  {208.100.26.241,US} ⟹ {MY} 0.57 1 2 

49.  {208.100.26.241,MY} ⟹ {US} 0.57 1 2 

50.  {MY,US} ⟹ {208.100.26.241} 0.57 0.64 2 

51.  {1922,208.100.26.241,lethic} ⟹ {US} 0.3 1 2 

52.  {1922,lethic,US} ⟹ {208.100.26.241} 0.3 1 2 

53.  {1922,208.100.26.241,US} ⟹ {lethic} 0.3 1 2 

54.  {208.100.26.241,lethic,US} ⟹ {1922} 0.3 0.67 2 

55.  {1922,208.100.26.241,lethic} ⟹ {MY} 0.3 1 2 

56.  {1922,lethic,MY} ⟹ {208.100.26.241} 0.3 1 2 

57.  {1922,208.100.26.241,MY} ⟹ {lethic} 0.3 1 2 

58.  {208.100.26.241,lethic,MY} ⟹ {1922} 0.3 0.67 2 

59.  {1922,lethic,US} ⟹ {MY} 0.3 1 x 

60.  {1922,lethic,MY} ⟹ {US} 0.3 1 x 

61.  {1922,MY,US} ⟹ {lethic} 0.3 1 x 

62.  {lethic,MY,US} ⟹ {1922} 0.3 0.66 x 

63.  {1922,208.100.26.241,US} ⟹ {MY} 0.3 1 2 

64.  {1922,208.100.26.241,MY} ⟹ {US} 0.3 1 2 

65.  {1922,MY,US} ⟹ {208.100.26.241} 0.3 1 2 

66.  {208.100.26.241,MY,US} ⟹ {1922} 0.3 0.52 2 

67.  {208.100.26.241,lethic,US} ⟹ {MY} 0.44 1 2 

68.  {208.100.26.241,lethic,MY} ⟹ {US} 0.44 1 2 

69.  {lethic,MY,US} ⟹ {208.100.26.241} 0.44 0.98 2 

70.  {208.100.26.241,MY,US} ⟹ {lethic} 0.44 0.78 2 

71.  {1922,208.100.26.241,lethic } ⟹ {MY} 0.3 1 2 

72.  {1922,208.100.26.241,lethic } ⟹ {US} 0.3 1 2 

73.  {1922,lethic,MY } ⟹ {208.100.26.241} 0.3 1 2 

74.  {1922,208.100.26.241,US} ⟹ {lethic} 0.3 1 2 

75.  {208.100.26.241,lethic,US} ⟹ {1922} 0.3 0.67 2 

 

3.6.2 Analysis and Finding of DS2 

This section discusses the analyses and findings of DS2. The details of the analysis 

and finding are discussed in the following sub-section.  
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3.6.2.1 Data Preprocessing 

The dataset used to mine the frequent itemset was obtained from the ‘Lebahnet 

security feed’. The dataset was named “lebahnet_2018_1.csv”. The dataset, dated from 

01/01/2018 to 14/01/2018, consisted of malicious network transaction data in Malaysia. The 

dataset comprised 498 rows and 16 columns of data, as shown in Figure 3.7. 

 

 

Figure 3.7: Raw Dataset 2 (DS2) 

 

After performing data cleaning by removing incomplete data and filling the missing 

values, only 7 column indicators of compromise were selected for discovering frequent 

itemsets. Table 3.7 shows the detail of each attribute. 

 

Table 3.7: Description of the attribute for DS2 

Attribute Description 

timestamp Timestamp in the format "DAY MON DD HH:MM:SS YYYY", where DAY is the day 

of the week, MON is the name of the month, DD is the day of the month, HH:MM:SS is 

the time of day using a 24-hour clock, and YYYY is the year. The time zone is +0800 

dst_ip Destination  IP for the victim device that is being infected by a botnet 

port Source port of the victim IP connection 

md5 Malicious files hashes that are associated with a particular malware infection 

infection Malware group classification name 

src_ip The IP used by an attacker to manage Command and Control (C&C) device  

src_port Server-side port for C&C IP 

 

The following subsection explains the process to identify the frequent itemsets by 

using selected IOC from Table 3.7.  
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3.6.2.2 Frequent itemset identification 

Figure 3.8 shows a snippet preprocess data for DS2. As for DS2, the minimum 

support threshold used was 20% or 0.2. Therefore, only the IOC that fulfilled a minimum 

support count of 0.2 were included in the subsequent process. 

 

 

Figure 3.8: Preprocessed dataset 2 (DS2) 

 

Frequent itemsets for DS2 with minimum support count 0.2 were ['10.0.0.2', 

'37a98c6150d2317eb6e0df1516a5b3a4', '445', '8a4e9f688c6d0effd0fa17461352ed3e', 

'Gen:Variant.Zusy.238725']. 

 

3.6.2.3 Association ruleset generation 

Based on the frequent itemsets from the previous phase, Apriori algorithm was used 

to create association ruleset with the predefined minimum confidence (𝑚𝑖𝑛𝑐𝑜𝑛𝑓) value 

equal to 50% or 0.5. 

Table 3.8 shows 37 strong association rules generated from the list of identified 

frequent itemsets that met the minimum confidence value of 0.5. As discussed in Section 

2.5.3, attribution could be categorized into three levels with a particular attribute or IOC. 

Hence, this mechanism was used to group each ruleset into a suitable attribution level. All 

37 generated ruleset met the requirements for attribution level 1. 
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Table 3.8: List of the generated ruleset for DS2 

(Attribution level: 1=level 1, 2=level 2, 3=level 3, x=Did not meet the requirement to 

include in attribution level) 

No Ruleset Support Confidence Attribution 

Level 

1.  {8a4e9f688c6d0effd0fa17461352ed3e} ⟹ 

{Gen:Variant.Zusy} 

0.27 0.97 1 

2.  {8a4e9f688c6d0effd0fa17461352ed3e} ⟹ 

{445} 

0.28 1 1 

3.  {8a4e9f688c6d0effd0fa17461352ed3e} ⟹ 

{10.0.0.2} 

0.28 1 1 

4.  {37a98c6150d2317eb6e0df1516a5b3a4} 

⟹ {Gen:Variant.Zusy} 

0.35 0.93 1 

5.  {Gen:Variant.Zusy} ⟹ 

{37a98c6150d2317eb6e0df1516a5b3a4} 

0.35 0.52 1 

6.  {37a98c6150d2317eb6e0df1516a5b3a4} 

⟹ {445} 

0.38 1 1 

7.  {37a98c6150d2317eb6e0df1516a5b3a4} 

⟹ {10.0.0.2} 

0.38 1 1 

8.  {Gen:Variant.Zusy} ⟹ {445} 0.66 1 1 

9.  {445} ⟹ {Gen:Variant.Zusy} 0.66 0.68 1 

10.  {Gen:Variant.Zusy} ⟹ {10.0.0.2} 0.67 1 1 

11.  {10.0.0.2} ⟹ {Gen:Variant.Zusy} 0.67 0.67 1 

12.  {445} ⟹ {10.0.0.2} 0.98 1 1 

13.  {10.0.0.2} ⟹ {445} 0.98 0.98 1 

14.  {8a4e9f688c6d0effd0fa17461352ed3e,Gen:

Variant.Zusy} ⟹ {445} 

0.27 1 1 

15.  {445,8a4e9f688c6d0effd0fa17461352ed3e} 

⟹ {Gen:Variant.Zusy} 

0.27 0.97 1 

16.  {8a4e9f688c6d0effd0fa17461352ed3e,Gen:

Variant.Zusy} ⟹ {10.0.0.2} 

0.27 1 1 

17.  {10.0.0.2,8a4e9f688c6d0effd0fa17461352e

d3e} ⟹ {Gen:Variant.Zusy} 

0.27 0.97 1 

18.  {445,8a4e9f688c6d0effd0fa17461352ed3e} 

⟹ {10.0.0.2} 

0.28 1 1 

19.  {10.0.0.2,8a4e9f688c6d0effd0fa17461352e

d3e} ⟹ {445} 

0.28 1 1 

20.  {37a98c6150d2317eb6e0df1516a5b3a4,Ge

n:Variant.Zusy} ⟹ {445} 

0.35 1 1 

21.  {37a98c6150d2317eb6e0df1516a5b3a4,445

} ⟹ {Gen:Variant.Zusy} 

0.35 0.93 1 

22.  {445,Gen:Variant.Zusy} ⟹ 

{37a98c6150d2317eb6e0df1516a5b3a4} 

0.35 0.53 1 
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23.  {37a98c6150d2317eb6e0df1516a5b3a4,Ge

n:Variant.Zusy} ⟹ {10.0.0.2} 

0.35 1 1 

24.  {10.0.0.2,37a98c6150d2317eb6e0df1516a5

b3a4} ⟹ {Gen:Variant.Zusy} 

0.35 0.93 1 

25.  {10.0.0.2,Gen:Variant.Zusy} ⟹ 

{37a98c6150d2317eb6e0df1516a5b3a4} 

0.35 0.52 1 

26.  {37a98c6150d2317eb6e0df1516a5b3a4,445

} ⟹ {10.0.0.2} 

0.38 1 1 

27.  {10.0.0.2,37a98c6150d2317eb6e0df1516a5

b3a4} ⟹ {445} 

0.38 1 1 

28.  {445,Gen:Variant.Zusy} ⟹ {10.0.0.2} 0.66 1 1 

29.  {10.0.0.2,Gen:Variant.Zusy} ⟹ {445} 0.66 1 1 

30.  {10.0.0.2,445} ⟹ {Gen:Variant.Zusy} 0.66 0.68 1 

31.  {445,8a4e9f688c6d0effd0fa17461352ed3e,

Gen:Variant.Zusy} ⟹ {10.0.0.2} 

0.27 1 1 

32.  {10.0.0.2,8a4e9f688c6d0effd0fa17461352e

d3e,Gen:Variant.Zusy} ⟹ {445} 

0.27 1 1 

33.  {10.0.0.2,445,8a4e9f688c6d0effd0fa174613

52ed3e} ⟹ {Gen:Variant.Zusy} 

0.27 0.97 1 

34.  {37a98c6150d2317eb6e0df1516a5b3a4,445

,Gen:Variant.Zusy} ⟹ {10.0.0.2} 

0.35 1 1 

35.  {10.0.0.2,37a98c6150d2317eb6e0df1516a5

b3a4,Gen:Variant.Zusy} ⟹ {445} 

0.35 1 1 

36.  {10.0.0.2,37a98c6150d2317eb6e0df1516a5

b3a4,445} ⟹ {Gen:Variant.Zusy} 

0.35 0.93 1 

37.  {10.0.0.2,445,Gen:Variant.Zusy} ⟹ 

{37a98c6150d2317eb6e0df1516a5b3a4} 

0.35 0.53 1 

 

3.6.3 Analysis and Finding of DS3 

This section discusses the analyses and findings of DS3. The details are discussed in 

the following sub-section. 

 

3.6.3.1 Data Preprocessing 

The dataset used to mine the frequent itemset was obtained from the ‘MITRE Attack 

knowledge base’. The dataset was named “MITRE_2018_01.csv”. The dataset, dated from 

16/01/2018 to 31/01/2018, consisted of attackers’ tactics and techniques based on real-world 
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observations. The dataset comprised 15216 rows and eight columns of data, as shown in 

Figure 3.9. 

 

 

Figure 3.9: Raw Dataset 3 (DS3) 

 

After performing data cleaning by removing incomplete data and filling the missing 

values, only 4 column indicators of compromise were selected for discovering frequent 

itemsets. Table 3.9 describes the detail of each attribute. 

 

Table 3.9: Description of the attribute for DS3 

Attribute Description 

technique technique related to specific threat actors or threat groups 

tactic tactics related to specific actors or threat groups 

software or tools software or tools tactics related to specific actors or threat groups 

group threat actors or groups of threat actors associated with cyberattack 

 

Next subsection explains the process to identify the frequent itemset using the 

selected IOC from Table 3.9.  
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3.6.3.2 Frequent itemset identification 

Figure 3.10 shows a snippet preprocess data for DS3. As for DS3, the minimum 

support threshold used was 5% or 0.05. Therefore, only the IOCs that fulfilled a minimum 

support count of 0.05 were included in the next phase. 

 

 

Figure 3.10: Preprocessed dataset 3 (DS3) 

 

Frequent itemsets for DS3 with minimum support count 0.05 were ['AppCert', 

'Browser', 'COM', 'Component', 'DLLs', 'Distributed', 'Doppelgänging', 'Driver', 'Execution', 

'Extra', 'File', 'Hooking', 'Image', 'Injection', 'LSASS', 'Memory', 'Model', 'Mshta', 'Object', 

'Options', 'Process', 'Window', 'and', 'apt33', 'cobalt', 'command-and-control', 'credential-

access', 'defense-evasion', 'empire', 'execution', 'group', 'lateral-movement', 'mimikatz', 

'persistence', 'privilege-escalation', 'strike']. 

 

3.6.3.3 Association ruleset generation 

Based on the frequent itemsets from the previous process, Apriori algorithm was used 

to create association ruleset with the predefined minimum confidence (𝑚𝑖𝑛𝑐𝑜𝑛𝑓) value 

equal to 50% or 0.5. 

Table 3.10 shows four strong association rules generated from the list of identified 

frequent itemsets that met the minimum confidence value of 0.5. As discussed in Section 

2.5.3, attribution was categorized into three levels with a particular attribute or IOC. Hence, 
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this mechanism was used to group each ruleset into a suitable attribution level. All four 

generated ruleset met the requirement for attribution level 3. 

 

Table 3.10: List of the generated ruleset for DS3 

(Attribution level: 1=level 1, 2=level 2, 3=level 3, x=Did not meet the requirement to 

include in attribution level) 

No Ruleset Support Confidence Attribution 

Level 

1 {Process Doppelganging} ⟹ {d-evasion} 0.06 1 3 

2 {Extra Win Memory Injection} ⟹ {d-

evasion} 
0.06 0.72 

3 

3 {Mshta} ⟹ {d-evasion} 0.06 0.65 3 

4 {Image File Execution Options Injection} ⟹ 

{defense-evasion} 
0.06 0.53 

3 

 

3.6.4 Overall Analysis of Findings 

The overall analysis and findings were obtained by implementing association rule 

analysis phases elaborated in Section 3.5. The findings are shown in Table 3.11. 

 

Table 3.11: Summary of attribution level in the dataset  

(√: Attribution Level found, X: Attribution Level not found) 

Attribution Level Dataset (DS) 

DS1 DS2 DS3 

Level 1 √ √ X 

Level 2 √ √ X 

Level 3 X X √ 

 

Table 3.11 shows the summary of attribution Level 1, 2 and 3 in all DS. Based on the 

results, the attribution for each Level 1 and 2 was achieved in DS1 and DS2, whereas 

attribution level 3 was only achieved in DS3. In DS3, the attribution Level 1 and 2 were not 

achieved because the generated ruleset for DS3 did not contain any attribute that belonged 

to Level 1 and 2. The attribution Level 3 was not achieved in DS1 and DS2 because the 
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generated ruleset for DS1 and DS2 did not contain any attribute that belongs to Level 3. 

Furthermore, in order to achieve attribution Level 3, as discussed in Section 2.5.3, technical 

analysis and human or domain expertise in a particular field were required to interpret the 

relation of generated rule with additional information from other data sources. 

In this analysis, the attributes involved in the association ruleset for each attribution 

level were identified. These findings were later used to formulate the proposed association 

ruleset in CTI. 

 

3.7 Formulation of proposed Association Ruleset in CTI 

Based on the analysis and findings in Section 3.6.4, the overall association ruleset 

analysis classification in CTI was shown in Table 3.12. The attribution level was divided 

into three levels namely Level 1, Level 2 and Level 3. The attributes in Level 1 consisted of 

IP address, malware type, hash value and port number, Level 2 was Geolocation and Level 

3 needed further analysis of the attributes from Level 1 and 2 to identify the person or attack 

campaign used by an attacker to launch the cyberattack. However, if the dataset acquired 

contained the TTP about attackers’ behaviour such as datasets from MITRE, then, the 

attribution for Level 3 was achievable without further analysis from the association ruleset 

in Level 1 and 2. 
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Table 3.12: Overall attribution level classification 

(√ = Attribute found, x = Attribute does not found) 

Attribution 

Level 

List of Attributte Attribute Type Number of 

Ruleset in DS IP
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e 

In
fectio
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D
S

1
 

D
S

2
 

D
S

3
 

Level 1 '10.0.0.2', 

'37a98c6150d2317eb6e

0df1516a5b3a4', '445', 

'8a4e9f688c6d0effd0fa

17461352ed3e', 

'Gen:Variant.Zusy.2387

25', '1922', 

'208.100.26.241', '80', 

'lethic' 

√ √ √ x √      7 37 0 

Level 2 'AM', 'MY', 'US'      √     40 0 0 

Level 3 'AppCert', 'Browser', 

'COM', 'Component', 

'DLLs', 'Distributed', 

'Doppelgänging', 

'Driver', 'Execution', 

'Extra', 'File', 'Hooking', 

'Image', 'Injection', 

'LSASS', 'Memory', 

'Model', 'Mshta', 

'Object', 'Options', 

'Process', 'Window', 

'and', 'apt33', 'cobalt', 

'command-and-control', 

'credential-access', 

'defense-evasion', 

'empire', 'execution', 

'group', 'lateral-

movement', 'mimikatz', 

'persistence', 'privilege-

escalation', 'strike' 

      √ √ √ x 0 0 4 
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Based on attribution level classification in Table 3.12, Attribution Level Group for 

each ruleset (ALGR) is proposed as shown in Table 3.13. 

 

Table 3.13: Attribution level group ruleset 

Attribution Level Group 

Ruleset (ALGR) 

Description 

ALGR1 This group is to represent any ruleset under attribution level 1 

ALGR2 This group is to represent any ruleset under attribution level 2 

ALGR3 This group is to represent any ruleset under attribution level 3 

 

By using the attribution level classification in Table 3.12 and the proposed ALGR 

from Table 3.13, the general association ruleset can be defined as an equation below. 

{𝐿𝐻𝑆. 𝐴𝑛}  ⟹ {𝑅𝐻𝑆. 𝐴𝑛} = 𝐴𝐿𝐺𝑅𝑛 
(3.1) 

 

Where, n= represent attribution level, Level 1, Level 2 or Level 3; LHS.A= Attribute 

from attribution level n from the left-hand side, RHS.A= Attribute from attribution level n 

from the right-hand side, and ALGR = the attribution level group ruleset. While the ruleset 

representation from the general equation in Equation 3.1 can be; 

{𝐼𝑃, 𝑚𝑎𝑙𝑤𝑎𝑟𝑒 𝑡𝑦𝑝𝑒, ℎ𝑎𝑠ℎ 𝑣𝑎𝑙𝑢𝑒}  ⟹ {𝑔𝑒𝑜𝑙𝑜𝑐𝑎𝑡𝑖𝑜𝑛} = 𝐴𝐿𝐺𝑅𝑛 

{195.38.137.100, 7867𝑑𝑒13𝑏𝑓22𝑎7𝑓3𝑒3559044053𝑒33𝑒7, 𝑔𝑎𝑚𝑎𝑟𝑢𝑒}  ⟹ {𝑅𝑈𝑆} = 𝐴𝐿𝐺𝑅2 

In this thesis, ALGR, as illustrated in Table 3.13 and Equation 3.1, are used to 

perform cyberattack attribution in CTI and further elaborated in Chapter Four. 

 

3.8 Summary 

In this chapter, the research methodology used has been discussed. Additionally, the 

second research objective (RO2), which is to formulate an association ruleset for cyberattack 

attribution process in CTI is accomplished by using data preprocessing and association 

analysis. This chapter consists of five elements. The first element is to identify the 
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quantitative method as a research approach to this research. The second is the identification 

of the research framework, which consists of two main components: data pre-processing and 

association analysis in the CTI. Then, the design of the experiment is presented, referring 

directly to data pre-processing and association analysis. Finally, the fifth element is a 

description of the design that formulates an association ruleset which consists of two 

processes; frequent itemset generation and ruleset generation. The next chapter discusses the 

implementation of association ruleset in the CTI. 
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IMPLEMENTATION OF PROPOSED CTI-AR 

4.1 Introduction 

The previous chapter has discussed the research design and analysis and findings. 

This chapter presents an implementation of the proposed association ruleset.  As mentioned 

in Chapter One, a problem occurs when voluminous data from CTI framework can lead to 

the ineffectiveness of identifying cyberattack attribution levels due to the lack of useful data 

from various data sources. Therefore, analysis and findings from Chapter Three have been 

utilized in solving that problem. This chapter is detailing the proposed association ruleset. It 

will accomplish RO3 which is to evaluate and validate the proposed association ruleset for 

cyberattack attribution process in CTI. To accomplish it, CTI-AR that has been proposed in 

Section 3.7 is used. This thesis proposed to generate association ruleset for cyberattack 

attribution process in CTI. The organization of this chapter are as follows: Section 4.2 

explains the proposed CTI-AR; Section 4.3 elaborates the algorithm in CTI-AR, and lastly 

Section 4.4 provides a summary of this chapter. 

 

4.2 Overview of CTI-AR Implementation  

In this thesis, a prototype was developed to support the implementation of the analysis 

design in Section 3.7. The prototype described how the architecture worked in order to obtain 

the desired result. A depiction of the prototype and its components are illustrated in Figure 

4.1. The components of the prototype consisted of the user interface, modules, and database. 

The user interface component enabled security analysts to access the prototype. A module 
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component consisted of scripting and database components where all CTI feeds, and the 

results were stored and updated. A module component comprised two main modules namely 

frequent itemset identification and association ruleset generation. 

 

 

Figure 4.1: CTI-AR prototype 

 

In the frequent itemset identification and association ruleset generation, Apriori 

algorithm was used to generate association rules. Apart from that, module association ruleset 

generation also used the Interestingness Measure technique to filter and rank the strongest 

and suitable rule for security analysts in dealing with cyberattack attribution. The frequent 

itemset identification and association ruleset generation process in this CTI-AR also apply 

by Qiang et al. (2017), Noor et al. (2018) and Pitropakis et al. (2018) in their research for 

cyberattack attribution. However, their work did not focus on identifying the list of attributes 

in attribution level and attribution level classification. In compararison to the previous work 

by Qiang et al. (2017), Noor et al. (2018) and Pitropakis et al. (2018), the CTI-AR prototype 

able to identify list of attributes in cyberattack attribution and classify the cyberattack 

attribution level. 
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4.2.1 Design 

A prototype was used to preprocess raw data from CTI feeds to produce clean data. 

Then, these clean data were fetched to the association analysis module to generate 

association ruleset. This ruleset can be used to perform cyberattack attribution. 

 

4.2.2 Component and Technologies 

Python and R programming language were used to develop the prototype. The 

prototype was run in a windows environment and association ruleset was generated from 

CTI feeds. The prototype displayed the list of association ruleset that could be filtered and 

ranked using interestingness measure to summarize the meaning behind the ruleset and find 

the interesting relationship between the ruleset. 

 

4.2.3 Limitation 

As this thesis was not intended to create a complete association rule mining tools for 

CTI; therefore, the limitation was for a widespread use in the CTI framework. The purpose 

of this prototype was to generate association ruleset which could be used in performing the 

cyberattack attribution process in CTI. Besides, the prototype only focused on the CTI feeds 

from OSINT. This security feeds were limited to the potential of network intrusion activities. 

No attempt was made to implement this prototype to other cyberattack activities. Still, a 

practical of association rule mining tools would be applied for the other cyberattack 

activities. 
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4.2.4 Assumptions 

In order to demonstrate the processing algorithms within the phases of identifying 

frequent itemsets and generating association rules, the following assumptions were retained 

for the remainder of this research: 

1. Some of text preprocessing were performed using RapidMiner.  

2. The strength of association rules was based on the minimum support and 

confidence threshold which was specified during the experiments. 

3. Although the focus of this research was generating the association ruleset for CTI, 

the implementation of the Apriori algorithm was limited where the sources of the 

dataset selected was limited to OSINT CTI feeds only. 

 

4.3 CTI-AR Processing Flowchart and Algorithm 

Formulating association ruleset in CTI using Apriori algorithm was the core of the 

proposed approach. Two main phases were included namely generating frequent itemsets 

and generating association rule.  

1. Generating frequent itemsets: This phase involves discovering all frequent 

itemsets that has a support greater than or equal to a predetermined minimum 

support count that derived from apriori property. This property states that if a 

pattern 𝑒1 is not frequent then any pattern 𝑒2 that contains 𝑒1 cannot be frequent. 

In other words: All nonempty subsets of a frequent itemset must also be frequent 

(Han et al., 2012). Suppose that a nonempty itemset 𝑒1 is frequent, then 

𝑠𝑢𝑝𝑝(𝑒1)  ≥  𝑚𝑖𝑛𝑠𝑢𝑝. Then the items from 𝑒1 is taken out to populate a 

nonempty itemset 𝑒2 and 𝑒2 ⊆  𝑒1. The support of 𝑒2 cannot decrease since a 

subset of 𝑒1 cannot occur less times in the database than 𝑒1. Therefore 

𝑠𝑢𝑝𝑝(𝑒2)  ≥  𝑚𝑖𝑛𝑠𝑢𝑝. Following this observation, the apriori algorithm 
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implements an iterative candidate generation-and-test method. At first, a seed set 

of frequent events containing only a single item is found (denote as 𝐿1). This set 

is used to generate candidate events containing two items (denoted as 𝐶2) which 

are then tested for frequency. Events that are found to be frequent are carried to 

the next stage to form a new seed set for candidate generation, and so forth. 

2. Generating association rule: This phase involves producing all the relevant 

Association Rules from frequent itemsets. So, this phase further involves 

evaluating the Support and Confidence for all the rules. Then Pruning the rules 

that does not reach the minimum support and minimum confidence threshold 

values.The process flow of these two phases is shown in Figure 4.2. 
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Figure 4.2: Process flow of formulating association ruleset 

 

In this chapter the definitions which are specifically required for the proposed 

solution in this thesis are described in addition to the general definition and terminology 

given in Section 2.5.3.1. 

i. Item: a field in a transactional database is called an item. If one record contains a 

certain item “1,” otherwise “0,” is placed in the corresponding field of the record in 

the transactional database. 
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ii. Itemset: a set of items is called an itemset. For notational convenience, an itemset 

with m items 𝐼1, 𝐼2, . . ., and 𝐼m is represented by {𝐼1, 𝐼2, … , 𝐼𝑚}. 

iii. k-itemset: a set containing k items is called a k- itemset. 

iv. Transaction: a record in a transactional database is called a transaction, and each 

transaction is a nonempty itemset. 

v. Support count: the number of transactions containing a certain itemset is called the 

support count of the itemset. Support count is also called the frequency or count of 

the itemset. 

vi. Frequent itemset: if the support count of an itemset is equal to or larger than the given 

minimum support count threshold or 𝑚𝑖𝑛𝑠𝑢𝑝, this itemset is called a frequent 

itemset. 

Let 𝐼 =  {𝑖1, 𝑖2, . . . , 𝑖𝑚} be a set of items. An itemset (sometimes referred to as an 

event or a transaction) e is a set of items such that 𝑒 ⊆  𝐼. Let 𝐷, the database, be a set of 

itemsets. Let 𝑒1 and 𝑒2 be two itemsets. We say that 𝑒1 contains 𝑒2 (or 𝑒2 is included in 𝑒1) 

if and only if 𝑒2 ⊆ 𝑒1e2 . The support of a set of items e, denoted 𝑠𝑢𝑝𝑝(𝑒), is the percentage 

of itemsets in 𝐷 that contain 𝑒. This is also defined as the probability of 𝑒: 𝑃(𝑒). Given a 

minimum support 𝑚𝑖𝑛𝑠𝑢𝑝, the task at hand is to find all itemsets e, so that 𝑠𝑢𝑝𝑝(𝑒)  ≥

 𝑚𝑖𝑛𝑠𝑢𝑝. Based on the general step explain by (Han et al., 2012), the join step, and the prune 

step are two important phases that hold the key for the apriori algorithm. To find 𝐶𝑘, the 𝑘 −

𝑖𝑡𝑒𝑚𝑠𝑒𝑡𝑠 candidates, 𝐿𝑘−1 is joined with itself. It is assumed that the items within an event 

are sorted in a lexicographic order. Then the i-prefix of the itemset 𝐼𝑗 , the first i items within 

𝐼𝑗 (e.g. the 2-prefix of (𝐼1, 𝐼2, 𝐼3, 𝐼4) is (𝐼1, 𝐼2)) is defined. The join 𝐿𝑘−1 × 𝐿𝑘−1 operation 

is performed, where two members of 𝐿𝑘−1, 𝐿1 𝑎𝑛𝑑 𝐿2 are joinable if their 𝑘 − 1 -prefix is 

identical. The resulting itemset formed by joining 𝐿1 𝑎𝑛𝑑 𝐿2 is the sorted union 𝐿1 ⋃ 𝐿2.The 

next logical step after generating 𝐶𝑘 to go back to the database, and find the support count 
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of every candidate. However, 𝐶𝑘 can be extremely large (especially 𝐶2 and 𝐶3) and this 

calculation can consume both time and memory. So, following step is required to harness 

the apriori property. Any 𝑘 − 1 -itemset that is not frequent cannot be a subset of a frequent 

k-itemset. Therefore, if any 𝑘 − 1 -subset of a candidate c in 𝐶𝑘 is not in 𝐿𝑘−1 then the 

candidate 𝑐 cannot be frequent either and can be pruned from 𝐶𝑘. The pruning step can 

remove many candidates without the need to scan the database. Prior to checking the support 

count of every candidate in 𝐶𝑘, the punning step then removed the infrequent candidates 

from 𝐶𝑘. The general process of Apriori as explained by Han (2012) is as follows. 

Input. The database contains 𝐷 transactions and the support count threshold or 𝑚𝑖𝑛𝑠𝑢𝑝. 

Step 1. Scan the database to compute the support count of each item, and obtain the 

frequent 1-itemsets 𝐿1. Let k = 2. 

Step 2. Obtain the candidate frequent k-itemsets 𝐶k by joining two frequent (𝑘 − 1) 

itemsets with only one item different 

Step 3. Prune those itemsets which have infrequent subset of length (𝑘 − 1) from the 

candidate frequent k-itemsets. 

Step 4. Scan the database to compute the support count of each candidate frequent k-

itemset. Delete those itemsets which do not meet the 𝑚𝑖𝑛𝑠𝑢𝑝 and obtain the frequent k-

itemsets 𝐿k. 

Step 5. Let 𝑘 = 𝑘 + 1 . Repeat Steps 2 to 4 until no itemset meets the 𝑚𝑖𝑛𝑠𝑢𝑝. 

As the output from this general process, the frequent itemsets is taken from the last 

frequent k-itemsets, 𝐿k generated in step number 4 when step number 5 completed. The 

entire process of Apriori algorithm can be explained with an example using transactional 

data in Table 4.1 .Consider a transaction data, where items are named as 𝐼1, 𝐼2, 𝐼3, 𝐼4 𝑎𝑛𝑑 𝐼5. 

The 𝑚𝑖𝑛𝑠𝑢𝑝 and 𝑚𝑖𝑛𝑐𝑜𝑛𝑓 can be assumed to be 2 and 50% respectively. 

 



124 

Table 4.1: Sample of transactional data  

Transaction ID Items 

1 𝐼1, 𝐼2 

2 𝐼2, 𝐼3, 𝐼4, 𝐼5 

3 𝐼2, 𝐼3 

4 𝐼1 

5 𝐼1, 𝐼2, 𝐼3 

 

The following steps are carried out in order to get relevant association rules:  

1. First step start with scanning all individual items called candidates and 

calculate their support count.This is called candidate list generation to form 

𝐶1 set, which is the set of candidate itemsets that contain only a single item. 

Table 4.2 illustrate the set of all possible items for 𝐶1 =  {𝐼1, 𝐼2, 𝐼3, 𝐼4, 𝐼5} 

and suport count for each itemset. 

 

Table 4.2: Apriori step 1 

 

C1 

 

Itemset Support count 

I1 3 

I2 4 

I3 3 

I4 1 

I5 1 

 

2. The next step is to remove all candidates that did not meet the 𝑚𝑖𝑛𝑠𝑢𝑝. Table 

4.3 show item 𝐼4 and 𝐼5 did not satisfy the minsup that is equal to 2. This also 

indicate that any set that would have contain 𝐼4 and 𝐼5 would not satisfy the 

minimum support either,because Apriori principle stated that no superset of 

infrequent itemset must be generated and tested. The remaining candidate that 

satisfy the 𝑚𝑖𝑛𝑠𝑢𝑝 is now called 𝐿1 containing the frequent Itemsets. 
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Table 4.3: Apriori step 2 

 

L1 

 

Itemset Support count 

I1 3 

I2 4 

I3 3 

 

3. Now, using 𝐿1,the 2-itemsets (𝐶2) generated, by the join operation 𝐿1 ×  𝐿1. 

Table 4.4 ilustrate 𝐶2 =  {{𝐼1, 𝐼2}, {𝐼1, 𝐼3}, {𝐼2, 𝐼3}, {𝐼3, 𝐼1}}. 

 

Table 4.4: Apriori step 3 

 Itemset Support count 

C2 𝐼1, 𝐼2 2 

 𝐼1, 𝐼3 1 

  𝐼2, 𝐼3 3 

 𝐼3, 𝐼1 1 

 

4. The next step is to remove all candidates that did not meet the minsup. Table 

4.5 show item 𝐼1 and 𝐼3 did not satisfy the minsup. This also indicate that 

any set that would have contain 𝐼1 and 𝐼3 would not satisfy the minimum 

support either,because Apriori principle stated that no superset of infrequent 

itemset must be generated and tested. The remaining candidate that satisfy 

the minsup is now called 𝐿2 containing the frequent Itemsets. 

 

Table 4.5: Apriori step 4 

L2 

 

Itemset Support count 

𝐼1, 𝐼2 2 

𝐼2, 𝐼3 3 
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5. Now, using 𝐿2,the 3-itemsets (𝐶3) generated, by the join operation 𝐿2 ×  𝐿2. 

Table 4.6 ilustrate 𝐶3 =  {𝐼1, 𝐼2, 𝐼3}. 

 

Table 4.6: Apriori step 5 

C3 

 

Itemset Support count 

𝐼1, 𝐼2, 𝐼3 1 

 

6. The next step is to remove all candidates that did not meet the 𝑚𝑖𝑛𝑠𝑢𝑝. Table 

4.6 show the support count for {𝑙1, 𝑙2, 𝑙3} fails minsup. Therefor 𝐿3 is null 

and the first step of association rule mining is completed and there will be no 

𝐶4 candidate list. 

The following step in the process will be to gather all the frequent Itemsets. For the 

same purpose the last non-empty Frequent Itemset is taken, that is 𝐿2 =  {𝐼1, 𝐼2}, {𝐼2, 𝐼3}. 

Every non-empty subsets of the itemsets contained in the chosen Frequent Itemset List is 

considered. Once the frequent itemsets are generated, ruleset generation is perform. Rules 

are formed by binary partition of each itemset. If {I1,I2,I3} is the frequent itemset, candidate 

rules will look like: {𝐼2} ⇒ {𝐼1}, {𝐼1} ⇒ {𝐼2}, {𝐼2} ⇒ {𝐼3} 𝑎𝑛𝑑 {𝐼3} ⇒ {𝐼2}. Then this all 

possible candidate rules is filtered using 𝑚𝑖𝑛𝑐𝑜𝑛𝑓. Just like the anti-monotone property of 

support, confidence of rules generated from the same itemset also follows an anti-monotone 

property. It is anti-monotone with respect to the number of elements in consequent.This 

means that confidence of (𝐴, 𝐵, 𝐶 ⇒  𝐷)  ≥  (𝐵, 𝐶 ⇒  𝐴, 𝐷)  ≥  (𝐶 ⇒  𝐴, 𝐵, 𝐷). Note that 

support of all the rules generated from same itemset remains the same and difference occurs 

only in the denominator calculation of confidence. As number of items in X decrease, 

𝑠𝑢𝑝𝑝𝑜𝑟𝑡{𝑋} increases (as follows from the anti-monotone property of support) and hence 

the confidence value decreases. Table 4.7 and Table 4.8 provides the approach used for 
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selecting the appropriate rule. For example in Table 4.7, the association rule {𝐼2} ⇒ {𝐼1} 

equal to 2 4⁄  and produce 50% confidence. The value 2 here represent how many {𝐼2} and 

{𝐼1} occurs together in Table 4.1 transaction.While value 4 represent how many {𝐼2} occurs 

in Table 4.1 transaction. This explanation also apply to other association rule in Table 4.7 

and Table 4.8. 

 

Table 4.7: Apriori step 6.1 

Non empty 

subset for 

{𝑰𝟏, 𝑰𝟐} 

 

 

Association 

Rules 

Confidence 

I2 {𝐼2} ⟹ {𝐼1} 2 ∕ 4 = 50% 

I1 {𝐼1} ⇒ {𝐼2} 2 ∕ 3 = 66% 

 

Table 4.8: Apriori step 6.2 

Non empty 

subset for 

{𝑰𝟐, 𝑰𝟑} 

 

 

Association 

Rules 

Confidence 

I2 {𝐼2} ⟹ {𝐼3} 2 ∕ 4 = 50% 

I3 {𝐼3} ⇒ {𝐼2} 3 ∕ 3 = 100% 
 

Here, four strong association rules are created from the transaction list. The list of 

strong association rule that satisfy the 𝑚𝑖𝑛𝑐𝑜𝑛𝑓 = 50% are {𝐼2} ⇒ {𝐼1}, {𝐼1} ⇒

{𝐼2}, {𝐼2} ⇒ {𝐼3} 𝑎𝑛𝑑 {𝐼3} ⇒ {𝐼2}. 

 

4.3.1 Frequent Itemsets identification 

Frequent itemsets identification in a dataset is a complex procedure since it involves 

analyzing all possible itemsets and need to followed a sequence of join and prune steps. Join 

step generates (k+1) itemset from k-itemsets by joining each item with itself. While prune 
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step scans the support count of each item in the database. If the candidate item does not meet 

𝑚𝑖𝑛𝑠𝑢𝑝, then it is regarded as infrequent and thus it is removed. This step is performed to 

reduce the size of the candidate itemsets. Figure 4.3 illustrate the process flow on how to 

generate the frequent itemset from the transactional database. 

 

 

Figure 4.3: Process flow of identifying frequent itemsets 
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The steps taken in identifying frequent itemset as depicted in Figure 4.3 are 

summarized as follows: 

1. The first iteration start with scan the dataset and identify all unique items. Each item 

is taken as a 1-itemsets candidate. Then the algorithm will compute support (S1) for 

each of the 1-itemset. 

2. For the second step, the set of 1-itemsets whose occurence is satisfying the 

predetermined miniumum support threashold or 𝑚𝑖𝑛𝑠𝑢𝑝 is determined. Only those 

candidates from 1-itemset which count more than or equal to 𝑚𝑖𝑛𝑠𝑢𝑝, are taken 

ahead for the next iteration and the others are pruned. 

3. Next, 2-itemset frequent items with 𝑚𝑖𝑛𝑠𝑢𝑝 are discovered. For this in the join step, 

the 2-itemset is generated by forming a group of 2 by combining items with itself. 

4. The 2-itemset candidates are pruned using 𝑚𝑖𝑛𝑠𝑢𝑝 threshold value. Now the table 

will have 2 –itemsets with 𝑚𝑖𝑛𝑠𝑢𝑝 only. 

5. The next iteration will form 3 –itemsets using join and prune step. This iteration will 

follow antimonotone property where the subsets of 3-itemsets, that is the 2 –itemset 

subsets of each group fall in 𝑚𝑖𝑛𝑠𝑢𝑝. If all 2-itemset subsets are frequent then the 

superset will be frequent otherwise it is pruned. 

6. Next step will follow making 4-itemset by joining 3-itemset with itself and pruning 

if its subset does not meet the 𝑚𝑖𝑛𝑠𝑢𝑝 criteria. The algorithm is stopped when the 

most frequent itemset is achieved. 

The pseudocode 1.0 described the process of identifying frequent itemsets. The 

presentation of pseudocode for the frequent itemsets identification as part of the Apriori 

algorithm is shown in Figure 4.4.  
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Pseudocode 1.0 Frequent itemsets identification 

1: 𝑘 = 1 

2: 𝐹𝑘 = {𝑖|𝑖 ∈ 𝑙 ∧ 𝜎({𝑖}) ≥ 𝑁 × 𝑚𝑖𝑛𝑠𝑢𝑝}          {Find all frequent 1-itemsets} 

3: repeat 

4: 𝑘 = 𝑘 + 1 

5:  𝐶𝑘 = candidate-gen(𝐹𝑘−1).                            {Generate candidate itemsets} 

6:  𝐶𝑘 = candidate-prune(𝐶𝑘, 𝐹𝑘−1).                   {Prune candidate itemsets} 

7:  for each transactiont 𝑡 ∈ 𝑇 do 

8:  𝐶𝑡 = subset(𝐶𝑘 , 𝑡)                                        {Identify all candidates that belong to t} 

9:  for each candidate itemset 𝑐 ∈ 𝐶𝑡 do 

10:   𝜎(𝑐) = 𝜎(𝑐) + 1                                       {Increment support count} 

11:  end for 

12:  end for 

13:  𝐹𝑘 = {𝑐|𝑐 ∈ 𝐶𝑘 ∧ 𝜎(𝑐) ≥ 𝑁 × 𝑚𝑖𝑛𝑠𝑢𝑝}       {Extract the frequent k-itemsets} 

14: until 𝐹𝑘 = ∅ 

15: Result = ⋃𝐹𝑘 

 

Figure 4.4: Process of identifying frequent itemsets 

 

The frequent itemsets identification had two important characteristics. First, it was a 

level-wise algorithm; in other words it traversed the itemsets lattice one level at a time, from 

frequent 1-itemsets to the maximum size of frequent itemsets. Second, it employed a 

generate-and-test strategy for finding frequent itemsets. At each iteration (level), new 

candidate itemsets were generated from the frequent itemsets found in the previous iteration. 

The support for each candidate was then counted and tested against the 𝑚𝑖𝑛𝑠𝑢𝑝 threshold. 

The total number of iterations needed by the algorithm was kmax +1, where kmax was the 

maximum size of the frequent itemsets. The next process was to generate the association 

ruleset by using the output from these phases.  



131 

4.3.2 Ruleset generation 

The ruleset generation phase function as a process to extract association rules 

efficiently using a generated frequent itemset from previous iteration in frequent itemset 

identification phase. Each frequent k-itemset,Y, can produce up to 2k−2 association rules, 

ignoring rules that have empty antecedents or consequents (∅ ⇒ 𝑌 𝑜𝑟 𝑌 ⇒ ∅). An 

association rule can be extracted by partitioning the itemset Y into two non-empty subsets, 

𝑋 𝑎𝑛𝑑 𝑌 − 𝑋, such that 𝑋 ⇒ 𝑌 − 𝑋 satisfies the 𝑚𝑖𝑛𝑐𝑜𝑛𝑓. Note that all such rules must have 

already met the 𝑚𝑖𝑛𝑠𝑢𝑝 because they are generated from a frequent itemset. Figure 4.5 

illustrates the flowchart on how to generate the ruleset using frequent itemset identified from 

previous iteration in Figure 4.3. 

 

 

Figure 4.5: Flow chart for association rule generation form frequent itemsets  



132 

Pseudocode 2.0 and pseudocode 2.1 described the process of generating association 

ruleset using the input from frequent itemsets in pseudocode 1. This process used a level-

wise approach for generating association rules, where each level corresponded to the number 

of items that belonged to the rule consequent. Initially, all the high confidence rules that had 

only one item in the rule consequent were extracted. Pseudocode for the rule generation 

process is shown in Figures 4.6 and 4.7. 

 

Pseudocode  2.0 Rule generation 

1: for each frequent k-itemsets 𝑓𝑘, 𝑘 ≥ 2 do 

2:  𝐻1 = {𝑖|𝑖 ∈ 𝑓𝑘}                                       {1-item consequents of the rule} 

3:     call ap-genrules(𝑓𝑘, 𝐻1) 

4: end for 

 

Figure 4.6: Process of generating ruleset 

 

Pseudocode 2.1 Rule generation 

1: 𝑘 = |𝑓𝑘|                                                             {size of frequent itemset} 

2: m= |𝐻𝑚|                                                           {size of rule consequent} 

3: if  𝑘 > 𝑚 + 1 then 

4:     𝐻𝑚+1 = candidate-gen (𝐻𝑚) 

5:     𝐻𝑚+1 = candidate-prune (𝐻𝑚+1, 𝐻𝑚) 

6:   for each ℎ𝑚+1 ∈ 𝐻𝑚+1 do 

7:        𝑐𝑜𝑛𝑓 =  𝜎(𝑓𝑘) ∕ 𝜎(𝑓𝑘 − ℎ𝑚+1)                

8:     if 𝑐𝑜𝑛𝑓 ≥ 𝑚𝑖𝑛𝑐𝑜𝑛𝑓 then                     

9:         output the rule  (𝑓𝑘 − ℎ𝑚+1) → ℎ𝑚+1  

10:     else 

11:       delete ℎ𝑚+1 from 𝐻𝑚+1 

12:      end if                                   

13:    end for 

14:   call ap-genrules (𝑓𝑘, 𝐻𝑚+1) 

15: end if 

 

Figure 4.7: Process of generating ruleset extended 
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The output from this process was association ruleset. From this association ruleset, 

the list of attributes available in strong association ruleset was identified. Then, these 

attributes were mapped to attribution levels. Finally, the attributes and the association ruleset 

were grouped to three ALGR proposed in Section 3.7. 

 

4.4 Summary 

In this chapter, the second research objective (RO3), which is to evaluate and validate 

the proposed association ruleset for cyberattack attribution process in CTI is accomplished. 

As overall this chapter discussed on the implementation of association rules mining to 

generate association ruleset from the CTI feeds. The design of prototype for the proposed 

association ruleset in CTI for cyberattack attribution called CTI-AR is explained. The 

flowchart and pseudocode has been use to explain the detail on how the proposed CTI-AR 

implementation can assist security analysts in performing the cyberattack attribution process 

in CTI. The output generated from this implementation is further evaluated and validated, 

and discussed in Chapter Five.
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EVALUATION AND VALIDATION 

5.1 Introduction 

The previous chapter has discussed details on the proposed association rule mining 

in order to effectively attribute cyberattack in CTI. The chapter also explained an 

implementation of association rule mining process to generate association ruleset.  

Therefore, this present chapter will evaluate and discuss the evaluation and validation of the 

results. The objective of this chapter is to achieve RO3 which is to test the proposed 

association ruleset. In this chapter, the results are evaluated and analyzed to validate the 

capability of the proposed association ruleset in performing cyberattack attribution process 

in CTI framework. This chapter starts with an introduction, followed by the details of 

evaluation and validation approaches. Next, the criteria to test the proposed CTI-AR are also 

discussed and the processes of evaluation and validation are presented. The results of the 

evaluation and validation are also elaborated. Then, the analysis of validation results and its 

summary are presented. 

 

5.2 Dataset for CTI-AR 

The domain of this research was limited to the cyber threat intelligence that related 

to network intrusion activities and the datasets limited to CTI feeds from OSINT. For this 

thesis, OSINT CTI feeds from Shadowserver, Lebahnet and MITRE were selected because 

various types of useful information and Indicators of Compromise (IOC) for cyberattack 

attribution were included (Sabottke et al., 2015; Liao et al., 2016; Zhu and Dumitras, 2016). 
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The focus of this research was to gather CTI data  comprising network resources and attacker 

behaviour from existing cyberattack. An API from each CTI feeds was used to collect the 

data, respectively. Thus, a scraper was used to collect popular network resources such as the 

domain of search engines or government website, IP address of common DNS server and 

MD5 hash value of notorious malware from CTI feeds. The CTI feeds covered the top 3 

highest infections from 2018 until 2019 in order to be considered relevant cyberattack effort 

(Scanlon, 2014). The summary of each dataset (DS) is depicted in Table 5.1. 

 

Table 5.1: Summary of the dataset for evaluation 

Dataset Start Date End Date Data Source Total record 

DS1 01/05/2018 31/05/2018 Shadowserver 334848 

DS2 01/01/2018 31/01/2018 Lebahnet 498 

DS3 01/01/2018 31/01/2018 MITRE 15216 

DS4 01/03/2019 30/03/2019 Shadowserver 462885 

DS5 01/07/2019 31/07/2019 Lebahnet 46 

DS6 01/08/2019 31/08/2019 MITRE 4356 

DS7 01/06/2018 30/06/2018 Shadowserver 332874 

DS8 01/11/2018 30/11/2018 Lebahnet 406 

DS9 01/04/2018 31/04/2018 MITRE 21283 

DS10 01/07/2019 31/07/2019 Shadowserver 933665 

DS11 01/08/2019 31/08/2019 Lebahnet 46 

DS12 01/09/2019 30/09/2019 MITRE 5584 

 

The datasets (DS) were collected from three  OSINT CTI feeds, namely 

Shadowserver, Lebahnet and MITRE. All these DSs were used in generating association 

ruleset to perform cyberattack attribution in CTI. In order to generate the association ruleset, 

Apriori algorithm was used to process the network resources. The examples of attributes 

collected from each DS are listed in Table 5.2.  
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Table 5.2: CTI feed attribute description 

(√ = attribute available, x = attribute does not available) 
 

Attribute Data Source Shadowserver Lebahnet MITRE 

timestamp √ √ x 

hashes x √ x 

domains √ x x 

subdomains  √ x x 

av scans x √ x 

source IPs address  √ √ x 

source port number √ √ x 

destination IP address √ √ x 

destination port number √ √ x 

URLs √ x x 

GeoIP √ x x 

infection type √ √ x 

technique x x √ 

tactic x x √ 

software or tools x x √ 

group x x √ 

 

Shadowserver security feeds provided information about all the infected machines, 

drones, and zombies that were captured from the monitoring of IRC Command and Controls, 

capturing IP connections to HTTP botnets, or the IPs of spam relays. Lebahnet security feeds 

provided valuable supporting information such as network trends and malicious activities 

that were captured using a collection of distributed honeypots. Both security feeds could 

provide basic indicators of compromise such as IP address, domain name, URLs, hash value, 

malware infection type and geolocation. This basic IOC was deemed important in identifying 

attribution Level 1 and Level 2. In contrast to Shadowserver and Lebahnet, MITRE 

knowledgebase was about high-level IOC that related to the behaviour of cybercriminals. 

MITRE datasets contained various tactics, techniques, software or tools and attackers groups 

that involved different stages of a cyberattack when infiltrating the network and exfiltrating 

data. Attributte from MITRE dataset could identify attribution Level 3. Hence, the 

combination of basic IOC from Shadowserver and Lebahnet and attackers behavior from 

MITRE knowledgebased was essential in identifying the attribution level for cyberattack 

attribution in CTI. 
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5.3 Evaluation and Validation Procedures 

The objective of this evaluation was to validate the effectiveness of association 

ruleset in performing cyberattack attribution in CTI. The evaluation and validation process 

of the proposed association ruleset are depicted in Figure 5.1. 

 

 

Figure 5.1: Evaluation and Validation Processes 

 

Figure 5.1 shows the process of evaluation and validation. Niu (2014) proposed 

objective evaluation method to measure the rules with the objective evaluation criteria. An 

objective evaluation method used statistical information which was derived from the data to 

determine whether a particular ruleset was interesting. This thesis applied three objective 

evaluation indicators that were frequently used in Apriori algorithm (Mrs. M.Kavitha, 2020) 

which were 𝑠𝑢𝑝𝑝𝑜𝑟𝑡 (𝑠), 𝑐𝑜𝑛𝑓𝑖𝑑𝑒𝑛𝑐𝑒 (𝑐) and 𝑙𝑖𝑓𝑡 (𝑙) to measure and determine the interest 

of ruleset. Support reflected the practicality or usefulness of association rules, confidence 

reflected the validity or reliability of association rules and lift was to complement previous  
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two evaluation indicators by filtering and removing wrong and meaningless ruleset. 

Therefore, this thesis adapted Niu and Ji (2014) criteria to evaluate the proposed association 

ruleset. The proposed ruleset was tested with three datasets at the stage of the experimental 

approach. At this stage, the Apriori Algorithm was used to generate association ruleset to 

perform cyberattack attribution in CTI framework. The results from this evaluation were 

analyzed by using interestingness measure to validate the capability of the association ruleset 

in performing cyberattack attribution. 

 

5.4 Results of Evaluation and Validation 

This evaluation was to determine the capability of the proposed association ruleset 

for cyberattack attribution process in CTI. However, the number of association ruleset 

generated by using the proposed association rule mining could be massive and even tricky 

for domain specialists to study and summarize the meanings behind the ruleset. Moreover, 

it was also impractical to sift through a broad set of rules containing noise and irrelevant 

rules. Hence, the interestingness measure could be used for filtering or ranking association 

ruleset. As discussed in Section 2.5.3.4, this thesis only focused on objective interestingness 

measure using support, confidence and lift to measure the meaningful and reliable 

association ruleset that were used to guide security analysts in making decisions. The 

thresholds for minimum support (𝑚𝑖𝑛𝑠𝑢𝑝) and minimum confidence (𝑚𝑖𝑛𝑐𝑜𝑛𝑓) were  

predefined manually by using trial and error method (Mahmood et al., 2014; Yan et al., 2014; 

Liu et al., 2018). The summary of the association rules generated for all the datasets is 

depicted in Table 5.3.  
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Table 5.3: Summary of association ruleset 

Dataset Number of 

ruleset 

Level 1 Level 2 Level 3 

DS4 81 7 40 0 

DS5 50 45 0 0 

DS6 12 0 0 12 

DS7 76 7 40 0 

DS8 91 89 0 0 

DS9 14 0 0 14 

DS10 64 5 31 0 

DS11 86 84 0 0 

DS12 17 0 0 17 

 

Table 5.3 shows a summary of association ruleset generated using Apriori algorithm. 

Based on these association ruleset, the process of identifying the attributes in attribution level 

and classifying the ruleset into the respective attribution level group (ALGR) were 

conducted. Still, not all the generated ruleset met the requirement to be included in the 

respective ALGR because the ruleset must have at least one attribute from Level 1, Level 2 

or Level 3 in both antecedents and consequents as discussed in Section 2.5.1.3. 

This thesis collected four dataset from Shadowserver, four datasets from Lebahnet 

and four datasets from MITRE. The total datasets is twelve and naming as DS1, DS2, DS3, 

DS4, DS5, DS6, DS7, DS8, DS9, DS10, DS11, and DS12. However, this thesis only 

explained six DSs, namely DS1, DS2, DS3, DS4, DS5, and DS6. DS1 to DS3 used for 

training purposes and explained in Section 3.6. While DS4 to DS6 used for evaluation and 

validation purposes and explained in this chapter. The rest of DSs were using the same 

process, hence, adopting the similar explanation. 
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5.4.1 Results for DS4 

The dataset used to mine the frequent itemset was obtained from the ‘Shadowserver 

security feed’. The dataset was named  “ss_2019_3.csv”. The dataset, dated from 01/05/2018 

to 31/05/2018, consisted of malicious network transaction data in Malaysia. It comprised 

462885 rows and 35 columns of data, as shown in Figure 5.2. 

 

 

Figure 5.2: Raw Dataset 4 (DS4) 

 

After performing data cleaning by removing incomplete data and filling the missing 

values, only eight columns of attributes were selected for discovering frequent itemsets, 

Table 5.4 describes the details of each attribute. 

 

Table 5.4: Description of the attribute for DS4 

Attribute Description 

timestamp Timestamp in the format "DAY MON DD HH:MM:SS YYYY", where DAY is the 

day of the week, MON is the name of the month, DD is the day of the month, 

HH:MM:SS is the time of day using a 24-hour clock, and YYYY is the year. The 

time zone is +0800 

dst_ip Destination  IP for the victim device that is being infected by a botnet 

port Source port of the victim IP connection 

geo The country where the botnet resides 

infection Malware group classification name 

src_ip The IP used by an attacker to manage Command and Control (C&C) device  

src_port Server-side port for C&C IP 

cc_geo Country of the C&C server 
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Figure 5.3 shows a snippet preprocess data for DS4. Apriori algorithm used an 

iterative level-wise search technique to discover (k + 1)-itemsets from k-itemsets. First, the 

dataset was scanned to identify all the frequent 1-itemsets by counting each of them and 

capturing those that satisfy the minimum support threshold. The identification of each 

frequent itemset required the scanning of the entire dataset until no more frequent k-itemsets 

was possible to be identified. As for DS4, the minimum support threshold used was 20% or 

0.2. Therefore, only the attributes that fulfilled a minimum support count of 0.2 were 

included in the ruleset generation process. 

 

 

Figure 5.3: Preprocessed data for dataset 4 (DS4) 

 

By using the frequent itemset identification process in the Section 4.3.1, the results 

of frequent itemsets for DS4 with minimum support count 0.2 were ['195.38.137.100', '22', 

'AM', 'DE', 'MY', 'US', ′𝑔𝑎𝑚𝑎𝑟𝑢𝑒′]. Then, these frequent itemsets were applied to ruleset 

generation process as in Section 4.3.2 to create association ruleset with the predefined 

minimum confidence (𝑚𝑖𝑛𝑐𝑜𝑛𝑓) value equal to 50% or 0.5. Eighty-one association rules 

met this threshold configuration. In order to get a realistic overview of the results, the 

association rules were represented in a scatter plot, as shown in Figure 5.4. 
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Figure 5.4: The illustration of 81 rules in scatter plot with minsup = 0.2 an mincof = 0.5 

for DS4 

 

The value of 𝑚𝑖𝑛𝑠𝑢𝑝 = 0.2 and the 𝑚𝑖𝑛𝑐𝑜𝑛𝑓 = 0.5 were adjusted manually to 

discover some specific and interesting rules from a large number of random rules (Mahmood 

et al., 2014). To analyze the relationship between an attribute for this association rules, the 

top five ruleset were selected and presented in Tables 5.5, 5.6 and 5.7 based on three 

𝐼𝑀𝑠;  𝑠𝑢𝑝𝑝𝑜𝑟𝑡, 𝑐𝑜𝑛𝑓𝑖𝑑𝑒𝑛𝑐𝑒 and 𝑙𝑖𝑓𝑡. Table 5.5 shows the top five association rules based 

on support with threshold configured as 𝑚𝑖𝑛𝑠𝑢𝑝 =  0.2 and 𝑚𝑖𝑛𝑐𝑜𝑛𝑓 =  0.5. 

 

Table 5.5: Top 5 rules based on support measure  with minsup = 0.2 and minconf=0.5 for 

DS4 

No Ruleset Support Attribution  

Level 

1 {22} ⟹ {MY} 0.74 x 

2 {MY} ⟹ {22} 0.74 x 

3 {DE} ⟹ {MY} 0.71 x 

4 {MY} ⟹ {DE} 0.71 x 

5 {195.38.137.100} ⟹ {DE} 0.7 2 

 

Support could measure the usefulness of association ruleset based on the frequency 

of itemsets occurring together in the data transaction (Niu and Ji, 2014; Ju et al., 2015). The 

top five rules in Table 5.5 summed up the combination of rules among port number 22, 
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geolocation MY, DE and IP 195.38.137.100 which indicated that there was a strong 

association among these four items that frequently occured together. However, ruleset 

number 1 to number 4 did not meet the requirement to be included in attribution level as the 

implication of antecedents and consequents did not provide meaningful information for 

decision making. In contrast, the fifth association rule indicated that IP 195.38.137.100 

frequently appeared together in the dataset with geolocation DE and provided insight to the 

security analysts to deduce that the cyberattack possibly originated from this IP and country. 

While support measures the usefulness of itemset that is occurring together in data 

transaction, confidence measure can indicate the strength of association ruleset generated 

whether it is reliable and valid for decision making (Niu and Ji, 2014). Table 5.6 presents 

the top 5 most reliable rules with a threshold for minsup = 0.2 and minconf = 0.5. 

 

Table 5.6: Top 5 rules based on confidence measure  with minsup = 0.2 and minconf=0.5 

for DS4 

(Attribution level: 1=Level 1, 2=Level 2, 3=Level 3, x=Did not meet the requirement to 

include in attribution level) 

No Ruleset Confidence Attribution  

Level 

1 {22} ⟹ {MY} 1 x 

2 {DE} ⟹ {MY} 1 x 

3 {195.38.137.100} ⟹ {DE} 1 2 

4 {195.38.137.100} ⟹ {MY} 1 2 

5 {195.38.137.100,DE} ⟹ {MY} 1 2 

 

The top five rules based on confidence measurement showed that high confidence 

rules were usually related to port number 22, geolocation MY, DE and IP 195.38.137.100. 

This ruleset indicated that this IP was used by an attacker to launch a cyberattack and most 

probably originated from country DE. However, strong association rules are not always 

effective, some are not what users are interested in, and some are even misleading (Ju et al., 
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2015). For this top five rules only ruleset number three, four and five were reliable and were 

included in attribution level 2. 

Support and confidence provided the information about useful rules based on 

occurrence and reliability of ruleset that occured in the dataset. Hence, lift measure was 

needed to complement these two IMs by helping to measure the importance of ruleset that 

suit the purpose of the research. Table 5.7 depicts the top five association rules for lift 

measure. Three categories were used to interpret the relationship of X / Y in lift 

measurement. If the lift is equal to 1, then, X and Y are independent. If the lift is higher than 

1, then, X and Y are positively correlated. If the lift is lower than 1, then, X and Y are 

negatively correlated. 

 

Table 5.7: Top 5 rules based on lift measure  with minsup = 0.2 and minconf=0.5 for DS4 

(Attribution level: 1=Level 1, 2=Level 2, 3=Level 3, x=Did not meet the requirement to 

include in attribution level) 

No Ruleset Lift Attribution  

Level 

1 {22,DE} ⟹ {195.38.137.100} 1.43 2 

2 {22,DE,MY} ⟹ {195.38.137.100} 1.43 2 

3 {DE,gamarue} ⟹ {195.38.137.100} 1.43 2 

4 {22,DE,gamarue} ⟹ {195.38.137.100} 1.43 2 

5 {DE,gamarue,MY} ⟹ {195.38.137.100} 1.43 2 

 

Based on Table 5.7, the itemsets of 22, DE, MY, 195.38.137.100 and gamarue 

respectively had a positive correlation. Thus, this IP was malicious, being infected by 

gamarue and most probably originated from MY or DE. All ruleset met the requirement to 

be included in attribution Level 2.  
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5.4.2 Results for DS5 

The dataset used to mine the frequent itemset was obtained from the ‘Lebahnet 

security feed’. The dataset was named “lebahnet_2019_7.csv”. The dataset, dated from 

05/07/2019 to 31/05/2019, consisted of malicious network transaction data in Malaysia. The 

dataset comprised 46 rows and 16 columns of data, as shown in Figure 5.5. 

 

 

Figure 5.5: Raw Dataset 5 (DS5) 

 

After performing data cleaning by removing incomplete data and filling the missing 

values, only seven columns of attributes were selected for discovering frequent itemsets. 

Table 5.4 describes the detail of each attribute. 

 

Table 5.8: Description of the attribute for DS5 

Attribute Description 

timestamp Timestamp in the format "DAY MON DD HH:MM:SS YYYY", where DAY is the 

day of the week, MON is the name of the month, DD is the day of the month, 

HH:MM:SS is the time of day using a 24-hour clock, and YYYY is the year. The 

time zone is +0800 

dst_ip Destination  IP for the victim device that being infected by a botnet 

port Source port of the victim IP connection 

md5 Malicious files hashes that associated with a particular malware infection 

infection Malware group classification name 

src_ip The IP used by an attacker to manage Command and Control (C&C) device  

src_port Server-side port for C&C IP 
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Figure 5.6 shows a snippet preprocess data for DS5. Apriori algorithm used an 

iterative level-wise search technique to discover (k + 1)-itemsets from k-itemsets. First, the 

dataset was scanned to identify all the frequent 1-itemsets by counting each of them and 

capturing those that satisfied the minimum support threshold. The identification of each 

frequent itemset required the scanning of the entire dataset until no more frequent k-itemsets 

was possible to be identified. As for DS5, the minimum support threshold used was 20% or 

0.2. Therefore, only the attributes that fulfilled the minimum support count of 0.2 were 

included in the ruleset generation process. 

 

 

Figure 5.6: Preprocessed data for dataset 5 (DS5) 

 

By using the frequent itemset identification process in the Section 4.3.1, the results 

of frequent itemsets for DS5 with minimum support count 0.2 were ['210.48.151.111', '445', 

'7867de13bf22a7f3e3559044053e33e7', '786ab616239814616642ba4438df78a9', 

'88.232.152.19', 'Backdoor.Agent.rke', 'Troj.Spy.Xxp!c']. Then, these frequent itemsets were 

applied to ruleset generation process as discussed in Section 4.3.2 to create association 

ruleset with the predefined minimum confidence (𝑚𝑖𝑛𝑐𝑜𝑛𝑓) value equal to 50% or 0.5. Fifty 

association rules met this threshold configuration. In order to get a realistic overview of the 

results, the association rules were represented in a scatter plot, as shown in Figure 5.7. 
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Figure 5.7: The illustration of 50 rules in scatter plot with minsup = 0.2 an mincof = 0.5 

for DS5 

 

The value of 𝑚𝑖𝑛𝑠𝑢𝑝 = 0.2 and the 𝑚𝑖𝑛𝑐𝑜𝑛𝑓 = 0.5 were adjusted manually to 

discover some specific and interesting rules from a large number of random rules (Mahmood 

et al., 2014). While analyzing the relationship between an attribute for this association rules, 

the top five ruleset were selected and presented in Tables 5.9, 5.10 and 5.11 based on three 

𝐼𝑀𝑠;  𝑠𝑢𝑝𝑝𝑜𝑟𝑡, 𝑐𝑜𝑛𝑓𝑖𝑑𝑒𝑛𝑐𝑒 and 𝑙𝑖𝑓𝑡. Table 5.9 shows top five association rules based on 

support with threshold configured as 𝑚𝑖𝑛𝑠𝑢𝑝 =  0.2 and 𝑚𝑖𝑛𝑐𝑜𝑛𝑓 =  0.5. 

 

Table 5.9: Top 5 rules based on support measure  with minsup = 0.2 and minconf=0.5 for 

DS5 

(Attribution level: 1=Level 1, 2=Level 2, 3=Level 3, x=Did not meet the requirement to 

include in attribution level) 

No Ruleset Support Attribution  

Level 

1 {210.48.151.111} ⟹ {445} 0.94 1 

2 {445} ⟹ {210.48.151.111} 0.94 1 

3 {7867de13bf22a7f3e3559044053e33e7} ⟹ 

{Backdoor.Agent.rke} 
0.49 

1 

4 {Backdoor.Agent.rke} ⟹ 

{7867de13bf22a7f3e3559044053e33e7} 
0.49 

1 

5 {7867de13bf22a7f3e3559044053e33e7} ⟹ {210.48.151.111} 0.49 1 

 

Support could measure the usefulness of association ruleset based on the frequency 

of itemsets occurring together in the data transaction (Ju et al., 2015). The top five rules in 
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Table 5.9 summed up the combination of rules among port number 445, hash value 

7867de13bf22a7f3e3559044053e33e7, infection type Backdoor.Agent.rke and IP 210.48.151.111 

which indicated there was a strong association among these four items that frequently 

occured together. Thus, this IP was deemed malicious, being infected by 

Backdoor.Agent.rke through port 445. All ruleset met the requirement to be included in 

attribution Level 1. 

While support measured the usefulness of itemset that occurred together in data 

transaction, confidence measure could indicate the strength of association ruleset generated 

whether it was reliable and valid for decision making. Table 5.10 presents the top 5 most 

reliable rules with a threshold for minsup = 0.2 and minconf = 0.5. 

 

Table 5.10: Top 5 rules based on confidence measure  with minsup = 0.2 and minconf=0.5 

for DS5 

(Attribution level: 1=level 1, 2=level 2, 3=level 3, x=Did not meet the requirement to 

include in attribution level) 

No Ruleset Confidence Attribution  

Level 

1 {210.48.151.111} ⟹ {445} 1 1 

2 {7867de13bf22a7f3e3559044053e33e7} ⟹ 

{Backdoor.Agent.rke} 
1 

1 

3 {Backdoor.Agent.rke} ⟹ 

{7867de13bf22a7f3e3559044053e33e7} 
1 

1 

4 {7867de13bf22a7f3e3559044053e33e7} ⟹ 

{210.48.151.111} 
1 

1 

5 {7867de13bf22a7f3e3559044053e33e7} ⟹ {445} 1 1 

 

The top five rules based on confidence measurement showed that high confidence 

rules were usually related to port number 445, hash value 

7867de13bf22a7f3e3559044053e33e7, infection type Backdoor.Agent.rke and IP 

210.48.151.111. Thus, this IP was deemed malicious, being infected by Backdoor.Agent.rke 

through port 445. However, strong association rules are not always effective, some are not 



149 

what users are interested in, and some are even misleading (Ju et al., 2015). All ruleset met 

the requirement to be included in attribution level 1. 

Support and confidence provided the information about useful rules that based on 

occurrence and the reliability of ruleset that occured in the dataset. Hence, lift measure was 

needed to complement these two IMs by helping to measure the importance of ruleset that 

suit the purpose of the research. Table 5.11 depicts the top five association rules for lift 

measure. Three categories were used to interpret the relationship of X / Y in lift 

measurement. If the lift is equal to 1, then, X and Y are independent. If the lift is higher than 

1, then, X and Y are positively correlated. If the lift is lower than 1, then, X and Y are 

negatively correlated. 

 

Table 5.11: Top 5 rules based on lift measure  with minsup = 0.2 and minconf=0.5 for 

DS5 

(Attribution level: 1=Level 1, 2=Level 2, 3=Level 3, x=Did not meet the requirement to 

include in attribution level) 

No Ruleset Lift Attribution 

Level 

1 {Troj.Spy.Xxp!c} ⟹ {786ab616239814616642ba4438df78a9} 2.47 1 

2 {786ab616239814616642ba4438df78a9} ⟹ {Troj.Spy.Xxp!c} 2.47 1 

3 {210.48.151.111,Troj.Spy.Xxp!c} ⟹ 

{786ab616239814616642ba4438df78a9} 

2.47 1 

4 {210.48.151.111,786ab616239814616642ba4438df78a9} ⟹ 

{Troj.Spy.Xxp!c} 

2.47 1 

5 {445,Troj.Spy.Xxp!c} ⟹ {786ab616239814616642ba4438df78a9} 2.47 1 

 

Based on Table 5.11, we can see that the itemset 445, Troj.Spy.Xxp!c, 

786ab616239814616642ba4438df78a9 and 210.48.151.111 respectively had a positive 

correlation. Thus, this IP was deemed malicious, being infected by Troj.Spy.Xxp!c through 

port 445. All rulesets met the requirement to be included in attribution Level 1. 
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5.4.3 Results for DS6 

The dataset used to mine the frequent itemset was obtained from the ‘MITRE Attack 

knowledge base’. The dataset was named  “MITRE_2019_08.csv”. The dataset, dated from 

08/08/2019 to 31/08/2019, consisted of attackers’ tactics and techniques based on real-world 

observations. The dataset comprised 4356 rows and eight columns of data, as shown in 

Figure 5.8. 

 

 

Figure 5.8: Raw Dataset 6 (DS6) 

 

After performing data cleaning by removing incomplete data and filling the missing 

values, only 4 column indicators of compromise were selected for discovering frequent 

itemsets. The details of these attributes are shown in Table 5.12. 

 

Table 5.12: Description of the attribute for DS6 

Attribute Description 

Technique technique related to specific threat actors or threat groups 

Tactic tactics related to specific actors or threat groups 

software or tools software or tools tactics related to specific actors or threat groups 

Group threat actors or groups of threat actors associated with cyberattack 

 

Figure 5.9 shows a snippet preprocess data for DS6. Apriori algorithm used an 

iterative level-wise search technique to discover (k + 1)-itemsets from k-itemsets. First, the 
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dataset was scanned to identify all the frequent 1-itemsets by counting each of them and 

capturing those that satisfied the minimum support threshold. The identification of each 

frequent itemset required the scanning of the entire dataset until no more frequent k-itemsets 

was possible to be identified. As for DS6, the minimum support threshold used was 5% or 

0.05. Therefore, only the attributes that fulfilled a minimum support count of 0.05 were 

included in the ruleset generation process.  

 

 

Figure 5.9: Preprocessed dataset 6 (DS6) 

 

By using the frequent itemset identification process in the Section 4.3.1, the results 

of frequent itemsets for DS6 with minimum support count 0.05 were ['Access', 'Application', 

'Cloud', 'Dashboard', 'Data', 'Discovery', 'Elevated', 'Execution', 'Object', 'Prompt', 'Service', 

'Storage', 'Token', 'apt33', 'cobalt', 'collection', 'defense-evasion', 'discovery', 'empire', 'from', 

'group', 'lateral-movement', 'net', 'privilege-escalation', 'strike', 'turla', 'with']. Then, these 

frequent itemsets were applied to ruleset generation process as discussed in Section 4.3.2 to 

create association ruleset with the predefined minimum confidence (𝑚𝑖𝑛𝑐𝑜𝑛𝑓) value equal 

to 50% or 0.5. The value of 𝑚𝑖𝑛𝑠𝑢𝑝 = 0.05 and the 𝑚𝑖𝑛𝑐𝑜𝑛𝑓 = 0.5 were adjusted manually 

to discover some specific and interesting rules from a large number of random rules 

(Mahmood et al., 2014). As a result, twelve association rules met this threshold 

configuration. In order to get a realistic overview of the results, the association rules were 

represented in a scatter plot, as shown in Figure 5.10. 
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Figure 5.10: The illustration of 12 rules in scatter plot with minsup = 0.05 an mincof = 0.5 

for DS6 

 

Based on Figure 5.10, support value represent x-axis and confidence value represent 

y-axis. For example, the first plot of association rules is located at the coordinate 0.24 for 

support and 0.89 for confidence. This indicate that the selected plot already meets the 

threshold for minimum support 0.05 and the threshold for minimum confidence 0.5. To 

further analyze the relationship between attributes for this association rules, the top five 

ruleset were selected and presented in Tables 5.13, 5.14 and 5.15 based on three 

𝐼𝑀𝑠;  𝑠𝑢𝑝𝑝𝑜𝑟𝑡, 𝑐𝑜𝑛𝑓𝑖𝑑𝑒𝑛𝑐𝑒 and 𝑙𝑖𝑓𝑡. Table 5.13 shows top five association rules based on 

support with threshold configured as 𝑚𝑖𝑛𝑠𝑢𝑝 =  0.05 and 𝑚𝑖𝑛𝑐𝑜𝑛𝑓 =  0.5. 

 

Table 5.13: Top 5 rules based on support measure  with minsup = 0.05 and minconf=0.5 

for DS6 

(Attribution level: 1=level 1, 2=level 2, 3=level 3, x=Did not meet the requirement to 

include in attribution level) 

No Ruleset Support Attribution  

Level 

1 {Cloud Service Dashboard} ⟹ {discovery} 0.24 3 

2 {Cloud Service Discovery} ⟹ {discovery} 0.24 3 

3 {discovery} ⟹ {Cloud Service Dashboard} 0.24 3 

4 {discovery} ⟹ {Cloud Service Discovery} 0.24 3 

5 {defense-evasion} ⟹ {Application Access Token} 0.22 3 
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Support can measure the usefulness of association ruleset based on the frequency of 

itemset occurring together in the data transaction (Ju et al., 2015). The top five rules in Table 

5.13 summed up the combination of rules among Cloud Service Dashboard, Cloud Service 

Discovery, discovery, defense-evasion and Application Access Token which indicated a 

strong association among these five items that frequently occurred together. Ruleset number 

1 and 3 indicated that an attacker may use a cloud service dashboard GUI with stolen 

credentials to gain useful information from an operational cloud environment, such as 

specific services, resources, and features. Rules number 2 and  4 indicated that an attacker 

may attempt to enumerate the cloud services running on a system after gaining access. Rule 

number 5 indicated that an attacker may try to avoid being detected after using a stolen 

application access tokens to bypass the typical authentication process and access restricted 

accounts, information, or services on remote systems. All rulesets met the requirement to be 

included in attribution Level 3. 

While support measured the usefulness of itemset that occurred together in data 

transaction, confidence measure could indicate the strength of association ruleset generated 

whether it was reliable and valid for decision making. Table 5.14 presents the top 5 most 

reliable rules with a threshold for minsup = 0.05 and minconf = 0.5. 

 

Table 5.14: Top 5 rules based on confidence measure  with minsup = 0.05 and 

minconf=0.5 for DS6s 

(Attribution level: 1=Level 1, 2=Level 2, 3=Level 3, x=Did not meet the requirement to 

include in attribution level) 

No Ruleset Confidence Attribution  

Level 

1 {Cloud Service Dashboard} ⟹ {discovery} 1 3 

2 {Cloud Service Discovery} ⟹ {discovery} 1 3 

3 {defense-evasion} ⟹ {Application Access Token} 1 3 
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4 {Elevated Execution with Prompt} ⟹ {privilege-

escalation} 
1 

3 

5 {privilege-escalation} ⟹ {Elevated Execution with 

Prompt} 
1 

3 

 

The top five rules based on confidence measurement showed that high confidence 

rules were usually related to Cloud Service Dashboard, Cloud Service Discovery, discovery, 

defense-evasion and Application Access Token, Elevated Execution with Prompt and 

privilege-escalation. Rule number 1 indicated that an attacker may use a cloud service 

dashboard GUI with stolen credentials to gain useful information from an operational cloud 

environment, such as specific services, resources, and features. Rule number 2 indicated that 

an attacker may attempt to enumerate the cloud services running on a system after gaining 

access. Rule number 3 indicated that an attacker may try to avoid being detected after using 

a stolen application access tokens to bypass the typical authentication process and access 

restricted accounts, information, or services on remote systems. Rules number 4 and 5 

indicated that an attacker may leverage the 𝐴𝑢𝑡ℎ𝑜𝑟𝑖𝑧𝑎𝑡𝑖𝑜𝑛𝐸𝑥𝑒𝑐𝑢𝑡𝑒𝑊𝑖𝑡ℎ𝑃𝑟𝑖𝑣𝑖𝑙𝑒𝑔𝑒𝑠 API 

to escalate privileges by prompting the user for credentials. However, strong association 

rules are not always effective, some are not what users are interested in, and some are even 

misleading (Ju et al., 2015). All rulesets met the requirement to be included in attribution 

Level 3. 

Support and confidence provided the information about useful rules that based on 

occurrence and the reliability of ruleset that occured in the dataset. Hence, lift measure was 

needed to complement these two IMs by helping to measure the importance of ruleset that 

suit the purpose of the research. Table 5.15 depicts the top five association rules for lift 

measure. Three categories were used to interpret the relationship of X / Y in lift 

measurement. If the lift is equal to 1, then, X and Y are independent. If the lift is higher than 



155 

1, then, X and Y are positively correlated. If the lift is lower than 1, then, X and Y are 

negatively correlated. 

 

Table 5.15: Top 5 rules based on lift measure  with minsup = 0.05 and minconf=0.5 for 

DS6 

No Ruleset Lift Attribution 

Level 

1 {Elevated Execution with Prompt} ⟹ {privilege-escalation} 11.68 3 

2 {privilege-escalation} ⟹ {Elevated Execution with Prompt} 11.68 3 

3 {Data from Cloud Storage Object} ⟹ {collection} 11.09 3 

4 {collection} ⟹ {Data from Cloud Storage Object} 11.09 3 

5 {defense-evasion} ⟹ {Application Access Token} 3.18 3 

 

Based on Table 5.15, we can see that the itemsets of Elevated Execution with Prompt, 

privilege-escalation, Data from Cloud Storage Object, collection, defense-evasion and 

Application Access Token respectively had a positive correlation with each other. Rules 

number 1 and 2 indicated that an attacker may leverage the 

𝐴𝑢𝑡ℎ𝑜𝑟𝑖𝑧𝑎𝑡𝑖𝑜𝑛𝐸𝑥𝑒𝑐𝑢𝑡𝑒𝑊𝑖𝑡ℎ𝑃𝑟𝑖𝑣𝑖𝑙𝑒𝑔𝑒𝑠 API to escalate privileges by prompting the user 

for credentials. Rules number 3 and 4 indicated that an attacker may access data objects from 

improperly secured cloud storage such as Amazon S3, Azure Storage, and Google Cloud 

Storage to gather data of interest for their goal. Rule number 5 indicated that an attacker may 

try to avoid being detected after using a stolen application access tokens to bypass the typical 

authentication process and access restricted accounts, information, or services on remote 

systems. All rulesets met the requirement to be included in attribution Level 3. 

 

5.5 Analysis of Result Validation 

This section describes the analysis of the validation from the experiment approach, 

as discussed in the following sub-section.  



156 

5.5.1 Analysis of Experimental Result Validation 

Based on the discussion in Section 5.4, the findings are further analyzed and 

summarized in Table 5.16. 

 

Table 5.16: Summary of ALGR and IM range for DS4-DS12  

(√ = ALGR exist, x = ALGR does not exist ) 

(support=s, confidence=c, lift=l, Attribution Level Group=ALGR) 

Dataset ALGR 𝒎𝒊𝒏𝒔𝒖𝒑  
𝒕𝒉𝒓𝒆𝒔𝒉𝒐𝒍𝒅 

𝒎𝒊𝒏𝒄𝒐𝒏𝒇  
𝒕𝒉𝒓𝒆𝒔𝒉𝒐𝒍𝒅 

Range for IM 

1 2 3 s c l 

DS4 √ √ x 
0.2 

 

 

0.5 

≥ 0.21 ≥ 0.67 ≥ 1 

DS5 √ x x ≥ 0.4 ≥ 0.5 ≥ 1 

DS6 x x √ 0.05 ≥ 0.07 ≥ 0.5 ≥ 1.84 

DS7 √ √ x 
0.2 

≥ 0.24 ≥ 0.52 ≥ 0.83 

DS8 √ x x ≥ 0.21 ≥ 0.75 ≥ 0.96 

DS9 x x √ 0.05 ≥ 0.04 ≥ 0.5 ≥ 1.11 

DS10 √ √ x 
0.2 

≥ 0.37 ≥ 0.5 ≥ 1 

DS11 √ x x ≥ 0.23 ≥ 0.52 ≥ 1 

DS12 x x √ 0.05 ≥ 0.07 ≥ 0.5 ≥ 2.86 

 

Table 5.16 shows the range of IM capture from the strongest association ruleset that 

was generated using the general Equation 3.5 defined in Section 3.7, the threshold used to 

generate the ruleset and ALGR found in DS4 up to DS12. The value of range for support, 

confidence and lift in Table 5.16 was used to validate and verify the strong association ruleset 

to be included in ALGR. Support could measure the usefulness of association ruleset based 

on the frequency of itemset occured together in the data transaction. Confidence indicated 

the strength of association ruleset generated whether it was reliable and valid for decision 

making. At the same time, lift measure was needed to complement these two IMs by helping 

to measure the importance of ruleset that suit the purpose of the research, whereby to perform 

cyberattack attribution process in CTI. Once the list of strong association ruleset was 

identified and met the threshold for 𝑚𝑖𝑛𝑠𝑢𝑝 and 𝑚𝑖𝑛𝑐𝑜𝑛𝑓, this list of association ruleset 

was included in the respective ALGR based on the presence of the attributes in each 
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association ruleset. The steps to classify the association ruleset into ALGR are explained in 

the following subsection. 

Table 5.16 showed that the ruleset found in this research was effective in performing 

the cyberattack attribution because it could identify all ALGRs where each ALGR is mapped 

to different CTI subtype as discussed in Sections 2.3.5 and 2.6.3. This CTI subtype was used 

by an organization for a specific purpose to prevent from cyberattack. For example, ALGR1 

and ALGR2 were mapped to tactical intelligence subtype, hence, the outputs from these 

ALGRs could help an organization to deal with threat indicators and prioritize vulnerabilities 

patches quickly and accurately. Then, ALGR3 was mapped to operational intelligence and 

the output from ALGR3 could improve the detection rate and prevent future incidents as 

attacks could be seen in a clear context. The outputs from ALGR1, ALGR2 and ALGR3 

were mapped to strategic intelligence to drive the organization decision making regarding 

security countermeasure and areas of improvement from the insights of current attack trends 

and financial impact to the organization.  

The results of the evaluation and validation from the experimental approach are 

presented in Table 5.17. Table 5.17 illustrates the top 5 association rulesets results from each 

Interestingness Measure (IM) based on support, confidence and lift measure that filtered and 

ranked to their respective ALGR. The ALGR grouping could provide hidden information 

behind the rulesets about attribution level that could help security analysts to perform 

cyberattack attribution process in CTI. 
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Table 5.17: Results of Interestingness Measure (IM) for DS4-DS12 

No Interestingnes

s Measure 

(IM) 

ALG

R 

Association Ruleset Attributio

n achieved 

1 Support 1 {195.38.137.100}  ⟹  {22} 
{22}  ⟹  {195.38.137.100} 
{𝑔𝑎𝑚𝑎𝑟𝑢𝑒}  ⟹  {195.38.137.100} 
{195.38.137.100}  ⟹  {𝑔𝑎𝑚𝑎𝑟𝑢𝑒} 
{195.38.137.100, 𝑔𝑎𝑚𝑎𝑟𝑢𝑒}  ⟹  {22} 

IP address, 

malware 

type and 

port 

number 

were found 

2 Support 2 {195.38.137.100}  ⟹  {𝐷𝐸} 
{𝐷𝐸}  ⟹  {195.38.137.100} 
{195.38.137.100}  ⟹  {𝑀𝑌} 
{𝑀𝑌}  ⟹  {195.38.137.100} 
{195.38.137.100, 𝐷𝐸}  ⟹  {𝑀𝑌} 

IP address 

and 

geolocation 

were found 

3 Support 3 {𝐶𝑙𝑜𝑢𝑑 𝑆𝑒𝑟𝑣𝑖𝑐𝑒 𝐷𝑎𝑠ℎ𝑏𝑜𝑎𝑟𝑑}  ⟹  {𝑑𝑖𝑠𝑐𝑜𝑣𝑒𝑟𝑦} 
{𝑑𝑖𝑠𝑐𝑜𝑣𝑒𝑟𝑦}  ⟹   {𝐶𝑙𝑜𝑢𝑑 𝑆𝑒𝑟𝑣𝑖𝑐𝑒 𝐷𝑎𝑠ℎ𝑏𝑜𝑎𝑟𝑑} 
{𝐶𝑙𝑜𝑢𝑑 𝑆𝑒𝑟𝑣𝑖𝑐𝑒 𝐷𝑖𝑠𝑐𝑜𝑣𝑒𝑟𝑦}  ⟹   {𝑑𝑖𝑠𝑐𝑜𝑣𝑒𝑟𝑦} 
{𝑑𝑖𝑠𝑐𝑜𝑣𝑒𝑟𝑦}  ⟹   {𝐶𝑙𝑜𝑢𝑑 𝑆𝑒𝑟𝑣𝑖𝑐𝑒 𝐷𝑖𝑠𝑐𝑜𝑣𝑒𝑟𝑦} 
{𝑑𝑒𝑓𝑒𝑛𝑠𝑒 − 𝑒𝑣𝑎𝑠𝑖𝑜𝑛} ⟹   
{𝐴𝑝𝑝𝑙𝑖𝑐𝑎𝑡𝑖𝑜𝑛 𝐴𝑐𝑐𝑒𝑠𝑠 𝑇𝑜𝑘𝑒𝑛} 

Technique 

and tactic 

were found 

4 Confidence 1 {210.48.151.111}  ⟹   {445} 
{7867𝑑𝑒13𝑏𝑓22𝑎7𝑓3𝑒3559044053𝑒33𝑒7}  

⟹   {𝐵𝑎𝑐𝑘𝑑𝑜𝑜𝑟. 𝐴𝑔𝑒𝑛𝑡. 𝑟𝑘𝑒} 
{𝐵𝑎𝑐𝑘𝑑𝑜𝑜𝑟. 𝐴𝑔𝑒𝑛𝑡. 𝑟𝑘𝑒}  
⟹   {7867𝑑𝑒13𝑏𝑓22𝑎7𝑓3𝑒3559044053𝑒33𝑒7} 
{7867𝑑𝑒13𝑏𝑓22𝑎7𝑓3𝑒3559044053𝑒33𝑒7}  

⟹   {210.48.151.111} 
{7867𝑑𝑒13𝑏𝑓22𝑎7𝑓3𝑒3559044053𝑒33𝑒7}  

⟹   {445} 

IP address, 

malware 

type, hash 

value and 

port 

number 

were found 

5 Confidence 2 {195.38.137.100}  ⟹   {𝐷𝐸} 
{195.38.137.100}  ⟹   {𝑀𝑌} 
{195.38.137.100, 𝐷𝐸}  ⟹   {𝑀𝑌} 
{195.38.137.100, 𝑀𝑌}  ⟹   {𝐷𝐸} 
{195.38.137.100,22}  ⟹   {𝐷𝐸} 

IP address 

and 

geolocation 

were found 

6 Confidence 3 {𝐶𝑙𝑜𝑢𝑑 𝑆𝑒𝑟𝑣𝑖𝑐𝑒 𝐷𝑎𝑠ℎ𝑏𝑜𝑎𝑟𝑑}  ⟹   {𝑑𝑖𝑠𝑐𝑜𝑣𝑒𝑟𝑦} 
{𝐶𝑙𝑜𝑢𝑑 𝑆𝑒𝑟𝑣𝑖𝑐𝑒 𝐷𝑖𝑠𝑐𝑜𝑣𝑒𝑟𝑦}  ⟹   {𝑑𝑖𝑠𝑐𝑜𝑣𝑒𝑟𝑦} 
{𝑑𝑒𝑓𝑒𝑛𝑠𝑒 − 𝑒𝑣𝑎𝑠𝑖𝑜𝑛} ⟹   
{𝐴𝑝𝑝𝑙𝑖𝑐𝑎𝑡𝑖𝑜𝑛 𝐴𝑐𝑐𝑒𝑠𝑠 𝑇𝑜𝑘𝑒𝑛} 
{𝐸𝑙𝑒𝑣𝑎𝑡𝑒𝑑 𝐸𝑥𝑒𝑐𝑢𝑡𝑖𝑜𝑛 𝑤𝑖𝑡ℎ 𝑃𝑟𝑜𝑚𝑝𝑡}  

⟹   {𝑝𝑟𝑖𝑣𝑖𝑙𝑒𝑔𝑒 − 𝑒𝑠𝑐𝑎𝑙𝑎𝑡𝑖𝑜𝑛} 
{𝑝𝑟𝑖𝑣𝑖𝑙𝑒𝑔𝑒 − 𝑒𝑠𝑐𝑎𝑙𝑎𝑡𝑖𝑜𝑛}  
⟹   {𝐸𝑙𝑒𝑣𝑎𝑡𝑒𝑑 𝐸𝑥𝑒𝑐𝑢𝑡𝑖𝑜𝑛 𝑤𝑖𝑡ℎ 𝑃𝑟𝑜𝑚𝑝𝑡} 

Technique 

and tactic 

were found 

7 Lift 1 {𝑇𝑟𝑜𝑗. 𝑆𝑝𝑦. 𝑋𝑥𝑝! 𝑐}  
⟹   {786𝑎𝑏616239814616642𝑏𝑎4438𝑑𝑓78𝑎9} 
{786𝑎𝑏616239814616642𝑏𝑎4438𝑑𝑓78𝑎9}  

⟹   {𝑇𝑟𝑜𝑗. 𝑆𝑝𝑦. 𝑋𝑥𝑝! 𝑐} 
{210.48.151.111, 𝑇𝑟𝑜𝑗. 𝑆𝑝𝑦. 𝑋𝑥𝑝! 𝑐}  
⟹   {786𝑎𝑏616239814616642𝑏𝑎4438𝑑𝑓78𝑎9} 
{210.48.151.111,786𝑎𝑏61 

IP address, 

malware 

type, hash 

value and 

port 
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6239814616642𝑏𝑎4438𝑑𝑓78𝑎9}  
⟹   {𝑇𝑟𝑜𝑗. 𝑆𝑝𝑦. 𝑋𝑥𝑝! 𝑐} 

{445, 𝑇𝑟𝑜𝑗. 𝑆𝑝𝑦. 𝑋𝑥𝑝! 𝑐}  
⟹   {786𝑎𝑏616239814616642𝑏𝑎4438𝑑𝑓78𝑎9} 

number 

were found 

8 Lift 2 {22, 𝐷𝐸}  ⟹   {195.38.137.100} 
{22, 𝐷𝐸, 𝑀𝑌}  ⟹   {195.38.137.100} 
{𝐷𝐸, 𝑔𝑎𝑚𝑎𝑟𝑢𝑒}  ⟹   {195.38.137.100} 
{22, 𝐷𝐸, 𝑔𝑎𝑚𝑎𝑟𝑢𝑒}  ⟹   {195.38.137.100} 
{𝐷𝐸, 𝑔𝑎𝑚𝑎𝑟𝑢𝑒, 𝑀𝑌}  ⟹   {195.38.137.100} 

IP address, 

malware 

type, port 

number  

and 

geolocation 

were found 

9 Lift 3 {𝐸𝑙𝑒𝑣𝑎𝑡𝑒𝑑 𝐸𝑥𝑒𝑐𝑢𝑡𝑖𝑜𝑛 𝑤𝑖𝑡ℎ 𝑃𝑟𝑜𝑚𝑝𝑡}  
⟹   {𝑝𝑟𝑖𝑣𝑖𝑙𝑒𝑔𝑒 − 𝑒𝑠𝑐𝑎𝑙𝑎𝑡𝑖𝑜𝑛} 

{𝑝𝑟𝑖𝑣𝑖𝑙𝑒𝑔𝑒 − 𝑒𝑠𝑐𝑎𝑙𝑎𝑡𝑖𝑜𝑛}  
⟹   {𝐸𝑙𝑒𝑣𝑎𝑡𝑒𝑑 𝐸𝑥𝑒𝑐𝑢𝑡𝑖𝑜𝑛 𝑤𝑖𝑡ℎ 𝑃𝑟𝑜𝑚𝑝𝑡} 
{𝐷𝑎𝑡𝑎 𝑓𝑟𝑜𝑚 𝐶𝑙𝑜𝑢𝑑 𝑆𝑡𝑜𝑟𝑎𝑔𝑒 𝑂𝑏𝑗𝑒𝑐𝑡}  

⟹   {𝑐𝑜𝑙𝑙𝑒𝑐𝑡𝑖𝑜𝑛} 
{𝑐𝑜𝑙𝑙𝑒𝑐𝑡𝑖𝑜𝑛}  
⟹   {𝐷𝑎𝑡𝑎 𝑓𝑟𝑜𝑚 𝐶𝑙𝑜𝑢𝑑 𝑆𝑡𝑜𝑟𝑎𝑔𝑒 𝑂𝑏𝑗𝑒𝑐𝑡} 
{𝑑𝑒𝑓𝑒𝑛𝑠𝑒 − 𝑒𝑣𝑎𝑠𝑖𝑜𝑛}  
⟹   {𝐴𝑝𝑝𝑙𝑖𝑐𝑎𝑡𝑖𝑜𝑛 𝐴𝑐𝑐𝑒𝑠𝑠 𝑇𝑜𝑘𝑒𝑛} 

Technique 

and tactic 

were found 

 

The association ruleset in Table 5.17 showed how attributes of LHS implied the 

attributes of RHS. For example, a ruleset {195.38.137.100, 𝑔𝑎𝑚𝑎𝑟𝑢𝑒}  ⟹  {22}  indicated that an 

IP address 195.38.137.100 was infected by 𝑔𝑎𝑚𝑎𝑟𝑢𝑒 and had been used by an attacker to 

launch an attack using port 22. This ruleset provided the relationship between attribute and 

guidance to security analysts on the function of the attribute in the cyberattack. This 

knowledge can help security analysts to plan a mitigation action.  

Table 5.17 also showed how association ruleset were divided into specific ALGR 

through IM. The grouping of association ruleset into ALGR was based on an attribute that 

was available in the particular ruleset. Section 2.5.1.3 describes the details of attribute in 

each attribution level. The attributes description for attribution level in section 2.5.1.3 was 

used as a reference for distinguishing the presence of the attribute from a specific attribution 

level in each association ruleset. The attribute identification in ruleset could help security 

analysts to verify what type of attribution achieved from each ruleset. For example, a set of 

association ruleset in row number four from Table 5.17 was measured through confidence 
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to prove the reliability of association ruleset provided the information about attribution on IP 

address, malware type, hash value and port number. The list of attribute found using 

confidence could be used by a security analyst for further investigation as it is valid and 

reliable. 

Besides, Table 5.17 also summarized the list of association ruleset into respective 

ALGR. The classification of ruleset into ALGR was done based on discussion in Section 

2.3.5 and 2.5.1.3. For example, ruleset classification to ALGR1 was based on the existence 

of the attribute from level one in the ruleset. This attribute comprised IP address, hash value, 

malware type, domain name or URLs in the LHS or RHS of the ruleset. As for ALGR2, it 

required the occurrence of an attribute from attribution level one and level two. Geolocation 

was an attribute of attribution Level two.  

In contrast, the classification of ALGR3 must have attribute from attribution Level 1, 

2 and 3 occurred in the ruleset. However, there was also an exception in determining 

ALGR3, where TTPs alone was sufficient in determining the ruleset as part of ALGR3. It is 

because TTPs could provide the context to the association ruleset throughout the technique, 

tactic and procedure used by an attacker to launch the cyberattack. 

The results from Table 5.17 indicated that the formulation of association ruleset from 

the proposed CTI-AR could help security analysts in making a decision about cyberattack 

attribution and the details of the validation result are characterized in Table 5.18. 

 

Table 5.18: Characterization of the experimental validation result 

Criteria Characteristic 

Cyberattack attribution 

analysis 
• Capable of identifying the relationship of attributes 

• Capable of identifying the attributes in attribution level 

• Capable of identifying the threat attribution level  
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Therefore, using the characteristics shown in Table 5.18, the CTI-AR was validated, 

as summarized in Table 5.19. 

 

Table 5.19: Summary of result validation of the proposed CTI-AR in CTI 

(√ = characteristic exist, x = characteristic does not exist) 

Characteristic Proposed CTI-AR in CTI 

Capable of identifying the relationship of attributes √ 

Capable of identifying the attributes in attribution level √ 

Capable of identifying the threat attribution level  √ 

 

Table 5.19 indicates the proposed CTI-AR which comprised all characteristics. The 

proposed CTI-AR was capable of generating the association ruleset from the frequent itemset 

process, identifying the relationship of attributes among the association ruleset, identifying 

the threat attribution level for each association ruleset and the attributes in attribution level. 

Based on the association ruleset and attribution level, the proposed CTI-AR was capable in 

performing cyberattack attribution process in CTI. These findings were then compared to 

the findings from the association rule mining (ARM) in existing CTI framework to validate 

the proposed CTI-AR as discussed in Section 5.6. 

 

5.6 Discussion on Result Validation 

Based on the analysis in Sections 5.4 and 5.5.1, the validation results are further 

analyzed and summarized, as shown in Table 5.20. 
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Table 5.20: Summary of result validation 

(√ = characteristic exist, x = characteristic does not exist) 

ARM 1 = research by Qiang et al., 2017, ARM 2 = research by Noor et al., 2018 

Characteristics ARM 1 ARM 2 Proposed CTI-

AR in CTI  

Capable of identifying the 

relationship of attributes 

√ √ √ 

Capable of identifying the attributes 

in attribution level 

X X √ 

Capable of identifying the threat 

attribution level  

X √ √ 

 

Table 5.20 shows the comparison between the association rule mining in existing CTI 

framework and the proposed CTI-AR in CTI. Based on the characteristics, the research by 

Qiang et al. (2017) only able to identify the relationship between attributes but unable to 

classify and identify the complete list of attributes that belong to the attribution level and 

unable to identify the attribution level. While another research by Noor et al. (2018) able to 

identify the relationship between attributes and threat attribution level but unable to classify 

and identify the complete list of attributes that belong to the attribution level. In contrast, the 

proposed CTI-AR in CTI is more capable in performing the attribution of cyberattacks not 

only by finding the relationship between the attribute but also providing additional 

information on the attribution level and attributes at the attribution level. 

 

5.7 Summary 

This chapter presents the evaluation and validation of the proposed association 

ruleset. It describes the evaluation and validation that have been conducted through 

experimental approaches. The proposed association ruleset is evaluated and validated using 

Interestingness Measurement (IM): Support, Confidence and Lift. This chapter concludes 

and explain the capability of the proposed association ruleset in performing the cyberattack 
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attribution process in CTI. As a result, based on this chapter, the research problem (RP1) 

addressed in this research is resolved, and RO3 is achieved. The next chapter provides an 

overview of the thesis, highlighting the findings and suggesting further research. 
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CONCLUSIONS 

6.1 Introduction 

The increasing rate of malware infection has caused a growing concern among 

internet users in Malaysia because cybercriminals can manipulate the infected devices for 

illegal activities. This infected machines can be used to deploy malware, initiate attacks on 

websites, steal personal information and mine cryptocurrencies. The rate of infection is very 

alarming, and this situation causes a lot of problems among organizations for they require an 

effective cyberattack attribution to mitigate and reduce the infection rate. Beside the growing 

concern among internet users in Malaysia, Cyber Threat Intelligence (CTI) has gained a 

wider coverage from the media due to its capability to provide CTI feeds from various data 

sources used for cyberattack attribution. However, a proper process to handle voluminous 

data available in Cyber Threat Intelligence (CTI) is needed to achieve an effective 

cyberattack attribution. Thus, this research has proposed an Association Rule Mining (ARM) 

in CTI that can help security analyst to learn more about the relationship between basic 

Indicator of Compromise (IOC) and attacker behaviour in CTI. In this proposed ARM, the 

datasets contain network traffic and TTPs are obtained from CTI feeds using a scrapper. 

Then, the extraction of rules to discover the interesting relationship between large sets of 

data items is conducted through an association analysis method. As a result, the 

implementation of association analysis method using Apriori Algorithm on CTI feeds help 

to attribute the cyberattack based on useful information behind the association ruleset among 

attributes in CTI. This chapter concludes the thesis which begins with the issues discussed 
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in CTI and the issue of the cyberattack attribution that was based on literature, research 

contributions, and research constraints and limitations. Finally, further directions of this 

research are suggested in the last section. 

 

6.2 Summary of the Completed Works 

Three main objectives in this research are described in Section 1.4. The first research 

objective (RO1) is to classify the cyberattack attribution process in CTI. The RO1 is achieved 

as discussed in Chapter Two which is classifying the cyberattack attribution process in CTI. 

The comparative analysis is done during the literature review to classify the cyberattack 

attribution process in identifying the components and attributes involved.  

The second research objective (RO2) is to formulate an association ruleset to perform 

cyberattack attribution process in CTI. This RO2 is achieved as explained in Chapter Three 

and Chapter Four by formulating the association ruleset. In this analysis, the Apriori 

Algorithm was used to formulate the association ruleset. This objective is achieved as the 

workflow to generate the association ruleset is identified. 

Lastly, the third research objective (RO3) is to evaluate and validate the proposed 

association ruleset for cyberattack attribution process in CTI. This objective is achieved, as 

discussed in Chapter Five. Three measurement types (support, confidence and lift) from 

interestingness measure are used to evaluate and validate the effectiveness of association 

ruleset. The RO3 is achieved as the proposed association ruleset is effective when 

performing cyberattack attribution process in CTI.  
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6.3 Research Contributions 

The main findings and contributions in this thesis are: 

i. Formulation of an association ruleset to identify list of attributes in attribution 

level and classify cyberattack attribution level in CTI attribution process. 

ii. An effective ruleset that provides the capability to identify relationship of 

association between basic IOC in network traffic and TTPs that can help to 

perform cyberattack attribution. 

 

6.4 Research Constraints and Limitations 

Some several constraints and limitations have been identified as follows:  

1. The dataset is limited to OSINT CTI feeds, which only focuses on network 

intrusion activities and TTPs knowledge-based.  

2. This research focuses on solving the problem in identifying the hidden knowledge 

behind the voluminous data in CTI feeds. 

 

6.5 Further Research and Recommendations 

For future improvements, association ruleset could be enhanced as follows: 

1. A technique for association rule mining. Different association rule algorithm 

should be probed further to improve association ruleset effectiveness in 

performing cyberattack attribution. 

2. Enhancement of evaluation method. A combination of objective and subjective 

measures is needed to compare the evaluation results. The objective 

interestingness mainly focuses on the statistics of significant research on 

objective data. In comparison, subjective interestingness can provide unexpected 
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and novel rules because it involves the personality characteristics of the subject 

(users) such as domain knowledge. 

The enhancement of ARM technique and evaluation method for CTI-AR can shift 

cyberattack attribution process from reactive response to threat hunting that proactively 

identify unknown threats in cybersecurity environment. 

 

6.6 Summary 

This chapter presents the discussion and future works for this research. A 

comprehensive explanation on research summary, research contributions, research 

constraints and limitations, and further research are provided. Association rule mining can 

be used to identify the relationship between data and discover hidden knowledge behind data 

in CTI. Thus, the proposed association rule mining in CTI can fulfil the research gap by 

assisting the security analysts in leveraging CTI for cyberattack attribution fully. In 

conclusion, there are two identified contributions to this research. The first contribution is 

formulating an association ruleset to identify the attributes in attribution level and classify 

cyberattack attribution level in CTI attribution process. The association ruleset classification 

to attribution level can help security analyst to make a decision regarding security 

countermeasure and areas of improvement from the insights gained from current attack 

trends and financial impact to the organization. Level 1 and Level 2 outputs can help an 

organization to deal with threat indicators and prioritize vulnerabilities patches quickly and 

accurately. Level 3 output can improve the detection rate and prevent future incidents as 

attacks can be seen in a clear context. Then, the second contribution is producing an effective 

association ruleset that has the capability to identify a meaningful and robust association 

among basic IOCs in network traffic and TTP knowledge-based that can help to perform 

cyberattack attribution.
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APPENDIX A: Sample of Dataset 

 

Figure A-1: Dataset for DS7 

 

 

Figure A-2: Dataset for DS8 

 

 

Figure A-3: Dataset for DS9  
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Figure A-4: Dataset for DS10 

 

 

Figure A-5: Dataset for DS11 

 

 

Figure A-6: Dataset for DS12 
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APPENDIX B: Sample of Association Ruleset for each Dataset 

Table B-1: List of Association Ruleset for DS4 

(support=s, confidence=c,lift=l,Attribution Level Group=ALGR) 

(Attribution level: 1=level 1, 2=level 2, 3=level 3, x=did not meet the 

requirement to include in attribution level) 

No Ruleset s c l ALGR 

1 {DE,gamarue} ⟹{195.38.137.100} 0.59 1 1.43 2 

2 {22,DE} ⟹ {195.38.137.100} 0.65 1 1.43 2 

3 {22,DE,gamarue} ⟹ {195.38.137.100} 0.59 1 1.43 2 

4 {DE,gamarue,MY} ⟹ {195.38.137.100} 0.59 1 1.43 2 

5 {22,DE,MY} ⟹ {195.38.137.100} 0.65 1 1.43 2 

6 {22,DE,gamarue,MY} ⟹ {195.38.137.100} 0.59 1 1.43 2 

7 {195.38.137.100} ⟹ {DE} 0.7 1 1.4 2 

8 {DE} ⟹ {195.38.137.100} 0.7 0.98 1.4 2 

9 {195.38.137.100,gamarue} ⟹ {DE} 0.59 1 1.4 2 

10 {195.38.137.100,22} ⟹ {DE} 0.65 1 1.4 2 

11 {195.38.137.100,MY} ⟹ {DE} 0.7 1 1.4 2 

12 {DE,MY} ⟹ {195.38.137.100} 0.7 0.98 1.4 2 

13 {195.38.137.100,22,gamarue} ⟹ {DE} 0.59 1 1.4 2 

14 {195.38.137.100,gamarue,MY} ⟹ {DE} 0.59 1 1.4 2 

15 {195.38.137.100,22,MY} ⟹ {DE} 0.65 1 1.4 2 

16 {195.38.137.100,22,gamarue,MY} ⟹ {DE} 0.59 1 1.4 2 

17 {195.38.137.100,gamarue} ⟹ {22} 0.59 1 1.36 1 

18 {195.38.137.100,DE,gamarue} ⟹ {22} 0.59 1 1.36 2 

19 {195.38.137.100,gamarue,MY} ⟹ {22} 0.59 1 1.36 2 

20 {195.38.137.100,DE,gamarue,MY} ⟹ {22} 0.59 1 1.36 2 

21 {gamarue} ⟹ {22} 0.67 1 1.36 x 

22 {22} ⟹ {gamarue} 0.67 0.91 1.36 x 

23 {DE,gamarue} ⟹ {22} 0.59 1 1.36 x 

24 {gamarue,MY} ⟹ {22} 0.67 1 1.36 x 

25 {22,MY} ⟹ {gamarue} 0.67 0.91 1.36 x 

26 {DE,gamarue,MY} ⟹ {22} 0.59 1 1.36 x 

27 {195.38.137.100,22} ⟹ {gamarue} 0.59 0.9 1.34 1 

28 {195.38.137.100,22,DE} ⟹ {gamarue} 0.59 0.9 1.34 2 

29 {195.38.137.100,22,MY} ⟹ {gamarue} 0.59 0.9 1.34 2 

30 {195.38.137.100,22,DE,MY} ⟹ {gamarue} 0.59 0.9 1.34 2 

31 {22,DE} ⟹ {gamarue} 0.59 0.9 1.34 x 

32 {22,DE,MY} ⟹ {gamarue} 0.59 0.9 1.34 x 

33 {195.38.137.100} ⟹ {22} 0.65 0.93 1.26 1 

34 {22} ⟹ {195.38.137.100} 0.65 0.88 1.26 1 

35 {195.38.137.100,DE} ⟹ {22} 0.65 0.93 1.26 2 

36 {195.38.137.100,MY} ⟹ {22} 0.65 0.93 1.26 2 

37 {22,MY} ⟹ {195.38.137.100} 0.65 0.88 1.26 2 

38 {195.38.137.100,DE,MY} ⟹ {22} 0.65 0.93 1.26 2 
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39 {gamarue} ⟹ {195.38.137.100} 0.59 0.87 1.25 1 

40 {195.38.137.100} ⟹ {gamarue} 0.59 0.84 1.25 1 

41 {22,gamarue} ⟹ {195.38.137.100} 0.59 0.87 1.25 1 

42 {195.38.137.100,DE} ⟹ {gamarue} 0.59 0.84 1.25 2 

43 {gamarue,MY} ⟹ {195.38.137.100} 0.59 0.87 1.25 2 

44 {195.38.137.100,MY} ⟹ {gamarue} 0.59 0.84 1.25 2 

45 {195.38.137.100,DE,MY} ⟹ {gamarue} 0.59 0.84 1.25 2 

46 {22,gamarue,MY} ⟹ {195.38.137.100} 0.59 0.87 1.25 2 

47 {DE} ⟹ {22} 0.65 0.91 1.24 x 

48 {22} ⟹ {DE} 0.65 0.88 1.24 x 

49 {DE,MY} ⟹ {22} 0.65 0.91 1.24 x 

50 {22,MY} ⟹ {DE} 0.65 0.88 1.24 x 

51 {gamarue} ⟹ {DE} 0.59 0.87 1.22 x 

52 {DE} ⟹ {gamarue} 0.59 0.82 1.22 x 

53 {22,gamarue} ⟹ {DE} 0.59 0.87 1.22 x 

54 {gamarue,MY} ⟹ {DE} 0.59 0.87 1.22 x 

55 {DE,MY} ⟹ {gamarue} 0.59 0.82 1.22 x 

56 {22,gamarue,MY} ⟹ {DE} 0.59 0.87 1.22 x 

57 {} ⟹ {gamarue} 0.67 0.67 1 x 

58 {} ⟹ {195.38.137.100} 0.7 0.7 1 x 

59 {} ⟹ {DE} 0.71 0.71 1 x 

60 {} ⟹ {22} 0.74 0.74 1 x 

61 {} ⟹ {MY} 1 1 1 x 

62 {US} ⟹ {MY} 0.21 1 1 x 

63 {195.38.137.100} ⟹ {MY} 0.7 1 1 2 

64 {MY} ⟹ {195.38.137.100} 0.7 0.7 1 2 

65 {195.38.137.100,gamarue} ⟹ {MY} 0.59 1 1 2 

66 {195.38.137.100,DE} ⟹ {MY} 0.7 1 1 2 

67 {195.38.137.100,22} ⟹ {MY} 0.65 1 1 2 

68 {195.38.137.100,DE,gamarue} ⟹ {MY} 0.59 1 1 2 

69 {195.38.137.100,22,gamarue} ⟹ {MY} 0.59 1 1 2 

70 {195.38.137.100,22,DE} ⟹ {MY} 0.65 1 1 2 

71 {195.38.137.100,22,DE,gamarue} ⟹ {MY} 0.59 1 1 2 

72 {gamarue} ⟹ {MY} 0.67 1 1 x 

73 {MY} ⟹ {gamarue} 0.67 0.67 1 x 

74 {DE} ⟹ {MY} 0.71 1 1 x 

75 {MY} ⟹ {DE} 0.71 0.71 1 x 

76 {22} ⟹ {MY} 0.74 1 1 x 

77 {MY} ⟹ {22} 0.74 0.74 1 x 

78 {DE,gamarue} ⟹ {MY} 0.59 1 1 x 

79 {22,gamarue} ⟹ {MY} 0.67 1 1 x 

80 {22,DE} ⟹ {MY} 0.65 1 1 x 

81 {22,DE,gamarue} ⟹ {MY} 0.59 1 1 x 
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Table B-2: List of Association Ruleset for DS5 

(support=s, confidence=c,lift=l,Attribution Level Group=ALGR) 

(Attribution level: 1=level 1, 2=level 2, 3=level 3, x=did not meet the 

requirement to include in attribution level) 

No Ruleset s c l AL

GR 

1 {Troj.Spy.Xxp!c} ⟹ {786ab616239814616642ba4438df78a9} 0.4 1 2.47 1 

2 {786ab616239814616642ba4438df78a9} ⟹ {Troj.Spy.Xxp!c} 0.4 1 2.47 1 

3 {210.48.151.111,Troj.Spy.Xxp!c} ⟹ 

{786ab616239814616642ba4438df78a9} 
0.4 1 2.47 1 

4 {210.48.151.111,786ab616239814616642ba4438df78a9} ⟹ 

{Troj.Spy.Xxp!c} 
0.4 1 2.47 1 

5 {445,Troj.Spy.Xxp!c} ⟹ {786ab616239814616642ba4438df78a9} 0.4 1 2.47 1 

6 {445,786ab616239814616642ba4438df78a9} ⟹ {Troj.Spy.Xxp!c} 0.4 1 2.47 1 

7 {210.48.151.111,445,Troj.Spy.Xxp!c} ⟹ 

{786ab616239814616642ba4438df78a9} 
0.4 1 2.47 1 

8 {210.48.151.111,445,786ab616239814616642ba4438df78a9} ⟹ 

{Troj.Spy.Xxp!c} 
0.4 1 2.47 1 

9 
{7867de13bf22a7f3e3559044053e33e7} ⟹ {Backdoor.Agent.rke} 

0.4

9 
1 2.04 1 

10 
{Backdoor.Agent.rke} ⟹ {7867de13bf22a7f3e3559044053e33e7} 

0.4

9 
1 2.04 1 

11 {210.48.151.111,7867de13bf22a7f3e3559044053e33e7} ⟹ 

{Backdoor.Agent.rke} 

0.4

9 
1 2.04 1 

12 {210.48.151.111,Backdoor.Agent.rke} ⟹ 

{7867de13bf22a7f3e3559044053e33e7} 

0.4

9 
1 2.04 1 

13 
{445,7867de13bf22a7f3e3559044053e33e7} ⟹ {Backdoor.Agent.rke} 

0.4

9 
1 2.04 1 

14 
{445,Backdoor.Agent.rke} ⟹ {7867de13bf22a7f3e3559044053e33e7} 

0.4

9 
1 2.04 1 

15 {210.48.151.111,445,7867de13bf22a7f3e3559044053e33e7} ⟹ 

{Backdoor.Agent.rke} 

0.4

9 
1 2.04 1 

16 {210.48.151.111,445,Backdoor.Agent.rke} ⟹ 

{7867de13bf22a7f3e3559044053e33e7} 

0.4

9 
1 2.04 1 

17 {Troj.Spy.Xxp!c} ⟹ {210.48.151.111} 0.4 1 1.07 1 

18 {786ab616239814616642ba4438df78a9} ⟹ {210.48.151.111} 0.4 1 1.07 1 

19 
{7867de13bf22a7f3e3559044053e33e7} ⟹ {210.48.151.111} 

0.4

9 
1 1.07 1 

20 
{210.48.151.111} ⟹ {7867de13bf22a7f3e3559044053e33e7} 

0.4

9 

0.5

2 
1.07 1 

21 
{Backdoor.Agent.rke} ⟹ {210.48.151.111} 

0.4

9 
1 1.07 1 

22 
{210.48.151.111} ⟹ {Backdoor.Agent.rke} 

0.4

9 

0.5

2 
1.07 1 

23 {786ab616239814616642ba4438df78a9,Troj.Spy.Xxp!c} ⟹ 

{210.48.151.111} 
0.4 1 1.07 1 

24 {445,Troj.Spy.Xxp!c} ⟹ {210.48.151.111} 0.4 1 1.07 1 

25 {445,786ab616239814616642ba4438df78a9} ⟹ {210.48.151.111} 0.4 1 1.07 1 
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26 {7867de13bf22a7f3e3559044053e33e7,Backdoor.Agent.rke} ⟹ 

{210.48.151.111} 

0.4

9 
1 1.07 1 

27 
{445,7867de13bf22a7f3e3559044053e33e7} ⟹ {210.48.151.111} 

0.4

9 
1 1.07 1 

28 
{210.48.151.111,445} ⟹ {7867de13bf22a7f3e3559044053e33e7} 

0.4

9 

0.5

2 
1.07 1 

29 
{445,Backdoor.Agent.rke} ⟹ {210.48.151.111} 

0.4

9 
1 1.07 1 

30 
{210.48.151.111,445} ⟹ {Backdoor.Agent.rke} 

0.4

9 

0.5

2 
1.07 1 

31 {445,786ab616239814616642ba4438df78a9,Troj.Spy.Xxp!c} ⟹ 

{210.48.151.111} 
0.4 1 1.07 1 

32 {445,7867de13bf22a7f3e3559044053e33e7,Backdoor.Agent.rke} ⟹ 

{210.48.151.111} 

0.4

9 
1 1.07 1 

33 {Troj.Spy.Xxp!c} ⟹ {445} 0.4 1 1.02 x 

34 {786ab616239814616642ba4438df78a9} ⟹ {445} 0.4 1 1.02 1 

35 
{7867de13bf22a7f3e3559044053e33e7} ⟹ {445} 

0.4

9 
1 1.02 1 

36 
{445} ⟹ {7867de13bf22a7f3e3559044053e33e7} 

0.4

9 
0.5 1.02 1 

37 
{Backdoor.Agent.rke} ⟹ {445} 

0.4

9 
1 1.02 

x 

38 
{445} ⟹ {Backdoor.Agent.rke} 

0.4

9 
0.5 1.02 

x 

39 
{210.48.151.111} ⟹ {445} 

0.9

4 
1 1.02 1 

40 
{445} ⟹ {210.48.151.111} 

0.9

4 

0.9

6 
1.02 

1 

41 {786ab616239814616642ba4438df78a9,Troj.Spy.Xxp!c} ⟹ {445} 0.4 1 1.02 1 

42 {210.48.151.111,Troj.Spy.Xxp!c} ⟹ {445} 0.4 1 1.02 1 

43 {210.48.151.111,786ab616239814616642ba4438df78a9} ⟹ {445} 0.4 1 1.02 1 

44 
{7867de13bf22a7f3e3559044053e33e7,Backdoor.Agent.rke} ⟹ {445} 

0.4

9 
1 1.02 1 

45 
{210.48.151.111,7867de13bf22a7f3e3559044053e33e7} ⟹ {445} 

0.4

9 
1 1.02 1 

46 
{210.48.151.111,Backdoor.Agent.rke} ⟹ {445} 

0.4

9 
1 1.02 1 

47 {210.48.151.111,786ab616239814616642ba4438df78a9,Troj.Spy.Xxp!c

} ⟹ {445} 
0.4 1 1.02 1 

48 {210.48.151.111,7867de13bf22a7f3e3559044053e33e7,Backdoor.Agent

.rke} ⟹ {445} 

0.4

9 
1 1.02 1 

49 
{} ⟹ {210.48.151.111} 

0.9

4 

0.9

4 
1 

x 

50 
{} ⟹ {445} 

0.9

8 

0.9

8 
1 

x 
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Table B-3: List of Association Ruleset for DS6 

(support=s, confidence=c,lift=l,Attribution Level Group=ALGR) 

(Attribution level: 1=level 1, 2=level 2, 3=level 3, x=did not meet the 

requirement to include in attribution level) 

No Ruleset s c l ALGR 

1 {Elevated Execution with Prompt} ⟹ {privilege-escalation} 0.09 1 11.68 3 

2 {privilege-escalation} ⟹ {Elevated Execution with Prompt} 0.09 1 11.68 3 

3 {Data from Cloud Storage Object} ⟹ {collection} 0.09 1 11.09 3 

4 {collection} ⟹ {Data from Cloud Storage Object} 0.09 1 11.09 3 

5 {defense-evasion} ⟹ {Application Access Token} 0.22 1 3.18 3 

6 {lateral-movement} ⟹ {Application Access Token} 0.09 1 3.18 3 

7 {Application Access Token} ⟹ {defense-evasion} 0.22 0.71 3.18 3 

8 {Cloud Service Dashboard} ⟹ {discovery} 0.24 1 2.06 3 

9 {Cloud Service Discovery} ⟹ {discovery} 0.24 1 2.06 3 

10 {discovery} ⟹ {Cloud Service Dashboard} 0.24 0.5 2.06 3 

11 {discovery} ⟹ {Cloud Service Discovery} 0.24 0.5 2.06 3 

12 {net} ⟹ {discovery} 0.07 0.89 1.84 3 

 

Table B-4: List of Association Ruleset for DS7 

(support=s, confidence=c,lift=l,Attribution Level Group=ALGR) 

(Attribution level: 1=level 1, 2=level 2, 3=level 3, x=did not meet the 

requirement to include in attribution level) 

No Ruleset s c l ALGR 

1 {208.100.26.241,lethic} => {1922} 0.35 0.78 2.24 1 

2 {208.100.26.241,lethic,US} => {1922} 0.35 0.78 2.24 2 

3 {208.100.26.241,lethic,MY} => {1922} 0.35 0.78 2.24 2 

4 {208.100.26.241,lethic,MY,US} => {1922} 0.35 0.78 2.24 2 

5 {1922} => {lethic} 0.35 1 2.2 x 

6 {lethic} => {1922} 0.35 0.77 2.2 x 

7 {1922,208.100.26.241} => {lethic} 0.35 1 2.2 1 

8 {1922,US} => {lethic} 0.35 1 2.2 x 

9 {lethic,US} => {1922} 0.35 0.77 2.2 x 

10 {1922,MY} => {lethic} 0.35 1 2.2 x 

11 {lethic,MY} => {1922} 0.35 0.77 2.2 x 

12 {1922,208.100.26.241,US} => {lethic} 0.35 1 2.2 2 

13 {1922,208.100.26.241,MY} => {lethic} 0.35 1 2.2 2 

14 {1922,MY,US} => {lethic} 0.35 1 2.2 x 

15 {lethic,MY,US} => {1922} 0.35 0.77 2.2 x 

16 {1922,208.100.26.241,MY,US} => {lethic} 0.35 1 2.2 2 

17 {1922} => {208.100.26.241} 0.35 1 1.69 1 

18 {208.100.26.241} => {1922} 0.35 0.59 1.69 1 

19 {1922,lethic} => {208.100.26.241} 0.35 1 1.69 1 

20 {1922,US} => {208.100.26.241} 0.35 1 1.69 2 

21 {208.100.26.241,US} => {1922} 0.35 0.59 1.69 2 
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22 {1922,MY} => {208.100.26.241} 0.35 1 1.69 2 

23 {208.100.26.241,MY} => {1922} 0.35 0.59 1.69 2 

24 {1922,lethic,US} => {208.100.26.241} 0.35 1 1.69 2 

25 {1922,lethic,MY} => {208.100.26.241} 0.35 1 1.69 2 

26 {1922,MY,US} => {208.100.26.241} 0.35 1 1.69 2 

27 {208.100.26.241,MY,US} => {1922} 0.35 0.59 1.69 2 

28 {1922,lethic,MY,US} => {208.100.26.241} 0.35 1 1.69 2 

29 {lethic} => {208.100.26.241} 0.45 0.98 1.66 1 

30 {208.100.26.241} => {lethic} 0.45 0.75 1.66 1 

31 {lethic,US} => {208.100.26.241} 0.45 0.98 1.66 2 

32 {208.100.26.241,US} => {lethic} 0.45 0.75 1.66 2 

33 {lethic,MY} => {208.100.26.241} 0.45 0.98 1.66 2 

34 {208.100.26.241,MY} => {lethic} 0.45 0.75 1.66 2 

35 {lethic,MY,US} => {208.100.26.241} 0.45 0.98 1.66 2 

36 {208.100.26.241,MY,US} => {lethic} 0.45 0.75 1.66 2 

37 {1922} => {US} 0.35 1 1.15 x 

38 {lethic} => {US} 0.45 1 1.15 x 

39 {US} => {lethic} 0.45 0.52 1.15 x 

40 {208.100.26.241} => {US} 0.59 1 1.15 2 

41 {US} => {208.100.26.241} 0.59 0.68 1.15 2 

42 {1922,lethic} => {US} 0.35 1 1.15 x 

43 {1922,208.100.26.241} => {US} 0.35 1 1.15 2 

44 {1922,MY} => {US} 0.35 1 1.15 x 

45 {208.100.26.241,lethic} => {US} 0.45 1 1.15 2 

46 {lethic,MY} => {US} 0.45 1 1.15 x 

47 {MY,US} => {lethic} 0.45 0.52 1.15 x 

48 {208.100.26.241,MY} => {US} 0.59 1 1.15 2 

49 {MY,US} => {208.100.26.241} 0.59 0.68 1.15 2 

50 {1922,208.100.26.241,lethic} => {US} 0.35 1 1.15 2 

51 {1922,lethic,MY} => {US} 0.35 1 1.15 x 

52 {1922,208.100.26.241,MY} => {US} 0.35 1 1.15 2 

53 {208.100.26.241,lethic,MY} => {US} 0.45 1 1.15 2 

54 {1922,208.100.26.241,lethic,MY} => {US} 0.35 1 1.15 2 

55 {} => {208.100.26.241} 0.59 0.59 1 x 

56 {} => {US} 0.87 0.87 1 x 

57 {} => {MY} 1 1 1 x 

58 {80} => {MY} 0.34 1 1 x 

59 {1922} => {MY} 0.35 1 1 x 

60 {lethic} => {MY} 0.45 1 1 x 

61 {208.100.26.241} => {MY} 0.59 1 1 2 

62 {MY} => {208.100.26.241} 0.59 0.59 1 2 

63 {US} => {MY} 0.87 1 1 x 

64 {MY} => {US} 0.87 0.87 1 x 

65 {80,US} => {MY} 0.24 1 1 x 

66 {1922,lethic} => {MY} 0.35 1 1 x 

67 {1922,208.100.26.241} => {MY} 0.35 1 1 2 
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68 {1922,US} => {MY} 0.35 1 1 x 

69 {208.100.26.241,lethic} => {MY} 0.45 1 1 2 

70 {lethic,US} => {MY} 0.45 1 1 x 

71 {208.100.26.241,US} => {MY} 0.59 1 1 2 

72 {1922,208.100.26.241,lethic} => {MY} 0.35 1 1 2 

73 {1922,lethic,US} => {MY} 0.35 1 1 x 

74 {1922,208.100.26.241,US} => {MY} 0.35 1 1 2 

75 {208.100.26.241,lethic,US} => {MY} 0.45 1 1 2 

76 {1922,208.100.26.241,lethic,US} => {MY} 0.35 1 1 2 

77 {80} => {US} 0.24 0.73 0.83 x 

78 {80,MY} => {US} 0.24 0.73 0.83 x 

Table B-5: List of Association Ruleset for DS8 

(support=s, confidence=c,lift=l,Attribution Level Group=ALGR) 

(Attribution level: 1=level 1, 2=level 2, 3=level 3, x=did not meet the 

requirement to include in attribution level) 

No Ruleset s c l AL

GR 

1 {Gen:Variant.Zusy.250227}=>  

{ca71f8a79f8ed255bf03679504813c6a} 
0.21 1 4.82 1 

2 {ca71f8a79f8ed255bf03679504813c6a}=>  

{Gen:Variant.Zusy.250227} 
0.21 1 4.82 1 

3 {10.0.0.2,Gen:Variant.Zusy.250227}=> 

{ca71f8a79f8ed255bf03679504813c6a} 
0.21 1 4.82 1 

4 {10.0.0.2,ca71f8a79f8ed255bf03679504813c6a}=> 

{Gen:Variant.Zusy.250227} 
0.21 1 4.82 1 

5 {445,Gen:Variant.Zusy.250227}=> 

{ca71f8a79f8ed255bf03679504813c6a} 
0.21 1 4.82 1 

6 {445,ca71f8a79f8ed255bf03679504813c6a}=> 

{Gen:Variant.Zusy.250227} 
0.21 1 4.82 1 

7 {10.0.0.2,445,Gen:Variant.Zusy.250227}=> 

{ca71f8a79f8ed255bf03679504813c6a} 
0.21 1 4.82 1 

8 {10.0.0.2,445,ca71f8a79f8ed255bf03679504813c6a}=> 

{Gen:Variant.Zusy.250227} 
0.21 1 4.82 1 

9 {51.255.233.240} => {8a4e9f688c6d0effd0fa17461352ed3e} 0.22 1 4.26 1 

10 {8a4e9f688c6d0effd0fa17461352ed3e} => {51.255.233.240} 0.22 0.94 4.26 1 

11 {51.255.233.240} => {Gen:Variant.Zusy.238725} 0.22 1 4.26 1 

12 {Gen:Variant.Zusy.238725} => {51.255.233.240} 0.22 0.94 4.26 1 

13 {8a4e9f688c6d0effd0fa17461352ed3e}=>  

{Gen:Variant.Zusy.238725} 
0.23 1 4.26 1 

14 {Gen:Variant.Zusy.238725}=>  

{8a4e9f688c6d0effd0fa17461352ed3e} 
0.23 1 4.26 1 

15 {51.255.233.240,8a4e9f688c6d0effd0fa17461352ed3e}=> 

{Gen:Variant.Zusy.238725} 
0.22 1 4.26 1 

16 {51.255.233.240,Gen:Variant.Zusy.238725}=> 

{8a4e9f688c6d0effd0fa17461352ed3e} 
0.22 1 4.26 1 

17 {8a4e9f688c6d0effd0fa17461352ed3e, 

Gen:Variant.Zusy.238725}=> {51.255.233.240} 
0.22 0.94 4.26 1 
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18 {10.0.0.2,51.255.233.240} => {8a4e9f688c6d0effd0fa17461352ed3e} 0.22 1 4.26 1 

19 {10.0.0.2,8a4e9f688c6d0effd0fa17461352ed3e} => {51.255.233.240} 0.22 0.94 4.26 1 

20 {445,51.255.233.240} => {8a4e9f688c6d0effd0fa17461352ed3e} 0.22 1 4.26 1 

21 {445,8a4e9f688c6d0effd0fa17461352ed3e} => {51.255.233.240} 0.22 0.94 4.26 1 

22 {10.0.0.2,51.255.233.240} => {Gen:Variant.Zusy.238725} 0.22 1 4.26 1 

23 {10.0.0.2,Gen:Variant.Zusy.238725} => {51.255.233.240} 0.22 0.94 4.26 1 

24 {445,51.255.233.240} => {Gen:Variant.Zusy.238725} 0.22 1 4.26 1 

25 {445,Gen:Variant.Zusy.238725} => {51.255.233.240} 0.22 0.94 4.26 1 

26 {10.0.0.2,8a4e9f688c6d0effd0fa17461352ed3e}=> 

{Gen:Variant.Zusy.238725} 
0.23 1 4.26 1 

27 {10.0.0.2,Gen:Variant.Zusy.238725}=> 

{8a4e9f688c6d0effd0fa17461352ed3e} 
0.23 1 4.26 1 

28 {445,8a4e9f688c6d0effd0fa17461352ed3e}=>  

{Gen:Variant.Zusy.238725} 
0.23 1 4.26 1 

29 {445,Gen:Variant.Zusy.238725}=> 

 {8a4e9f688c6d0effd0fa17461352ed3e} 
0.23 1 4.26 1 

30 {10.0.0.2,51.255.233.240,8a4e9f688c6d0effd0fa17461352ed3e}=> 

{Gen:Variant.Zusy.238725} 
0.22 1 4.26 1 

31 {10.0.0.2,51.255.233.240,Gen:Variant.Zusy.238725}=> 

{8a4e9f688c6d0effd0fa17461352ed3e} 
0.22 1 4.26 1 

32 {10.0.0.2,8a4e9f688c6d0effd0fa17461352ed3e, 

Gen:Variant.Zusy.238725} => {51.255.233.240} 
0.22 0.94 4.26 1 

33 {445,51.255.233.240,8a4e9f688c6d0effd0fa17461352ed3e}=> 

{Gen:Variant.Zusy.238725} 
0.22 1 4.26 1 

34 {445,51.255.233.240,Gen:Variant.Zusy.238725}=> 

{8a4e9f688c6d0effd0fa17461352ed3e} 
0.22 1 4.26 1 

35 {445,8a4e9f688c6d0effd0fa17461352ed3e, 

Gen:Variant.Zusy.238725} => {51.255.233.240} 
0.22 0.94 4.26 1 

36 {10.0.0.2,445,51.255.233.240}=>  

{8a4e9f688c6d0effd0fa17461352ed3e} 
0.22 1 4.26 1 

37 {10.0.0.2,445,8a4e9f688c6d0effd0fa17461352ed3e}=>  

{51.255.233.240} 
0.22 0.94 4.26 1 

38 {10.0.0.2,445,51.255.233.240} => {Gen:Variant.Zusy.238725} 0.22 1 4.26 1 

39 {10.0.0.2,445,Gen:Variant.Zusy.238725} => {51.255.233.240} 0.22 0.94 4.26 1 

40 {10.0.0.2,445,8a4e9f688c6d0effd0fa17461352ed3e}=> 

{Gen:Variant.Zusy.238725} 
0.23 1 4.26 1 

41 {10.0.0.2,445,Gen:Variant.Zusy.238725}=> 

{8a4e9f688c6d0effd0fa17461352ed3e} 
0.23 1 4.26 1 

42 {10.0.0.2,445,51.255.233.240,8a4e9f688c6d0effd0fa17461352ed3e}=

> {Gen:Variant.Zusy.238725} 
0.22 1 4.26 1 

43 {10.0.0.2,445,51.255.233.240,Gen:Variant.Zusy.238725}=> 

{8a4e9f688c6d0effd0fa17461352ed3e} 
0.22 1 4.26 1 

44 {10.0.0.2,445,8a4e9f688c6d0effd0fa17461352ed3e, 

Gen:Variant.Zusy.238725} => {51.255.233.240} 
0.22 0.94 4.26 1 

45 {Win32:Malware-gen} => {10.0.0.2} 0.21 1 1.28 1 

46 {Gen:Variant.Zusy.250227} => {10.0.0.2} 0.21 1 1.28 1 

47 {ca71f8a79f8ed255bf03679504813c6a} => {10.0.0.2} 0.21 1 1.28 1 

48 {51.255.233.240} => {10.0.0.2} 0.22 1 1.28 1 

49 {8a4e9f688c6d0effd0fa17461352ed3e} => {10.0.0.2} 0.23 1 1.28 1 
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50 {Gen:Variant.Zusy.238725} => {10.0.0.2} 0.23 1 1.28 1 

51 {445,Win32:Malware-gen} => {10.0.0.2} 0.21 1 1.28 1 

52 {ca71f8a79f8ed255bf03679504813c6a, 

Gen:Variant.Zusy.250227}=> {10.0.0.2} 
0.21 1 1.28 1 

53 {445,Gen:Variant.Zusy.250227} => {10.0.0.2} 0.21 1 1.28 1 

54 {445,ca71f8a79f8ed255bf03679504813c6a} => {10.0.0.2} 0.21 1 1.28 1 

55 {51.255.233.240,8a4e9f688c6d0effd0fa17461352ed3e}=>  

{10.0.0.2} 
0.22 1 1.28 1 

56 {51.255.233.240,Gen:Variant.Zusy.238725} => {10.0.0.2} 0.22 1 1.28 1 

57 {445,51.255.233.240} => {10.0.0.2} 0.22 1 1.28 1 

58 {8a4e9f688c6d0effd0fa17461352ed3e, 

Gen:Variant.Zusy.238725} => {10.0.0.2} 
0.23 1 1.28 1 

59 {445,8a4e9f688c6d0effd0fa17461352ed3e} => {10.0.0.2} 0.23 1 1.28 1 

60 {445,Gen:Variant.Zusy.238725} => {10.0.0.2} 0.23 1 1.28 1 

61 {445,ca71f8a79f8ed255bf03679504813c6a, 

Gen:Variant.Zusy.250227} => {10.0.0.2} 
0.21 1 1.28 1 

62 {51.255.233.240,8a4e9f688c6d0effd0fa17461352ed3e, 

Gen:Variant.Zusy.238725} => {10.0.0.2} 
0.22 1 1.28 1 

63 {445,51.255.233.240,8a4e9f688c6d0effd0fa17461352ed3e}=>  

{10.0.0.2} 
0.22 1 1.28 1 

64 {445,51.255.233.240,Gen:Variant.Zusy.238725} => {10.0.0.2} 0.22 1 1.28 1 

65 {445,8a4e9f688c6d0effd0fa17461352ed3e, 

Gen:Variant.Zusy.238725}=> {10.0.0.2} 
0.23 1 1.28 1 

66 {445,51.255.233.240,8a4e9f688c6d0effd0fa17461352ed3e, 

Gen:Variant.Zusy.238725} => {10.0.0.2} 
0.22 1 1.28 1 

67 {Win32:Malware-gen} => {445} 0.21 1 1.15 x 

68 {Gen:Variant.Zusy.250227} => {445} 0.21 1 1.15 1 

69 {ca71f8a79f8ed255bf03679504813c6a} => {445} 0.21 1 1.15 1 

70 {210.48.151.111} => {445} 0.21 1 1.15 1 

71 {51.255.233.240} => {445} 0.22 1 1.15 1 

72 {8a4e9f688c6d0effd0fa17461352ed3e} => {445} 0.23 1 1.15 1 

73 {Gen:Variant.Zusy.238725} => {445} 0.23 1 1.15 x 

74 {10.0.0.2,Win32:Malware-gen} => {445} 0.21 1 1.15 1 

75 {ca71f8a79f8ed255bf03679504813c6a, 

Gen:Variant.Zusy.250227}=> {445} 
0.21 1 1.15 1 

76 {10.0.0.2,Gen:Variant.Zusy.250227} => {445} 0.21 1 1.15 1 

77 {10.0.0.2,ca71f8a79f8ed255bf03679504813c6a} => {445} 0.21 1 1.15 1 

78 {51.255.233.240,8a4e9f688c6d0effd0fa17461352ed3e} => {445} 0.22 1 1.15 1 

79 {51.255.233.240,Gen:Variant.Zusy.238725} => {445} 0.22 1 1.15 1 

80 {10.0.0.2,51.255.233.240} => {445} 0.22 1 1.15 1 

81 {8a4e9f688c6d0effd0fa17461352ed3e, 

Gen:Variant.Zusy.238725}=> {445} 
0.23 1 1.15 1 

82 {10.0.0.2,8a4e9f688c6d0effd0fa17461352ed3e} => {445} 0.23 1 1.15 1 

83 {10.0.0.2,Gen:Variant.Zusy.238725} => {445} 0.23 1 1.15 1 

84 {10.0.0.2,ca71f8a79f8ed255bf03679504813c6a, 

Gen:Variant.Zusy.250227} => {445} 
0.21 1 1.15 1 

85 {51.255.233.240,8a4e9f688c6d0effd0fa17461352ed3e, 

Gen:Variant.Zusy.238725} => {445} 
0.22 1 1.15 1 
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86 {10.0.0.2,51.255.233.240,8a4e9f688c6d0effd0fa17461352ed3e}=>  

{445} 
0.22 1 1.15 1 

87 {10.0.0.2,51.255.233.240,Gen:Variant.Zusy.238725} => {445} 0.22 1 1.15 1 

88 {10.0.0.2,8a4e9f688c6d0effd0fa17461352ed3e, 

Gen:Variant.Zusy.238725} => {445} 
0.23 1 1.15 1 

89 {10.0.0.2,51.255.233.240,8a4e9f688c6d0effd0fa17461352ed3e, 

Gen:Variant.Zusy.238725} => {445} 
0.22 1 1.15 1 

90 {} => {10.0.0.2} 0.78 0.78 1 x 

91 {} => {445} 0.87 0.87 1 x 

92 {10.0.0.2} => {445} 0.66 0.84 0.96 1 

93 {445} => {10.0.0.2} 0.66 0.75 0.96 1 

Table B-6: List of Association Ruleset for DS9 

(support=s, confidence=c,lift=l,Attribution Level Group=ALGR) 

(Attribution level: 1=level 1, 2=level 2, 3=level 3, x=did not meet the 

requirement to include in attribution level) 

No Ruleset s c l ALGR 

1 {Browser Bookmark Discovery} => {discovery} 0.05 1 10.09 3 

2 {discovery} => {Browser Bookmark Discovery} 0.05 0.5 10.09 3 

3 {Password Policy Discovery} => {discovery} 0.05 1 10.09 3 

4 {discovery} => {Password Policy Discovery} 0.05 0.5 10.09 3 

5 {DCShadow} => {defense-evasion} 0.05 1 2.18 3 

6 {Indirect Command Execution} => {defense-evasion} 0.05 1 2.18 3 

7 {Exploitation for Defense Evasion} => {defense-evasion} 0.05 1 2.18 3 

8 {SIP and Trust Provider Hijacking} => {defense-evasion} 0.05 0.66 1.44 3 

9 {BITS Jobs} => {defense-evasion} 0.05 0.66 1.44 3 

10 {CMSTP} => {defense-evasion} 0.05 0.65 1.41 3 

11 {Control Panel Items} => {defense-evasion} 0.05 0.65 1.41 3 

12 {Signed Binary Proxy Execution} => {defense-evasion} 0.05 0.65 1.41 3 

13 {Signed Script Proxy Execution} => {defense-evasion} 0.05 0.65 1.41 3 

14 {cobalt strike} => {defense-evasion} 0.04 0.51 1.11 3 
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Table B-7: List of Association Ruleset for DS10 

(support=s, confidence=c,lift=l,Attribution Level Group=ALGR) 

(Attribution level: 1=level 1, 2=level 2, 3=level 3, x=did not meet the 

requirement to include in attribution level) 

No Ruleset s c l ALGR 

1 {gamarue} => {22} 0.77 1 1.17 x 

2 {22} => {gamarue} 0.77 0.9 1.17 x 

3 {64.95.103.190,gamarue} => {22} 0.37 1 1.17 1 

4 {gamarue,US} => {22} 0.77 1 1.17 x 

5 {22,US} => {gamarue} 0.77 0.9 1.17 x 

6 {gamarue,MY} => {22} 0.77 1 1.17 x 

7 {22,MY} => {gamarue} 0.77 0.9 1.17 x 

8 {64.95.103.190,gamarue,US} => {22} 0.37 1 1.17 2 

9 {64.95.103.190,gamarue,MY} => {22} 0.37 1 1.17 2 

10 {gamarue,MY,US} => {22} 0.77 1 1.17 x 

11 {22,MY,US} => {gamarue} 0.77 0.9 1.17 x 

12 {64.95.103.190,gamarue,MY,US} => {22} 0.37 1 1.17 2 

13 {22,64.95.103.190} => {gamarue} 0.37 0.87 1.13 1 

14 {22,64.95.103.190,US} => {gamarue} 0.37 0.87 1.13 2 

15 {22,64.95.103.190,MY} => {gamarue} 0.37 0.87 1.13 2 

16 {22,64.95.103.190,MY,US} => {gamarue} 0.37 0.87 1.13 2 

17 {64.95.103.190} => {22} 0.43 0.96 1.12 1 

18 {22} => {64.95.103.190} 0.43 0.5 1.12 1 

19 {64.95.103.190,US} => {22} 0.43 0.96 1.12 2 

20 {22,US} => {64.95.103.190} 0.43 0.5 1.12 2 

21 {64.95.103.190,MY} => {22} 0.43 0.96 1.12 2 

22 {22,MY} => {64.95.103.190} 0.43 0.5 1.12 2 

23 {64.95.103.190,MY,US} => {22} 0.43 0.96 1.12 2 

24 {22,MY,US} => {64.95.103.190} 0.43 0.5 1.12 2 

25 {64.95.103.190} => {gamarue} 0.37 0.83 1.09 1 

26 {64.95.103.190,US} => {gamarue} 0.37 0.83 1.09 2 

27 {64.95.103.190,MY} => {gamarue} 0.37 0.83 1.09 2 

28 {64.95.103.190,MY,US} => {gamarue} 0.37 0.83 1.09 2 

29 {64.95.103.190} => {US} 0.45 1 1.02 2 

30 {gamarue} => {US} 0.77 1 1.02 x 

31 {US} => {gamarue} 0.77 0.78 1.02 x 

32 {22} => {US} 0.85 1 1.02 x 

33 {US} => {22} 0.85 0.87 1.02 x 

34 {64.95.103.190,gamarue} => {US} 0.37 1 1.02 2 

35 {22,64.95.103.190} => {US} 0.43 1 1.02 2 

36 {64.95.103.190,MY} => {US} 0.45 1 1.02 2 

37 {22,gamarue} => {US} 0.77 1 1.02 x 

38 {gamarue,MY} => {US} 0.77 1 1.02 x 

39 {MY,US} => {gamarue} 0.77 0.78 1.02 x 

40 {22,MY} => {US} 0.85 1 1.02 x 
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41 {MY,US} => {22} 0.85 0.87 1.02 x 

42 {22,64.95.103.190,gamarue} => {US} 0.37 1 1.02 2 

43 {64.95.103.190,gamarue,MY} => {US} 0.37 1 1.02 2 

44 {22,64.95.103.190,MY} => {US} 0.43 1 1.02 2 

45 {22,gamarue,MY} => {US} 0.77 1 1.02 x 

46 {22,64.95.103.190,gamarue,MY} => {US} 0.37 1 1.02 2 

47 {64.95.103.190} => {MY} 0.45 1 1 2 

48 {gamarue} => {MY} 0.77 1 1 x 

49 {MY} => {gamarue} 0.77 0.77 1 x 

50 {22} => {MY} 0.85 1 1 x 

51 {MY} => {22} 0.85 0.85 1 x 

52 {US} => {MY} 0.99 1 1 x 

53 {MY} => {US} 0.99 0.99 1 x 

54 {64.95.103.190,gamarue} => {MY} 0.37 1 1 2 

55 {22,64.95.103.190} => {MY} 0.43 1 1 2 

56 {64.95.103.190,US} => {MY} 0.45 1 1 2 

57 {22,gamarue} => {MY} 0.77 1 1 x 

58 {gamarue,US} => {MY} 0.77 1 1 x 

59 {22,US} => {MY} 0.85 1 1 x 

60 {22,64.95.103.190,gamarue} => {MY} 0.37 1 1 2 

61 {64.95.103.190,gamarue,US} => {MY} 0.37 1 1 2 

62 {22,64.95.103.190,US} => {MY} 0.43 1 1 2 

63 {22,gamarue,US} => {MY} 0.77 1 1 x 

64 {22,64.95.103.190,gamarue,US} => {MY} 0.37 1 1 2 

65 {} => {gamarue} 0.77 0.77 1 x 

66 {} => {22} 0.85 0.85 1 x 

67 {} => {US} 0.99 0.99 1 x 

68 {} => {MY} 1 1 1 x 

Table B-8 : List of Association Ruleset for DS11 

(support=s, confidence=c,lift=l,Attribution Level Group=ALGR) 

(Attribution level: 1=level 1, 2=level 2, 3=level 3, x=did not meet the 

requirement to include in attribution level) 

No Ruleset s c l ALG

R 

1 {7867de13bf22a7f3e3559044053e33e7} => {Backdoor.Agent.rke} 0.38 1 2.61 1 

2 {Backdoor.Agent.rke} => {7867de13bf22a7f3e3559044053e33e7} 0.38 1 2.61 1 

3 {445,7867de13bf22a7f3e3559044053e33e7} => 

{Backdoor.Agent.rke} 
0.38 1 2.61 1 

4 {445,Backdoor.Agent.rke} => 

{7867de13bf22a7f3e3559044053e33e7} 
0.38 1 2.61 1 

5 {210.48.151.111,7867de13bf22a7f3e3559044053e33e7} => 

{Backdoor.Agent.rke} 
0.38 1 2.61 1 

6 {210.48.151.111,Backdoor.Agent.rke} => 

{7867de13bf22a7f3e3559044053e33e7} 
0.38 1 2.61 1 
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7 {210.48.151.111,445,7867de13bf22a7f3e3559044053e33e7} => 

{Backdoor.Agent.rke} 
0.38 1 2.61 1 

8 {210.48.151.111,445,Backdoor.Agent.rke} => 

{7867de13bf22a7f3e3559044053e33e7} 
0.38 1 2.61 1 

9 {79.110.206.154} => {Troj.Spy.Xxp!c} 0.23 1 2.24 1 

10 {Troj.Spy.Xxp!c} => {79.110.206.154} 0.23 0.52 2.24 1 

11 {79.110.206.154} => {786ab616239814616642ba4438df78a9} 0.23 1 2.24 1 

12 {786ab616239814616642ba4438df78a9} => {79.110.206.154} 0.23 0.52 2.24 1 

13 {Troj.Spy.Xxp!c} => {786ab616239814616642ba4438df78a9} 0.45 1 2.24 1 

14 {786ab616239814616642ba4438df78a9} => {Troj.Spy.Xxp!c} 0.45 1 2.24 1 

15 {79.110.206.154,Troj.Spy.Xxp!c} => 

{786ab616239814616642ba4438df78a9} 
0.23 1 2.24 1 

16 {786ab616239814616642ba4438df78a9,79.110.206.154} => 

{Troj.Spy.Xxp!c} 
0.23 1 2.24 1 

17 {786ab616239814616642ba4438df78a9,Troj.Spy.Xxp!c} => 

{79.110.206.154} 
0.23 0.52 2.24 1 

18 {445,79.110.206.154} => {Troj.Spy.Xxp!c} 0.23 1 2.24 1 

19 {445,Troj.Spy.Xxp!c} => {79.110.206.154} 0.23 0.52 2.24 1 

20 {210.48.151.111,79.110.206.154} => {Troj.Spy.Xxp!c} 0.23 1 2.24 1 

21 {210.48.151.111,Troj.Spy.Xxp!c} => {79.110.206.154} 0.23 0.52 2.24 1 

22 {445,79.110.206.154} => {786ab616239814616642ba4438df78a9} 0.23 1 2.24 1 

23 {445,786ab616239814616642ba4438df78a9} => {79.110.206.154} 0.23 0.52 2.24 1 

24 {210.48.151.111,79.110.206.154} => 

{786ab616239814616642ba4438df78a9} 
0.23 1 2.24 1 

25 {210.48.151.111,786ab616239814616642ba4438df78a9} => 

{79.110.206.154} 
0.23 0.52 2.24 1 

26 {445,Troj.Spy.Xxp!c} => {786ab616239814616642ba4438df78a9} 0.45 1 2.24 1 

27 {445,786ab616239814616642ba4438df78a9} => {Troj.Spy.Xxp!c} 0.45 1 2.24 1 

28 {210.48.151.111,Troj.Spy.Xxp!c} => 

{786ab616239814616642ba4438df78a9} 
0.45 1 2.24 1 

29 {210.48.151.111,786ab616239814616642ba4438df78a9} => 

{Troj.Spy.Xxp!c} 
0.45 1 2.24 1 

30 {445,79.110.206.154,Troj.Spy.Xxp!c} => 

{786ab616239814616642ba4438df78a9} 
0.23 1 2.24 1 

31 {445,786ab616239814616642ba4438df78a9,79.110.206.154} => 

{Troj.Spy.Xxp!c} 
0.23 1 2.24 1 

32 {445,786ab616239814616642ba4438df78a9,Troj.Spy.Xxp!c} => 

{79.110.206.154} 
0.23 0.52 2.24 1 

33 {210.48.151.111,79.110.206.154,Troj.Spy.Xxp!c} => 

{786ab616239814616642ba4438df78a9} 
0.23 1 2.24 1 

34 {210.48.151.111,786ab616239814616642ba4438df78a9,79.110.20

6.154} => {Troj.Spy.Xxp!c} 
0.23 1 2.24 1 

35 {210.48.151.111,786ab616239814616642ba4438df78a9,Troj.Spy.

Xxp!c} => {79.110.206.154} 
0.23 0.52 2.24 1 

36 {210.48.151.111,445,79.110.206.154} => {Troj.Spy.Xxp!c} 0.23 1 2.24 1 

37 {210.48.151.111,445,Troj.Spy.Xxp!c} => {79.110.206.154} 0.23 0.52 2.24 1 

38 {210.48.151.111,445,79.110.206.154} => 

{786ab616239814616642ba4438df78a9} 
0.23 1 2.24 1 
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39 {210.48.151.111,445,786ab616239814616642ba4438df78a9} => 

{79.110.206.154} 
0.23 0.52 2.24 1 

40 {210.48.151.111,445,Troj.Spy.Xxp!c} => 

{786ab616239814616642ba4438df78a9} 
0.45 1 2.24 1 

41 {210.48.151.111,445,786ab616239814616642ba4438df78a9} => 

{Troj.Spy.Xxp!c} 
0.45 1 2.24 1 

42 {210.48.151.111,445,79.110.206.154,Troj.Spy.Xxp!c} => 

{786ab616239814616642ba4438df78a9} 
0.23 1 2.24 1 

43 {210.48.151.111,445,786ab616239814616642ba4438df78a9,79.11

0.206.154} => {Troj.Spy.Xxp!c} 
0.23 1 2.24 1 

44 {210.48.151.111,445,786ab616239814616642ba4438df78a9,Troj.S

py.Xxp!c} => {79.110.206.154} 
0.23 0.52 2.24 1 

45 {79.110.206.154} => {445} 0.23 1 1.02 1 

46 {79.110.206.154} => {210.48.151.111} 0.23 1 1.02 1 

47 {7867de13bf22a7f3e3559044053e33e7} => {445} 0.38 1 1.02 1 

48 {7867de13bf22a7f3e3559044053e33e7} => {210.48.151.111} 0.38 1 1.02 1 

49 {Backdoor.Agent.rke} => {445} 0.38 1 1.02 x 

50 {Backdoor.Agent.rke} => {210.48.151.111} 0.38 1 1.02 1 

51 {Troj.Spy.Xxp!c} => {445} 0.45 1 1.02 x 

52 {Troj.Spy.Xxp!c} => {210.48.151.111} 0.45 1 1.02 1 

53 {786ab616239814616642ba4438df78a9} => {445} 0.45 1 1.02 1 

54 {786ab616239814616642ba4438df78a9} => {210.48.151.111} 0.45 1 1.02 1 

55 {445} => {210.48.151.111} 0.98 1 1.02 1 

56 {210.48.151.111} => {445} 0.98 1 1.02 1 

57 {79.110.206.154,Troj.Spy.Xxp!c} => {445} 0.23 1 1.02 1 

58 {79.110.206.154,Troj.Spy.Xxp!c} => {210.48.151.111} 0.23 1 1.02 1 

59 {786ab616239814616642ba4438df78a9,79.110.206.154} => {445} 0.23 1 1.02 1 

60 {786ab616239814616642ba4438df78a9,79.110.206.154} => 

{210.48.151.111} 
0.23 1 1.02 1 

61 {445,79.110.206.154} => {210.48.151.111} 0.23 1 1.02 1 

62 {210.48.151.111,79.110.206.154} => {445} 0.23 1 1.02 1 

63 {7867de13bf22a7f3e3559044053e33e7,Backdoor.Agent.rke} => 

{445} 
0.38 1 1.02 1 

64 {7867de13bf22a7f3e3559044053e33e7,Backdoor.Agent.rke} => 

{210.48.151.111} 
0.38 1 1.02 1 

65 {445,7867de13bf22a7f3e3559044053e33e7} => {210.48.151.111} 0.38 1 1.02 1 

66 {210.48.151.111,7867de13bf22a7f3e3559044053e33e7} => {445} 0.38 1 1.02 1 

67 {445,Backdoor.Agent.rke} => {210.48.151.111} 0.38 1 1.02 1 

68 {210.48.151.111,Backdoor.Agent.rke} => {445} 0.38 1 1.02 1 

69 {786ab616239814616642ba4438df78a9,Troj.Spy.Xxp!c} => {445} 0.45 1 1.02 1 

70 {786ab616239814616642ba4438df78a9,Troj.Spy.Xxp!c} => 

{210.48.151.111} 
0.45 1 1.02 1 

71 {445,Troj.Spy.Xxp!c} => {210.48.151.111} 0.45 1 1.02 1 

72 {210.48.151.111,Troj.Spy.Xxp!c} => {445} 0.45 1 1.02 1 

73 {445,786ab616239814616642ba4438df78a9} => {210.48.151.111} 0.45 1 1.02 1 

74 {210.48.151.111,786ab616239814616642ba4438df78a9} => {445} 0.45 1 1.02 1 

75 {786ab616239814616642ba4438df78a9,79.110.206.154,Troj.Spy.

Xxp!c} => {445} 
0.23 1 1.02 1 
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76 {786ab616239814616642ba4438df78a9,79.110.206.154,Troj.Spy.

Xxp!c} => {210.48.151.111} 
0.23 1 1.02 1 

77 {445,79.110.206.154,Troj.Spy.Xxp!c} => {210.48.151.111} 0.23 1 1.02 1 

78 {210.48.151.111,79.110.206.154,Troj.Spy.Xxp!c} => {445} 0.23 1 1.02 1 

79 {445,786ab616239814616642ba4438df78a9,79.110.206.154} => 

{210.48.151.111} 
0.23 1 1.02 1 

80 {210.48.151.111,786ab616239814616642ba4438df78a9,79.110.20

6.154} => {445} 
0.23 1 1.02 1 

81 {445,7867de13bf22a7f3e3559044053e33e7,Backdoor.Agent.rke} 

=> {210.48.151.111} 
0.38 1 1.02 1 

82 {210.48.151.111,7867de13bf22a7f3e3559044053e33e7,Backdoor.

Agent.rke} => {445} 
0.38 1 1.02 1 

83 {445,786ab616239814616642ba4438df78a9,Troj.Spy.Xxp!c} => 

{210.48.151.111} 
0.45 1 1.02 1 

84 {210.48.151.111,786ab616239814616642ba4438df78a9,Troj.Spy.

Xxp!c} => {445} 
0.45 1 1.02 1 

85 {445,786ab616239814616642ba4438df78a9,79.110.206.154,Troj.S

py.Xxp!c} => {210.48.151.111} 
0.23 1 1.02 1 

86 {210.48.151.111,786ab616239814616642ba4438df78a9,79.110.20

6.154,Troj.Spy.Xxp!c} => {445} 
0.23 1 1.02 1 

87 {} => {445} 0.98 0.98 1 x 

88 {} => {210.48.151.111} 0.98 0.98 1 x 

Table B-9 : List of Association Ruleset for DS12 

(support=s, confidence=c,lift=l,Attribution Level Group=ALGR) 

(Attribution level: 1=level 1, 2=level 2, 3=level 3, x=did not meet the 

requirement to include in attribution level) 

No Ruleset s c l ALGR 

1 {lateral-movement} => {Internal Spearphishing} 0.07 1 14.25 3 

2 {Internal Spearphishing} => {lateral-movement} 0.07 1 14.25 3 

3 {Steal Application Access Token} => {credential-access} 0.07 1 6.9 3 

4 {credential-access} => {Steal Application Access Token} 0.07 0.5 6.9 3 

5 {Cloud Instance Metadata API} => {credential-access} 0.07 1 6.9 3 

6 {credential-access} => {Cloud Instance Metadata API} 0.07 0.5 6.9 3 

7 {privilege-escalation} => {Emond} 0.07 1 6.4 3 

8 {Implant Container Image} => {persistence} 0.09 1 5.6 3 

9 {persistence} => {Implant Container Image} 0.09 0.5 5.6 3 

10 {discovery} => {Software Discovery} 0.19 1 5.29 3 

11 {Software Discovery} => {discovery} 0.19 1 5.29 3 

12 {Emond} => {persistence} 0.09 0.57 3.2 3 

13 {persistence} => {Emond} 0.09 0.5 3.2 3 

14 {Unused/Unsupported Cloud Regions} => {defense-evasion} 0.18 1 2.86 3 

15 {defense-evasion} => {Unused/Unsupported Cloud Regions} 0.18 0.5 2.86 3 

16 {Revert Cloud Instance} => {defense-evasion} 0.18 1 2.86 3 

17 {defense-evasion} => {Revert Cloud Instance} 0.18 0.5 2.86 3 
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