Received: 26 November 2019 Revised: 9 September 2020

Accepted: 5 October 2020

DOI: 10.4218/etrij.2019-0539

ORIGINAL ARTICLE

ETIRI Journal WILEY

Key-dependent side-channel cube attack on CRAFT

Kok-An Pang | Shekh Faisal Abdul-Latip

INSFORNET, Centre for Advanced
Computing Technology (C-ACT), Fakulti
Teknologi Maklumat dan Komunikasi,

Abstract

Universiti Teknikal Malaysia Melaka,
Melaka, Malaysia

Correspondence

Kok-An Pang and Shekh Faisal Abdul-
Latip, INSFORNET, Centre for Advanced
Computing Technology (C-ACT), Fakulti
Teknologi Maklumat dan Komunikasi,
Universiti Teknikal Malaysia Melaka,
Melaka, Malaysia.

Email: pangkokan@gmail.com (Kok-An Pang),
shekhfaisal @utem.edu.my (Shekh Faisal
Abdul-Latip) KEYWORDS
Funding information

This research was supported by the UTeM
Zamalah Scheme and Fundamental
Research Grant Scheme (FRGS) of
Universiti Teknikal Malaysia Melaka
(FRGS/1/2015/ICTO5/FTMK/02/

F00293) funded by the Ministry of Higher
Education, Malaysia

1 | INTRODUCTION

Resistance against known standard attacks has become one
of the criteria for measuring the security of a block cipher.
Cryptanalytic attacks such as linear and differential cryptan-
alysis [1,2] have been used widely to facilitate such security
evaluations [3-7]. However, a cipher that can resist standard
attacks may not necessarily be secure against side-channel
attacks, which exploits the weaknesses in its physical imple-
mentation. Leaked information such as timing information [8],
power consumption [9,10], and electromagnetic leaks [11] can
be exploited for key recovery. Ciphers which can resist stan-
dard attacks [12] are not necessarily secure. They can be bro-
ken from the weaknesses of their implementation, Which have
been shown in [17]. However, the feasibility of side-channel
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attacks varies depending on the implementation, even if the
same cipher is adopted. Nevertheless, it is important to study
the capabilities of available ciphers to protect communications
across various devices. Unfortunately, not all ciphers are de-
signed to resist side-channel attacks. In practice, additional
countermeasures against side-channel attacks are implemented,
which are mostly inefficient and costly [24]. Resistance against
side-channel attacks at the algorithmic level helps reduce im-
plementation costs by avoiding extra countermeasures, as can
be seen in ciphers such as PICARO [25], ZORRO [26], and
FIDES [27], where countermeasures against side-channel anal-
ysis are defined at the algorithmic level.

CRAFT [24] is a new tweakable block cipher introduced
in 2019, which can resist differential fault analysis. CRAFT
is also resistant to various known standard attacks [1,28-31].
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Moreover, the CRAFT algorithm is nearly involutory. The
encryption algorithm of CRAFT can be turned into decryp-
tion with minimal area cost.

In this paper, we analyze the security of the CRAFT im-
plementation against side-channel cube attacks using the
Hamming weight leakage model. The cube attack used in
this study is key-dependent, that is, the superpoly equations
used vary depending on the secret key. The selection of su-
perpoly equations depends on the value of their right-hand
sides, which are known during the online phase. Moreover,
the recovery of the second half of the secret key depends on
the first half of the secret key.

The superpoly equations obtained during the preprocessing
phase are sufficient for recovering all secret key bits within a
practical time with a success probability of 0.9990. According
to Liskov and colleagues in Ref. [31], the additional tweak on
a tweakable block cipher should not be considered as another
uncertainty to the adversary. Furthermore, the security of a
block cipher should not be compromised even if the adversary
has control of the tweak. However, our result shows that the se-
cret key of CRAFT can be recovered using side-channel cube
attacks when an adversary has control of its tweak.

Our Contribution. We analyze the security of CRAFT
against side-channel cube attacks with the Hamming leakage
assumption. Although the algorithm of CRAFT is claimed
by the designers to be resistant to differential fault analysis,
which is a type of side-channel attack, our work shows that
CRAFT is not secure against cube attacks within the side-
channel attack model. To the best of our knowledge, our
attack on CRAFT is the first attack on CRAFT within a side-
channel attack model. We point out that most of the key space
(that is, 99.90%) can be recovered within a practical time, but
the remaining 0.1% can only be recovered with a complexity
faster than brute force.

Organization of the Paper. In Section 2, we describe
the notation used in this study. In Section 3, we briefly re-
view the design of the CRAFT block cipher. Section 4 pres-
ents an outline of a side-channel cube attack. Sections 5
and 6 show the application of side-channel cube attacks
on CRAFT and describe the result of our work. Section 7
concludes the paper.

2 | NOTATION

We distinguish between the addition of [, and the addition of Z
, and we use @ as the addition of [, and + as the addition of Z
, respectively. For summation, we denote Y as the summation
of Z, whereas @ is the summation of I,. Table 1 shows the no-
tation used in this study, unless otherwise stated. Note that all
indexing in this paper is based on zero-based numbering (that
is, R is the first round). Bit positions in a vector are labeled
in Big Endian with zero-based numbering, that is, the most
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TABLE 1 Notation
k; The i-th bit of the secret key
4 The i-th bit of the tweak
R, The round function at round i
V; The plaintext nibble (v4;, Va; 1 15 Vai 425 Vai+3)
T; The tweak nibble (t4;, t4; 4 15 f4i 4 25 L4i 4 3)
E] The state nibble (€ iy 1> Chinas Chivs) before %,
K The secret key
%4 The plaintext, also known as E°
C The ciphertext, also known as E?
T The tweak
E The internal state after r rounds
K, The first half of K consists of (k, &y, ..., kg3)
K, The second half of K consists of (ke4, kgs, ---» k127)
n Key size
D Degree of superpoly
1 The set of cube indices
C; The I/l-dimensional Boolean cube of 2" vectors
S The set of integers {i, i + p, i+ 2p, ..., g} for any
0<j-g<p

HW(X) Hamming weight of any vector X

1 3

5 7

9 10|11

12131415
FIGURE 1 State of CRAFT

significant bit of a vector is labeled with index 0. Throughout
this paper, capital letters are used to represent vectors, unless
otherwise stated. For representing terms in a polynomial, bold
letters are used. Let B denote a vector and b be a polynomial
term. Next, we denote Bi as the i-th bit of B and b i as the i-th
bit of b, respectively, unless otherwise stated.

3 | BRIEF DESCRIPTION OF THE
CRAFT BLOCK CIPHER

In this section, we briefly describe the structure of CRAFT.
For details on the design rationale, performance, and security
evaluation of CRAFT, please refer to [24].

CRAFT operates with a 64-bit block size, a 128-bit secret
key, and a 64-bit tweak. During the encryption, a plaintext is
divided into 16 nibbles, which are grouped as a matrix similar
to the Advanced Encryption Standard (AES) [32]. Figure 1
shows the AES-like representation for the internal state of
CRAFT, where each number 0 < i < 15 in each square box
represents E; for any 0 < r < 32.
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FIGURE 2 Encryption in CRAFT
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i

FIGURE 3 The i-th round function %; of CRAFT

TABLE 2 Round constants in hexadecimal for each round

Round Round constant Round Round constant
0 0x11 16 0x82
1 0x 84 17 0 x 45
2 0x42 18 0x26
3 0x25 19 0x97
4 0x96 20 0xc3
5 0xc7 21 0x61
6 0x63 22 0xb4
7 0 x bl 23 0x52
8 0x54 24 0 x a5
9 0xa2 25 0 x d6
10 0xd5 26 0xe7
11 0x a6 27 0xe7
12 0x 7 28 0x71
13 0x73 29 0x34
14 0x31 30 0x12
15 0x 14 31 0x 85

The i-th round function %, of CRAFT consists of multi-
ple operations such as MC, ARC,;, ATK;, PN, and SB, and is
defined as follows.

R, = SBoPNoATK; 0 ARC,0 MC

fori €0,1,2,...,30 with the exception on the last round R,
which does not have PN and SB. Round R, is defined as follows.

R, = ATK;; 0 ARC,, o MC.

Figures 2 and 3 show the full encryption of CRAFT and
its i-th round function, respectively.

MC is a MixColumn function, which multiplies the state
matrix E' for any 0 < i < 32 with an involutory matrix .# such
that E'*' = MC(E') = M - E, where.

1011
0101
0010
0001

Further, ARC, is the addition of the i-th round constant RC;
(refer to Table 2), with the state E*! = E' @ RC,;, whereas
ATK, is the addition of the i-th round tweakey TK; with E
such that E'*! = E' @ TK,. Although there are 32 rounds in
CRAFT, the same set of round keys are used periodically
every four rounds. The round key for each round is generated
as follows.

TK, =K, ® T,
K =K, @ T,
TKi+2 = K() ® Qo(T),

TK,, =K, ® O(T).

where Q is a permutation of tweak with alli € S4 3, Figure 4
shows permutation Q on tweak 7, where each index i in each
square box represents 7.

PN is the permutation layer that permutes the bit positions
in state E” for any 0 < r < 32 such that E/*' = P (E/) for all
0 <r < 15. Figure 5 shows the permutation of CRAFT.

11213 12|10(15] 5
7 14| 8
)
819 (10|11 113|714
2] 1314 ]15] 6 of1]13

FIGURE 4 Permutation Q in key scheduling of the CRAFT block
cipher

1 15(12]13|14
1 11
6|7 PN 0918
9 [10]11 6|54
1213|1415 1|2

FIGURE 5 Permutation of the CRAFT block cipher

TABLE 3 Nibble substitution

2 3 45 6 78 9 ABCDEF
502 46

E 0 1
S(Eh)C A D3 EBF 7 8 9 1
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SB is the nibble substitution, which acts as the non-linear
layer of the state such that E] tl=g (ET), which is shown in
Table 3.

Every component in the round function is involutory. The
decryption of CRAFT can be performed as follows.

R;=MC - ARC, - ATK, - PN - SB,

for i = {30, 29, ..., 0} with the exception on the first round R5,
where

Ry, =MC - ARC,, - ATK,,.

The decryption procedure for CRAFT can also be shown
as follows.

R; =SB -PN-MC, (ATK;) - ARC; - MC,

for i = {31, 30, 32, ..., 1} with the exception on the last round
Ry, for which

R, =MC ATK, - ARC, - MC.

The above decryption is similar to its encryption coun-
terpart with round keys and round constants be placed in the
reverse order while each i-th round key is generated from
MC(TK)).

4 | OVERVIEW OF SIDE-
CHANNEL CUBE ATTACK

The cube attack proposed by Dinur and Shamir at
EUROCRYPT 2009 [33] is an algebraic attack that recovers
key variables from low-degree equations. The idea of a cube
attack is that any master polynomial describing a cipher can
be factorized by a monomial #,, as in (1).

where

y=ire [v )

and where / represents a subset of cube indices in which all
plaintext bits with such indices are active and take all possible
combinations of values. As pointed out in [33], when summing
SIK,V) over all variables in #;,

4G E® (K V)@ (K. V) =pK, V), (3
where C; is defined as an |/l-dimensional Boolean cube of 2

vectors. The resultant equation will be a low-degree equation
with respect to key variables and is easier to solve than the
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master polynomial of a higher degree. Such a low-degree equa-
tion is called the superpoly of #; in fK,V) (denoted by p(K,V)).
Having sufficient low-degree superpoly equations that are solv-
able from different #;s enables us to recover the value of the
key bits during the online phase using, for example, Gaussian
elimination.

The problem of analyzing a block cipher with cube attacks
is that the degree of the polynomial describing the cipher in-
creases exponentially with the number of rounds. Thus, a
cube attack becomes ineffective if one considers the attack
within the standard attack model. Nevertheless, considering
a cube attack within the side-channel attack model, the at-
tack becomes more effective, as the adversary only requires
analysis of the leaked state bits after a few rounds. Dinur and
Shamir [34] introduced the concept of a side-channel cube
attack in which the adversary is assumed to have access to
only one bit of information about the internal state instead of
the ciphertext bits. For detailed information on side-channel
cube attacks and their applications, refer to [35—41].

Side-channel attacks using Hamming weight leakage have
been investigated in various studies [18,42,43]. Dinur and
Shamir [34] proposed reading the second Hamming weight bit
from the least significant bit (LSB), which can also be found
in several other works, such as in [35,37,44]. In other related
work, Zhao and others [40] proposed a practical method to
measure the Hamming weight leakage from a cipher imple-
mentation on an 8-bit microcontroller. This method can ac-
curately measure the value of Hamming weight leakage with
probability 1 if we collect the power traces six or more times
for the same plaintext.

5 | APPLICATION OF SIDE-
CHANNEL CUBE ATTACKS ON
CRAFT

In this section, we describe the cube attack on CRAFT within
side-channel scenarios. As described in Section 3, we realize
that all round keys for even rounds in CRAFT are derived
from K, whereas all round keys for odd rounds are derived
from K. Therefore, we apply a side-channel cube attack on
CRAFT considering the Hamming weight leakage assump-
tion about the internal states for specific odd and even rounds
of CRAFT. It is well known that measuring the leakage of in-
ternal states for specific rounds is possible in realistic scenar-
ios. This can be achieved by controlling the clock frequency
of the device, as shown in [45]. More precisely, we consider
the leakage of the internal states after &%, and &%, represent-
ing the odd and even rounds, respectively. Considering these
earlier rounds, we are able to obtain low-degree polynomials
describing the cipher. Figure 6 shows the Hamming weight
leakage in the first two rounds of CRAFT. The framework of
our approach is shown in Figure 7.
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I

FIGURE 6 Hamming weight leakage taken at the first two rounds

STAGE 1: Consider leakage at E' (Figure 6)

Step 1:  Run the preprocessing phase of a cube attack to find
sufficient superpoly equations in the key variables of K°
Step 2:  Move to the online phase to find the right-hand side
of the superpoly equations;
Step 3:  Solve the system of equations in variables of K°.

STAGE 2: Consider leakage at E* (Figure 6)

Step 1:  Add key variables of K° to R?;

Step 2:  Run the preprocessing phase of the cube attack to find
solvable superpoly equations (Observation 1, 2, 3, and
4) in the variables of K! by selecting the variables of E! as
the cubes;

Step 3:  Using the values of cubes at E' and K, decrypt E! to
determine the corresponding chosen plaintext;

Step4:  Move to the online phase of the cube attack to find the
right-hand side of the superpoly equations using
chosen plaintexts representing each cube at E';

Step 5:  Solve the system of equations for the variables of K.

FIGURE 7 Framework of the key-dependent side-channel cube
attack on CRAFT

We divide our attack into preprocessing and online
phases. During the preprocessing phase, we find superpoly
equations of degree 1 and 3 from the second bits of HW(E")
and HW(EZ) (from the LSB) using various cubes of sizes 2
and 3. However, we are unable to find superpoly equations
of degree 2. After finding sufficient superpoly equations, we
filter out those equations that are not solvable. Next, we move
to the online phase to find the value of the right-hand side
of each equation by summing the master polynomial over
the same set of cube indices that were obtained during the
preprocessing phase. To recover the value of tweakey TK,,
we solve the system of equations using Gaussian elimination.
Knowledge about TK|, enables us to control the intermediate
state E' “implicitly” to further recover TK,. More precisely,
we determine the cube indices chosen from the tweak bits of
T that yield superpoly equations of degree 1 and 3. In this

case, we assume the second bit from the LSB of HW(EZ) isa
master polynomial over the bits in E !and T. For each possi-
ble value of the cube variables in 7 and the value of 7K, we
decrypt E' to obtain the corresponding plaintexts that will be
used in the online phase. The selection of the cube indices
from the public variables (that is, the tweak) is described for-
mally in Observations 1-4.

Dinur and Shamir [33] used the Blum—-Luby—Rubinfield
(BLR) test to find linear superpoly equations. The BLR test
can be further generalized to find non-linear superpoly equa-
tions, with the number of required function evaluations grow-
ing exponentially with the degree of the equation. As a result,
to capture superpoly equations of degree d < 3, we choose
four vectors W, X,Y,Z e [an independently and uniformly at
random, representing samples of the n-bit key. This general-
ized BLR test is given by the relation

pWOXBYDZ V)=p(0,V)Bp(W,V)Bp (X, V)
Gp Y, V®pZ V)dp (WX, V)Bp(WDY,V)
SpWBZV)®p(XDY,V)Bp(XDZ,V)
GpYOZ V)dp WOXDY,V)
Sp(WAXDZ V)BSp(WBYDZ,V)

Gp XDYDZ, V)

To determine whether a particular selected cube ¢, results in
a superpoly equation of degree d < 3, we choose a total of 100
pairs of vectors W, X, Y,Z € [an' If all of these vectors satisfy
the generalized relation, with high probability, the superpoly
equation is of degree d < 3. Because this relation will also
capture constant superpoly equations (constant 0 and constant
1), we need to distinguish and eliminate them from our exper-
iment. The constant O superpoly equation occurs when given
any values to vectors W, X, Y, and Z, the superpoly equation is
always equal to 0. However, the constant 1 superpoly equation
occurs when given any values to vectors W, X, Y, and Z, the
superpoly equation is always equal to 1. Next, to recover the
superpoly equation of degree d, we find all terms of degree 1
until degree d and a constant term within a superpoly equation.
For a detailed description of how to find the terms in the super-
poly equation, we refer to Lemma 2 in [35].

After conducting the above experiment, we were able to
find a substantial number of superpoly equations of degrees
1 and 3. However, the number of equations required to find
the value of the key bits varies depending on the value of the
right-hand side (similarly, the value of the key bits). Thus, it
is impossible for us to list all the sets of equations required
for all keys. Nevertheless, the set of equations required can
be generalized in Observations 1, 2, 3, and 4. These general-
izations are true for finding both sets of key bits, K, and K,
which only differ in the indices of the key bits and the internal
state used (that is, either E° or El) in selecting the cubes. In
Observation 1, we generalize the linear superpoly equations
found at the second bit from the LSB of HW(E l).
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Observation 1. Summing a master polynomial over
t, 111443 While setting other public variables to O yields a su-
perpoly equation k, @ k., for any a € S 64, (to find Kj) or
a € Siy64.128) (to find K).

On the other hand, in Observation 2, we generalize cubic
superpoly equations found at the same bit position of HW(E h.

Observation 2. Summing the master polynomial over
Iglpiilas While setting other public variables to 0 yields a
superpoly equation k;,, @ kg k,k, , for any f € Sy 64 (t0
find Ky) or f € S4 64 128) (to find K) with a # .

From Observations 1 and 2, by choosing any a such that
ky @ kyin = 1, we can recover k; for all i € S, 1,4). Further
observations are shown in Observations 3 and 4, which can
be exploited to recover ; for alli € S, | 123)

Observation 3. Summing the master polynomial overz,z, .7,
whilesettingotherpublicvariablestoOyieldsasuperpolyequation
k)/+2 @ ky+2k<p+2 @ ky+2kqo+3 @ ky+2k(p+1kqo+2 @ ky+2kqo+2k(p+3
for any y, @ € S 64y (to find Kp) or v, @ € Sy 64.125) (to find
K)) withy # ¢.

Observation 4. Summing the master polynomial over o’e+2a+1
while setting other public variables to 0 yields a superpoly equation
is1 5] kq)+1 2] k(p+3 @ kaka+2 @ k(p+lkaka+2 @ k¢+3kaka+2 with
@ F# .

By choosing aand y suchthatk, @ k,,, = landk, ., = 1, we
can solve the superpoly equations obtained from Observations
3 and 4 to recover k; for all i € S, | 1,5, Recovering k; for all
[ € S0.128) Y S2.1.128y We can fully recover secret key K.

Considering the Hamming weight leakage after %,
and applying the similar cube indices as used in E% to E',
we have been able to find a system of equations similar to
those after &, only differing in the indexes of key vari-
ables. Tables Al and A2 in Appendix A list superpoly
equations resulting from the summation of the Hamming
weights for E’and E'.

The complexity for recovering the right-hand side of all
linear superpoly equations from Observation 1 is 2216 = 2°
(as there are IS4 o 4| = 16 different values of ). On the other
hand, we require 16 non-linear superpoly equations of degree
3 for recovering all k; with any i € S, 64, in Observation 2.
Note that two different values of « are used here such that
ay, o) € Sy 64y More precisely, 15 superpoly equations
are chosen such that a = a; (as there are 1Sy 4yl — 1=15
different values of S, excluding the instance where f = a,),
whereas only one superpoly is chosen, where @ = @,. Thus,
this requires a 2316 = 2" number of encryptions. Considering
Observation 3, 1Sy ¢4yl = 16 different values of ¢ and two
different values of y with y,7,, € S 64 are used. Of these
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16 equations, 15 superpoly equations are chosen such that
y = 1 (as there are 1S 4yl — 1 = 15 different values of ¢,
excluding the instances where ¢ = y,), whereas only one
superpoly is chosen where y = y,. As a result, this yields
23.16 = 27 encryptions. Finally, following the same rule, the
superpoly equation in Observation 4 requires 1S ¢4l = 16
different values of ¢ and two different values of ¢ such that
ay, &y, € S 064y Similarly, 15 superpoly equations are cho-
sen where @ = a; (as there are ISy 64 — 1 = 15 different
values of ¢, excluding the instances where ¢ = a,), whereas
one superpoly equation is chosen where a = a,. This also
results in 2°.16 = 2’ encryptions.

Summing the above number of encryptions reveals that
finding K|, requires 20427 427 427 =28 computations.
Recovering K;, which also uses the same number of chosen
plaintexts as in K, requires additional computations for partial
decryption of the predetermined values of E !. This results in
recovering K, requiring 2881 4 2881737 — 2885 computations.
Considering that we have been able to find the whole secret key
K, the total number of computations required to find the cor-
rect 128-bit key of CRAFT is reduced to 2881 4 9885 — 9983,
Applying our side-channel cube attack based on the Hamming
weight leakage assumption using the method of [40] requires
on average 29,6 = 21241 computations.

6 | SECRET KEYS THAT
CANNOT BE RECOVERED WITHIN
PRACTICAL TIME

For the secret key to be recovered in a practical time, all bits
of K, must be recovered with probability 1, as this enables
us to control the intermediate state after the first round. If K|,
cannot be recovered completely from the leakages, the whole
secret key must be recovered using brute force. Because K| is
not known, the time complexity for recovering the secret key
would be larger than 2% as all key bits in K | and some key bits
in K, would be recovered by brute force. Note that it is impos-
sible to recover K directly from H W(Ez) over bitsin V, T, and
K as the degree of the master polynomial is quite high because
of the exponential increase in degree after each round.

There are stronger keys that cannot be recovered using
side-channel cube attacks in practical time. Propositions 6
and 6 show the characteristics of such keys.

Proposition 1. Secret keys with Zilio (ky; @ kypn) <1
or Z?l 16 (ky; @ Ky +2) < 1 can prevent full recovery by side-
channel cube attacks.

Proof. According to Observation 2, to recover kg, the value of

k, @ k,,mustbeequalto 1. Thus, guessingky,,forany f € S 4 ¢ 12,
in practical time is only possible when Y1 ' (ky; @ ky;pp) > 1

and Y°' (k; ®ky,,) > 1 However, recovering kg, for
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al  fESuois requies X0 (ky k) 22 and
Zl —16 (k4l @ ky; +2) > 2. Thisis because k. cannot be recovered
practically when f = a. Thus, another « such that k, @ k,,, =1
and f # a is needed. Therefore, it is only possible to recover K|, or
Kl completely in practical time when Z Zo (k4l D ky; +2) >2and
31 (ky; ® kyiyn) > 2. Evenif this property is known to the ad-
versary, the adversary still needs to recover k; for alli € S, 155, in
a time complexity of 2%? (because the right-hand side of k, @ k.,
is known, guessing the values of k, and k,,,, only requlres 2 encryp-

tions). For each possible value of k; for alli € S, | 125 2% encryp-
tions are required to guess all k; for alli € S, | 1,5, The total time
complexity for recovering is 2’ 2 2% =2% whichis impractical. []

3fDreposmon 2. Secret keys with Y12k, <1 or
i 16 kaipa < 1 can prevent full recovery by side-channel
cube attacks.

Proof. According to Observation 3, when k,,, =0, the
superpoly equation would have a value of 0, which is not ex-
ploitable for key recovery. Thus guessing k., and k3 from
Observation 3 requires Z o0 Kai42 2 1 and Z 16 Kaiz2 2 L.
However, it is not possible to recover k,,; and k(p +3 When
y = ¢@. To recover such key bits, another value of y such that
k,» =1, where y # @ is needed. Hence, it 1s only possible
to recover k,+1 and k5 practically if Z o Kgiyp 22 and
Z 16 K4i42 = 2. To recover such a secret key, an adversary
must recover the remaining 96 secret key bits. The total com-
plexity of recovering secret keys with this property requires
a time complexity of 2%, which is impractical. []

Considering the effectiveness of the key-dependent side-
channel cube attack on CRAFT, we compute the number of
secret keys fulfilling the properties mentioned in Propositions
1 and 2. As a result, for any s € {0, 1}, there are (:6> =
binations of Ky in which %;*%" (k, @k,,) =1, while there are
only ((1) )—1 combination such that Zmﬁls (k4i ® k4i+2) =0
and the rest ovo- 16?7 )20 combinations in which
2 (ki@ ki) 22, Similarly, there are -16 combinations of
K, where T2 k=1, Qé - COIIlbll’lathIl of go+i5t,.,=0 and
20 (%)= 12 ~2¢ combinations of Z&'kw22, Table Bl in
Appendix B shows all characteristics of the secret keys that
cannot be recovered within practical time and their respective
number of combinations. Having all combinations of K for
every condition shown in Table B1, the number of such secret
keys is 211899 Because the selection of the secret key should
be random, the probability that these keys are used is 0.001.

16 com-

7 | CONCLUSIONS

In this paper, we studied the security of the CRAFT block cipher
against side-channel cube attacks considering the Hamming
weight leakage assumption. In the preprocessing phase, we

extract superpoly equations from various combinations of cube
variables. The degree of the superpoly equations is determined
using the BLR test with four independent random vectors.
During the online phase, we find the right-hand side of the equa-
tions extracted during the preprocessing phase and solve the sys-
tem of equations using Gaussian elimination. First, we determine
the right-hand side of the equations from the Hamming weight
leakage after the first round, which can be used to recover the
first half of the secret key, K,. Then, with the recovered K|, we
can recover the second half of the secret key from the Hamming
weight leakage after the second round by tweaking the internal
state E'. Thus, on average, the secret key can be recovered in
pl24l computations using 2°83 data. We also show the proper-
ties of stronger keys that can prevent side-channel cube attacks
within practical time, as demonstrated in Propositions 6 and 6,
and which make up only 0.1% of the key space. From our initial
observation, it seems that these stronger keys could be recovered
within practical time if we could recover more useful superpoly
equations that are not bounded by the characteristics as in the
aforementioned propositions. One could consider the leakage
after E* and add the predetermined values of variables in Kyand
K, performing further analysis to extract the key considering
the plaintext variables as cubes. We believe that this may sim-
plify the master polynomials, which could make recovering the
remaining secret keys within the 0.1% of the key space more
practical. However, our result does not imply the actual secu-
rity weakness of CRAFT within the real-world implementation
environment, as our attack was only conducted within an ab-
stract model based on the Hamming weight leakage assumption.
Further investigation should be conducted to determine the ac-
tual security implications for CRAFT within the real-world at-
tack scenario. We leave extending the attack and exploiting such
superpoly equations as an interesting work for future research.
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APPENDIX A

CUBES AND SUPERPOLYS

TABLE A1 List of cubes and the corresponding superpolys TABLE A1 (Continued)

considering the second Hamming weight bit from the LSB after %, Cube Superpoly
Cube Superpoly fsotso ksg @ ks
ToliZe0 ky @ kokey @ kykez @ koke ke, @ kokokes Io1le3 keo @ kep
tolals k6 @ k2k6 @ k36 @ k1K2k6 @ K2K3K6 bt 85 Ky @ Kok kg
tsts 16 @ K610 @ kekyy @ kgkokyo @ kekioki, utito ky @ kg
lytstn ke @ keki4 @ kekis @ kekiskiy @ kekiakys fotity3 ky @ kokyokyy
lylstie ke @ kekg @ kekio @ keki7kig @ kekghg totity7 ky @ kykyekyg
I4lst ke @ kekyy @ kekys @ kekyikpy @ kekpokas fot1 a1 ky @ kokyoksy
Lolots L@k @ k3 @ kyks @ kikyks @ k3kykg Totifas ky @ kykyskog
Lolalo L&® ky @ ks @ kskio @ kikgk,o © kskgkg fotity ky, @ kykygks
lolat13 L @ ki @ k3 @ kiokiy @ kikyokiy @ kskiokys tot1t33 ky @ kaksoksy
lohat7 1 @ ky @ ks @ kygkig @ kikikis @ kskiekig tot1t37 ky @ kokzeksg
loholy) 1 @ ki @ ks @ kyokyy @D kykaokyy @ kzkokan Totytyy ky @ kykyokysy
lohalas 1@ ky @ k3 @ kyskas @ kikpsko @ kskpgkag lof1lss ky @ kokyakae
Tolalag 1 @ k) @ k3 @ kagkso © kikysksp @ kskagksg Tot 149 ky @ kykygksy
lolatas L @ ki @ ks @ kypkzy @ kykapksy @ ksksokss fohts3 ky @ kyksyks,
lolalsy 1@ ky @ k3 @ kagkag © kiksshsg @ ksksehsg totts7 ky @ kyksgksg
Tolatay L @ ki @ ks @ kyoksr @ kikyokyr @ kskaokar totit6] ky @ kykgoken
Tobolys L @ ky @ k3 © kyskys @ kikyskys @ kskyskye tityts ke @ kokoke
lotalag L @ ki @ ks @ kygkso @ kikyskso @ kskagkso tytsty ke @ kekgkyg
lolotss L @ ki @ ks @ kspksy @ kyksphsy @ kzksokss tytstys ke @ kekiokys
lohlsy 1 @ ky @ ks @ kscksg @ kiksekss @ kzkseksg tylsty7 ke @ keky6kis
Tolalol 1@ ky @ k3 @ keoker @ kiksoker D kskgoken Totils ky @ koke @ koky @ kokske @ kokeks
tlate 1 @ ks @ ky @ kok, @ kokoks @ kokaky fot g ky @ kokyo @ kokyy @ kokokio @ kokyoky,
Ialglo 1 @ ks @ ky @ kgkyo @ kskskio @ krkgkio totit1n ky @ kyky4 @ kokys @ kokiskiy @ kokyigkys
Iylel13 L@ ks @ ky @ kyokyy © kskokyy @ kykyrkyy fohte ky @ kokyg @ kokyo @ kokiqkyg @ kokighio
ety 1 ks @ ky @ kyghyg @ kskyghyg @ kokyghog o1t ky @ Kokyy @ kokys @ koo ks @ Kok
Lyletr L @ ks @ k7 @ kyoksy @ kskaokay @ kykaokan fotity ky @ kykye @ kokyy @ kokyskag @ kokygkys
hl3 ko @ ky fotitog ky @ kokso @ koksy @ kokagksg @ koksoks
U5l ky @ ks lolt3) ky @ kykzy @ kykzs @ kokyzksy @ koksgkss
loty ks @ ki loh136 ky @ kykzg @ kykzg @ kykzgksg @ koksghsg
fi3t1s ko @ kiy o ky @ kokyy @ kykys @ kokyikyy @ kokyokys
f7t1o ke © ki fotitay ky @ kokye @ kokyy @ kokyskye @ kokyghas
Ity kyo @ kao foflag ky @ koksy @ koks; @ kokyokso @ koksoks,
Dty kyy @ kys fifiiis ky @ koksy @ kokss @ kokssksy @ koksykss
hol3) kyg @ k3o fotts6 ky @ koksg @ kykso @ koksoksg @ koksgksg
133135 ks @ kay
t37139 k3 @ ksg
Iyl43 kyo @ kap
lystyg kys @ kag
Lagls) kyg @ kso
Is3lss ksy @ ksy

(Continues)
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TABLE A2 Listof cubes and the corresponding superpolys
considering the second Hamming weight bit from the LSB after %,

Cube
hity
tst;
lol 1y
UEUE
ti7tio
Iyl
Iystyy
Iyol3)
133135
I37139
Ia1la3
Tysly7
Iaols1
Is3lss
Is7ls9
I61%63
fotyIs
fotily
foli113
ot f17
Toty Iy
Toty s
TotyIag
Toty133
Toly137
Tolilay
Toti1a5
Totilag
ToliIs3
lotilsy
Lilyls
Iylsty
Iytsty3
Iytstyg
Toty1y
foly 13
folit1n
fotitye
foly120
Totilo4
Totitpg
lolil3

Tolit36
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Superpoly

ks @ koo

keg @ k7o

k7, @ ko4

k76 @ kg

kgy @ kg,

kg @ kg

kgg @ koo

kg @ koy

ko @ kog

k100 @ k102

k104 @ ko6

kiog @ k119

ki @ kg

kii @ kyg

kizo @ ki

kizq @ k126

ks @ keskeskao

ke @ keckokzs

ke @ keckrekrs

ke @ kecksoksz

ke @ kecksakss

ke @ kecksskoo

ke @ kagkookos

ks @ kegkogkos

ks @ kegkiooki02

ks @ keek104k106

ks @ keki0ski10

ke @ keeki12k114

ke @ kecki16k11s

k66 $ k66k|20kl 22

ko @ keskeskzo

ko @ kyokgokay

kgo @ kyokzeksg

ko @ kyokgoksy

ks @ keskao @ kesk1 @ kesksokzo @ keskzokyy
ks @ keska @ koskzs @ keskrskra @ Keskyakss
ks @ keskrs @ koskro @ keskrkos @ keskrghag
ke @ kecksy @ keskys @ keksiksy @ kakgakss

ke @ keckss @ kesksr D keoksskss @ kesksokss
ke @ kekoo @ keskor @ kesksokoo @ Keskookor
ke @ keckos @ keskos @ keckoskos @ Keskoakos
ke @ keckos @ keskog @ keskorkos @ kakogkog

kes @ kesk102 D keek103 @ keski01k102 D keskio2k103

(Continues)

TABLE A2
Cube

lolilao
lolila4
loll4g
lolitso
lohilse
lotileo
tolyls

Litsty

lylstin
Iylst6
I4lstyo
lolats

fobato

lohot13
lolati7
lolala
lolalas
lolalry
lolalss

lolalzy

lolalsy

Tolalys

lolalag

lolylss

lobhhlsy

Tolale

e
titglo
Iylely3

Iylgti7

(Continued)
Superpoly
ke @ keskios @ kecki07 @ Ksskioski06 @ Keckioskio7
ks @ keski10 @ keeki11 @ keskiookiio @ Keekiiokiiy
ke @ keski14 ® Keekiis @ Keoki13K114 @ Keekiiakiis
ke @ keski1s @ keski19 @ keski17ki1s @ Keskiigking
ke @ keski22 ® keskiaz @ Keskiaiking @ Keekinoki23
ke @ keskios @ keski27 @ Keskiaskiog @ Kecki26k127
k70 @ kesko @ kerkao @ Keskesko @ Keskerkao
k7o @ kyokzs @ kyokys @ kyokysky @ kyokyakss
k7o @ kaokzs @ kyokzo @ koky7kg @ Kyokygkao
k7o @ kaoksy @ kyokss @ kyoks ks, @ kekgakss
k7o @ kaokss @ kyoksy @ kyoksskss @ Kroksekss
1 @ ks @ k7 @ kskzo @ keskeskso @ kerkeskao
1 © kes ® ko7 © kookyy © keskaky @ kgrkaoksy
1 © kes © k7 © kyskg @ koskygksg @ kerkackss
1 @ ks @ key @ kgokgy D kesksoksy @ kerkgokso
1 @ ks D k7 @ kgykgs D kosksakss @ krksakye
1 @ ks @ ko7 @ kyskoo D kesksskoo @ kerksgkoo
1 @ ks @ k7 @ koskoy D keskopkos @ kerkorkos
1 @ ks @ ko7 @ kogkog @ keskoskos @ kerkoskog
1 @ ks D ko7 @ kigokioz @ keskiookioz @
ke7k100k 102
1 @ ks @ ko7 @ kioskios @ Keskioakios ©
ke7k104K106
1 @ kes ® ko7 ® kyggki10 @ keskioskiio ©
kerkio8k110

1 D ks @ ko7 © ky1oki14 @ Keskiioki4 ©
keky12k114

1 ® k65 ® k67 @ k116k118 @ k65k116k118 @
k67k116k118

1 D kes @ ko7 B kinokinn @ keskizokinn @
ke7k120k120

| @ kes @ ka7 DB kiakine B keskizaking @
ke7k124k 126

1 D keo @ k71 D keskos © koukeskeo @ keakesksi

1 @ koo @ kq D kyokyy @ kgokqokyy @ kyikqoksy

1 D ko @ kyy D kygkys @ keokyekss @ ky1kqeksg

1 D kgo @ kqy D kyoksy @ keokgoksy @ ky1ksokss
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TABLE B1 Characteristics of stronger secret keys, witha = 31> (ky; @ kyy) s b= Tk ¢ (ks @ kyiyn) » € = 2oy (kyina) and d = 351 ¢ (kyiya)

a b @

0 0 0
0 0 0
0 0 0
0 0 1

0 0 1

0 0 1

0 0 >2
0 0 >2
0 0 >2
0 1 0
0 1 0
0 1 0
0 1 1

0 1 1

0 1 1

0 1 >2
0 1 >2
0 1 >2
0 >2 0
0 >2 0
0 >2 0

0 >2 1

0 >2 1

0 >2 1

0 >2 >2
0 >2 >2
0 >2 >2
1 0 0

1 0 0

1 0 0

1 0 1

1 0 1

1 0

1 0 >2
1 0 >2
1 0 >2
1 1 0

1 1 0

1 1 0

1 1 1

1 1 1

d

- S vV = 9 |V = S |V = 9| - SV = 9|V = S |V = O |V = O | = O || = S |V = O |V = O |V =
] ) ] ) ) ) ] ) ) ] ) ) ]

Number of combinations
1.264 — 964

94,964 _ 568

716,964 _ H80

74,964 _ 568
2404064 _ T2
74,916,964 _ 84
216,964 _ 580

16,94, 764 _ 84
216,916,964 _ 96
94,964 _ 568
9494964 _ 572
74,916,764 _ 84
a4pn6h _ T2
240404264 _ 576
24.94.916.764 _ 388
24,916,964 _ 84
24.916.94 764 _ 388
24,916,916 564 _ 5100
16,964 _ 580

16,94 764 _ 84
716,916 764 _ 96
16,94 764 _ 84
16,94 5% 764 _ 388
216,94.916 564 _ 5100
216,916,964 _ 96
216,916, 54 564 _ 5100
216,916,916 564 _ 5112
24964 _ 768
9494964 _ 572
74,916,764 _ 84
949464 _ 572
949404064 _ 576
74.94.916.764 _ 388
74,916,964 _ 84
24.916.94 764 _ 388
74,916,916 564 _ 5100
2404064 _ T2
240404264 _ oT6
94,94 16.764 _ 588
949404064 _ 576
94,9494 04 764 _ 80

(Continues)
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TABLE B1 (Continued)

a b ® d Number of combinations
1 1 1 >2 2t 0t0tipl6.054 — 992

1 1 >2 0 2404216064 — 588

1 1 >2 1 24.04.216.94.964 — 992

1 1 ) ) 0494916716 64 _ 5104
1 >2 0 0 PR OH = g

1 >2 0 1 24.16.04.064 — 588

1 >2 0 >2 94916916 564 _ 5100

1 >2 1 0 24.16.94.964 — 588

1 >2 1 1 PO =2

1 22 1 22 24 216 24 216 264 2104
1 22 22 0 24 216 216 264 2100

1 22 22 1 24 216 216 24 264 2104
1 ) ) >2 94,916 516, 216 264 2116
>2 0 0 0 216,264 = 280

>2 0 0 1 VOGP = G

>2 0 0 >2 916,716 564 _ 96

>2 0 1 0 OGRS =

>2 0 1 1 2160424064 — 588

Z2 0 1 Z2 216 24 216 264 2100

22 0 22 0 216 216 264 296
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