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ABSTRACT

In today’s era, there is a rapid increase in the demand for Internet of Thing (10T) applications.
Thus, securing the information content delivered among various entities involved in the 10T
applications development has become an important issue. It is also identified that high cost
is needed in implementing a secured loT application as it requires efforts, skills, and
knowledge to understand the security concern, especially when developers and requirement
engineers do not have any formal training in software engineering and eliciting security
requirements. Furthermore, security requirement is an important intangible requirement that
could be taken as a burden on the smooth functioning of the system or application.
Requirement engineers without adequate experience in security are at risk of overlooking
security requirement, which frequently leads to the act of misuse. In addition, requirements
engineers who are unfamiliar with the IoT applications face problems to elicit accurate
security requirements. Motivated by this problem, the main objectives of this study are three-
fold. The first objective is to determine the security requirements for the 10T applications.
Secondly, the study aims to propose a model-based approach for security requirements
elicitation of 10T application and finally, to evaluate the approach in terms of usability and
correctness in eliciting the security requirements for the 10T applications. A model-based
approach was developed in adopting Model-Design Driven (MDD) approach with semi-
formalized models: Essential Use Cases (EUCs) and Essential User Interface (EUI). Security
requirement pattern library and 10T technologies pattern library were developed to assist the
correct elicitation from the EUC model. A new model was proposed to be a reference for
I0T developers in developing secure 10T applications software. Here, automated tool support
was also developed to realise the approach. Finally, a comprehensive evaluation of the
approach, comprising the comparison study between the existing tool and our tool,
experiments of correctness test, and usability test were conducted. This study also evaluated
the feedback from the industry experts, especially on the usability of the approach and tool
support. In summary, the findings of the evaluation show that our approach contributed to
the body of knowledge of requirements engineering, especially in enhancing the
performance and correctness level of security requirement elicitation and its usability for
end-to-end elicitation. It is found that the approach was able to enhance the correctness level
of the elicited security attribute compared to the manual task, and produce the correct
generation of security requirement. The results of the usability test by the novice and experts
show that the approach is useful and helpful in eliciting security requirements application
software development and is able to ease the elicitation process of security requirements and
technologies involved in 10T applications software development.



PENCUNGKILAN KEPERLUAN KESELAMATAN UNTUK PEMBANGUNAN
PERISIAN APLIKASI INTERNET PELBAGAI BENDA MENGGUNAKAN KAEDAH
MODEL SEPARA-FORMAL

ABSTRAK

Pada zaman sekarang, terdapat peningkatan permintaan aplikasi Internet Pelbagai Benda
(loT) yang pesat. Oleh itu, penyampaian maklumat di antara pelbagai entiti yang terlibat
dalam pembangunan aplikasi 0T telah menjadi isu penting. Perkara ini dikenalpasti
memerlukan kos yang tinggi untuk memastikan aplikasi loT yang selamat kerana
memerlukan usaha, kemahiran dan pengetahuan untuk memahami masalah keselamatan,
terutama ketika pemaju dan jurutera keperluan tidak mempunyai latihan formal dalam
bidang kejuruteraan perisian dan menimbulkan syarat keselamatan. Selain itu, keperluan
keselamatan adalah salah satu keperluan yang paling penting untuk kelancaran fungsi
sistem atau aplikasi. Jurutera keperluan tanpa pengalaman yang mencukupi berisiko
mengabaikan keperluan keselamatan, yang sering menyebabkan tindakan penyalahgunaan.
Di samping itu, jurutera keperluan yang tidak biasa dengan aplikasi 10T menghadapi
masalah untuk mendapatkan keperluan keselamatan yang tepat. Didorong oleh masalah ini,
objektif utama kajian ini adalah tiga tujuan. Pertama, adalah untuk menentukan keperluan
keselamatan untuk aplikasi 10T. Kedua, untuk mencadangkan pendekatan berasaskan model
untuk mendapatkan syarat keselamatan dan akhirnya, menilai pendekatan dari segi
kebolehgunaan dan kebenaran dalam mendapatkan syarat keselamatan untuk aplikasi 10T.
Pendekatan berasaskan model dengan mengadaptasi pendekatan Rekabentuk Berpandukan
Model (MDD) telah dibangunkan dengan model separa- formal: Kes Berguna Penting
(EUCs) dan Antara-muka Penting (EUI). Pangkalan data keperluan keselamatan dan
pangkalan data teknologi 0T juga dibangunkan untuk membantu pembentukkan model
EUC. Satu model juga direka untuk menjadi rujukan bagi pembangun loT dalam
mengembangkan aplikasi 10T yang selamat. Di sini, sokongan alat automatik juga
dikembangkan untuk merealisasikan pendekatan tersebut. Akhirnya, penilaian komprehensif
pendekatan, yang merangkumi kajian perbandingan antara alat yang ada, eksperimen ujian
ketepatan dan ujian kebolehgunaan dilakukan. Di sini, maklum balas daripada pakar
industri telah dinilai terutamanya mengenai kebolehgunaan pendekatan dan sokongan alat.
Ringkasnya, penilaian menunjukkan bahawa pendekatan ini mampu menyumbang kepada
pengetahuan mengenai kejuruteraan keperluan terutama dalam meningkatkan prestasi dan
tahap kebenaran ketentuan keselamatan dan kebolehgunaannya. Didapati bahawa
pendekatan dapat meningkatkan tahap ketepatan atribut keselamatan yang diperlukan
berbanding secara manual, dan menghasilkan keperluan keselamatan yang betul.
Kemudian, hasil ujian kebolehgunaan oleh perintis dan pakar menunjukkan bahawa
pendekatan ini berguna dan bermanfaat dalam keperluan keselamatan pada tahap awal
pembangunan perisian aplikasi dan dapat meringankan proses pemenuhan syarat
keselamatan, juga teknologi yang terlibat dalam pembangunan perisian aplikasi 10T.
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CHAPTER 1

INTRODUCTION

1.1 Introduction

Internet of Things (loT) is currently growing at a rapid rate in all business
applications. 10T is defined as a coordination of multiple machines, devices, and appliances
connected to the Internet through multiple networks (Smith and Bailey, 2016). These devices
include everyday objects such as tablets and consumer electronics. Other machines such as
vehicles, monitors, and sensors equipped with communication capabilities that allow them
to send and receive data are also considered as 10T devices. Recent reports highlighted that
the number of connected ‘things’ is set to explode and expected to reach 100 billion by 2025
(Rose et al., 2015b). As loT is significant in practically every industry, there will be
numerous applications that influence the 10T itself and subsequently, software engineers and
developers to have the expertise and the tools to execute 10T component that assume a part
in their systems. An early initiative such as defining some adequate security requirements
before the 10T application is in place is critical. However, there is no single set of standards
in 1oT development and this causes the developers to consistently depend on flexible
technologies to develop or deploy everywhere to integrate with other related applications.
Subsequently, to adapt to the fracture in standards and heterogeneous biological
communities of devices interaction, new strategies for programming advancement that are
adaptable and allow quick development and simple integration with an assortment of
different stages are required. Additionally, requirements engineers always fail to analyse the

IoT security requirements due to lack of knowledge in security and possess poor

1



