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ABSTRACT 

This study proposes a hybrid teclmique in securing image data that wil l be applied in 
telemedicine in future. Based on the web-based ENT diagnosis system usin,g Virtual 
Hospital Server (VHS), patients are able to submit their physiological signals and 
multimedia data through the internet. Jn telemedicine system, image data need more secure 
to protect data patients in web. Cryptography and stegauography are techniques that can be 
used to secure image data implementation. In this study, steganography method hos been 
applied using hybrid between Discrete Cosine Transfonn (OCT) and Slantlet Trausfonn 
(SL T) technique. DCT is calculated on blocks of independent pixels, a coding error causes 
discontinuity between blocks resulting in annoying blocking arti fact. While SL T applies on 
entire image and offers better energy compaction compare to OCT without any blocking 
arli fact. Furthermore, SLT splits component into munerous frequency bands called sub 
bands or octave bands. It is known that SLT is a better than D\Vf based scheme and better 
time localization. Weakness of DCT is eliminated by SLT that employ an improved 
version of the usual Discrete Wavelet Transform (DWT). Some comparison of technique is 
included in this study to show the capability of the hybrid SLT and OCT. Experimental 
re.suits show that optimum imperceptibility is achieved. 
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ABSTRAK 

Pe11yelidikan ini adalah sejajar unruk menghasilkan teknik gabungan dalam mengulcuhkan 
data dalam pengimejan untuk diaplikasikan ke rangakaian teleperubatan di masa akan 
datang. Menggunakan sistem diagnosis ENT yang berdasarkan web dengan 
kebergantungan terhadap Virlual Hospital Server (VHS) , para pesakit b<>leh melakukan 
pemeriksaan sendiri seterusnya menghantar maklumat simptom fizilrnl dao data 
multimedia terus ke internet melalui pelayan maya. Dalam sistem teleperubatan,data dalam 
pengimejan adalah sulit dan memerlukan rangkaian keselamatan untuk memelibara data· 
data yang dihantar oleh pesakit. .lusteru, kriptograli dan steganogr.ifi adalah teknik-teknik 
yang sesuai untuk diaplikasikan untuk mcnjaga kcselamatan data pcsakiL Dalam 
penyelidikan ini, teknik steganogrnfi telah diaplikasikan dengan menggunakan gabungan 
Discrete Cosine Transform (DC!J dan tcknik Siem/let Trtmsform (SLT). DCT diperolehi 
hasil dari kiraan blok piksel tersendiri (blocks of independenr pixels) dan ralat dalam kod 
program aka!l menyebabkan ketidaksi11ambunga11 antara blok-blok tersebut justeru 
menyebabkan terjadinya ralat dalam penghasilan blok anifak. Manakala SLT pula akan 
diaplikasikau ke atas imej da11 meuganjurkan pemadata11 tenaga yang Jebih baik 
berbanding DCT tanpa halang;m ke atas blok artifak. Selanj utnya, SLT membahagikan 
komponen kepada pelbagai jalur frekuensi yang dipanggi l jalur sub atau j alur oktaf. 
Adalab diketahui bahawa SLT merupakan telmik yang lebih baik berbaoding DW1' dari 
segi penglokalan masa (time loca/izatio11). Namuo. dernikian, terdapat kelemahan dalarn 
DCT di mana telah dihapuskan oleb SLT yang menggunakan teknik Discrete Wavelet 
Transform (DWT) ymg telah diubabsuai rnenjadi lebih baik. A ntara perbandingan teknik 
yang terdapat dalam penyelidikan ini telah mengburaikan keboleban teknik gahungan SLT 
dan DCT ini. Hasil eksperimen telah mcnunjukkan ketidakbolehcapaian optimtUn telah 
dilaksanakan. 

vi 



ACKNOWLEDGEMENT 

Alhnmdulillah, Allah Ta'ala has given me a gift to this thesis which may be a religious 

charity to me personally. 

l! would not have been possible to write this thesis without the help and support of the kind 

people around me, to only some of whom it is possible to give pa11icular mention here. 

This thesis would not have been possible without valuable help, support, and patience of 

my honorable supervisors. Dr. Mohd Faizal Bin Abdollah and Madam Hidayah Bimi 

Rnhmalnn. May Allah reward them with a reply that much better than what all they was 

done. I also grateful to Assoc. Prof. Shahdan Bin MD. Lani, Denn of Faculty of 

Information and Communication Technology, and Prof. Dr. Nanna Suryana Herman, 

Director of International Office, Univcrsiti Teknikal Malaysia Mclaka, for their support 

and help towards my postgraduate studies. 

I would like to acknowledge the financial and moral support of BPKLN Indonesia (Ba<lan 

Kerjasarna Luar Negcri), Univcrsitas Dian Nuswantoro (Udinus), Dr. Ir. Edi NoeJS3SOngko 

and Madam Tri Rustanti, Dr. Abdul Syukur, and Dr. Kusni lngsih, that provided me an 

opportunity and the necessary financiol support for this study. 

Deep love and sincere thanks to my beloved sisters, Fauna and Hayati, for being patient 

and tough. I thanks sincerely 10 my best comrades, Sari, Apri. Arditha, Junta, Angga, 

Castaka, Try, Herdi and Didi (Alm.). A warm appreciation I addressed to Mr. Affaady, Mr. 

Sriyanlo. Ferda, Habib, PPI UTeM. and to all colleagues and others who have provided 

assistnncc at every occasion of the study. 

Finally, I convey my deepest gratitude m1d sincere love to my blessed parents, Mr. 

Bambang Siswanto and Mrs. Siti Rochsuciati, to my beloved sister Desi S iswandari and 

brother Desdianto Kurniawan and Anung Graha Banu Jaya, for their uncountable love, 

prayers, and encouragement. Ya Allah. please, 1 hope you reward them in the world and 

the hereafter. 

vii 



LIST OF TABLE 

TABLE TITLE PAGE 

Table 2.1 Comparison Cryptography, Watermarking and Steganogmphy (Cheddad 

et al. 2010) and (Cole 2003) II 

Table 2.2 Category of Stcgunalysis (Ge et nl. 20 I l) 22 

Table 2.3 PSNR leveled 24 

Table 2.4 Comparison result of OCT, owr. nnd SLT in PSl\'R while (a) DCT-

DWT (Shrcs1hn & Wahid 2010), (b) DWT-SLT (Kumar & Muttoo 201 l) 35 

Table 3.1 Overall Rcscatch Design 40 

Table 4.1 A Result ofSicgo Images PSNR using Br a i n_Gray. JP9 (io dB) 46 

Table 4.2 A Resuh ofStcgo Images PSNR using Chest _ Gray . jpg (in dB) 47 

Table 4.3 A Resuh of Stcgo Images PSNR using Endoscopic_Gray . j pg ( in 

~ a 
Table 4.4 A Result ofS1cgo Images PSNR using Larynx_ Gray. jpc; (in dB) 49 

Table 4.5 A Comparison of fatroeting M=gc and Time Taken in Embedding and 

Extracting Process 50 

Table 4.6 A Comparison of PSNR Each Algori1hm Using 4 Different Images 51 

Table 5.1 PSNR (in dB) and Tirne Taken (in second) Based on DWT-DCT and 

SLT-DCT 62 

viii 



FIGURE 

Figure 1.1 

Figure 2.1 

Figure2.2 

Figure2.3 

Figure2.4 

Figure 2.5 

Figure 2.6 

Figure2.7 

Figure 2.8 

Figure2.9 

Figure 2.10 

Figure 2.1 l 

Figure 2.12 

LIST OF FIGURE 

TITLE PAGE 

Web Diagnosis for chronic middle ear with perforate ear drum (C.· 

hsien Kuo & J .• J. Liu 2010) 

Embedding and Extraction in Steganography (Cox et al. 2008) 

Adaptive Tree of Security System (Cheddad et al. 2010; Saraswat & 

Gupta 2011) 

Adaptive Classification of Steganography according to the type of 

covers (Soumycndu Das et al. 20 I l; Cunm1ins et al. 2004) 

Document Embedding Process (Cummins et a l. 2004) 

Image Embedding Process 

Image Extraction Process 

Audio Embedding Process 

Audio Extraction Process 

TCPv4 Header (Soumyendu Das et al. 2011) 

(a) OCT Zigzag, (b) DCT coefficient •md (c) The frequency divisiotl 

ofDCT 

Two Leveled DWT sub-band 

(a) Three-level wavelet decomposition tree, (b) Three-level wavelet 

reconstruction tree 

3 

9 

10 

13 

14 

15 

15 

17 

17 

19 

26 

2& 

28 

Pigure 2.13 Two-scale filterbank and an equivalent strucnire (Selesnick 1999) 29 

Figure 2.14 Comparison of two-scale iterated D2 fil terbank (left) and two-scale 

filterbank (right) (Selesnick 1999) 30 

ix 



Figure 3.1 Research Design 37 

Figure 3.2 Embedding procedure 41 

Figure 3.3 Extraction procedure 42 

f igure 4.1 Original Image Brain_ Gray . j pg 44 

Figure 4.2 Original Image Chest_Gra y . jpg 44 

Figure 4.3 Original Image Endoscopi c_Gray. jpg 44 

Figure 4.4 Original Image Larynx_Gray. jpg 44 

Figure 4.5 lvkssage image tu st. bmp 45 

Figure 5.1 PSNR Value of Stego Images 53 

Figure 5.2 A Comparison PSNR With Existing Algorithm by (Shrestha & Wahid 

2010) and the Proposed Algorithm Using SLT-DCT 54 

Figure 5.3 A Comparison Embedding Time Taken for Brain.jpg 55 

Figure 5.4 A Comparison Embedding Time Taken for Chest.jpg 56 

Figure 5.5 A Comparison Embedding Time Taken for Endoscopic.jpg 56 

Figure 5.6 A Comparison Embedding Time Taken for Larynx.jpg 56 

Figure 5.7 A Comparison Embedding Time Taken of Each Algorithm 57 

Figure 5.8 A Comparison Embedding Time Taken of Each Image 57 

Figure 5.9 A Comparison Extracting Time Taken of Brain Image 58 

Figure 5.10 A Comparison Extracting Time Taken of Chest Image 58 

Figt1re 5.11 A Comparison Extracting Time Taken of Endoscopic Image 59 

Figure 5.12 A Comparison Extracting Time Taken of Larynx Image 59 

Figure 5.13 A Comparison Extracting Time Taken Viewed From Algoritlun 60 

Figure 5.14 A Comparison Extracting Time Taken Viewed From Image 60 

Figure 5.J 5 Result Comparison of Proposed Algorithm 62 

x 



LIST OF ABBREVIATIONS 

SLT Slantlet Transform 

ISLT Inverse Slamlet Transform 

OCT Discrete Cosine Transfonn 

DWT Discrete Wavelet Transform 

HVS Human Visual System 

LSB Lenst SigJlificant Bit 

MSE Mean Squared Error 

PSNR Peak Signal to Noise Ratio 

NC Normalized Correlation 

xi 



LIST OF PUBLICATIONS 

Faizal, M.A, Rahmalan, Hidayah, Rachmawamo, E.H., Sari, C.A. (2012). !mpacl 

Analysis for Securing Image Data Using Hybrid SLT and OCT. lnterna1iona/ ./our110l of 

Computer Future and Co111111u11ica1io11 (IJFCTC. 2012). 

xii 



TABLE OF CONTENTS 

Declnralion Page 

Approvnl 

Dedication 

Abstruct 

Absrruk 

Acknowledgcmcol 

Lisi of Table 

List of Figure 

List of Abbre,•iolions 

L isi of Publicat ions 

Chapter I Introduction 

I. I Introduction 

l.2 Background Study 

l.3 Problem Statement 

l.4 Research Question 

l.S Research Objective 

1.6 Research Scope and Limitation 

1.7 Significant and Research Contribution 

1.8 Organization of the Thesis 

1.9 Swnrnary 

Chapter 2 Litera ture Reviews 

2.1 Introduction 

2.2 Overview of Steganography 

2.3 Cryptography, Watennarking and Sreganography 

2.4 Clnssificatioo io Steganography 

2.4. 1 Plaintext Stcganography 

2.4.2 Images Steganography 

2.4.3 Audio Steganography 

xiii 

PAGE 

iii 

iv 

v 

vi 

vii 

viii 

xi 

xii 

2 

4 

4 

5 

5 

s 
6 

7 

8 

8 

8 

9 

12 

13 

14 

16 



2.4.4 Video S1eganogmphy 

2.4.5 TP OaiagramfPro1ocol 

2.5 Existing Steganography Technologies 

2.5.1 Spm ial Domain Steg;inography 

2.5.2 Frequency Domain Steganography 

2.6 Stcganalysis in Stcgano System 

2. 7 Pcrfonnance Evaluation of Steganography Systems 

2.7.1 Peak Signal to Noise Ratio (PSNR) 

2.7.2 Nonnalizc Conelation (NC) 

2.8 Propose Method 

2.8.1 Discrete Cosine Transfonn (OCT) 

2.8.2 Discrete Wavelet Transform (D\Vl) 

2.8.3 Slantltl Transform (SLn 

2.8.4 Combine OWT-DCT Stcganography 

2.8.5 Combine SL T·DCT Stci;anography 

Chapter 3 Research Methodology 

3.1 lnlroduction 

3.2 Type of Research Mclhod 

3.3 Research Design 

3.3. 1 Define Problem Statement 

3.3.2 Deline the Objective and Scope 

3.3.3 Review the Litemttire 

3 .3.4 Experiment and Result 

3.3.5 Data Collection and Re.uh Analysis 

3.3.6 Drawing Conclusion 

3.3. 7 Reporting ll!ld Dissemination 

3.4 Data Collection 

3.4. I Research Data 

3.5 Proposed Method 

3.5.1 Proposed Embedding Procedure 

3.5.2 Proposed F..xtraction Procedure 

Chapter 4 Experimtntal Result 

4.1 Introduction 

4.2 Original and Messaac lmai:c 

xiv 

17 

18 

19 

19 

21 

22 

23 

23 

24 

24 

25 

27 

29 

32 

34 

36 

36 

36 

37 

38 

38 

38 

39 

39 

39 

39 

40 

40 

41 

41 

42 

43 

43 

43 



4.2. I Original Image 

4.2.2 Message Image 

4.3 Performance Measurement of Proposed Method 

4 .4 Conclusion 

Chapter S Result ond Discuss ion 

5.1 Introduction 

5 .2 Imperceptibility of The Stegano Images 

5.3 Time Taken of Stegano Images 

5.3. l TimeTakenofEmbedd ing 

5.3.2 Time Taken of Extracting 

5.4 Discussion from The Result 

Chapter 6 Conclusion and Future Work 

6. I Introduction 

6.2 Research Summary 

6.3 Limitation Rcserach 

6.4 Other Contribution 

6.5 Future Research 

REFEllENCES 

xv 

43 

45 

45 

51 

52 

52 

52 

55 

55 

58 

61 

64 

64 

64 

65 

65 

65 

66 



CHAPTER 1 

INTRODUCTION 

I.I Introduction 

Nowdays, internet provides as a tool to send da1a in where due to 

Llie case of data transmission. In the cou1·se of sending data, ol1en there some modificmion 

data. 

Telemedicine is one of the application which use Internet to communicate and share 

data. The telemedicine was devclop<-d based on multidisciplin'1ry integration of 

infommlion technology, network technology, medical instrumentations and clinics 

medicines. The focus of this study is related to tl1ere is fow application published. 

According to (C.-hsien Kuo & .1 .-J. Liu 2010) described Ear-Nose-Throat (henceforth, 

ENT) medical image in dial!llosis syS1em to find the sender of data. 1lll'Ough this system. 

patient can be sent using virtual hospital server that take an ndvamge of lhe internet. 

For the example, the pntients may ask for a diagnosis at a distance location instead 

of going Lo hospital directly. Using Vi rtual Hospital Server (VI IS). physician may process 

the onlinc diagnosis in the lnlcrnct. More attackers could be eliminated by securing 

methods. Methods and techniques will be secured the data. Doth cryptography and 

steganography are able to secure the data directly or indirectly. 

Cryptography uses for encrypt and decrypt data so that data cannot be opened. 

Stcganogrnpby is tl>e art of hiding the existence data in another medium transmission to 



achieve secret conuuunication. We focus in steganography to secure the data to hide into 

another data. 

In steganography, secret message is the data that sender wishes to remain 

confidential and can be text, images, audio, video or any other data that can be represented 

by a stream of bits. The cover or host which the message is embedded and serves to hide 

the message called "Stego-lmage" (Shejul & Kulkarni 2010). 

There are three characteristic to design Steganography: (a) Invisibility (Shejul & 

Kulkarni 2010), where human eyes cannot distinguish between original and stego-imagc. 

Invisibility is also known as imperceptibility. (b) Capacity (Shejul & Kulkarni 2010), 

where it manage to embed more data, providing tl1at the manage renu1ins its quality. (c) 

Time Localization, wl:tere tl1e use of Slantlet (henceforth, SL T) perform of the stego-image 

more effectively. In addition, a good time localization prope11ies make a good 

representation of image (Selesnick J 999). 

Additionally, embedded secret data is perfonned using frequency domain approach 

- SLT and OCT. Secret data is hidden in one of the high frequency sub-band of SLT by 

tracing skin pixels in that sub-band or octave-band. 

1.2 Background Study 

According to (C.-H. Kuo et al. 2005) present about asynchronous lnte01et-Based 

Ear-Nose-Ttuoat (ENT) diagnosis system to promote the location independent diagnosis. 

As a result were marginally accepted by the physicians. The ENT physician can diagnose 

the electric patient record (hencefortl1, EPR) in Internet. 

Another paper (C.-hsien Kuo & J.-J. Liu 2010) develop web-based telemedicine 

system for remote ENT diagnoses to carry out location independent diagnoses. ln this case, 

a patient with chronic middle ear disease and perforated ear d rum is tested. A nurse used 
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an El 10 and a SDRS program to submit the EPR to the VHS. A physician review the EPR 

using web browser and then the symptom can be successfully found, as shown in Figure 

I. I. 

____ .. , ...... . . .. ..... -
·~·~· I 

... ··=-·· 

••• 

. ..... 
I 

Figure I. I Web Diagnosis for chronic middle enr with perforate cor dntm (C.·hsien Kuo & J .• J. 

Liu 2010) 

Meanwhile, the patients site modules of EDH and SDRS wil l be combined together 

and then implemented using an Advnuce RISC Machine (ARM) based embedded system 

to reduce Lhe wiring complexity and improving lhe reliability. 

In (Shejul & Kulkarni 2010) used steganograpby method to embed secret data using 

frequency domain approach arc O\Vf and OCT. Secret data is hidden in one of the high 

frequency sub-band of DWT by tmcing skin pixels in that sub-band. (Negrat et al. 2010) 

used multiple frequency domain stcgunogmphy- DWT and OCT technique. In this paper, 

describe about embedding the sccrci message in h.igh frequency cocrficicnts to provide a 

high imperttptibility. Whereas, Sushi! Kumar and S.K. Munoo proposed distortion less 

data hiding based on T -Codes to be more robust and Slantlet Transform can provide bener 

time locnlization than compared to DWT base scheme (Kumar & Mutto, 2009). 
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TI1is research explain about telemedicine in ENT diagnosis and secure the image 

data which send back to the patient using steganography algorithm with hybrid SLT and 

DCT algorithm. 

1.3 Problem S tatement 

In recent years, researchers create new scheme tlu-ough unitary transfonn to send 

the telemedicine images such as Ears, Nose and Throat. The important thinks to make sure 

secret message without peoples know about the contents. Inserting contents in image of 

ENT Telemedicine is used to hide information of patient data. Towards securing ENT 

medical images, this study selecting Steganoghraphy as method to solve this problem 

which SLT and OCT are selected algorithm. 

Whereas, previous research in (Shrestha & Wahid 2010) using OWT-DCT has been 

achieved good performance in imperceptibility. Seeking the benefit and the drawback of 

each algorithm was sumarized the capability though the merit technique between DWT­

DCT. The last decade find (lut the improve of DWT that called SLT. It is the opportunity 

to combine SLT and OCT as improved from DWT-DCT. This 

1.4 Research Question 

This study has a main research question is develop steganography algorithm based 

on Slantlet Transfo1m (SL T) and Discrete Cosine Transform (DCT) in order to hide data 

patient \Vithout people kno\v Lhe contents. 

4 



l.5 Rcse11rcb O bjective 

According 10 research question above, this study have three objectives are: 

I) To proposed hybrid Slantlet Transfonn (S LT) and Discrete Cosine Transform 

(DCT) algori thm in order to hide patient data. 

2) To analysis the proposed hybrid Slantlet Transform (SL T) and Discrete Cosine 

Transform (DCT) algorithm. 

3) To test and validate the proposed hybrid $Jantlet Transform (SLT) and 

Discrete Cosine Transform (DCT) algorithm. 

1.6 Research Scope :Ind Limitation 

Every research have scope and limitation. Here, this study bas three constraint in 

the implementation that gives are follows: 

l) Steganography has been applied in image, video or audio. Whereas, this study 

using steganography scheme to implement in telemedicine ears, nose and 

throat digital image. 

2) This study using four image as cover that is in ENT medical image which is in 

5 12x512 pixel, meanwhile the message image s ize is in 32x32 pixel. Here, all 

selected images are grayscale. 

3) All of an experiment conducted using Matlab by Math Work. 

1.7 Significaot and Research Contributio11 

Steganography usually used as the technique for hiding data, such as to covert 

communications through internet. ln telemedici11e medical image, patients se11d the data 

using internet, which is has a drawback for securing data. To avoid the data manipulations, 

Steganography used as the one of method to hide the data. Whereas, this study chose 
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Steganography to secure medical image data using hybrid of SLT and OCT. The 

contribution of this study is to provide a hybrid digital image Steganography algorithm that 

can hide data patient without people know the contents. 

1.8 Organizat'ion of the Thesis 

Jn this study, all of six chapter has a fouccuscd of discussion that will be explain 

below: 

Chapter I describes an overview of background study while gives a brief of 

information in Steganography teclmique that focused lo made some constraint for this 

research that retlecting the research questions and research objectives. ln addition, this 

chapter also explained about the scope and limitation and summary of research 

contributions. 

Chapter 2 Literature Reviews: covers the background of this research. More 

specially, the introductions to image steganography especially in various transfonns 

domain method are discussed in this chapter. 

Chapter 3 covers research methodology of hybrid SLT and OCT in image 

steganography. It discusses the processes that arc used to complete the research. 

Chapter 4 Experimental Result presents the finding and results of this research. ·n1e 

analysis and comparison image steganography method between DCT, DWT, DWT-DCT, 

SLT and S LT-DCT will be done and explained iu this chapter. 

Chapter 5 Result and Discussion describes overall of experimental result that has 

been achieved as explained previous chapter. 

Chapter 6 Conclusion and Future Work discuss and conclude on overall research. 

This chapter will present the conclusion and recommendations tliat are related to each 

research objectives of this research. 
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1.9 Summary 

11tis study is to propose Steganograpby teehnique based on Slantlet Transform 

(SL l) and Discrete Cosine Transfonn (OCT) transfonn domain in order to bide data 

patient without people know the contents. 
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CFIAPTER2 

LITERATURE REVIEWS 

2.1 Introduction 

Inside of literature review basics and foundation of stcgunography bas been 

summarized. The researcher inves1igates that reader may no1 know about the 

Sleganography before. The reader can know and summarized from the study and analysis 

the current issues involving topic for the project. This chapter focuses in digital image 

Sleganography using hybrid Discrete Cosine Transfonn (hencefonh. OC1) and Slantlet 

Transfonn (hencefonb, SLn. 

In section 2. 1 describe introduction of literature reviews. meanwhile section 2.2 

explain an overview of steganography. here in after section 2.3 sives a brief about 

cryptography, watermarking and Stcganogmphy, whereas in section 2.4 the performance 

evaluation of Steganograpby has been shown, moreover an existing steganography 

technologies has been represented in section 2.5, and then in section 2.6 pointed 

stcganalysis in Stegaoo system, which continued for the perfomiance evaluation of 

Stegnnography in section 2.7, and finally section 2.8 denote the propose method. 

2.2 o, cnriew of Steganography 

S1cganography are fonned from two words, while S1egnnos that means secret or 

cover, meanwhile graphia thal means drawing or writing. Steganogrdphy is a teclul.ique to 


