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ABSTRACT 

With an increasing number of recent services connected to the Internet, including cloud 

computing and Internet of Things systems, cyber-attacks have become more challenging. 

The deep learning approach plays a pertinent role in tracing new attacks in cybersecurity. 

Recently, researchers suggested a deep belief network (DBN) algorithm to construct and 

build a network intrusion detection system (NIDS) for detecting attacks that have not been 

seen before. However, the current DBN.NIDS model is still ineffective for large-scale real-

world data due to some issues: 1) the pre-training of the DBN algorithm includes simple 

feature learning which does not work very well to extract important features from the attack 

data, 2) the classification task of the DBN algorithm is a poor detection for imbalanced class 

dataset and 3) the design of the DBN model could be weak and need to be continuously 

updated by modern definitions of abnormal to detect recent attacks. In this study, the Deep 

Belief Network algorithm was optimized and constructed to design an effective NIDS 

anomaly model. The optimized DBN algorithm, known as the HW-DBN algorithm, 

integrated through feature learning based on a Gaussian–Bernoulli Restricted Boltzmann 

Machine as well as classification task through a weight neuron network. The effectiveness 

of HW-DBN.NIDS was validated with real-world datasets that contained multiple attack 

types, complex data patterns, noise values, and imbalanced classes. A comparative analysis 

presented an HW-DBN.NIDS which was able to extract important features and detect the 

low frequency of modern attacks undetectable by other models. The results showed the 

proposed anomaly IDS model that outperformed the three models by achieving a higher 

recognition accuracy of 99.38%, 99.99%, and 1.00 for the Web, bot, and bot-IoT attacks in 

CICIDS2017 and CSE-CIC-IDS2018 dataset, respectively. In future, the HW-DBN 

algorithm can be proposed as an integrated deep Learning for the classification performance 

of attack detection models. 
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ALGORITMA RANGKAIAN PEMBERAT HIBRID KEPERCAYAAN MENDALAM 

UNTUK SISTEM PENGESANAN PENCEROBOHAN BERASASKAN ANOMALI 

 

 

ABSTRAK 

 

 

Serangan siber telah menjadi lebih mencabar dengan peningkatan bilangan perkhidmatan 

yang disambungkan ke internet, termasuk pengkomputeran awan dan sistem internet 

pelbagai benda. Pendekatan pembelajaran mendalam memainkan peranan penting dalam 

mengesan serangan baharu dalam keselamatan siber. Baru-baru ini, penyelidik 

mencadangkan algoritma rangkaian kepercayaan yang mendalam (DBN) untuk membina 

sistem pengesanan pencerobohan berasaskan rangkaian (NIDS) untuk mengesan serangan 

yang belum pernah dilihat sebelum ini. Walau bagaimanapun, model DBN.NIDS semasa 

masih tidak berkesan untuk data dunia sebenar yang berskala besar disebabkan beberapa 

isu: 1) pra-latihan algoritma DBN termasuk pembelajaran ciri mudah yang tidak berfungsi 

dengan baik untuk mengekstrak ciri penting daripada data serangan, 2) tugas pengelasan 

algoritma DBN adalah pengesanan yang lemah untuk set data kelas yang tidak seimbang, 

dan 3) reka bentuk model DBN mungkin lemah dan perlu dikemas kini secara berterusan 

oleh definisi moden yang tidak normal untuk mengesan serangan serangan terkini. Dalam 

kajian ini, algoritma Deep Belief Network telah dioptimumkan dan dibina untuk 

merekabentuk model anomali NIDS yang berkesan. Algoritma DBN yang dioptimumkan, 

dikenali sebagai algoritma HW-DBN, disepadukan melalui pembelajaran ciri berdasarkan 

Mesin Boltzmann Terhad Gaussian–Bernoulli serta tugas pengelasan melalui rangkaian 

neuron berat. Keberkesanan HW-DBN.NIDS telah disahkan dengan set data dunia sebenar 

yang mengandungi berbilang jenis serangan, corak data kompleks, nilai hingar dan kelas 

tidak seimbang. Analisis perbandingan mempersembahkan HW-DBN.NIDS yang dapat 

mengekstrak ciri penting dan mengesan serangan moden berkekerapan rendah yang tidak 

dapat dikesan oleh model lain. Keputusan menunjukkan model IDS anomali yang 

dicadangkan telah mengatasi ketiga-tiga model dengan mencapai ketepatan pengecaman 

yang lebih tinggi iaitu 99.38%, 99.99% dan 1.00 untuk serangan Web, bot dan bot-IoT 

dalam set data CICIDS2017 dan CSE-CIC-IDS2018. Pada masa hadapan, algoritma HW-

DBN boleh dicadangkan sebagai pembelajaran mendalam bersepadu untuk prestasi 

klasifikasi bagi model pengesanan serangan.  
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INTRODUCTION 

1.1 Overview 

Over time, more and more distinct services are being explored online via the Internet. 

The Internet have millions of automotive serv1ices connecting with endpoints. This new 

technology of conventional networks is known as IoT networks, smart energy grids, 

industrial machines, building automation, and many personal assistance devices (Fredrik 

Jejdling, 2019; Sivanathan et al., 2019). IoT stands for an intricate and dynamic network that 

links device endpoints to deliver services as shown in Figure 1.1. Many security concerns 

are raised by the diversity and volume of data transformed via networks. These ground-

breaking technologies have greatly increased the risk and threat of attacks. 

 

.  

 

Figure 1.1 Modern Infrastructure of Network 

 

A threat report from Unit 42 IoT was just released, and it surveyed more than 1.2 

million IoT devices in the American healthcare and IT sectors. The report demonstrated how 


