Do bk JomiEmd o 535

UNIVERSITI TEKNIKAL MALAYSIA MELAKA

Faculty of Information and Communication Technology

AN EMPIRICAL STUDY OF THE INFORMATION SECURITY
AWARENESS MODEL IN OMAN

Issam Shaaban Moshaded Al Shanfari

Doctor of Philosophy

2023



AN EMPIRICAL STUDY OF THE INFORMATION SECURITY AWARENESS
MODEL IN OMAN

ISSAM SHAABAN MOSHADED AL SHANFARI

A thesis submitted
in fulfilment of the requirements for the degree of Doctor of Philosophy

Faculty of Information and Communication Technology

UNIVERSITI TEKNIKAL MALAYSIA MELAKA

2023



DECLARATION

I declare that this thesis entitled “An Empirical Study of the Information Security Awareness
Model in Oman” is the result of my own research except as cited in the references. The thesis

has not been accepted for any degree and is not concurrently submitted in candidature of any

other degree.

SETrE— .. B

Name ] Issam Al Shanfari

Date s I 25/2/2023



APPROVAL

I hereby declare that | have read this thesis and in my opinion this thesis is sufficient in terms

of scope and quality for the award of Doctor of Philosophy.

Signature : “Wen

Supervisor Name  : Senior Lecturer Dr. Warusia Mohamed Yassin

Date . W /A% 44 B



DEDICATION

| dedicate my dissertation work to the sake of Allah, my homeland, Oman, UTeM University
and its distinguished professors, my family, my beloved sons, Amer and Azzan, my beloved
brothers and sisters, and many friends who inspire and support me. I will always appreciate
all they have done. A special thanks to my supervisor, Dr Warusia Mohamed Yassin, who
has supported me throughout my study journey. I will never forget his most wonderful

cooperation with me.



ABSTRACT

Most organisations continue to face threats to their information security. In most
organisations, these threats and risks are attributed to employees' lack of information security
awareness and security behaviours. As the human and technological aspects of information
security are inextricably linked, reducing risks in this area also necessitates investigation into
the human aspects of information security. Although the relevance of information security
awareness for the human component is high, the prevalence among employees has been
relatively low. Consequently, they run an increased risk of security incidents owing to a lack
of threat mitigation strategies and the perception that it would never occur to them. This
quantitative correlational study investigates the success factors influencing the employees'
information security awareness intentions and information security behaviour adoption
through questionnaires, thus developing an integrated model of the extracted success factors.
The success factors utilised are derived from the Theory of Planned Behaviour (TPB),
Protection Motivation Theory (PMT), and General Deterrence Theory (GDT). The study
population consisted of employees from various positions in Omani public institutions.
Although 480 questionnaires were handed out to participants, it was decided that the
minimum sample size should be 384. The respondents were chosen using a method of
proportionate stratified sampling. The main research instrument was derived from past
studies, adapted according to the purpose of the study, divided into two portions, and verified
by a panel of experts in the study field. SPSS version 24 and AMOS version 24 software
was used to analyse the data. The structural equation modelling technique was used to
examine correlations between the success factors utilised as independent variables, with the
employee's intention to engage in information security awareness activities as a mediator
variable towards actual information security behaviour as the dependent variable. This
study's correlation analysis revealed that information security attitude ($=0.138), subjective
norms ($=0.146), perceived behavioural control ($=0.300), response efficacy (5=0.148),
perceived threat vulnerability ($#=0.311), perceived severity of sanctions ($=0.276), and
security education, training, and awareness ($=0.139) are the significant factors affecting
public institution employees' information security awareness intentions in Oman from one
hand. Information security awareness's intentions ($=0.582), organisational support
(6=0.262), and information security communication channels (=0.187) are the significant
factors affecting actual information security behaviour adoption from the other. The findings
enabled the development of an integrated model that includes the control and prediction,
motivation, deterrence, technical-related, organisational, and communication factors of
InfoSec behaviour among employees. It was verified that the model accounts for 52% of the
variance (adjusted R?) in information security behaviour. Expert validation was performed
to comprehend the analysis results better and gain expert confirmation. Several implications
and recommendations were also derived from the study's findings. Thus, the developed
integrated model is definitive and offers a basis for future research in relevant areas of study.



KAJIAN EMPIRIKAL TERHADAP MODEL KESEDARAN KESELAMATAN
MAKLUMAT DI OMAN

ABSTRAK

Kebanyakan organisasi menghadapi ancaman yang berterusan terhadap keselamatan
maklumat mereka. Di dalam kebanyakan organisasi, ancaman dan risiko ini dikaitkan
dengan kekurangan kesedaran keselamatan maklumat dan tingkah laku keselamatan
pekerja. Memandangkan aspek manusia dan teknologi keselamatan maklumat adalah
berkait rapat, pengurangkan risiko di dalam bidang ini memerlukan penyiasatan terhadap
aspek manusia khususnya dari sudut keselamatan maklumat. Walaupun perkaitan ISA untuk
komponen manusia adalah tinggi, akan tetapi lazimnya ISA di kalangan pekerja adalah agak
rendah. Mereka menghadapi insiden keselamatan yang berisiko tinggi oleh kerana
kekurangan strategi pengurangan ancaman dan persepsi bahawa ia tidak akan berlaku
kepada mereka. Kajian kuantitatif korelasi ini bertujuan untuk menyiasat faktor kejayaan
yang mempengaruhi niat ISA pekerja dan penggunaan tingkah laku keselamatan maklumat
melalui soal selidik dan membangunkan model bersepadu faktor kejayaan yang diekstrak.
Teori Tingkah Laku Terancang (TPB), Teori Motivasi Perlindungan (PMT), dan Teori
Pencegahan Umum (GDT). Populasi kajian terdiri daripada pekerja daripada pelbagai
jawatan di institusi awam negara Oman. Sebanyak 480 soal selidik telah diedarkan kepada
peserta dan saiz sampel yang diputuskan adalah sebanyak 384. Responden dipilih
menggunakan kaedah persampelan berstrata berkadar. Instrumen kajian utama diperoleh
daripada kajian lepas serta disesuaikan mengikut tujuan kajian semasa yang dibahagikan
kepada dua bahagian, dan disahkan oleh panel pakar dalam bidang kajian. SPSS versi 24
dan AMOS versi 24 digunakan untuk menganalisis data. Teknik pemodelan persamaan
struktur digunakan untuk mengkaji korelasi antara faktor kejayaan yang digunakan sebagai
pembolehubah tidak bersandar, dengan niat pekerja untuk melibatkan diri dalam aktiviti
ISA sebagai pembolehubah pengantara terhadap tingkah laku keselamatan maklumat
sebenar sebagai pembolehubah bersandar. Analisis korelasi kajian ini mendedahkan
bahawa sikap keselamatan maklumat ($=0.138), norma subjektif (=0.146), kawalan
tingkah laku yang dirasakan (5=0.300), keberkesanan tindak balas ($=0.148), kelemahan
ancaman yang dirasakan (5=0.311), keterukan sekatan yang dirasakan ($=0.276), dan
pendidikan, latihan dan kesedaran keselamatan ($=0.139) adalah faktor penting yang
mempengaruhi niat ISA kakitangan institusi awam di Oman, dan niat ISA ($=0.582),
sokongan organisasi ($=0.262) dan saluran komunikasi keselamatan maklumat adalah
faktor penting yang mempengaruhi penerimaan tingkah laku keselamatan maklumat
sebenar daripada yang lain. Penemuan ini membolehkan pembangunan model bersepadu
(6=0.187) yang merangkumi kawalan dan ramalan, motivasi, pencegahan, faktor berkaitan
teknikal, organisasi dan komunikasi bagi tingkah laku keselamatan maklumat di kalangan
pekerja. Model in telah disahkan dan menyumbang 52% daripada varians (R? diselaraskan)
dalam gelagat keselamatan maklumat. Pengesahan pakar telah dilakukan untuk lebih
memahami keputusan analisis dan untuk mendapatkan pengesahan pakar. Beberapa
implikasi dan cadangan juga diperoleh daripada dapatan kajian. Melalui pengagregatan
ini, model bersepadu yang dibangunkan adalah muktamad dan menawarkan asas untuk
penyelidikan masa depan dalam bidang pengajian yang berkaitan.
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CHAPTER 1

INTRODUCTION

1.1 Introduction

This chapter clarifies the background of this research on information security
awareness (ISA) in the Sultanate of Oman. It presents the domain of the research problem,
introduces the objectives and primary research questions, and defines the scope and

importance of the study. Operational definitions and thesis outlines are also included.

1.2  Background

According to statistics on Internet Status Worldwide (2019), the number of internet
users is constantly increasing in the Sultanate of Oman, where the percentage of users
increased (1.9%) of the total increase in the number of internet users in the Middle East,
which exceeds 5.183%. Oman has emerged as an important e-commerce market in the
Middle East, attributable to its excellent consumer protection laws. Furthermore,
smartphones and the associated increase in online retailers are fuelling economic growth in
Oman due to improved infrastructure and increased internet use, especially by young people
(Global Data, 2015). Constant economic growth has also increased the volume of internet
and mobile banking. These improvements in payment infrastructure have increased the
number of electronic transactions through Omani payment cards to 1,932,224, generating a
total revenue of 365 million OMR by the end of 2017 (ITA, 2018).

The growth in internet services has also led to the increasing use of payment cards to

complete transactions. By the end of 2017, 34 government entities utilised e-payment

1



