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ABSTRACT

The Internet of Things (IoT) describes the network of physical devices equipped with sen-
sors and other technologies. This interconnectivity facilitates data exchange for process-
ing and analysis, demanding a high level of trust to ensure security and authenticity for
resource-constrained IoT devices. Physical Unclonable Functions (PUFs) have emerged as
a promising solution to establish the root of trust for lightweight IoT devices. PUFs ex-
ploit the random intrinsic manufacturing process variations, creating unique and random
mappings of challenge-response pairs (CRPs) specific to each PUF instance. This charac-
teristic makes PUFs a promising technology for robust security applications. However, the
PUF-based authentication scheme based on the CRPs database requires storing CRPs in the
verifier database, which becomes a challenge as the number of devices to be authenticated
grows. Additionally, while PUFs are physically unclonable, their function is susceptible to
modelling attacks from machine learning (ML) techniques. Thus, developing secure PUFs
for lightweight applications presents a significant challenge. Therefore, this thesis presents
a lightweight authentication scheme without a CRP database by constructing a model of
Arbiter-PUF with a challenge permutation technique in the verifier. This thesis presents
three significant contributions. The first contribution presents the implementation of a phys-
ical Arbiter-PUF with random challenge permutation on Xilinx Artix-7 Field Programmable
Gate Array (FPGA) boards. The relative placement method is used to ensure the symmet-
ric routing for the physical Arbiter-PUF. As a result, the physical Arbiter- PUF achieves
good quality in PUF metrics with 52.5% uniqueness, 96.87% steadiness, and 47.5% uni-
formity. In addition, the implementation of the random challenge permutation technique
has successfully reduced ML-Attack vulnerability to ≈59% with 20,000 CRPs. The second
contribution for this thesis is the implementation of the Arbiter-PUF model using the Arti-
ficial Neural Network (ANN) technique with random challenge permutation in the Xilinx
Artix-7 FPGA board. The model is trained using MATLAB application with extracted CRPs
from the physical Arbiter-PUF, achieving an accuracy of ≈98%. The successfully trained
Arbiter-PUF model is subsequently designed in Xilinx System Generator and converted into
an intellectual property (IP) core, which is then programmed into FPGA boards. Finally, the
third contribution is the development of a lightweight PUF-based authentication scheme be-
tween the verifier (Arbiter-PUF model) and prover (physical Arbiter-PUF). The lightweight
authentication scheme is implemented on two Xilinx Artix-7 FPGA boards, which serve as
a verifier and a prover. Based on the validation of the authentication scheme, the verifier
manages to differentiate between the genuine and the fake prover. Furthermore, the authenti-
cation scheme consumes 6.67× less area compared to the PUF-based authentication scheme
based on the CRPs database for 1000 authentication processes and the power consumption
for overall system’s power demands consumes only 67mW, indicating a relatively low power
requirement, making it well-suited for resource-constrained IoT applications.
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SKIM PENGESAHAN RINGAN MENGGUNAKAN RANGKAP FIZIKAL TIDAK
BOLEH KLON UNTUK APLIKASI IOT BERASASKAN FPGA

ABSTRAK

Internet Saling Berhubung (IoT) menerangkan rangkaian peranti fizikal yang dilengkapi
dengan penderia dan teknologi lain. Kesalinghubungan ini memudahkan pertukaran data
untuk pemprosesan dan analisis, menuntut tahap kepercayaan yang tinggi bagi memastikan
keselamatan untuk peranti IoT yang dikekang oleh sumber. Physical Unclonable Functions
(PUFs) telah muncul sebagai penyelesaian yang menjanjikan untuk mewujudkan akar keper-
cayaan bagi peranti IoT yang ringan. PUF mengeksploitasi variasi proses pembuatan in-
trinsik rawak, mencipta pemetaan unik dan pasangan jawapan cabaran (CRP) khusus untuk
setiap PUF. Walau bagaimanapun, skim pengesahan PUF konvensional memerlukan peny-
impanan CRP dalam pangkalan data pengesah, yang menjadi satu cabaran apabila bilan-
gan peranti semakin meningkat. Walaupun PUF tidak boleh diklon secara fizikal, fungsinya
terdedah kepada serangan model daripada teknik pembelajaran mesin (ML). Oleh itu, mem-
bangunkan PUF yang boleh dipercayai untuk aplikasi ringan memberikan cabaran yang
ketara. Tesis ini mencadangkan skim pengesahan ringan tanpa pangkalan data CRP den-
gan membina model Arbiter-PUF dengan teknik pilih atur cabaran dalam pengesah. Tesis
ini membentangkan tiga pencapaian. Pencapaian pertama membentangkan pelaksanaan
Arbiter-PUF fizikal dengan pilih atur cabaran rawak pada papan Xilinx Artix-7 Field Pro-
grammable Gate Array (FPGA). Kaedah penempatan relatif digunakan untuk memastikan
penghalaan simetri untuk Arbiter-PUF fizikal. Hasilnya, Arbiter-PUF fizikal mencapai kual-
iti yang baik dalam metrik PUF dengan 52.5% keunikan, 96.87% kestabilan dan 47.5%
keseragaman. Selain itu, pelaksanaan teknik pilih atur cabaran rawak telah berjaya mengu-
rangkan kerentanan ML-Attack kepada ≈59% dengan 20,000 CRP. Pencapain kedua untuk
tesis ini ialah pelaksanaan model Arbiter-PUF menggunakan teknik Rangkaian Neural Bu-
atan (ANN) dengan pilih atur cabaran rawak dalam papan FPGA Xilinx Artix-7. Model ini
dilatih menggunakan aplikasi MATLAB dengan CRP yang diekstrak daripada Arbiter-PUF
fizikal, mencapai ketepatan ≈98%. Model Arbiter-PUF yang berjaya dilatih kemudiannya
direka bentuk dalam Penjana Sistem Xilinx dan ditukar menjadi teras harta intelek (IP) yang
kemudiannya diprogramkan ke papan FPGA. Akhir sekali, pencapaian ketiga ialah pemban-
gunan skim pengesahan berasaskan PUF yang ringan antara pengesah (model Arbiter-PUF)
dan pembukti (Arbiter-PUF fizikal). Skim pengesahan ringan dilaksanakan pada dua papan
Xilinx Artix-7 FPGA, yang berfungsi sebagai pengesah dan pembukti. Berdasarkan penge-
sahan skim pengesahan, pengesah berjaya membezakan antara pembukti tulen dan palsu.
Tambahan pula, skim pengesahan menggunakan kawasan 6.67× kurang berbanding dengan
skim pengesahan berasaskan PUF konvensional untuk 1000 proses pengesahan, dan peng-
gunaan tenaga untuk permintaan tenaga keseluruhan sistem hanya menggunakan 67mW,
menunjukkan keperluan tenaga yang rendah.
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CHAPTER 1

INTRODUCTION

Internet of Things (IoT) refers to a network of physical devices such as vehicles, home appli-

ances, and other embedded devices. These embedded devices are integrated with processors,

software, sensors, and connectivity, enabling them to establish connections and exchange

data with other devices over the internet (Georgiana Dorobantu and Halunga, 2020). IoT

devices can range from simple sensors and actuators to more complex devices such as smart

home appliances, wearables, and industrial machinery. These devices are often designed to

collect data, monitor their surroundings, and interact with other devices and systems to per-

form specific functions (Ammar et al., 2018). The potential benefits of IoT include increased

efficiency, reduced costs, improved safety, and enhanced customer experiences. Nonethe-

less, the benefits of IoT also come with security challenges. A large number of devices and

the complexity of the network make IoT devices vulnerable to security threats such as data

breaches, cyber-attacks, and unauthorised access, ultimately compromising the security of

data that is being transmitted over IoT networks. As a result, ensuring robust security for IoT

devices and data privacy has become a critical concern that needs to be highlighted. These

IoT devices are often limited in terms of processing power, memory, and energy resources.

Therefore, providing lightweight security services such as authentication and identification

presents a significant challenge.
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1.1 Identification and Authentication in IoT Application

Identification and authentication in IoT applications refer to the implementation of

secure and efficient mechanisms for verifying the IoT devices and users within an IoT ap-

plication, as depicted in Figure 1.1. It aims to provide a balance between security, resource

constraints, and computational efficiency in IoT devices, which often have limited processing

power, memory, and energy resources.

IoT Device/Client 1 IoT Device/Client 2 IoT Device/Client 3

Internet

Server/User

Figure 1.1: System model of IoT applications.

One commonly used technique in authentication and identification is symmetric key

cryptography, which involves the use of shared secret keys for authentication and encryp-

tion. IoT devices and back-end servers securely store and exchange these keys to establish

trust and authenticate each other. However, key management can become challenging as

the number of IoT devices increases, requiring secure and large area overhead (Ubaidullah

and Makki, 2016). Another technique in providing authentication is Hash-based Message
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Authentication Codes (HMACs) which verify the integrity and authenticity of messages ex-

changed between IoT devices. HMAC utilises a shared secret key and a hash function to

generate a message authentication code that is sent along with the message. While it pro-

vides integrity and authenticity, it does not offer confidentiality, making messages susceptible

to eavesdropping (Jung and Jung, 2013).

Elliptic curve cryptography is another authentication and identification technique in

IoT. It provides strong security with smaller key sizes compared to other algorithms, mak-

ing it suitable for resource-constrained IoT devices. However, efficient implementation of

elliptic curve cryptography may require specialised hardware support, which can increase

device cost and complexity (Kumar et al., 2021). Public Key Infrastructure (PKI) is another

technique that is crucial in establishing secure communication in IoT. PKI involves gener-

ating, distributing, and managing digital certificates for authentication. It provides a trusted

infrastructure for identity verification and secure communication between devices and the

back-end server. However, due to the associated computation and communication overhead,

such certification is quite costly and not scalable for an IoT application (Chatterjee et al.,

2019).

In summary, the current identification and authentication mentioned above have their

limitation in terms of processing power, area overhead, and susceptibility toward adversary

attack. Hence, another effective method of improving the security of resource-constrained

IoT devices is necessary.
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1.2 Physical Unclonable Function

Physical Unclonable Function (PUF) is a promising solution to security-related is-

sues in resource-constrained IoT device (Di Martino et al., 2018). A PUF is defined as a

function embodied in a physical material such as silicon that maps a set of challenges to a set

of unique and random responses. These device-specific responses can be used as identifiers

or secret keys. The key property of a PUF is the non-replicable characteristic caused by the

process variations, even with a complete understanding of the design. The process variations

are caused by uncontrollable deviations in the chip manufacturing process, which are unique

and random from die to die and wafer to wafer. PUFs can be integrated directly into em-

bedded systems during the manufacturing process without additional fabrication steps. In

addition, a physically invasive attack to retrieve the identifier or key, which is only accessible

during the power-on state through micro-probing, is likely to ruin the unique delay char-

acteristics, thereby erasing the identification or key, which makes a PUF tamper-resistance

solution. Based on the above reason, PUF is recognised as an efficient technique that pro-

vides lightweight authentication and identification for resource-constrained IoT devices.

1.3 Problem Statement

As described in Section 1.2, PUF’s distinct features make it a very promising solu-

tion for providing secure, lightweight identification and authentication in IoT applications.

Figure 1.2 depicts a PUF-based identification and authentication scheme that can be used

4



in IoT applications (Suh and Devadas, 2007; Delvaux et al., 2014). In general, the identi-

fication and authentication scheme is separated into two phases, which are enrollment and

authentication. During the enrollment phase, a trusted party known as a verifier collects and

securely stores the challenge-response pairs (CRPs) of genuine device A in a database. In

the authentication phase, the verifier selects a random challenge from the database, sends the

selected challenge to device A, and receives the corresponding PUF response from device

A. If the response matches or is less than the specified Hamming Distance (HD) threshold

compared to the stored value, device A passes the authentication. However, the authentica-

tion and identification scheme, as shown in Figure 1.2, opens a problem in which the verifier

needs to store a huge amount of CRPs for IoT devices and poses a limitation in terms of the

physical space overhead in the verifier.
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Figure 1.2: PUF-based identification and authentication.
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