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ABSTRACT: The rise of the Industrial Internet of Things (IIoT) has 

revolutionised manufacturing by enhancing efficiency, automation, and data-

driven decision-making. However, this advancement presents serious security 

and privacy challenges, particularly concerning data leaks and unauthorised 

access. The extensive data sharing among IIoT devices increases their 

susceptibility to security breaches, which could expose sensitive information 

and result in financial and physical harm. Moreover, IIoT devices often face 

resource constraints, such as limited computational power, memory, and 

battery life, which complicates the implementation of robust security 

measures. This study focuses on data leakage, unauthorised access, and cyber 

risks to examine the security issues inherent in IIoT systems. Additionally, it 

also examined the effect of resource constraints and privacy concerns on the 
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integration of IIoT with Industry 4.0. Recent studies have proposed various 

solutions to enhance data security and integrity, including homomorphic 

encryption and blockchain frameworks. In response, this study proposed a 

novel lightweight homomorphic encryption scheme to address critical 

vulnerabilities and improve overall security in industrial systems. The 

encryption scheme was designed and rigorously tested as part of this 

approach, with findings demonstrating significant improvements in data 

privacy and system efficiency. The results underscore the importance of 

robust security measures to ensure the safe and reliable operation of IIoT 

systems. 

 
KEYWORDS: Homomorphic Encryption; IIoT; Data Security; Data Integrity; Data 

Privacy 
 
 

1.0 INTRODUCTION 
 

With the advent of Industrial Internet of Things (IIoT), industry has 
witnessed a dramatic increase in productivity, automation, and data-
driven decision-making [1]. Figure 1 illustrates how IIoT is utilised in 
the manufacturing sector. However, there are significant security and 
privacy issues with this technological advancement that require our 
attention in order to ensure the IIoT systems operate safely and 
dependably. A major concern is the risk of unauthorised access and 
data leakage [2]. The vast volume of data exchanged among IIoT 
devices makes them vulnerable to breaches, potentially exposing 
sensitive information, causing financial loss, and even jeopardizing 
physical safety [3, 4]. Additionally, resource constraints pose a 
challenge, as IIoT devices often struggle with limited memory, 
processing power, and battery life [5, 6]. Implementing robust security 
measures is difficult under these constraints, thereby exposing systems 
to potential risks [7].  

 
The primary goal of this study was to investigate the security issues 

associated with IIoT systems. Specifically, issues such as unauthorised 
access and data leakage within IIoT environments were addressed. 
Moreover, the study examined privacy issues and resource constraints 
related to incorporating IIoT into Industry 4.0. Ultimately, the study 
sought to enhance the safety and reliability of IIoT operations.  
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Figure 1: IIoT Infrastructure in Manufacturing Industry. 
 
Several recent studies focused on data security and integrity in the 

IIoT manufacturing sector using a safe and verifiable Hyperledger 
Fabric Modular (HFM) architecture [8]. Juma et al. [9] proposed a 
Trusted Consortium Blockchain (TCB) framework to guarantee data 
integrity while addressing the challenges of peer validation and real-
time transaction monitoring in IIoT infrastructures. Furthermore, a 
homomorphic encryption method was introduced by Alqahtani et al. 
[10] with an emphasis on optical fibre communication, to improve data 
security and privacy in IoT contexts. The study emphasised the 
reduction of encryption length and improvements to data security 
during storage. Moreover, a novel concept of security against a verified 
Chosen-Ciphertext Attack (vCCA) was introduced by Manulis and 
Nguyen [11], who focused on developing fully homomorphic 
encryption (FHE) schemes that accomplish adaptive chosen-ciphertext 
security. 

 
In view of the importance of research on data security and integrity 

research in IIoT manufacturing, a novel lightweight homomorphic 
encryption scheme has been proposed. By addressing major 
vulnerabilities, this scheme aims to improve the overall security 
posture of industrial systems and mitigate significant risks. Resource 
constraints such as computational power and storage have been 
carefully considered. Implementing homomorphic encryption ensures 
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the privacy and integrity of aggregated data while maintaining its 
security. Such a scheme can significantly enhance the efficiency of IIoT, 
as computational constraints remain a primary concern. This 
innovative approach addresses the pressing need for secure data 
aggregation in the manufacturing, marking a substantial advancement 
in the field. 

 
The remainder of the paper is structured as follows: Section 2 

outlines the methodology of the proposed scheme. Section 3 presents 
the results and discussion. Finally, the conclusion is provided in 
Section 4. 

 

2.0  METHODOLOGY 
 

This section describes the proposed lightweight homomorphic 
encryption scheme. The scheme comprised four algorithms, namely, 
key generation, data encryption, data processing and data recovery. 
For implementing such algorithms in an Industrial IoT (IIoT) System, 
several parameters were set beforehand and described as follows. 
Suppose that there are 𝑛 sensor nodes in the IIoT network, each of 
which is denoted as 𝑢𝑖(1 ≤ 𝑖 ≤ 𝑛). In addition, the maximum length of 
each data item to be computed is set to 𝜏 bits. In such a network, several 
Data Aggregators (DA) are employed to calculate the received sensor 
data from the 𝑛 sensor nodes. Furthermore, two functions are defined 
for data processing. Moreover, a client-server structure is implemented 
to represent the sensor nodes and their connections as links. Finally, 
the connected sensor nodes were presumed to have already 
authenticated one another and, if necessary, created a secure 
communication channel.  

 
In the key generation process, a symmetric secret key was employed 

for data encryption by each sensor node, 𝑢𝑖. Each sensor node, 𝑢𝑖 used 
a unique secret key generated and was published by Data Aggregator, 
DA for symmetric data encryption. The encrypted data was then 
outsourced to the Cloud Server, CS via the DA for data processing. This 
phase allowed all the sensor nodes to submit their sensing data to the 
CS in an encrypted form. The DA aggregated all the received sensor 
data before transmitting it to the aggregation server for verification 
purposes. Finally, the data center recovered the results without 
knowing any individual values transmitted by different nodes. Figure 
2 describes the algorithms executed by the data aggregator, sensor 
nodes, Cloud Server and the data center.  
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Figure 2: The proposed Lightweight Homomorphic Encryption Scheme 
 
 

3.0  RESULTS AND DISCUSSION 
 
In this section, an IIoT infrastructure simulation was executed to gauge 
how well the IIoT devices implemented the proposed scheme. As 
demonstrated in Figure 3, sensor nodes were distributed randomly and 
connected to the Data Aggregator via a wireless connection. Key 
generation, data encryption, data processing, and data recovery were 
all included in the evaluation of the delay incurred during a single 
round of data processing. The delays in completing a single round of 
data processing were measured by using two functions by a CS. 
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Figure 3: Simulation of IIoT using OPNET 

 
For the security analysis, several algorithms were compared to 

highlight the state-of-the-art performance of the proposed algorithm.  
 
Each requirement (Data Integrity, Data Privacy, Data 

Confidentiality, and Data Availability) had been examined before 
comparing the security needs for the given algorithms based on the 
algorithms' characteristics and strengths. The results are shown in 
Figure 4.  
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Figure 4: The Comparison of Security Requirements 

 
For IIoT infrastructure in manufacturing, Paillier and Paillier with 

Cramer's Transformation offers strong privacy and confidentiality but 
requires additional mechanisms for data integrity and may have 
performance overhead impacting availability [12, 13]. Furthermore, 
Paillier Cramer-Shoup improves upon the basic Paillier by 
incorporating data integrity and providing robust security against a 
broader range of attacks, despite its higher computational complexity 
[14]. Moreover, EC El-Gamal excels in providing very strong privacy 
and confidentiality with efficient performance, but its data integrity 
score is moderate [15]. In contrast, FHE and the proposed scheme are 
more suitable for implementation as they support all the security 
requirements with balanced scores. 

To determine the most suitable algorithm for IIoT infrastructure in 
manufacturing implementations, both schemes were further evaluated 
to assess their efficiency in terms of computational performance. 
Theoretically, the proposed scheme outperformed the FHE scheme in 
terms of speed, as its computational complexity was higher. 
Additionally, the overall size of ciphertext data transmitted from the 
DA to the CS was smaller for the proposed scheme compared to the 
FHE scheme. This is because, in the FHE scheme, data is represented 
as a 4 × 4 matrix, meaning that transmitting a single ciphertext requires 
the transmission of 16 matrix elements [16]. Such data representation 
results in increased delays, along with higher bandwidth and storage 
requirements. The experimental results, which measured the delay for 
both schemes, were compared to evaluate their efficiency. The 
comparison focused on data summation and combined operations of 
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summation and multiplication within a single round of data 
processing. The results are presented in Figure 5(a) for data summation 
and Figure 5(b) for combined summation and multiplication. The delay 
was measured based on the process illustrated in Figure 1, where four 
parties communicated to process data in its ciphertext form. 
 

(a)                                                (b) 
Figure 5: The delay incurred during a single round of data processing 

 

Figures 5(a) and 5(b) illustrate the delay incurred during a single 
round of data processing on the ciphertext for two encryption schemes. 
The disparity between the two lines demonstrated that the delay 
introduced by the proposed scheme gradually increased as the number 
of sensors grew. Nevertheless, the delay associated with the FHE 
scheme was consistently over 50% higher than that of the proposed 
scheme and continued to rise as the number of sensor nodes increased. 
This discrepancy can be attributed to the fact that the compared scheme 
employs an encryption algorithm involving the matrix multiplication 
of keys and data. Such computations introduced additional delays due 
to their cubic complexity, which must be performed by each sensor 
prior to data processing. Moreover, transmitting ciphertext in matrix 
form from resource-constrained devices with limited data rates and 
buffer size capacities necessitated greater bandwidth, thereby 
compounding the delay in data processing. In contrast, the proposed 
scheme transmits ciphertext as a single integer, which requires 
significantly less bandwidth. Consequently, the transmission process is 
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faster, reducing the overall delay for data processing in comparison to 
the FHE scheme. 

 
 

4.0  CONCLUSION 
 

In conclusion, while the Industrial Internet of Things (IIoT) has 
significantly enhanced automation and manufacturing efficiency, it 
also introduces serious security and privacy challenges. This study 
highlights the difficulties posed by resource limitations in 
implementing effective security measures, as well as critical issues such 
as data leakage, unauthorised access, and cyber threats. An 
examination of the integration of IIoT within Industry 4.0 reveals that 
the widespread use of interconnected devices increases vulnerabilities, 
potentially leading to severe consequences. The proposed lightweight 
homomorphic encryption scheme offers a viable solution, addressing 
key vulnerabilities and enhancing data privacy and system efficiency. 
The positive outcomes of testing this scheme underscore the crucial 
need for robust security protocols to maintain the IIoT systems 
integrity and reliability. As IIoT advances, ensuring comprehensive 
security measures is essential for the safe and sustainable development 
of industrial operations. 
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