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Abstract

Numerous privacy and security concerns could jeopardize the social media ecosystem: mishandled hotspot
connectivity used as a standalone cybercrime; illegal campaigning; deviant activities conducted online;
propagation of anti-national propaganda; and recruitment of terrorists through social media platforms. These
provide significant challenges for social media firms and open up new avenues for digital forensics
investigations to support analysis and provide answers in the ever-evolving realm of cyber security. However,
in terms of logging, inspecting, assessing, storing, presenting, and recording deepfake content, the growth of
the Internet of Things has an impact on the cyber forensics’ investigation lifecycle. The integration of IoT with
the most recent cyber security frameworks for deepfake analysis in social media platforms is reviewed in detail
in this study. We also examine deepfake sounds, movies, and images by reviewing the media forensics
literature. We combine the manipulation and alteration that takes place during social media posting for the data
modality with an assessment of the technology developments in identifying and measuring manipulation,
forgeries, and alterations. In conclusion, this study poses several significant research problems that should be
considered, including upholding a safe chain of custody, implementing impersonation countermeasures, and
fending against deceptive social engineering tactics.
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The last several years have seen a rapid development in the fields of artificial intelligence (Al),

blockchain technology, big data, and the Internet of Things (IoT). This has led to the creation of new
paradigms and the development of tools and techniques for use in multimedia investigation [1, 2].
However, advancements in deep learning (DL) and machine learning (ML) have registered a variety of
algorithms for use in multimedia manipulation, which goes beyond the realm of tampering and forgery.
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Fig. 1. Working operation of deepfake generation and the role of discriminator.
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Notably, these technological advancements have been extensively employed for amusement reasons on

social media platforms, but they have also been widely used in genuine platforms, such as the creation of
a Metaverse environment [ 1-3]. As technology evolves, malevolent users take advantage of them to carry
out evil and illegal deeds. The following are some of the behaviors listed: (1) disseminating the hate of
well-known politicians, harassing people via email, manipulating images, (2) high-definition (HD) false
video streaming, and (3) picture alteration. Remarkably, when compared to the classical Al the advanced
Al has better manipulation abilities for content linked to images, audio, and video. FakeApp, FaceApp,
image enhancer, and other popular open-source software programs are registered as facial image and
video manipulators because they produce a realistic-looking view [4, 5]. In this way, the public can
exchange facial aspects, including appearance, hairdo, age hierarchy, and personal characteristics, using
these manipulating platforms. However, the spread of this ideology of fabricating information leads to a
number of harassment- and cognitive-related issues, including bullying.

Realistic photos and HD video streaming have been regarded as the current state of the art in deepfake
due to the potential for multimodal manipulation [2, 3]. The phrase originated from the 2017 approach
developed by Reddi, an unnamed company that combined multimedia technologies and deep learning
algorithms to generate photo-realistic false films by unethically swapping the faces of two people. Several
approaches are offered that explain how to assess the issues that arise in real-time video streaming in
order to counter such multimedia deepfakes. A face swapping network that is currently utilized to create
fraudulent photos and videos utilizing an encoder and a decoder is depicted in Fig. 1 as the working
mechanism to develop this type of counterfeit multimedia content: a generator and a discriminator. The
majority of applications are created solely for entertainment, but in the most recent instance, we noticed
something unusual. Furthermore, the discriminator cycle is identified as the network possessing the
genuine ability to produce novel images. In order to accomplish this, a technique known as the generative
adversarial network (GAN) is developed through the cooperation of two neural nets, including a generator
and a discriminator [6, 7]. On the other hand, a number of other techniques have been put up for
manipulating and switching between multimedia information. The effectiveness of each of these methods
in terms of their detection capacity when used on various social media platform datasets, including
Facebook, Instagram, and Twitter. The deepfake investigation cycle is crucial, and none of the Al-enabled
ML and DL techniques work well enough to identify deepfakes in multimedia content without going
against the relevant associations and the chain of custody hierarchy [3, 5, 6]. In terms of choosing legal
action, it is beginning to look into more.

The yearly report on multimedia forensics investigation states that generative networks have allowed
Al specialists to try various deepfake-related breakthroughs. For example, the situation of facial re-
enactments is improved by the developments in computer vision [7, 8]. The well-known suggestion in
the resume is as follows: Face2Face, ReFace, and DeepSwap are the first three. The primary function of
the aforementioned applications is to transfer facial expressions in real-time from an actual image to a
digital avatar. A cycle-GAN was offered as an improvement from Al, particularly in DL, that aids in the
transformation of images and videos by adding styles in a unique way [8, 9]. Researchers from Barkley
University and the University of Washington, in particular, reported simulation results based on lip
movement synchronization when speaking about the video content that originates from several sources
[9, 10]. But when the first illegal activity—sharing pornographic movies of celebrities in which the face
is specifically replaced with the genuine object—occurs, the idea of deepfake is brought forward.
Conversely, a service called "deepfake creation" has been introduced, encouraging users to access fake
content investigation processes through various websites. This service is supported by private sponsors,
particularly through social media channels. The deepfake creation services were removed from several
platforms, including social media accounts, a while back (i.e., Twitter).

Numerous deepfake countermeasures are prioritized in light of the possible threats and hazards
associated with social media privacy vulnerabilities. An approach that aids in the training of extensive
data collection—limited to social media data—was presented by the author of [10, 11]. Face forensics, a
subset of social media forensics (SMF), was used in this way to investigate Deepfake content. The
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identification of deep video portraits—which are intended to facilitate the analysis of photo-realistic re-

animation of multimedia-based videos—is made possible by these kinds of advancements. Furthermore,
the development of Al techniques, like the derivation of GAN, modifies the dynamics by expanding the
use of deep-face films to deepfake body movement, which is the transfer of a human body movement to
another human [11, 12]. In this overall scenario, NVIDIA contributes significantly to the style-based
generator process, where the architecture is made to support generations of synthetic multimedia [11—
13]. The report, which was produced by Google at the end of 2022 and the beginning of 2023, makes it
very evident which of the several websites that are currently distributing deepfake content [9, 11, 13, 14].
The following is a mention of the list of discussions:

o Over 6,000 websites are under investigation and have restrictions placed on them.

o There are about 9 million deepfake videos registered for amusement, but they are most likely used

for harassment and intimidation.

e As aresult, just one-fourth of the social media channels can be identified and eliminated.

In the current context of multimedia research, the IoT has a measurable role. This is because Al
approaches related to IoT have advanced significantly, but it also covers some difficult prospects that are
crucial for quality-of-results (QoR) but are hard to accomplish with current methods. In order to estimate
computing cost, energy consumption, and network bandwidth, such as throughput and latency, the
majority of these QoRs evaluations require model integrations, such as convolutional neural network
(CNN) with inference accuracy and quality-of-services (QoS) [15, 16]. Lately, nevertheless, practically
all Al models have been independently constructed and developed in compliance with IoT device
protocols. It results in effective and dependable solutions such as the cataloging of significant class items,
partial data gathering, object framing based on the data obtained, and categorization. For example, the
effect of such collaboration represents the notable data members independently, which aids in the
appearance of tracking data progress. This method, which is more effective than the traditional ones,
detects deepfakes on IoT devices that mostly have minimal memory requirements by utilizing lightweight
Al-enabled ML/DL algorithms. The process for detecting deepfake involves two steps: initially, the DL
technique CNN is made to gather multimedia content from various social media platforms and use it in
conjunction with other tools to conduct facial simulation tests. In order to improve classification, it is
necessary to detect deepfakes in multimedia materials and to reduce the influence of backdrop before
deleting it. Second, by actively identifying phony elements in live multimedia, IoT devices capture and
alter live multimedia broadcasts. IoT devices’ minimal processing overhead inherently recognizes phony
prototypes that are active, particularly in social media settings.

Cyber security (CS) has evolved to become a breakthrough in Advance Digital Technology (ADT); its
function is to protect the digital environment from the threat of deepfake attacks. The computer science
community uses the potential applications of AI, ML, and DL to propel new paradigms. The
aforementioned technologies, which were originally employed by cybercriminals to create deepfake
content, are now most commonly used to identify and counteract vice versa [16, 17]. The frequency of
these increasingly complex deepfakes is rising in tandem with the accessibility of technology, which has
significant security consequences. Since the technology may alter physical characteristics, it can be
studied in cyberspace using price matching, voice cancellation, and partial facial feature analysis.
Replicating the majority of the traits is not difficult. As a result, there is an opportunity to review and
evaluate as indicated. The professionals in digital forensics (DF) have faced considerable challenges in
identifying and analyzing evidence that has been manipulated in order to put an end to the increasing
number of deepfakes. Multimedia chain of custody is one method that several technological experts
suggested to build procedures for the assessment of multimedia content, particularly in social media
platforms, in order to counteract the growing threat of deepfake [15-17].

1.1 Motivation, Objectives, and Contributions

Three subcategories, including research, comprehend, and implications, make up the review process.
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In light of this scenario, we create a review plan in which this document notes the necessity of identifying

and choosing previously published state-of-the-art publications and explains why they should be included
in the proposed study. Create a standard, a process, and an assessment as well to help with the review
planning elements. Alternatively, carrying out the review is an additional project for this task that aids in
the study’s separation of principles, directs their examination, and presents the strategies that must be
used for the investigation of multimedia deepfakes. Nonetheless, the following research questions—
which are illustrated in Fig. 2—are highlighted by this work:

o To find relevant studies that are needed to complete this review.

o To identify a collection of research questions and a search strategy that complements the context of
multimedia-enabled deepfakes investigation (e.g., characterizing datasets, selecting common
characteristics, investigating models, and determining measurement measures to assess system
performance).

o To offer a criterion for selection (from Web of Science, IEEE Xplore, ACM Digital Library,
ScienceDirect, etc.) in which the suggested work satisfies the requirements for quality evaluation
by guaranteeing an impartial and pertinent selection of research articles during the discovery process.

o The selection of publications spans around 10 years, from 2014 to 2023.

’ Review Plan % :I Conduct Review ‘

Separate
Select principles and
guide them to
examine
Develop a
Identification «—> Criterion | Procedure - - -+ Evaluation

Fig. 2. Strategy of collecting articles from different sources.

One hundred thirty research articles that are indented to support the suggested research questions serve
as the basis for a summary of the search technique. As we gather research on deepfake in social media,
we take into account all possible search combinations based on relevant terms, without any prejudice.
The refined search criterion is entirely dependent on Boolean logic, utilizing the operations "AND (+),"
"OR (])," and "NOT (!)." "Deepfake + social media platform" is the general outline of primary searching,
followed by "The role of digital forensics investigation | media forensics + multimedia deepfakes!
survey." Furthermore, this work's search strategy goes beyond using just one or two sources. In essence,
the repositories of prospects that are being searched are as follows (Fig. 3): Web of Science (WoS),
ScienceDirect, Springer Link, IEEE Xplore, ACM Digital Library, Semantic Net, and Google Scholar.

o The following highlights this review paper's main goals and contributions:

o The report evaluates more than a hundred research publications to identify recently published
paradigms regarding the effects of deepfakes and countermeasures, especially in the context of
social media. This highlights the relevance of media forensics. The study’s goal is to present the list
of deepfake investigation frameworks that a multimedia forensics specialist developed to
proactively identify fake content on social media platforms.

« This paper explores the significance of technological integration, emphasizing how the convergence
of cyber security, IoT, and Al enhances deepfake investigation's effectiveness, efficiency, speed,
and dependability.
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e A systematic examination between previously published classical strategies with the modernized

ones, which presents different kinds of opportunities and drawbacks available in the current
architectural updates.

« Finally, various open research prospects are addressed, along with the detailed hierarchy of how
they will be addressed in the future.

Web of
Science |

(Wos)

1 | L

ACM Digital Google
i\‘SprlngerLlnkﬂv\ Library IEEE Xplore Scholar ?clenceDlrectl
Semantic
Net/Scholar

Fig. 3. Strategy of collecting articles from different sources.

1.2 Outline of this Research Article

This review article’s remaining content is organized and optimized as follows. The list of social media
advancements is discussed in Section 2 along with the variables that propel this technology to the next
level for the coming generation. Section 3 discusses the use of IoT in social media research. This section
also goes into further detail about the IoT context of deepfake and the steps taken to start taking
precautions in the social media environment. In Section 4, cyber security is integrated into social media
to safeguard multimedia content, their hierarchy, and the entire infrastructure. Section 5 examines the
effects of working together on the concepts of DF and incident response to implement an effective approach
for investigating multimedia content on social media platforms. The statement of conclusion and the
discussion of outstanding research questions and future directions in Section 6 bring this study to a close.

2. Social Media Forensics

SMF technology includes several DF and cyber investigation platforms for analysis [18, 19]. This
includes material extraction from social media apps such as Facebook, LinkedIn, WhatsApp, Twitter,
and Instagram examining and archiving these gathered materials that are freely accessible through various
media outlets in order to identify deepfake investigations. However, it can be challenging to start an
investigation into similar content in other situations. Advances in the lifecycle are necessary because
deeper data must be gathered for in-depth transformation and subcategorized analysis [18]. The Cyber
Investigation Bureau’s study states that following the proceedings to the years 2015-2022, law
enforcement counters social media occurrences side by side, increasing the leverage by up to 70% [18-20].

As an illustration of SMF in action, consider the Detroit Police Department’s investigation of a crime
through the use of a social media post in which a suspect was seen dancing in order to deceive law
enforcement into four separate attempts at robbery and subsequent harassment. SMF is involved in all of
this, but it is particularly crucial in earlier situations, such as evaluating the Police department by reporting
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missing person cases to them. All of this can occur when utilizing Al technology for feature extraction

and classification to separate the active social media handles [19, 21]. For instance, in [20, 21], a young
guy went missing, and his family filed a missing person’s report, claiming that the man told them to go
on tour. It is one of the unfortunate victims of a car accident near Virginia that claimed the lives of many
other passengers. Eventually, a composite sketch of him from the police department circulated, and at the
end of 2012, someone clicked on this autopsy aid on his social media account. The agency called the
family over social media to request identification after discovering and verifying dead bodies. These 17-
year cases come to a finish in this way.

2.1 Process of Deepfake Investigation

Adherence to the laws that are intended to control the department, government, and legal system is the
primary obligation of law enforcement authorities [20, 21]. When starting a multi-platform inquiry, it
involves gathering evidence, particularly in the case of deepfake on social media. [22]. Nevertheless, a
warrant is necessary in order to access audiovisual content from social networking applications due to
compliance requirements with relevant agencies, police, and jurisdictions. This includes account logs,
which the account holder is not allowed to upload publicly or permit any kind of accessibility.
Conversely, different social media accounts can fall under different sets of rules and guidelines, which
could affect the course of the inquiry. Therefore, it takes longer to be able to start gathering information
when part of the data can be manipulated.

Social media investigators can use a range of methods and instruments to gather and analyze
multimedia content from social media platforms in order to handle this kind of prospect [21, 22]: (1)
manually navigating through accounts; (2) printing screenshots; (3) downloading copies of posted
multimedia-enabled images and videos; (4) utilizing open-source platforms to preserve content; and (5)
subcategorizing the hierarchy in order to create reports that can be submitted to a court of law. But, there
are specific requirements for importing the SMF tools’ capacity, which are crucial when it comes to using
them to share content that users upload while engaging in illegal activity on social media platforms. In
order to conduct an investigation more thoroughly, the first step is to choose an effective instrument that
can reliably and efficiently collect and review the chain of evidence (CoE) and create an ideal chain of
custody (CoC) for additional research. Benefits from an active search to the preservation of multimedia
material, including social media networks, which is regarded as crucial, are offered by this hierarchy.

Table 1. A systematic review of previously published state-of-the-art frameworks

Possible System’s
Lacks
List of scenario to integration and Detail
. governance i .
social provide . updates requires argument
) regulatory K Role of social A
Study media solutions to for design real- based on
and media forensics
deepfake regulatory time deepfake on requirement
. protocols . .
scenarios . . and social media fulfillment
discussion .
compliance platforms
Kumar and D P N - Capturing Presented with J
Sharma [23] multimedia partially discussion
Kwok and Koh D D D information Do not presented N/A
[24] - Examination
Fagni et al. [25] P N D - Filtration and Presented with J
separation partially discussion
Yadlin-Segal and N D D - Aggregation Do not presented J
Oppenheim [26] - Analysis
Ahmed [27] P D N - Presentation, Do not presented N/A
Hancock and N P P preservation, and  Presented with N/A
Bailenson [28] documentation partially discussion

N = no discussion added, P = provide in-depth description, D = partially discussed.
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Based on previously published state-of-the-art studies [23—28] (Table 1), gives a systematic review
report whose metrics of analysis are discussed as follows: (1) list of discussions included on the topic of
social media deepfake-based scenarios, (2) lacks governance regulations and protocols related discussion,
(3) possible scenario to provide solutions to regulatory and compliances, (4) role of SMF throughout the
investigation, (5) systems’ integration and updates requires, and (6) detail argument based on requirement
fulfillment.

Table 2 presents the exploring report of deepfake investigational analysis that associated with SMF
(year 2013-2023) [29—41], whose metrics of evaluation are highlighted as follows: (1) large-scale facial
data, (2) face swapping, (3) application of SMF for initiate investigation process, (4) technological
integration, (5) body-gesture analysis, (6) deepfake TIMIT dataset, (7) video detection modeling, (8)
audio detection modeling, (9) photo detection modeling, (10) visualization, (11) chain of evidence, (12)
HD multimedia content, and (13) chain of custody.

Table 2. A systematic analysis of deepfake investigation and the role of social media forensics (2013—
2023)

Year & study

Context of 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023
discussion [29] [30] [31] [32] [33] [34] [35] [36,37] [38-40] [41] This
work
Large-scale facial J J J J J
data
Face swapping J o o o J
HD multimedia N N J J J J N
content
Application of SMF J o o o o J
investigation
procedure
Body-gesture v v v v v v v
analysis
Video detection J o o o o J
modelling
Audio detection J J J J J
modelling
Photo detection J o o o J
modelling
Visualization J 4 J J J J J J
Chain of evidence o J
Chain of custody 4 4 J J J J J

3. Internet of Things for Social Media Forensics

A new paradigm in multimedia tampering, swapping, manipulation, and forgery has emerged as a
result of the enormous advancements in Al, particularly in DL [42—46]. One of these derivations is called
deepfake, in which DL uses feature transformation to produce swap pictures based on information
obtained from other sources in a set-like fashion. Such evolution birth GAN offers an advanced method
for creating deepfakes. Using DL techniques, it creates highly available genuine images and applies
deepfake through image-to-image transformation. In this case, creating, translating, and storing deepfake
content based on GAN generation requires a very high memory capacity. To successfully deploy on IoT-
enabled platforms, memory efficient lightweight DL-based deepfake detection algorithms are essential
for stability [42—44]. As illustrated in Fig. 4, it works in tandem with the detection application programming
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interface (API) to determine the most effective way to detect very advanced deepfake multimedia content

generated by GANS at the edge environment. This effort certainly accomplishes a great deal of accuracy
and efficiency in a short amount of time. However, SMF plays a vital role in an IoT environment by
offering a new paradigm that facilitates more effective digital investigation and incident response,
particularly with regard to the inspection and analysis of multimedia material in the social media domains
[45, 46]. The IoT industry’s technological advancements known as "digital forensics approaches" allow
for a broader scope of social media inquiry through the use of correct CoE creation and deepfake detection
in submitted multimedia content. IoT-Forensics’ primary function is to retrieve identified data straight
from social media networks.

(50) ey [k 1y b €y U= (3525

System API

User Peyege) A " Face =
Techniques Swap
Detection
loT Layer

Fig. 4. Steps of IoT for SMF.

To support IoT-Forensics, however, additional activities related to multimedia information are also
collected, including network traffic, cloud access logs, device registrations, and updates to personal
information. These can be extracted and utilized as an extra CoE, which can then be submitted and
presented in court for a decision [47—49]. The first step in the lifetime of IoT-Forensics is to conduct the
tweaking of DF standard guidelines in order to facilitate the efficient gathering of a CoE that may be
admitted in court. The traditional DF processes are analogous in every digital environment, but in the IoT
domain, they cause peculiarities throughout the capturing procedure. For this reason, the lifecycle for
IoT-enabled investigation is split into a temporal phase (only if the evidence occurs in the 10T) as follows
[43—49]: evidence identification, evidence collection, evidence preservation, evidence analysis, attack
attribution, and evidence presentation.

3.1 Rationale Usage of 10T in Social Media Platforms

Because limited device memory occurs frequently, a degree of forensics is classified in the process of
extracting evidence from IoT devices. Numerous devices, including various sensors, cameras for
computer vision, RFIDs, network monitoring units, smart timers, and storage monitoring units, can be
linked to this process in order to recognize and record the meta information of the node [50, 51]. Since
several categories of devices are interconnected and give their functionality, obtaining or gathering a
CoE—which is currently impractical—requires a high degree of device identification. Thus, network
forensics is crucial to the entire process since it uses social media to trace device activity and extract
certificate of origin (CoE) from network logs [51, 52]. Nevertheless, this integration distinguishes IoT-
Network Forensics from the traditional one, supporting additional network models such as body area
network (BAN)/personal area network (PAN) to maintain CoE. By effectively collaborating with the DF
technique, we are able to schedule CoE for each and every social media channel account, including those
with varying types of network protocols.

On the other hand, forensics examination is scheduled and imported based on a number of factors,
including the identification and gathering of evidence as well as searches and seizures. Due to the smaller
size and dimensional supportability of these devices in terms of memory preservation, loT network
forensics, which is used to identify the presence of IoT devices, is not always able to respond quickly in
this situation [53], is therefore made to function both passively and independently. These specific stages
play a crucial role in filtering and aggregating the multimedia data that has been collected, enabling it to
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be efficiently evaluated, reported, and presented in court for subsequent proceedings. Table 3 illustrates

a systematic examination of the rationale usage of IoT in social media platforms [53-58], whose metrics
of evaluation are mentioned as follows: (1) discussion of collaborative technological framework(s), (2)
lack of privacy and security concerns, (3) lack of real-time investigation and incident response, (4)
available opportunities (2012-2023), (5) SMF Modernized design and development requires, and (6)
details argument based on requirement fulfillment (2013-2023).

Table 3. A systematic examination of rationale usage of IoT in social media platforms

Discussion of Lack of SMF modernized Detail argument
Lack of real-time Available
collaborative  privacy and design and based on
Study investigation and opportunities
technological security developments requirement
incident response  (2013-2023)
framework(s) concerns requires fulfillment
Mitra et al. [53] D P P J Presented with J
partially discussion
Nowroozi et al. D N N N/A Presented with N/A
[54] partially discussion
Mukta et al. [55] P D D J Do not presented J
Cover et al. [56] N D P J Do not presented J
Khoo et al. [57] N P N/A Presented with N/A
partially discussion
Zhang [58] P P D J Do not presented J

N = no discussion added, P = provide in-depth description, D = partially discussed.

3.2 Contextual Description of IoT in Deepfake Precaution

This work proposes a category to attempt a systematic review process in the context of [oT in deepfake
detection and precaution. The goal is to gather all the empirical records that support a pre-specific
eligibility technique to address a pre-defined research topic. These concerns are divided because they
cover the pertinent review analysis prospects related to the [oT domain in deepfake [59—61]. This protocol
outlines the state-of-the-arts that have included descriptions of deepfake and IoT technologies [53—60,
62—65]. The following questions are listed in order to answer the contextual scenario of this research to
integrate IoT in deepfake detection and prevention:

Research Question 1: What is the exact research domain of the previously published state-of-the-arts?

Research Question 2: What the relevance we find to evaluate the particular research work?

Research Question 3: What are the major trends this research works derived?

Research Question 4: How the research changes over time?

Research Question 5: What parameters applied in such changes?

4. Cyber Security for Deepfake Detection

Since it is evident that deepfake technology is one of the tools most frequently employed for evil intent,
a range of deepfake scams that are horrifying and disrupt the world through forgery attempts exist [66—
71]. Here, we will highlight a few of these scams, which include the following [72-75]:

Election manipulation: A number of examples have been reported based on deepfake recordings that
have gone viral after international leaders made comments to others. For example, Brack Obama’s
deepfakes have raised concerns about how this video would impact the US presidential election
campaign.

Social engineering: Following election manipulation, social engineering schemes are another highly
ranked deepfake category. In these scams, the audio is edited to trick listeners into thinking that reliable
sources have stated any phrases that they did not.
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Hoaxes and scams: Cybercriminals have recently exploited this technology to fabricate fraudulent

claims, hoaxes, and phony items that weaken and destabilize organizations.

Identity theft: This refers to the use of technology in malicious attacks to create fraudulent documents,
impersonate people, and create purchasing accounts in order to drive new identities and steal identities.

Automated misinformation attacks: In this way, technology is employed to provide false information
about social issues and politics, as well as conspiracy theories.

Table 4 presents a systematic evaluation of application of cyber security for detection of deepfake [76—
90], whose metrics of discussion are highlighted as follows: (1) normalized deepfakes, (2) induce cyber-
attacks, (3) vishing, (4) business email compromise, (5) combating deepfakes, (6) role of blockchain
DLT, (7) Involvement of AI/ML as the first line of deference, (8) third-party analyzer, (9) evaluator of
deepfake generators, and (10) evaluator of deepfake discriminator.

Table 4. A systematic analysis of deepfake investigation and the role of social media forensics (2013—
2023)

Year & study
Context of 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023
discussion [76] [77] [78]  [79,80] [81] [82] [83,84] [85] [86,87] [88-90] This
work
Normalized y y J v v v v v N
deepfakes
Induce cyber- J J o o o o o
attacks
Business email 4 J J J J J J J
compromise
Combating J J o o o o
deepfakes
Role of blockchain J 4 J J J
DLT
Involvement of J o o o o o
AI/ML as the first
line of deference
Evaluator of J J J J J J J
deepfake

discriminator

4.1 The Role of Blockchain for Deepfake Prevention and Countermeasure in
Cyberspace

To provide persistency, integrity, and transparency in the aforementioned deepfake detection process,
the information of identified multimedia content and model-generated logs are recorded on the
blockchain distributed ledger technology (BDLT) [91-95]. On the other hand, deepfakes are Al-enabled,
phony multimedia representations that include motions like face swapping. The main idea is to use
deepfake as a threat on social media to strengthen an environment of impunity where those who make
deepfake face little to no repercussions for harming those who endure. Understanding the fundamentals
of hashing, crypto/digital signatures, and consensus policies will help us resist this situation and take
advantage of blockchain’s potential to combat deepfake on social media channels. We can also adjust
protection from and back to blockchain timestamping, which improves systems’ real-time capabilities.

It is important to note that the benefits blockchain offers support in the areas of design and
development. This entails converting current designs to the BDLT, which is unique in addressing various
social media-related deepfake investigative architectures [96—99]. Blockchain timestamping does not
require proof of ownership, but it can assist with a report’s proof of stack. However, the BDLT has
significant limitations that make it unable to detect deepfakes; in order to overcome these, Al-enabled
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ML techniques must be integrated. It can aid in the offender’s covert investigation and develop the

capacity to recognize deepfake information on social media. The development of the platform, which
combines BDLT and Al to detect deepfakes in a way that is effective, quick, and trustworthy, also calls
for extensive cooperation between corporations, civil society, and the government technological
community. Fig. 5 depicts the blockchain association’s operational cycle.

Request/ ) Execution /  Blockchain Distributed N\
Respond Ledger Technology
User/Client Network
Configuration T
Chaincode | [
[ L] | Channels
Social Media Services
Platforms \
Peer-to-Peer ~—_
Consortium Ledger \'-'
Network \Management,
Encrypted a‘ Multimedia Content \ \_,* Y,
Examine | Real-Time
Deepfake/ no
Deepfake

Fig. 5. Working cycle of blockchain for deepfake detection.

5. Digital Forensics in Multimedia Investigation

Digital forensic specialists are vital in the battle against multimedia deepfakes, particularly on social
media sites [100]. Nonetheless, the following are some essential elements linked to the DF process that
enhance real-time detection capability: research and development, dataset evaluation, algorithm analysis,
authentication methods, and authentication procedures.

Research and development (R&D): Enhancing routine instruments, methods, and organizational
structure for superior advancements.

Evaluation of the dataset: Deepfake models are analyzed and trained using various sources of gathered
datasets.

Table 5. A systematic report to integrate digital forensics techniques in multimedia investigation and CoC

hierarchy
Lack of Detail argument
Discussion of .. . Lackofreal- N DF modernized
standardization in Available based on
collaborative . time . design and .
Study the design of opportunities requirement
technological = | investigation developments
incident response (2013-2023) ) fulfillment (2013-
framework(s) K and SMF requires
lifecycle 2023)
Khan et al. [96] D N P J Do not presented N/A
Khan et al. [97] P N P N/A Do not presented N/A
Khan et al. [98] N P P N/A Do not presented J
Khan et al. [99] N D U N/A Do not presented J

N = no discussion added, P = provide in-depth description, D = partially discussed.
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Authentication techniques: The validity, authenticity, and verification of multimedia materials must
be achieved using pre-established ways.

Algorithm analysis: The analyzer helps evaluate deepfake models in order to comprehend their
operations and activities.

Table 5 provides an overview of the methodical examination of technological integration, with a
particular focus on the use of DF techniques in multimedia research and CoC management. The evaluation
of these techniques is discussed below: (1) a conversation about cooperative technology framework(s), (2)
inconsistency in the incidence response lifecycle design, (3) absence of real-time inquiry and SMF
connectivity, (4) opportunities that are available (2013-2023), (5) needs for DF advancement design and
development, and (6) detailed reasoning based on requirement fulfillment (2013-2023).

5.1 Survey, Search Section of Social Media Forensics, and Open Research
Problems

In this section, we discuss some of the extensions that relate to the aforementioned prospects and how
they can be integrated with DF’s methods and tools to efficiently detect deepfakes in multimedia systems
[99, 100]: audio analysis, facial artifact analysis, source data comparison, and metadata analysis. In the
sections that follow, we address potential solutions for thwarting multimedia deepfakes on social media
platforms [97, 98, 100—104].

Audio analysis: it is determined that there is a lack of consistency or delay in the deepfake sounds.

Analysis of face features artifacts: We discovered that deepfakes leave behind minute artifacts that
are observable and worthy of follow-up research.

Comparison with preserved/collected data: In each case study, the recorded multimedia elements
are contrasted with reference materials in order to identify any disparities.

Metadata analysis: Every time information is collected, it is examined for metadata that may indicate
manipulation or forgery.

Table 6. Comparative analysis between classical, current, and modernized DF techniques (Test-1)

DF technique (%)
Metrics Overall (%)
Current Classical Modernized
Manual investigation of deepfake 17.30 27.38 19.13 3.55
Incident response on deepfake 15.10 23.79 17.34 3.77
Real-time investigation of deepfake 13.80 21.59 15.78 221
Standardized lifecycle 11.70 17.93 11.96 1.90
Collaborative strategy (IoT, Al, blockchain, big 12.20 15.47 11.33 2.90

data, and cyber security)

Table 7. Comparative analysis between classical, current, and modernized DF techniques (Test-2)

DF technique (%)
Metrics Overall (%)
Current Classical Modernized
Manual investigation of deepfake 19.70 21.77 13.60 2.10
Incident response on deepfake 17.50 19.97 11.33 3.60
Real-time investigation of deepfake 15.70 17.31 9.11 3.30
Standardized lifecycle 13.81 13.11 7.13 1.93
Collaborative strategy (IoT, Al, blockchain, big 14.54 18.33 10.59 2.89

data, and cyber security)

With respect to these mentioned aspects, Tables 6 and 7 [90-99] present the report of comparative
analysis, which is scheduled between classical, current, and modernized DF techniques, whose evaluation
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metrics are highlighted as follows: (1) manual investigation of deepfake, (2) incident response on

deepfake, (3) real-time investigation of deepfake, (4) standardized lifecycle, and (5) collaborative strategy
(IoT, Al blockchain, big data, and cyber security).

5.2 The Role of Blockchain for Deepfake Prevention and Countermeasure in
Cyberspace

Because deepfakes are associated with black mirror, revenge porn, and fake news publication on social
media, they are not considered acceptable evidence to be used in court [99, 100]. There is a worry over
how a lawyer can keep up with a case summary with such staff, who can assess which sections pertain to
the accused, and how the legal system might handle this. These queries bring up unresolved research
issues for technological experts. Furthermore, the most important thing is to figure out how to handle
this. The best way to respond to this incident is to store identified content securely so that it can be shown
in court, like CoC. Using basic picture editing software like Photoshop, this approach identifies and
categorizes altered or edited contents, swapped or faked face photos, and body doubling. It then stores
each of them in a different chunk. This is because it does not require expensive investigation or analysis
techniques; Illustrator or Photoshop’s retouching feature can be used to remove it. Investigating bogus
information that is spreading through social media channels, such as election manipulation and deception,
social engineering, hoaxes and frauds, identity theft, automated disinformation attacks, etc., is the main
motivation behind designing CoC for deepfake, as Fig. 6 illustrates. More investigative units are needed
for this kind of activity in order to record it in a protected, safe, and secure manner. The following
elements are highlighted in the list of factors to assess deepfake in multimedia systems (as shown in Fig.
6): (1) original image/video capture, (2) event collection from various external legitimate sources, (3)
database maintenance, (4) application of Al-enabled DL/ML approaches (e.g., ANN), feature extraction
and classification, (5) identification of fake/real material, and (6) deepfake detection. Nonetheless, the
following is indicated regarding the established procedure for CoC administration and optimization:
identification, capturing, examination (filtering), analysis (aggregate), preservation, and documentation.

A A s d— w‘.

Database of Real/Fake Al-enabled Deep
Images/Videos Learning Mechanism
Deepfake F
Real eature Extraction
DeEectIon e and Classification
% ‘A . L A A LA A J

Fig. 6. Process of deepfake investigation.

6. Conclusion

This review study primarily focuses on the gaps in technology development as well as the intricacies
of deepfake detection and its prevalence in current social media platforms. To that end, we conduct a
thorough analysis of more than 130 credible, state-of-the-art research articles in order to pinpoint unmet
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research needs related to the impacts of deepfakes and recommended countermeasures. These suggestions

are meant to lessen the limitations of social media networks. This is a result of the SMF being presented
with a significant advancement in digital investigative techniques, incident response, and regulatory
compliance. Additionally, this review article evaluates numerous state-of-the-art frameworks where
experts describe different approaches to detecting deepfakes on social media platforms but are restricted
to the conventional hierarchy of analysis. Consequently, the study separates the research that aims to
combat deepfake in real-time and determines the technologies required to satisfy those demands. To make
SMF-enabled deepfake investigation more dependable, quick, efficient, and successful, BDLT, IoT,
cyber security, and Al are successfully integrated. Furthermore, the cooperation of new strategies and
traditional algorithms to extract more complicated opportunities while transforming the current
drawbacks mentioned in the architectural upgrades. In order to foster technological developments and
maturity, this paper also identifies a few open research topics and investigates viable solutions. It is also
partitioned so that technology experts can devote more of their attention to making it more dependable
and effective. However, in the upcoming years, a number of deepfake experts plan to provide their
proposals detailing the current research gaps and the fulfillment of architectural requirements. They
benefit from this study in this way. As a result, we state that this work is a great fit for those researching
multimedia forensics to build a new, secure architecture for further studies and advancements on real-

time deepfake research.
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