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Abstract: IPv6 over Low-Power Wireless Personal Area Networks (6LoWPAN) are specifi-
cally designed for applications that require lower data rates and reduced power consump-
tion in wireless internet connectivity. In the context of 6LoWPAN, Internet of Things (IoT)
devices with limited resources can now seamlessly connect to the network using IPv6. This
study focuses on examining the performance and power consumption of routing protocols
in the context of 6LoWPAN, drawing insights from prior research and utilizing simulation
techniques. The simulation involves the application of routing protocols, namely Routing
Protocol for Low-power and Lossy (RPL) Networks, Ad hoc On-demand Distance Vector
(AODV), Lightweight On-demand Ad hoc Distance-vector Next Generation (LOADng),
implemented through the Cooja simulator. The simulation also runs in different network
topologies to gain an insight into the performance of the protocols in the specific topology
including random, linear, and eclipse topology. The raw data gathered from the tools
including Powertrace and Collect-View were then analyzed with Python code to transfer
into useful information and visualize the graph. The results demonstrate that the power
consumption, specifically CPU power, Listen Power, and Total Consumption Power, will
increase with the incremental of motes. The result also shows that RPL is the most power-
efficient protocol among the scenarios compared to LOADng and AODV. The result is
helpful because it brings insights into the performance, specifically power consumption in
the 6LoWPAN network. This result is valuable to further implement these protocols in the
testbed as well as provide an idea of the algorithmic enhancements.

Keywords: AODV; Cooja; LOADng; RPL; 6LoWPAN

1. Introduction
According to a previous study, 24 billion IoT devices were available globally in the year

2020. This forecast suggested that, on average, there would be approximately four Internet
of Things (IoT) devices for every individual [1]. IoT devices typically constitute low-
power and lossy networks (LLNs), characterized by numerous motes that operate under
strict constraints, especially on energy consumption. Due to the hardware limitations, the
performance of an LLN is tied to the efficiency with which routing protocols are used. The
radio transmission activity significantly influences the energy consumption of individual
devices within a wireless sensor network (WSN).

The selection of appropriate routing protocols can directly impact the overall energy
consumption level. In other words, the protocol selection and control packet management
can optimize energy efficiency and enhance the performance of WSNs [2]. Data redundancy
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occurs when the WSN sensor nodes are densely clustered due to the effort to improve the
probability of obtaining a suitable neighbor to transmit the data [3]. The rise in packet size
transmitted across nodes and the concurrent goal of reducing power consumption within
routing protocols poses significant challenges. Routing protocols for low-power networks
must effectively manage packet delivery while minimizing energy consumption. As packet
sizes increase, the complexity of managing these packets also grows, leading to greater pro-
cessing demands on sensor nodes with limited computational capabilities. This increased
complexity can adversely affect the performance of energy-efficient routing algorithms.
This prompts a critical examination of routing protocols to determine whether they can
effectively operate within the low constraints inherent in the IoT concept, particularly in
the context of IPv6 over Low-Power Wireless Personal Area Networks (6LoWPAN).

Evaluating the effectiveness of other routing protocols in the context of 6LoWPAN
presents challenges, in part because the routing protocol for low power and lossy networks
(RPL) has received a lot of attention from the academic and research communities. The
understanding of IoT vulnerabilities, like rank attacks and blackhole attacks is expanded
from previous studies, mainly by RPL. Through the assessment of standardized protocols
such as RPL, Ad hoc On-Demand Distance Vector (AODV), and Lightweight On-Demand
Ad hoc Distance Vector Routing Protocol—Next Generation (LOADng), a benchmark
between modified protocols from previous research can be established. Additionally,
analyzing recognized protocols thoroughly can help identify potential shortcomings that
will lead to future improvements. This iterative process is especially helpful in addressing
common issues, like energy consumption, in a variety of scenarios, which will promote
advancements and optimize routing protocols within the 6LoWPAN.

A variety of performance metrics have been reported for assessing routing protocol
effectiveness in the context of 6LoWPAN. A certain amount of the academic literature
emphasizes the use of Powertrace extension, especially when it comes to simulations
with Cooja. This preference derives from the inherent characteristics of the Powertrace
dataset, which contains essential parameters, most notably overall CPU power usage and
energy dissipation in the low power mode (LPM). Specifically, this dataset represents an
extensive collection of information relevant to the artificially created normal IoT network
environment, outlining complex aspects of energy dynamics present in the motes [4].
Apart from that, Hayati et al. [5] presents exhaustive data on power utilization which was
extracted from the Powertrace output. The output delineates power consumption metrics
for individual motes, with a focus on incremental motes and transmission ranges of 50 and
100 m. Ching et al. [6] proposed that energy estimate is a critical factor in the LLN and a
surrogate for the detector lifetime. They performed analyses to determine how different
topologies, and the addition of more motes affect the dynamics of energy usage. They used
the Powertrace tool to confirm their findings, which show that an increase in node count is
correlated with an increase in energy usage. Khlaifi et al. [7] and Glissa and Meddeb [8]
tried to assess the efficacy of different protocols. Consistently, research results showed
that using Powertrace, the number of motes added incrementally across both protocols
was accompanied by a proportionate increase in power consumption. The actual results
indicate that motes interacting with the LOADng protocols used more energy than motes
interacting with RPL, mostly because of continuous transmission modalities.

Additionally, conducting thorough and systematic analysis poses inherent challenges,
especially when evaluating routing protocols. The difficulties linked to network deploy-
ments and rapid router implementations can introduce significant costs and logistical
obstacles. Moreover, designing and testing real-time networks, developing network pro-
tocols, and overseeing numerous variables present complex obstacles for researchers,
requiring meticulous planning and execution to navigate these challenges effectively [9].
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Simulations provide the capability to accurately control various parameters, such as ra-
dio medium, transmission range, and other configurable settings within the simulators.
Achieving this level of precision in real-world environments is inherently challenging due
to the unpredictable variables that can impact results. The presence of these unpredictable
elements causes the difficulty of experimental replication, potentially leading to incon-
sistent outcomes. Consequently, conducting simulations becomes necessary to evaluate
performance metrics thoroughly before deploying routing protocols in real-world settings
and integrating them into IoT devices.

Hence, this study analyses the performance and power consumption of three routing
protocols which are RPL, AODV, and LOADng within the context of 6LoWPAN using
simulation techniques. This study utilizes simulation tools to gather data on power con-
sumption metrics, such as CPU Power, Listen Power, Transmit Power, and Total Power.
The findings indicate that RPL is the most power-efficient protocol compared to AODV
and LOADng. It also contributes new insights into their performance in specific simulated
environments. Additionally, the study presents new comparative simulation data and visu-
alized insights into the routing protocols, informing future testbed implementations, and
potential improvements for the routing protocols in 6LoWPAN environments. The follow-
ing section presents related work to this study followed by the methodology in Section 3.
The results and analysis are presented in Section 4, and finally Section 5 concludes and
provides recommendations for future studies in this area.

2. Related Work
6LoWPAN, an Internet Engineering Task Force (IETF) working group, specifies header

compression and encapsulation techniques that allow IPv6 packets to communicate with
IEEE 802.15.4 standard [10]. 6LoWPAN covers applications that need lower data rates
for wireless internet connectivity. It runs in two frequency bands: 2400–2483.5 MHz
internationally and 902–929 MHz in North America. With AES-128 security features, it
achieves 250 kbps downlink/uplink with a range of 10–200 m [11].

The 6LoWPAN network is extremely resilient; it can self-heal and auto-configure
to adjust to changing circumstances. With its mesh network, which eliminates single
points of failure and supports numerous border routers for internet connectivity. Mesh
network can increase overall energy consumption but marginally less than that of binary
tree topology [12]. Scalability is attained by supporting up to sixteen thousand devices
and thirty-two routers, which makes it appropriate for both small and big networks. In
addition, 6LoWPAN has lower latency than Bluetooth and Zigbee, it is also more affordable
and uses less power [13]. In the following sections, the characteristics of the three types of
routing protocols which are assessed in this study are described.

2.1. Routing Protocol for Low-Power and Lossy (RPL) Networks

The Internet Engineering Task Force (IETF) Routing over Low Power and Lossy
(RoLL) Networks committee created RPL, a routing protocol designed for LLNs with
devices with limited resources. RPL proactively optimizes routing for LLNs by apply-
ing a distance vector technique, meeting critical routing requirements over nodes with
constrained resources [14,15].

A Destination Oriented Directed Acyclic Graph (DODAG) serves as the foundation for
the protocol’s topology [16]. Network topology setup creates a DODAG, which is uniquely
recognized by a DODAG IP and RPL instance ID [17]. RPL networks directly control
messages every node to identify the best parent sets to follow to reach the root, connecting
with favored parents along the most effective route. Route path selection, which makes use
of the ranking’s idea, is crucial to RPL. In addition to identifying and preventing routing
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loops, ranks also let nodes distinguish between parents and siblings and allow them to
keep lists of preferred parents and siblings for usage in the event of a link loss with the
parent node [18]. RPL routing overhead increased in three scenarios: network topology
change, additional information transmission, and speed movement of node increased [19].
Moreover, increased node mobility will result in higher energy consumption due to the
need for frequent route rediscoveries [20].

For the development and upkeep of descending routes, RPL provides two operating
modes: storing mode and non-storing mode. Using Destination Advertisement Object
(DAO) messages delivered in unicast to selected parents, each node in the storing mode
saves routes published by all other nodes in its subtree. Only the DODAG root retains the
routes that are announced by every node in the network when the mode is non-storing,
meaning that intermediate parents do not store downstream routes [21].

2.2. Ad Hoc On-Demand Distance Vector (AODV)

AODV is a robust and reactive routing protocol which is designed primarily for mobile
ad hoc networks, originating from the work in 2003 [22]. AODV operates on-demand,
activating its routing algorithm in response to specific demands within the network. The
AODV routing algorithm unfolds in two distinct phases which are the control phase and
the route discovery phase.

A key feature of the protocol is its utilization of a hop count-based route selection
process, aiming to merge routes for efficiency and promote high bandwidth usage while
minimizing data drop. However, the protocol remains cognizant of factors such as link
reliability and node energy levels to ensure effective and reliable routing. AODV defines
three different routing messages which function as control packets and play a crucial role
in the routing process with details subsequent sections [23]. The AODV protocol executes
its operations through Route Requests (RREQs), Route Replies (RREPs), Route Errors
(RERRs), and HELLO messages. The HELLO message, a special case of the RREP message
with TTL (Time-To-Live) set to 1, may provide local connectivity information [24]. This
communication mechanism ensures the creation of linked paths between nodes in the
network only when specific clusters’ source nodes send arbitrary request signals.

Consequently, the AODV routing protocol relies on an on-demand nature, promot-
ing a congestion-free system when communication is established between interconnected
nodes [22]. AODV meticulously monitors and maintains each path in the network until they
are acquired by the sources. Since its conceptualization in the Internet Engineering Task
Force (IETF), AODV has undergone significant evolution, incorporating various improve-
ments. The proposed variants of AODV are categorized into quality, multipath, energy,
security, and routing strategy, demonstrating the protocol’s adaptability and continuous
refinement [24].

2.3. Lightweight On-Demand Ad Hoc Distance Vector Routing Protocol—Next Generation (LOADng)

LOADng protocol is a simplified version of AODV which focuses on 6LoWPAN. Like
AODV, LOADng builds routes solely on demand. Control messages obtained from AODV
allow this route development, sometimes referred to as route discovery [25]. Since LOADng
is a reactive protocol, its main method of operation is to use LOADng routers to generate
Route REQuests (RREQs) to find paths that go to certain destinations. The protocol calls
for receiving Route REPlies (RREPs) from the destination after RREQs arrive successfully.
Moreover, RREQ transfer happens at the hop-by-hop level via unicast communication [26].

As an AODV variation, LOADng and AODV use a similar method for route build-
ing, maintenance, and discovery. However, it stands out due to its optimized flooding,
adaptable packet format, ease of implementation, and removal of settings that are rarely
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useful [26]. The destination node is tasked with determining the optimal path, which it
does after obtaining several copies of the initial RREQ message. A Route Cost (RC) is
carried by every duplicate of the original RREQ message, which is determined as it travels
towards the destination node [27].

Routes are only created when there are data to be transmitted and a workable path to
the destination exists, in line with reactive routing protocols. If traffic stays on the approved
path, these pathways will be kept up. Even with its benefits, LOADng has drawbacks,
like route discovery latency [8]. Unlike RPL, LOADng lacks a controlling node like a root,
resulting in a single point of error. To mitigate control message overhead, LOADng employs
a generalized message format [28].

2.4. Simulation Tools

In IoT area, simulators play a crucial role in replicating real-world scenarios using var-
ious quality of service (QoS) settings, enabling the prediction and mitigation of unexpected
faults prior to actual deployment. It is imperative to ensure efficient management of hetero-
geneity in devices, technologies, settings, and applications, particularly considering the
estimated 75 billion smart devices that will be connected by 2025 [29]. Realistic simulation
outcomes require the capacity to disseminate information across many environments utiliz-
ing various technologies. Network Simulator tools are essential for network simulation in
the context of computer networks. Large-scale network implementation and instantaneous
router deployment might be costly and difficult. Setting up and experimenting with real-
time networks, creating network protocols, and keeping an eye on multiple parameters
provide challenges for researchers. Still, these simulators present a reasonably priced and
effective substitute [9].

Cooja version 2.7 is a versatile, cross-level Java simulator, that functions within Instant
Contiki 3.0 and emphasizes wireless sensor network behavior. It supports protocols under
6LoWPAN network and supports the IEEE 802.15.4 standard, which is implemented by
hardware like the Texas Instrument (TI) CC2420 transceiver [30]. Emulation of hardware
level motes, such as Tmote Sky, Z1 and Wireless channel models like DGRM are imple-
mented in the simulator. Each node’s radio transceiver’s power condition is shown by the
debugging tool TimeLine [31].

NS-2 is an open-source, discrete-event simulator that is extensively used and well-
known for its ability to simulate network settings. The final official release is NS-2.35. NS-2
offers the ability to simulate network establishment, protocol implementation, and real-
time scenarios. NS-2 enables users to simulate new protocols through a scripting interface.
Researchers and developers will be able to explore and validate new networking protocols
for real-time analysis and generate detailed trace files for performance evaluation. Being
free software, NS-2 is accessible for research, development, and practical exercises on both
Linux and Windows platforms [9]. It supports a variety of IP protocols, including TCP/IP,
routing; however, 6LoWPAN was not supported. Conversely, NS-3 is an open-source
device which was created to take the place of NS-2 for working with several protocols, such
as the 6LoWPAN protocol stack [31].

NS-3, intended as a replacement for NS-2 focused on communication network research
and development, in keeping with IoT goals. The latest release is NS-3.43. With optional
Python bindings, the fundamental simulation is written in C++, and it is integrated with
other tools such as NetAnim 3.109, PyViz 0.3.2, and Bake [30].

As desktop software, NetSim is designed for modeling and simulating diverse network
types, allowing the development of user-defined protocols and integration with software
like MATLAB and SUMO [9]. The current NetSim version is 14.02 with three options i.e.,
Academic, Pro and Standard. Recognized as an advanced simulator, NetSim is dedicated
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to protocol modeling and simulation of networks. It offers a comprehensive exploration of
computer networks, covering most aspects of networks, making it a widely used tool in
research [32].

In addition to the mentioned simulators, OMNET++, Tossim, MATLAB, and SUMO
are widely used in research. OMNET++, an open-source C++ simulator for communication
networks, offers packet-level analysis but it is not designed particularly for 6LoWPAN [31].
Tossim, in TinyOS, prioritizes scalability and fidelity for MicaZ motes [30]. MATLAB
and Simulink support IoT system modeling with custom simulation and connectivity to
platforms like ThingSpeak [9].

3. Methodology
Simulators have presented a reasonably effective substitute in setting up and exper-

imenting with real-time networks and creating network protocols [9]. The simulation
parameters need to be taken into consideration where it will be affecting the outcomes. This
study implements a simulation approach to simulate the routing protocol using various set-
tings, i.e., number of motes, mote positioning, and transmission range to obtain meaningful
insight into the routing protocols’ performances. We utilized Cooja for this purpose.

Unit Disk Graph Medium (UDGM), which is a radio propagation model, is selected
because it is more prevalent in Cooja simulations [25,26] and aligns with the goals of this
study. UDGM utilizes a defined transmission range disk whereas the inner node receives
while outer ones do not. It modulates transmission power using output power comparisons
and scenario distances with Packet success rates for Transmission (TX) time and Reception
(RX) time as the success metrics. The simulation parameters are listed in Table 1.

Table 1. Simulation parameters.

Parameters Scenario 1 Values Scenario 2 Values

Simulator Contiki 3.0/Cooja Contiki 3.0/Cooja
Protocol RPL, AODV, LOADng RPL, AODV, LOADng

Data Type UDP UDP
Radio Propagation Model UDGM Model UDGM Model

Number of Motes 10, 20, 30, 40 10, 20, 30, 40
Simulation Duration 300 s 300 s
Transmission Range 50 m 100 m
Network Topology Random, Linear, Eclipse Random, Linear, Eclipse

Since the number of motes directly affects the performance of the motes as well as
the network, it is assumed that performance metrics that are obtained after the simulation
would differ. This hypothesis is based on previous academic studies [2,33] in which re-
searchers varied the number of motes in various contexts. Changes in the number of nodes
and the percentage of mobile nodes also have a gradual effect on Average Power Consump-
tion (APC) [34]. Given that the mote counts range from 10 to 50 across various scenarios,
it is posited that 40 motes are optimal for a straightforward 6LoWPAN architecture, as
mentioned in ref. [5]. Consequently, the mote counts increase by increments of 10 motes for
each scenario, culminating at 40 motes. Apart from the mote count, the transmission range
serves as another independent variable in this study. Previous research has indicated that
the transmission range can influence both power consumption and the PDR of motes [33].
It is hypothesized that power consumption will rise with an expanding transmission range
since motes require increased power for signal amplification to reach more distant motes.
It would be intriguing and noteworthy to examine whether varying the transmission range
influences different routing protocols. Additionally, it is essential to ascertain if these proto-
cols can function effectively or perhaps be optimized with an extended transmission range.
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Consequently, the transmission range will be varied across the scenarios, specifically set
at 50 m and 100 m based on findings from prior research [5]. Additionally, the simulation
duration is established as 300 s, aligning with prior studies [28–32]. Employing a consis-
tent 300 s evaluation period facilitates precise assessments of each protocol across diverse
conditions and scenarios. Such consistency enables meaningful protocol comparisons and
pinpoints areas warranting enhancement or optimization.

4. Results and Discussions
This study provides a comparative analysis of RPL, AODV and LOADng protocols

specifically within the context of 6LoWPAN. The raw data gathered from the simulation
tools including Powertrace and Collect-View were then analyzed with Python code to
transfer into useful information and visualize the graph. Figure 1 provides a heatmap that
offers a comprehensive analysis of mean power consumption across different scenarios,
illustrating how network topology, routing protocol, transmission range, and the number
of motes influence energy usage. Each cell in the heatmap represents a specific combination
of these variables. The data shows different patterns across the three routing protocols and
topologies to highlight the routing protocols’ performance under various conditions.
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Figure 1. Mean power consumption for different scenarios.

The AODV protocol consistently shows higher power consumption, particularly in
denser networks and longer transmission ranges, as evidenced by the darker shades in its
corresponding cells. In contrast, the LOADng and RPL protocols demonstrate more efficient
power management, with lighter shades indicating lower power consumption, especially in
smaller networks and shorter transmission ranges. For instance, the ring/eclipse topology
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with RPL protocol exhibits a significantly lower mean power consumption for 10 motes at
both 100 m and 50 m, underscoring its suitability for energy-constrained environments.

These insights are crucial for optimizing network configurations in 6LoWPAN. The
result is like the trends from previous research where the power consumption will be
increased while the network becomes denser. The denser network is defined from the
increment of the number of motes and transmission range in this research. Whenever the
motes number in the network increases, the power consumption will increase as more
power resources are needed from the motes to transmit packets and messages [2,5]. Other
than that, the transmission range will also affect the power consumed by every node
therefore the power consumed in the network simulated with a 100 m transmission range
is greater than that simulated in a 50 m transmission range [33].

In addition, a pair plot provides insight into the relationship between the power as
well as the trend of different powers on the type of power. Figure 2 illustrates a pair
plot with different power types for various routing protocols which are RPL, LOADng,
and AODV.
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The CPU power is positively correlated with Listen Power, Total Power, and Transmit
Power. When the CPU power increases, the other mentioned power metrics tend to increase
as well. CPU power shows a clear separation between the three routing protocols. The
AODV and LOADng exhibit higher CPU power usage compared to RPL. In addition,
LPM or Low Power Mode power shows different clusters, with RPL having the lowest
values, followed by AODV and LOADng. LPM power carries an inverse relationship
between LPM power and CPU power, indicating that higher CPU power corresponds to
lower LPM power. LPM power shows a minor negative correlation with Listen Power,
Total Power, and Transmit Power, but not as strongly as with CPU power. Moreover, the
listen power demonstrates a strong positive correlation with both CPU power and Total
Power. The clustering of different protocols is evident, with AODV and LOADng showing
higher Listen power compared to RPL Listen power also shows a positive correlation with
Transmit Power yet consists of variation. The Transmit power is positively correlated with
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CPU power, Listen power, and Total power. There is a clear separation between the routing
protocols, with AODV and LOADng showing higher Transmit power compared to RPL.

The pair plot shows that Transmit Power has less distinct clustering compared to other
power metrics but still follows a positive trend. Overall, AODV and LOADng protocols
generally consume more power across most metrics compared to RPL. RPL tends to operate
at lower power levels, which may indicate better energy efficiency. The relationships
among the power metrics are largely positive, indicating that power consumption in one
area is typically associated with increased power consumption in others. This analysis
suggests that the choice of routing protocol has a significant impact on power consumption
patterns in different areas, with RPL being more energy-efficient, and AODV and LOADng
requiring more power.

The investigation presents a systematic breakdown of power consumptions into
components i.e., CPU Power, Listen Power, CPU Power, and Total Power consumption
related to each protocol. This detailed examination reveals that power consumption
increases as the number of motes rises, providing valuable insights to guide future protocol
improvements focused on energy efficiency of 6LoWPAN.

5. Conclusions and Recommendations
The primary objective of this study is to investigate the performance of RPL, AODV,

and LOADng routing protocols on IoT devices within the context of 6LoWPAN. Through
a series of comprehensive simulations, the objective has been achieved by thoroughly
analyzing and comparing the protocols’ performance across various network scenarios and
topologies. Our findings indicate that RPL outperforms AODV and LOADng in power
efficiency, especially as network size increases empirical evidence. RPL is more suitable for
scalable deployments. Its efficient DODAG maintenance mechanism enables more stable
power consumption under different mote densities compared to AODV and LOADng.
AODV frequent route discovery mechanism may result in higher energy consumption when
higher number of motes are involved. This study contributes to a deeper understanding of
the routing protocols based on empirical simulation data via the Cooja simulator. While
our simulation results provide valuable insights into protocol performance, it is crucial
to validate these findings through real-world testing. In addition, we assume that RPL’s
reliance on DODAG structures might result in lower power consumption during mobility
compared to AODV. Moreover, we also assume that the energy efficiency and performance
of LOADng will degrade with higher mobility. Our results suggest that RPL, which
uses periodic updates to repair and maintain routes may experience higher delay or
latency in mobile scenario. Hence, we recommend that future studies should advance
beyond simulations by testing the routing protocols RPL, AODV, and LOADng in real-
world environments using a physical testbed. The testbed can be implemented with
practical scenarios, such as smart homes or smart offices with hardware like the Cortex-
M3 Controller board and follow a structured methodology for configuring and testing
these protocols. This approach can bridge the gap between theoretical simulations and
practical implementations, ultimately advancing our understanding and application of
IoT networking technologies. Hence, we plan to extend this study by incorporating
advanced network performance monitoring tools to capture a broader range of performance
metrics during testbed experiments. Protocol trade-offs will be investigated based on
power consumption and metrics like latency, end-to-end delay, packet delivery ratio,
etc. Exploring algorithmic modifications and different mobility models like Random
Way Point may provide a holistic evaluation of 6LoWPAN routing protocols in high
mobility environments.
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