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Abstract

In this paper, we push further the cryptanalysis of a cryptosystem of the RSA’s variant
which utilized a cubic Pell equation with the key equation ed — k(p* + p + 1)(¢> + g + 1)
=1 where N = pgq is an RSA modulus, ¢, N are publicized, while d, p, q are kept private.
We consider the case where the prime factors share an amount of their least significant bits
(LSBs), that is p and g satisfy p — g = 2" u where m is known, and u is unknown. Through
this work, we show that via Coppermith’s method and lattice basis reduction, it is feasible to
retrieve the secret key d and factor N for larger values of d.

Subject Classification: 11T71, 14G50.

Keywords: RSA, Factorization, Coppersmith’s method, Lattice basis reduction, Cubic Pell equation.

1. Introduction

The RSA encryption method [12] has been widely studied and
implemented since it was introduced in 1978. Various modifications and
improvements have been proposed for better efficiency and security. Any
new variant of RSA from a different field will be evaluated in terms of its
security vulnerabilities in comparison to the original RSA design.

The RSA construction algorithm consists of the public and private
keys written as (N,e) and (p,q,d,¢(N)) respectively. The integer N = pq is
an expression of the multiplication between two private prime numbers, p
and g while e e Z* must be coprime with ¢(N), where ¢(N)=(p-1)(g-1).
The computation of inverse modulo of e(mod¢(N)) yields the integer d. A
standard RSA uses a small public exponent e for fast signature verification.
The size of d affects greatly the efficiency of the decryption algorithm,
thus leading to the favorable usage of small d = N°.

Wiener [15] was the first that designed an attack upon the RSA. He
proved that whenever d < N"*, the method of continued fraction upon
£ would yield £ as one of the convergents. Knowing these private keys is
adequate to factor the modulus N. This result was later extended by [1] up
to 6 <0.292 for traditional RSA with a relatively small private exponent.

 Orcid Id: 0000-0003-4624-3123
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A few years later, Coppersmith [2] proposed a lattice basis reduction
technique to efficiently find small solutions of modular polynomial
equations and roots of polynomials of a specific form. He applied this
method to an RSA modulus N =pg and demonstrated that knowing half
of the bits of p or g is sufficient to factorize N.

Meanwhile, the works from [13,14,9] presented RSA variants in which
primes share a certain number of LSBs, and found that the bound on the
private exponent d for which RSA is vulnerable can be improved based on
the parameter ¢.

In the year 2018, a cubic Pell RSA variant was designed by [7] with the
aim to have better security compared to the original RSA for broadcast
applications. In this variant, they modified the key equation into ed -1 =
O(mod y(N)), where w(N) = (p>+p+1) (> +g+1). They claimed that
their scheme was not vulnerable to the attack designed by [15], as the
secret exponent d was as large as the modulus N. However, Nitaj et al.
showed that the method in [15] and [1] can still be used to attack their
scheme. The cubic Pell RSA variant is particularly vulnerable to
Coppersmith’s method on a small private exponent d <N"*, and even
more so to the lattice-based method when d <N"*. These bounds are
much higher than the current bound of N°** by Boneh and Durfee and
the conjectured bound of d < N*° for standard RSA.

In a previous work [11], the authors investigated investigated the
vulnerability of the cubic Pell RSA variant N =pg when the difference
between the primes is small, which occurs whenever some amount of their
mostsignificantbits (MSBs) is shared. They found that using Coppersmith’s
method on a small private exponent d=N?, the insecure bound can be
extended up to 6 <3 + & B -2 JapDBarsp-1), where p—g=N" and
e=N".

The work in this paper explores the vulnerability of the cubic Pell
RSA variant when the primes share a number of their LSBs, specifically
when p—q=2"u where m is either known or unknown. This scenario has
been studied in the literature for the original RSA (see [13,14,9]). For the
cubic Pell RSA variant, we set e=N%, d=N°, and p—g=2"u with
2" = N”, and transform the key equation into a polynomial

x(y* +ax+b)+c=0 (mode),
wherea, b, and ¢ are known integer coefficients. We then use Coppersmith’s

method and lattice reduction to show that the cubic Pell RSA variant is
vulnerable if

6<g—gﬂ—gJ(1—4ﬂ)(3a+1—4ﬁ).
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In a typical scenario where p,q~2'"*, N=~2", ebeing roughly N*
and p—g around 2*u, we can estimate & to be about 2 and B to be
approximately 0.02. If we take d = N° where § is less than 0.624, then the
cubic Pell RSA variant is vulnerable. Notably, this bound is significantly
surpassed the bound of 0.569 in [10] and 0.585 in [16].

The rest of this paper is covered by six crucial sections. Section 2
describes the cubic Pell RSA variant of Murru and Saettone, and presents
Coppersmith’s method. Meanwhile, two useful lemmas from the literature
are presented in Section 3. The next two sections present our main work
that includes the theorem and proof and an improved bound for the
cryptanalysis of the cubic Pell RSA variant respectively. The numerical
example of a large and concrete value is presented in the next section and
the conclusion is in the last section.

2. Preliminaries

This section presents briefly Murru and Saettone’s scheme and the
method of Coppersmith to solve for the small solutions given a single
modular multivariate polynomial.

2.1 Murru and Saettone Scheme

An RSA-like scheme has been constructed by Murru and Saettone
[11] which is intended to have better security compared to the RSA in
broadcast applications that work on a cubic field relating to the cubic Pell
equation

X’ +ry’ +1°2° =3rxyz =1,
where r is a given non-cubic integer and x, y, z are unknown numbers. Let
(G,+,x) be a field. Take a quotient field A=G[t]/(t’—r) as the set of

elements of the form x+ty+tz with (x,y,z)€G’. Then, a product e
between two such elements can be computed as follows:

(X, Y102, 0 (X5, Y5 2,) = (0%, + (Y2, + Y, 2001, 0,4, + XY, + 12,25, Y, Y, + X7, +X,2,).
Next, consider the set
A={(x,y,2)eG’ x> +ry’ +7r2° = 3rxyz =1}

Then, (A,e) is a commutative group with the identity e=(1,0,0,)
and the inverse of (x,y,z) in A is (x,y,z)" =(x* —ryz,rz> —xy,y* —xz).
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Next, let a quotient group B=F /G  composed with elements of the
forms a+bt+t*, or a+t, or 1 only. Consequently, the group B reduces to

={GxGlulGx{ul} ui(u, w),

where (u, it) denotes a point at infinity. A commutative addition operation
@ in B can be defined as follows:

L (a,u)®(p,u)=(ap,a+p).
2. (a,b)®(p,u)=(u,u) when b+p=0and a-b*>=0.
3. (a,b)®(p,u)=(""%,u) when b+p=0and a—b*=0.

”7b2 7

4. (a,b)®(p,u)= [“P“ “;b"] when b+ p = 0.

5 (@b®(p,q9)=(u,u) whena+p+bg=0and bp+agq+r=0.

6. (a,b)®(p,q)= (%,u]whenaﬂﬂbq 0 and bp+aq+r=0.

_ | ap+(b+q)r bp+aq+r
7. (a,b)®(p,q)= ( wrpeby ” arpiby ]when a+p+bg=0.

In addition, an exponentiation operation to a power of a positive
integer k is defined as

(a,b)* =(a,b)®(a,b)®...®(a,b), k times.

Taking G=F, as a prime field and pu=o, we get that A= G’ isa
Ga101s field w1th p’ elements. Then B is a cyclic group of order
v =p*+p+1. Therefore, we always have (a,b)*" " =(u, 1) mod p for
every (a,b)eB.

A scheme of RSA variant was proposed by [7] based on the group B.
Suppose N=pq, take the ring G=7%Z/Z,, and wu=ow.Then the
corresponding set B is a cyclic group of order w(N) = (p>+p+1)
(q° +q+1). Therefore, for any (a,b) € B, we have

(a,b)*"™ = (u, ) (mod N).
Having all group properties above, an RSA variant on the quotient

group B provides a valid cryptosystem. Three algorithms on this scheme
are presented as follows.

1. Key Generation
Input: The modulus of # bit-size.

Output: A public key (N, e,r) and a private key (N, d,r).
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- Select two prime numbers p and 4.

- Compute N =pq and y(N)=(p* +p+1)(g> +g+1).

- Select r € Z which is non-cubic modulo p, g, and N.
- Select e € Z such that e and y(N) are coprime.

- Compute d =1(mody(N)).

- Return (N,e,r) and (N, d,r).

2. Encryption

Input: A pair of messages m, ,m, € Z,, and public key (N, e,7).

N 7

Output: The ciphertext (c,,c,).

- Compute (c,,c,)=(m,,m,)* using the addition operation ® on
the curve with the equation x° +ry® +r’z> —3rxyz=1 (mod N).

- Return (c,,c,).

3. Decryption
Input: The ciphertext (c,,c,), and private key (N,d,r).
Output: Messages m,,m,.
- Compute (m,,m,)= (Cl,CZ)M using the addition operation @ on
the curve with the equation x° +ry* +r*z° —3rxyz=1 (mod N).

- Return (m,,m,).

2.2 Coppersmith’s method

A useful tool was invented by [2] to solve an integer bivariate equation
F(x,y)=0, and a modular equation of one variable G(x)=0 (mod N),
where both polynomials consisting of integer coefficients. Since then, the
method of Coppersmith has been generalized in several forms. This
method uses lattice reduction algorithms to find the roots of the intended
polynomial[5]. The following result is useful to our attack on the cubic Pell
variant of RSA (see [6]).

Theorem 1 (LLL): Let a basis (ul,...,um) spanned a lattice L. The LLL
algorithm yields a new basis (b,,...,b,) of L that satisfies

o(w-1) 1

b, | <...<|b, || <24 det(L)e,

fori=1,2,...,0.
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Let H(x,,x,)= Z‘ﬂilizxilxéz be a polynomial where the coefficients are
integer. Define the norm of H(x ,x,) as | F(x,,x,)| =, /Zaf]iz. The result

below is a foundation of Coppersmith’s method.

Theorem 2 [Howgrave-Graham] [3]: Let H(x,,x,)=3a,, x/xz be a
polynomial with integer coefficients with at most @ monomials. If ’

m
X7 1<X,, [2P1<X,, h(x?,x")=0 (mode"), ||H(x1X1,x2X2)H<eﬁ,

then H(x\?,x{")=0 holds over the integers.

The first step to find small solutions (xio),x(zo)) of F(x,,x,) = 0(modN)
with [x” < X,, [x?|< X, is by collecting @ polynomials F(x,,x,)
satisfying F(x”, x{’) = 0 (modN). A lattice is then constructed by

collecting the coefficients of the polynomials F(X x,,X,x,) to form its

17
basis. Then, reducing the basis gives rise to @ polynomials H,(x,y)

satisfying H, (x\”, x) = 0 (mod N). Combining Theorem 1, Theorem 2,

2
and under some specific conditionson X, and X, atleasttwo polynomials

H, (x,,x,) and H,(x ,x,) share the small root (xio),xgo)) over the integers,
thatis H (x, x) = H,(x"?, x{) = 0. By resultant techniques or Grébner
basis calculation, it is possible to find (xio),x(zo)) assuming that H (x,,x,)

and H,(x,,x,) are coprime.

3. Useful Lemmas

The work in [8] provides the results for the bounds for p, and g in
terms of N. Let N =pg be the product of two unknown and balanced
primes. Then

N2 <p+q<3N"2

The following result concerns the case when there exists a number of
LSBs shared between the primes p and g of the modulus N. (see [13, 9]).

Lemma 2: Let N=pq be an RSA modulus with q<p<2q. Suppose that
p—q=2"u where m is known. Then p=2"p +u,, q=2"q +u,, and
p+q=2"v+v, where u, is a solution of the equation z* =N (mod2") and

v, =2u, + (N —ul)u;' (mod2*").
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4. The Small Solutions of the Generalized Key Equation

In this section, we apply Coppersmith’s method to find the small
solutions of the generalized key equation xl(x; +ax, +b)+c=0(mode).

Theorem 3: Let e and N e Z™ with e=N®. Let a<e, b<e, c<e be positive
integers. Suppose that x, (xi +ax,+b) +c =0 (mode) with x = N%,
x,=N%, and §, < > 0. Then one can retrieve x, and x, if

8, <o+28,-2,/25,(26, +3a).

Proof: Let N,ecZ" and e=N". Suppose that e fulfilled the condition
such that

x,(x3 +ax, +b)+c=0 (mode),
where a,b,c e Z* are smaller than e. Set
f(x,,x,)=x,(x; +ax, +b)+c=0 (mode),

where x, <N% and x, < N are the small solutions that needed to be
solved via Coppersmith’s method. We consider the following strategy,
inspired by [4]. Suppose m,t € Z*. The set is defined as

M, = U {xix2™| x!x2 is a monomial of f"(x,,x,)
0<ks<t
PP . -l
and( ! 22)1 is a monomial of f""(x,x,)}
x1xz

for 1=0,...,m. The monomials of the set M, can be characterized by
xilxiz e M, if

i=1l,...,m,j=2l,.,2+t

For I=0,...,m, the polynomial is defined as

i .

xixd I m-l . i i
G,M.(x,y)z( 1 22)1 flx,x,)e" with x'x?eM\M, .

XX

i .
From M,, we deduce M, as x'x? e M, , if

i =1+1,...,m,i,=21+2,...,2i+t.

The set M, \ M, , is characterized by xil x;2 eM\ M, if

i=1..m, i=1,
or
i, =21,21+1. i,=2+2,...,2i+t.



CRYPTANALYSIS OF A VARIANT OF RSA 1271

Then G, , (x,,x,) reduces to one of the following polynomials

i1 i,-2l -
Gl,il,iz(xl’xz)zxil xlz2 f(xvxz),em I/

for
[=0,...m, [=0,...m,
ii=1,..,m, or i=1
i,=21,21+1, i,=2l+2,...,2i +t.

A lattice £ is defined to be spanned by the coefficient vectors of the
polynomials G, . (x,X,,x,X,) where X, X, €Z" satisfying
5 5
X, =[N"'],X,=[N"?]
The matrix of the lattice contains the rows that denoted as G,, , and
ordered by therule G,  ispriorto G,  if

{i, <i,yor{i, =i, i <i,or {i=i,i,=i,I<I}

. i [ . i, i, .
The monomials x!'x? are ordered by the rule x,'x? is prior to x'x? if

i, <i,}or{i=i,,i <i,}

Table 1 presents the structure of the lattice £ as follows.

Table 1
The matrix of the lattice for m=2 and f=2.
G"’v . 1] «x, x; x, x,x, x,x5 x,%; x,X; x; xx, xix; xixg | xixy | xixg | xixg
Gyo |1 0| 0 | 0 0 0 0 0 0 0 0 0 0 0 0
Gy |0 [Xe2| 0 | 0 0 0 0 0 0 0 0 0 0 0 0
Gyr |0 0 [X2?| 0 0 0 0 0 0 0 0 0 0 0 0
8o10 [0 O 0 [Xe| 0 0 0 0 0 0 0 0 0 0 0
Gy, 0] 0 [ 0 XX, | 0 0 0 0 0 0 0 0 0 0
G, |®| 0] o |e ® [XxXe| o0 0 0 0 0 0 0 0 0
G, |0 ® | 0] o0 ® ® [XXe| 0 0 0 0 0 0 0 0
G, |O] O | ® |0 0 ® ® |XXge| 0 0 0 0 0 0 0
Gy |0 0] 0 |0 0 0 0 0 [x%*| o 0 0 0 0 0
Gy O] O | 0 | 0 0 0 0 0 0 [XX,e*| 0 0 0 0 0
G, |0 0 0 | ® 0 0 0 0 ® ® |[XiXle| O 0 0 0
G,, |0] 0 0 0 ® 0 0 0 0 ® ® |[XXje| O 0 0
Gy |®] 0 0 | @ ® ® 0 0 ® ® ® ® |XiX;| 0 0
Gy |0 ® | O 0 ® ® ® 0 0 ® ® ® ® |XX;| 0
G |0 0 | ® | 0 0 ® ® ® 0 0 ® ® ® ® | XiX:
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Note that the symbols ® are non-zero entries and they only fill up
the lower triangle of the square matrix. Thus, its determinant can be
computed by taking the product of the elements diagonally which are
written as follows,

det(£)=X,1X, 2", )

We define the function S by

m m 20+1 m 1 20+
S(z)=X 2 Xz+X ¥ X z
120 =l =21 =0 i=] 1,=21+2

and set t =m7 for a certain value 7 to be optimized later. Note that ® is

symbolized as the dimension of the lattice. Then, n xr My M, and @
satisfy
n, =S(i,)=Lm(m+1)(4m+3tm+5)
1 6
= %(31 +4)m® +o(m®)
n, =S(i,)= %m(m +1)(37%m +6Tm + 37 +4m +5)
2
_1 2 3 3
—5(31 +6T+4)m’ +o(m”) )

n, =S(m—1I)= Cm(m-+1)(@m+3tm-+5)
= BT+ 4)m’ +o(m’)
o=5(1)=(m+1)(m+tm+1)
= (1 +1)m? +o(m?).

Next, we combine Theorem 2 and Theorem 1 for i,=2 by the
condition

® 1 m
24 det(L) <,
(£) 7
or equivalently
_ow
det(£) <2 em@,
( ) (\/E)w—l
Using det(£) =X % szzen", we get
o(o-1)
n,—mo - "x; v "x A S—
XX < T ——e " 3
e 1 , < ( @)mq e ( )
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We use the approximations My, My, 1, O from (2), and X, = N%,
X,=N], e=N" in (3), we get after taking logarithms, and dividing by
log(N),

36,77 +3(6, + 26, — )T +2(26, +26, — ) < —¢,,

where € €Z" is negligible. In the left side, the optimal value for 7 is

T = a-0,-26,

) %, for which the inequality reduces to

—367 +2(30+26,)5, +46; + 408, -3’ < —¢,,

fora €, € Z" where the value is small. The former inequality is fulfilled if

8, <0o+28,-2,[25,(26, +3ax).

There are some extra conditions to be satisfied. First, 7, should be
positive. Hence -6, —26, 20, thatis 6, <a—25,. Next, we must have
a—-26,>0, thatis 8, <. a. Then, we have o>25,, and

a+28,-2,/25,(26,+30) =

2
[ow—gézj —%x262 (26,+30)

(1+§52+§«/2§2 (26,+3a)

L 30+28,)(-25,)

(x+§62 +§J262(252 +30)

>0,

w

which shows that the bound on §, is valid. Combining both conditions on
0, , a straightforward computation shows that for o >26,, we have

5, <min(a+§52 - 225,25, +3a),a-26, | =+ 26, - 225,26, + 3a).

Performing LLL, we then extract two polynomials h,(x,,x,) and
h,(x,,x,) satisfying h (x”,x0) = h,(x?,x{) =0. If the polynomials are
coprime, then resultant techniques or Grobner basis are the suitable
approaches used to find all solutions (x”,x¥) with |x”|<X,, and

Ixio) | < X,. This terminates the proof.

5. Cryptanalysis of the RSA Variant Based on Cubic Pell Equation

In this section, we present our attack on the scheme of Murru and
Saettone using the key equation ed —k(p> + p+1)(q° +q+1)=1 when p and
g share an amount of their least significant bits.
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Theorem 4: Let N =pq such that q<p<2q be the product of two large
unknown primes and p—q=2"u where m is known. Suppose that 2" = N®
and e=N% is an odd integer that satisfies ed =1(mody(N)) with y(N) =
(p* +p+1) (¢ +q+1), and d = N°. Then, d could be retrieved which leads to the
factorization of N if o0>2f, and

5<g_§ﬁ_§\/(1_4ﬁ)(3a+1—4/3).

Proof: Suppose that ¢ is an odd public key that satisfies the key equation
ed—ky(N)=1 with y(N) = (p> +p+1) (° +q+1), and p—g=2"u where
2" =N’ is known. We have

V(N)=(p* +p+ 1)@ +q+1)=(p+q)° +(N+1)(p+q)+ N> =N +1.

Let v, =2u,+(N-u))u," (mod2®"), where u, is a solution of the
equation z*> =N (mod2"). Using Lemma 2, we rewrite y(N) as follows,
y(N)=(2"v+0,)* +(N+1)2"v+0,)+ N> =N +1

4)
=2""0* + 2" (N +2v, +1)v+v; +(N+1)u, + N> =N +1.

Transforming ed —ky(N)=1 into the modular equation ky(N) + 1 =
0 (mode) and substituting the value of y(N) from (4),

k(2" v* + 2" (N +20, + 10+ 02 + (N +1)v, + N> =N +1)+1=0 (mode). (5)

Since e is odd, (5) can be rewritten as

2, N+2vp+1 | 03 +(N+1)up+N2-N+1
k| v*+ v+ +
22m 24m

L —0 (mode). (6)

24m

We reconstruct (6) into f(x,,x,)=x, (x> +ax, +b)+c where

_ N+2py+1
a= o (mode),
2 2
_ 95+(N+1)vg+N“-N+1
b= S (mode),
c=_1 (mode),

24m

Then (x,,x,)=(k,v) is a solution of the polynomial modular equation
f(x,,x,)=0(mode). We then apply Theorem 3 to solve for the roots x,
and x,. Let e=N“, d=N’. Since y(N)>p’s> =N?, then

_ ed—1 a+6-2
k= o < N .
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Next, let 2"=N". We have p+q=2"v+v, with v, <2*" and
2N? <p+g<3N? by Lemma 2 and Lemma 1 respectively . Then

0=PH"% 3Nz,

22m

We set
X, =[N“*2],X, =[3N*"]

We apply Theorem 3 with §, =a+6-2 and §,=.-2p. First, the
optimal value for 7, becomes

_1+4B-6
07 1-4p

Second, from the condition of Theorem 3, we get

5<§_§ﬂ_§\/(1—4ﬁ)(3a+1—4ﬁ).

Then, under this condition, we will find the solution (k,v). These
values are then used to compute p+g=2""v+v,. Combining it with
pq=N, we retrieve p, g, and factpr the RSA modulus. Observe that, since
p+q<3N?, then 2*"v+v, <3N?, and, since 2*"=N*’, we get 2f<,
thatis < ;. This shows that the bound on § is valid for all S.

Notice that in a random situation, if the primes of the modulus
N = pq share only a small number of LSBs, we have p+q=2""v+u, with
2" =N’ and B~0. Then the condition on § in Theorem 4 becomes
8 <% —2\3a+1. This retrieves the bound in [11].

6. Numerical Analysis

This section describes our experiments to check the validity of our new
attack on the cubic Pell RSA variant. The steps of the experiments are as
follows.

* Aninteger n is chose up to 512.

* Aninteger n, Sg is chose and an odd random number u, of n, bits
is generated.

* An integer m <] is chose, and a random prime number p of the

form p=2"p, +u, having n bits is generated.
* Arandom prime number g of the form q=2"g, +u, having n bits is
generated.
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The modulus N = pgq and y(N)=(p* +p+1)(g*> +g+1) are computed.
This implies the following estimations

szﬂi%zNﬂﬁzgn

A random integer d~N? is chose satisfying gcd(d, y(N) where §
satisfies the condition of Theorem 4 with o ~2, thatis

5<l-2B-2J1-4B)7-4P).

The public key e =1 (mody(N)) is computed. If e is even, the value
of d will be increased in the former step.

The methods described in Theorem 4 is applied to find p and g.

The following numerical example is generated using large numbers

and the steps are shown in detail.

n

Uy

N

e

=512,1,=| " |=85,m, =|2| =73,

= 31360619685276287843126791,

— 80146987079285381126059233088741332009003020030762492883
04118835033630518370896322436774496455661321389358033982
05666184113036056910403073444475643049850839742920941217
67975403803238141952620887855979792956061412598211907770
03108428619646785639622263120557837717823634851922619151
0245414161664045603305964593,

= 22046949079004013574178608040722059235254341115412308436
62701521297322126728709396537397562994882215070385812561
08797441160203739596980860962645053236786792666502849732
14506475195053930153055131248000088992265298448974504691
95817848153284455177768569073760823077002185074552978198
02582653915240060811102887626187029316328567245962008713
53379811247003214771378380246244885873551774800977119576
91199697662670563213939591560695202868200188008610067171
61698839222419467491918334317881156301377454283663705412
32512047665436283415413956040036090188658579256405053280
59941306003176383244726641929322814647606768688203960329,
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v, =2u,+(N-ul)u,' (mod 2%
=80222982022227665022322349812196897896438798,
6 =0.611273,0=1.99849, B =0.07137, m=5,t=4, =60,

X = L N2 J
=56027077752546643521638030535718188939172145873082777950
70174334818935985459289761436866210307181819006705036408
90770419263722211580683747548508711327313525150866795120
95454336785713684510,

Y = 3{1\1;‘” J

=30107816035492760215294704195259837167730439318993619276
5813956791325051099433472952276207933880946524389456710.

The next step is to apply the method described in Theorem 4 to the
polynomial modular equation x,(x3 +ax, +b)c =0 (mode) which yield
x, =k= 56092776617213969149376278097471666290790435416688826
71844290645995413302576529276196714105009513106450251
50345680449384923629295695290302264152271836046276357
25260840458255389858497686701,
x, =v = 20366195036763489658896318021555281201393584283637525
73950790650094111225767483169019797568576285322419471
96224.

The values of p and g are obtained by generating then solving the
quadratic equation using the knowledge of p+g=2""0v+ v,, and N =pq,
p = 1062157442268563993260910880977220257894490824379191208
7861898902301921874559604137190959928854689846153672291
009637053894135086464992218307829633792298503,
q = 7545678624452024061946543921488555446788326536715570321
9092881237554010432139317466423937582617230125347559993
87034901642460373177429524579742701916737031.

Then, the exponent d can be retrieved by using e, and y(N),
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d =1(mody(N))
=1634303989633120318689376834667449559527439511785636604
80741469097219166989216776945895101506090648761552026061
20486857925938233636770962889462407438148488324557446144
1067694208638956306990.

The running time for the reduction of the basis of the lattice by the the
LLL algorithm took 163582 seconds, and the Grobner basis method took
2.266 seconds. Observe that the method of [16] can retrieve p and g only if
8<2—Ja where d=N°, and e=N® In our example, we have
§=0.611273, and a=1.99849. Then 22—+« ~0.58632, and & is much
larger than 2—+a. This shows that the method of [16] can not retrieve p
and g in this example.

7. Conclusion

An RSA variant scheme has been constructed by Murru and Saettone
based on the arithmetic generated by a cubic Pell equation, with the hope
that it is going to be more secure in comparison to a original RSA in any
applications that require data transmission. The authors of this cubic Pell
RSA variant thought that common attacks on a standard RSA will not be
applicable. Unfortunately, this cubic Pell RSA variant has been shown to
hardly spar better on a larger order at the expense of higher computing
requirement. A smaller exponent may be opted to gain a faster power
modulo operations. This option has been shown to weaken the security
level of the cubic Pell RSA variant worse than expected under common
attacks on standard RSA. Moreover, sharing some LSBs between prime
factors is another practical option. In this paper, we showed that this
option, coupled with an efficient small private exponent will only further
extend an insecure bound much higher on a private exponent d from
previous bounds.
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