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Abstract—Problem based learning is a well known learning
method that will start the learning by giving the problem as the
appetizer of the learning process. The existence of online problem
based learning invites researchers to produce more creative
learning system. This paper will discuss about the research
framework for development of Online PBL IT Security subject.
The design of testing method also will be discussed here. Finally
the storyboard design of the prototype will also be highlighted.

Keywords-problem solving method; problem based learning;
testing method; research framework

I INTRODUCTION

The analysis of problem solving steps in an online problem
based learning (PBL) is a project that will find out the students
performance in technical course after using the PBL method in
their study. This project also will find out the suitable problem
solving steps that can be proposed in an online PBL
environment that can be used in solving problems related with
the Network Security topic from Information Security subject.

Network Security is chosen based on previous research of
PBL that said the product development required investigation
of topics such as databases, network security, scripting
languages and web site design by using the PBL methods [2].
The PBL case consisted of a computer network security
scenario, involving both theory and practical work [1]. PBL
method also has been used within a Systems and Network
Security module within a diploma programme [4]. They
proved that Network Security can be considered as a relevant
topic for PBL methods. Although they are not focussed on
Network Security itself, but to some extent, their project
related with Network Security.

Pioneering by McMaster University, Hamilton, Ontario,
Canada for medical course, there are hundreds of research that
been held on this method nowadays. From a lot of sources that
study on PBL, they prove that compared to traditional lecture-
based instruction, PBL improves student understanding and
retention of ideas, critical thinking, communication and

978-1-4244-6716-7/10/$26.00 ©2010 IEEE

problem-solving skills, as well
adapt their learning to new sit
lifelong learning [5].

There are a lot of universiti
the world. The problem is, when
nowadays did not fulfilled the indt
undergraduates lack of personnel
industrials need that lead to unem
country. Neo and Neo suggested
grew out of the need to create a v
solve problems in any given situ
thinking skills [9]. So, by using
problem is hoped will be resolved

The problem-based learnin
elements of the constructivist lea
requires that the students become:
learming content and learning.
participants in their own leaming,
understanding the concepts of th
guiding them to be better underst
subject, it also will develop students’
requirement.

Problem solving is the complex:
and fundamental capability [3] that]
evaluated in education in any academ
researches suggest that any academic
their own problem solving steps. WIH
each subjects content, a slide dli:'fcreﬂ
steps might occurs in every §ubjcc!5
problem solving steps in Historical su
solving steps in Mathematics.

Also there are common processes of PRt
as problem finding such as the hypd i
problem solving, experiment / carrying
results and also the evaluation SessIOf
common steps that normally apply in solVif
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4 UGGESTED PROBLEM SOLVING STEPS

Explanation
2 The Problem. .
plore the issues. Explain the
aning of problem scenario based on

L own understanding.

SList Of Known. ‘
lain the previous experience and

nowledge that  related with  the
‘problem scenario.
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i;:t o{t all possible knowledge needed

t related with the problem.

i solve the
problem. Divide the action between
‘group members.

" List Of Solution.
all the solution and any

formation gathered from the action
perly.

-

The last step is Report. Report is normally known as
Learning Journal when it comes to online learning program. In
Report step, students can review all the answers that they have
gather, rearrange these answer, and repair any error Occur.
After final review, they will submit the Learning Journal to

their facilitator for evaluations.

II. RESEARCH FRAMEWORK

A research framework is proposed to sketch a possible
path of action or to present a chosen approach to a thought or
idea of this project. It will present the general idea of the
project and connect to all inquiry aspects of project as shown
in Diagram 1 below.

DIAGRAMI. RESEARCH FRAMEWORK FOR ONLINE PBL

Independent variable

Conventional

Group Dependent variable

Performance
Score (Pre Test
and Post Test)

—>

Online PBL Group

Moderator variable

mbine all the output from the above
[ steps in paper/online report and submit
| it to the learning journal.

problem solving steps for this project
' It starts with Problem, Known, Unknown,
and Report. As for the problem based
lly starts with giving students the problem
archers has suggested problem for the first
, students will explore the issues and

d on their own understanding.

Known. In problem based learning,
d out students prior knowledge on the
guide them to monitor on how students
xperience with the given issues.

Unknown. In this step, student will
sed in order to solve the issues. They will
tion that they need, the related step need to
ind any additional data that will strengthen

Action. In this step, students will list out
solve their problems. As for this Online
s have prepared the required action to
I such as by referring to notes, books, and
ind so on. For PBL, this action step might
ubject.

Solution. After filling the action form,
answer the solution part. In this part, they

fthe info gathered. They also can suggest
3 problems.

Online PBL Group
(Problem Solving
Steps Proposed)

Achievement
score (Learning
Journal)

Online PBL Group
(Well Known PBL
Problem Solving)

A double T-Test experimental design will be implemented
in this research. The first T-Test is to analyse students’
performance in PBL group compare to the students’
performance in conventional group. The second T-Test is to
analyse the students’ performance in PBL Group that use
problem selving steps suggested compare to the students’
performance that use well known PBL problem solving steps.

The independent variables are learning environment,
Online PBL which is divided into two group (suggested
problem solving step and well known problem solving step)
and Conventional PBL. As an example, this class consist of 90
students. These students will be divided into two groups. First
group with 30 students will learn in conventional class
environment. This group is called as Conventional Group.
While the second group with 60 students will learn by using
an Online PBL environment. This group is called as Online
PBL Group. This Online PBL Group will be divided into other
two groups. First Online PBL Group with 30 students will use
problem solving steps suggested while the other 30 students
will use the well known PBL problem solving steps.

The dependent variables are the students’ outcome
(performance and achievement score). After the learning
process, students in this class will be test by using post test.



They will also submit their learning journal at the end of the
week. So, by using the post test and learning journal, student
result will be analysed.

Two Online PBL learning program with difference
problem solving steps will be designed and developed for this
project. The first problem solving steps is suggested by this
research. This problem solving steps are analysed as an
appropriate one to be used in Network Security and Online
PBL environment. The other problem solving steps is adopted
from general PBL which is the well known problem solving
steps.

Contents of the Online PBL will be designed by using the
ADDIE method. The ADDIE method is a well known
multimedia development methods. As for this project that will
produce an Online PBL in multimedia scope, ADDIE method
is the most suitable method that will be used.

About 90 students from the FICT, UTeM will be requested
to participate in this study. This is because the chosen subject,
Information Technology Security is offered only for BITM
(majoring Media Interactive) and BITS (majoring Software
Engineering) students. This subject is offered for every
semester, each semester for a single course. If in this semester
it is offered for BITM, so the next semester, it will be offered
only to BITS students. As for other courses such as BITD
(majoring Database), BITC (majoring Computer Networking),
and BITI (majoring Artificial Intelligent), they already have
their own security subject that based on their courses.

The instructional material of this study will be based on the
topic “Network Security” of the course entitled “BITS 3423:
Information Technology Security”, offered by FICT, UTeM.

III. DESIGN OF TESTING METHOD
This testing method is important in guiding the researcher

to monitor and conduct the research in more structured way.

DIAGRAM Il. THE FLOW OF TESTING PLAN

Gl G2
Conventional Online
PBL
G2.1 G22
Suggest Well
Problem known
Solving Problem
Step Solving
Step

Diagram II shows the testing plan flow that will be execute
in the implementation phase which is the forth phase of

ADDIE methods. At the early stage
students of the class will answerg :
20 to 25 items for Network Securj
students prior knowledge on the topil

After that, students wil| be divid
groups will learn in different envirg
learn in conventional clasg envirg
group will learn in Online PBL enyj
learns in lecture hall while the seeq
computer lab. Computer labs are
with computers and internet |
researchers of the project to monity
students to access the Online PB[,,

As shown in Diagram II, the
be divided to another two group
computer lab one, while the s
computer lab two. These two
problem solving steps.

After this learning period that
week, post test will be distribut
post test, the evaluation will be co
of these groups will be compared
Besides, the learning journals that hay
students will be evaluated by using
Both test paper and learning jou
students’ performance.

IV. PRELIMINARY DESIGN

This paper will highlight some.
proposed prototype as shown in Figu
and Figure 4.
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Figure |. Problem |

Figure 1 shows the problem interfa
problem, students will view this pag
answer three questions. The first
problem which is the Problem steps.
they will fill in their related experi€f
which is the Known step. This step 18
related experience or their prior knowledge
is prepared for students to list out any
questions, and any info needed to solve
for Unknown step.
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is the solution interface. In this phase, student can
lected data from the Action phase. By viewing
students will develop their own solution on the
e solution might include the action of solving the
summarize of the overall steps.
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Figure 4 shows the learning journal phase. This phase
represent the report phase of the solving steps. In this phase,
students can view all the info that they have fill in the previous
step. Students will use this interface to review their learning
journal before submitting to the facilitators.

V. CONCLUSION

The studies on PBL keep increasing year by year. There
are more innovations found by researchers around the world
especially by academician in PBL fields. It is showed that this
method is really applicable as the best and most popular
learning methods. Although there are a few disadvantages
occur by using this method such as time consuming, lack of
references, and so on, but with a few of innovation, these
weaknesses is out of consideration. The most important thing
to be achieved for academician is to produce qualified human
resources to the world.
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