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ABSTRACT

In today’s digital world, cryptocurrencies like Bitcoin can secure transactions without
banks. However, the rise of quantum computing poses significant threats to their
security, as traditional cryptographic methods may be easily compromised. In
addition, the existing algorithms face difficulties like slow transaction speeds,
interoperability issues between different cryptocurrencies, and privacy concerns.
Hence, Quantum Crypto Guard for Secure Transactions (QCG-ST), a novel
blockchain framework, is introduced, offering enhanced security and efficiency for
cryptocurrency transactions. The QCG-ST employs lattice-based cryptography to
provide robust protection against quantum threats and incorporates a new consensus
mechanism to increase the transaction speed and reduce energy consumption. The
QCG-ST system uses lattice-based encryption that is based on the Ring Learning
With Errors (Ring-LWE) issue to protect itself from quantum assaults. It uses
sharding, a Proof-of-Stake (PoS) consensus method, and a threshold signature
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proofs (ZKPs) are used to check transactions without giving out private information.
We offer a cross-chain atomic swap protocol that uses hashed time-lock contracts to
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make sure that it works on all platforms. Blockchain transaction data utilized in
testing originated from the Bitcoin Historical Dataset available on Kaggle, and
quantum resistance has been assessed using the Qiskit Aer simulator. It evaluated the
framework’s performance to that of traditional methods like Payment Channel-
Lightning Network (PC-LN), Variational Quantum Eigensolver (VQE), and Cross-
Chain Transaction with Hyperledger (CCT-H). Results show that QCG-ST does far
better than traditional systems in terms of transaction success rate (up to 98.5%),
speed, energy efficiency, latency, and throughput, especially when tested in a
quantum-simulated environment. This study completes in an essential vacuum in
blockchain technology by suggesting a strong, quantum-resistant, privacy-protecting
architecture that can handle the problems that could arise up in decentralized digital
banking in the future.
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INTRODUCTION

The emergence of cryptocurrencies has brought about a revolution in the digital era,
enabling decentralized manner, and secure exchanges without the need for any
intermediaries (Rushita, Sood ¢ Yadav, 2023). The growth of cryptocurrencies has led to a
wide range of digital currencies and blockchain applications. With the rising computing
capability of quantum computing, security mechanisms placed cryptocurrency
transactions at risk (Shah et al., 2023). The existing cryptographic techniques, are possesed
to attacks and this vulnerability could able to compromise cryptocurrency transactions’
privacy, and security (Tom et al., 2023). The security of blockchain cryptosystems currently
in use is susceptible to a higher level of security risk due to the recent quantum computing
improvement (Dey, Ghosh & Chakrabarti, 2022). Preventing this attack in cryptocurrency
transactions with blockchains platform results in the emerge of post-quantum
cryptography (Gharavi, Granjal & Monteiro, 2024) models. The utilization of
mathematical problems that are challenging for quantum computing systems, such as
multivariate signature algorithms and lattice-based challenges, are faced to be secure
against both conventional and quantum computers (Aydeger et al., 2024). These lattices
based crypto challenges with learning error analysis highlights the demands for creating
cryptographic solutions that works in the quantum technology (Sahu ¢» Mazumdar, 2024).
Quantum computers are an enormous risk to the traditional cryptography techniques that
most cryptocurrencies use. For example, Shor’s technique can quickly factor enormous
amounts and find discrete logarithms. These are the building blocks of Rivest-Shamir-
Adleman (RSA) and elliptic curve cryptography (ECC), which are commonly employed in
blockchain technology to protect wallets and confirm transactions. If a quantum computer
became strong enough to perform Shor’s algorithm, it could destroy these systems. This
would let an attacker get private keys from public keys and put the whole bitcoin
infrastructure at risk. Also, Grover’s technique speeds up brute-force attacks on symmetric
cryptographic systems by a factor of two, which means that algorithms like SHA-256 used
in Bitcoin’s Proof-of-Work have only half as secure at the bit level. To make sure that
blockchain systems are safe and strong against new quantum threats, we need to use
post-quantum cryptography methods like lattice-based schemes.

Purpose and scope

Beyond security concerns, conventional blockchain technologies face several challenges.
These include slow transaction speeds, high energy consumption due to resource-intensive
consensus mechanisms like Proof-of-Work, interoperability issues between various
cryptocurrencies, and maintaining privacy within decentralized systems (Habib et al,
2022). Addressing these issues has led to growing research interest in quantum-resistant
and scalable blockchain solutions (Dzidzikashvili ¢» Kheladze, 2022). However, the efforts
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to promote cross-chain interoperability solutions and achieve compatibility across diverse
systems must be focused on Belchior et al. (2021). Minimizing the chances of hacking and
privacy breaches, atomic cross-chain swaps allow numerous parties to exchange assets
across various blockchains directly without intermediaries (Mohanty et al., 2022). The
evaluation of transaction records captures the anonymity, though the research uses
linkable ring-based signature verification with appropriate key size and time costs
(Zhang et al., 2024).

Existing signature systems don’t simultaneously cover regular and contract
transactions, leaving them vulnerable to malleability attacks (Feng et al., 2023). The
consensus process validates transactions and adds blocks while assuring credibility,
consistency, decentralized management, and openness, whereas Blockchain goals
determine consensus mechanism selection like Proof-of-Stake (PoS) (Yusoff, Hasan ¢ Abd
Ali, 2024). These consensus processes, like sharding, layered solutions, and PoS, aim to
enhance blockchain scalability and security compared to existing Proof of Work (PoW)
while minimizing energy consumption (Junaidi et al., 2023). In quantum computing,
quantum-assisted cryptocurrency transactions are analyzed using quantum bits as a state
vector called superposition scale (Sinai ¢ Peter, 2024; Joshi, Choudhury & Minu, 2023).

Research novelty

The study presents the Quantum Crypto Guard for Secure Transactions (QCG-ST)
architecture, which combines quantum-resistant cryptographic algorithms with data from
blockchain networks to make bitcoin transactions safer. At first, the study uses
lattice-based cryptography and Ring-based Learning With Errors (Ring-LWE) to protect
against known quantum attacks. The framework uses a new way of reaching agreement
called Proof-of-Stake (PoS), which is meant to speed up transactions and lower the amount
of energy that blockchain networks use overall. Zero knowledge proofs (ZKPs) are used for
different types of transactions and to keep a cross-chain atomic swap protocol for multiple
blockchains utilizing hashed time lock limitations. The blockchain framework makes sure
that transactions are safe and that communication is clear between multiple nodes, just like
secure home security systems that use GSM technology to find threats early

(Alsayaydeh et al., 2021).

Contribution terms

The key focus of the research is as follows:

e Quantum Crypto Guard for Secure Transactions (QCG-ST)—to make bitcoin
transactions secure and more rapidly, especially in light of new threats from quantum
computing.

o It employs the Ring Learning With Errors (Ring-LWE) approach to secure transaction
data from quantum assaults by leveraging lattice-based encryption. This makes sure that
the key generation and encoding operations are strong enough to be safe even against
quantum attackers.
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e To add sharding and threshold signature schemes (TSS) to a Proof-of-Stake (PoS)
protocol, which together make transactions faster, more scalable, and more
energy-efficient across distributed nodes.

o It creates a cross-chain atomic swap protocol that uses hashed time-lock contracts to
make it easier for assets to move across different blockchain networks. This system lets
chains engage with one other efficiently and securely without any intermediaries.

o We use ZKPs to keep private information like transaction values and identities secure
during the transaction verification process.

Document structure

The structure of the research article is arranged as follows: ‘Materials and Methods’
provides a literature review related to cryptocurrency security mechanisms with
blockchain networks and implemented simulation environments. ‘Discussion’ implements
the novel QCG-ST framework for secure asset transactions in a quantum computing setup.
‘Conclusions’ details the Qiskit_aer simulation parameters and performance analysis with
metrics. Conclusion and future work concludes the research work.

MATERIALS AND METHODS

Literature review

Grey ¢ Chatib (2024) suggested using multi-signature wallets, improved consensus
methods, and cryptographic approaches to make the system more trustworthy and secure.
The impact of recent blockchain protocol innovations enhanced cryptocurrency security.
The research shows substantial security gains using secondary data from security
inspection and case reports. Still, it may not be able to inform much regarding how well or
how scalable these innovations will be in the long run because it relies on already available
information. Formal verification techniques have been applied to various domains to
ensure system reliability. For instance, in power systems, model checking techniques have
been used to verify system integrity under different conditions (Shkarupylo et al., 2022).

De Silva, Thakur ¢ Breslin (2024) applied a payment channel (PC) based
cryptocurrency card payment protocol that makes use of the Lightning Network (LN) and
smart cards to bring down transaction fees and increase transaction speeds. Information
about privacy comparisons, transaction throughput, and game-theoretical models of agent
interactions are utilized in the study. Fewer operational expenses, faster settlement, and
enhanced privacy are some benefits; technical complexity, possible difficulties in broad
adoption, and government control are some drawbacks.

Starting with PoW, Jain, Gupta ¢» Gupta (2025) some blockchain consensus algorithms,
including Weighted Byzantine Fault Tolerance (WBFT), Proof of Elapsed Workload and
Latency (POEWAL), Reliable, Replicated, and Fault-Tolerant consensus algorithm (Raft),
and Practical Byzantine Fault Tolerance (PBFT). The performance metrics, like
throughput, latency, fault tolerance, and energy consumption, are compared with the
protocols, drawing attention to their strengths and weaknesses. Testing on simulators like
Hyperledger Fabric to fix PoOW’s flaws and make it more secure, scalable, and performant.
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While WBFT stands out for thwarting corrupt nodes from joining the consensus, PBFT is
known for its excellent throughput but poor scalability.

Carrascal et al. (2024) improved cryptocurrency arbitrage using the differential
evolution (DE) optimization technique for the Variational Quantum Eigensolver (VQE) in
the Qiskit framework. Convergence to optimal solutions is achieved in 417 steps on IBM’s
real quantum processors with up to 127 qubits, proving that the DE-based technique is
more reliable than classical optimizers like Constrained Optimization BY Linear
Approximations (COBYLA). Although the findings suggest a possible quantum benefit in
solving complicated arbitrage situations, drawbacks include the approach’s inability to
scale to more extensive and complex problems and its reliance on particular quantum
hardware.

Yadav (2023) employed lattice-based cryptography to resist quantum attacks that can
solve lattice problems in Ring-based LWE schemes. Due to its hardness, these problems
remain hard for classical and quantum computers. The study demonstrated that
lattice-based cryptography provides secure transactions of cryptocurrencies, improves
privacy and is suitable for post-quantum cryptography due to its robust security
properties. Quantum computing power increases with the potential in post-quantum
cryptography to avoid the classical cryptosystems breakage in polynomial time. Hence,
Sahin & Akleylek (2023) proposed lattice-based cryptography with its potential worst-case
hardness for group signatures schemes over lattices with fully dynamic schemes applied in
blockchain technology.

Fallahpour (2024) discussed the cryptographic schemes in the post-quantum era,
focused on the significant components of lattice-based cryptography called LWE problems
and Fiat-Shamir transformation. Thus, the research analyzed these methods” quantum
resistance, affirming that lattice-based cryptography is considered quantum-safe due to its
complexity for quantum adversaries. The study demonstrated that applied lattice-based
cryptography is quantum-safe, but constraints on LWE instance sampling may still be
vulnerable and require further analysis.

Rulkhiran, Boonsong ¢» Netinant (2024) examined the connection between GPU settings
and system efficiency to improve GPU configurations for PoOW blockchain mining,
decreasing energy usage and improving transaction speed and finding substantial energy
savings without sacrificing performance, using multilinear regression (MLR) to examine
variables such as core speed, temperature, and fan speed. Experiments are conducted with
different GPU models and mining software. The exclusive emphasis on particular software
and hardware setups is one limitation that might restrict its generalizability.

Kumar, Selvarani & Vivekanandan (2023) suggested a cross-chain transaction (CCT)
framework that uses quantum cryptography based on Hyperledger-based blockchains with
signatures to improve transactions in terms of security, scalability, and interoperability.
The simulation evaluates CPU utilization, communication overhead, block weight, and
ledger memory, demonstrating how load diversification improves transaction processing
rates. Limitations include the difficulty in integrating quantum cryptography and possible
problems with scalability and resource optimization in the real world.
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Blockchain interoperability and atomic cross-chain transactions are examined by Kotey
et al. (2023) with an emphasis on essential techniques such as hashed time-lock contracts
enabling atomic swaps. Research obstacles in implementing atomic swaps for frictionless
cryptocurrency exchange are highlighted in this study, which also examines other
blockchain interoperability initiatives.

The proposed QCG-ST architecture uses Ring-LWE because it has a solid base in the
cryptographic research community and is relevant to ongoing attempts to set global
standards. The National Institute of Standards and Technology (NIST) has been in charge
of a multi-year initiative to create Post-Quantum Cryptography (PQC) standards. The goal
of this project is to make cryptographic algorithms that can be used by the public that are
resistant to quantum attacks. NIST has chosen Kyber, which is based on Module-LWE
(a extension of Ring-LWE), as the key encapsulation mechanism (KEM) for
standardization from among the finalists and selected schemes. This proves that the
security assumptions of Ring-LWE and its variations are accurate. Other lattice-based
systems show substantial quantum resistance, but we chose Ring-LWE because it
corresponds with the cryptographic structure of Kyber and makes advantage of its known
hardness assumptions and ease of implementation. Ring-LWE additionally has an
algebraic structure that allows for small key sizes and fast computation, which makes it
perfect for blockchain applications where speed and scalability are very important. So,
choosing Ring-LWE is both an effective strategic move and supported by current attempts
to harmonize it. This makes certain that the QCG-ST architecture follows quantum-safe
principles that are recognized by the industry.

The existing research challenges related to cryptocurrency security, quantum
computing risks, and blockchain interoperability are reviewed in this literature study.
While secondary data restricts insights into scalability, some researchers focused on
enhanced consensus procedures and multi-signature wallets. Though they acknowledge
the difficulties in adoption, other works highlight how a payment channel protocol
improves transaction speed and privacy. Others assess several consensus techniques and
tackle scalability problems using differential evolution optimization applied to quantum
computers for arbitrage. Despite their results’ potential lack of generalizability, some
studies improve GPU mining settings. Despite presenting a quantum cryptography-based
Cross-Chain Transaction with Hyperledger (CCT-H), their impacts run into problems
with integration. Atomic cross-chain transactions are investigated to highlight the
benefits and elaborate consensus problems. These significant difficulties need a novel
solution for these research challenges, which can be resolved by implementing a novel
QCG-ST framework. Table 1 shows the summary of reviewed literature based on
qualitative factors.

Research framework design

Data collection from blockchain networks

Initially, cryptocurrency transaction data must be collected from the blockchain network
as block data by exchange and chain as blockchain nodes. The dataset used in this study,
the Bitcoin Blockchain Historical Data has been obtained from open source Kaggle
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Table 1 Summary of reviewed literature based on qualitative factors.

Ref. Author(s) Focus area Approach/ Strengths Limitations Quantum
Protocol resistance
Grey & Chatib Grey & Chatib ~ Conventional Multi-signature Enhanced trust and Limited scalability insights, No
(2024) blockchain wallets, PoS security uses secondary data
security
De Silva, Thakur ¢ De Silva et al. ~ Transaction speed  Payment Faster settlements, reduced High complexity, low No
Breslin (2024) & Privacy Channel (PC), fees, better privacy adoption, regulation
LN challenges
Jain, Gupta & Jain et al. Consensus WBFT, PBFT,  Evaluates multiple PBFT has poor scalability, Partially
Gupta (2025) algorithm PoEWAL, protocols on metrics dependent on simulator (WBFT)
performance Raft results
Carrascal et al. Carrascal et al.  Quantum VQE + DEin  Fast convergence, real Poor scalability, hardware ~ Yes
(2024) optimization Qiskit quantum hardware dependent
tested
Yadav (2023) Yadav et al. Post-quantum Lattice-based High quantum resistance, Requires high Yes
security (Ring-LWE) improved privacy computational resources
Sahin & Akleylek  $ahin & Group signature Lattice-based ~ Dynamic, post-quantum  Not yet widely deployed ~ Yes
(2023) Akleylek security schemes secure group signature
schemes
Fallahpour (2024) ~ Fallahpour Cryptographic LWE, Strong security proofs for LWE sampling constraints, Yes
framework review  Fiat-Shamir quantum scenarios theoretical bias
Transform
Rukhiran, Boonsong Rukhiran et al.  Energy MLR on GPU  Energy savings without Limited generalizability to No
& Netinant (2024) optimization in configurations  performance loss other platforms
PoW
Kumar, Selvarani ¢ Kumar et al. Cross-chain Hyperledger, Scalable, interoperable, Complex integration, Yes
Vivekanandan framework Quantum secure simulations scalability concerns
(2023) Signatures
Kotey et al. (2023)  Kotey et al. Atomic swaps & Hashed Decentralized, low-cost Multi-chain consensus No
InteroperAbility Time-Lock token exchange challenges
Contracts

platform. The dataset can be accessed at https://www.kaggle.com/datasets/bigquery/
bitcoin-blockchain?select=inputs (Kaggle). The data attribute includes information about
sender and receiver account details, transaction amount on average, transaction time, and
unique key used for the transaction. The attribute schema includes blocks and transactions
for analysis. The blocks include (hash, size, stripped_size, weight) parameters for tracking
block identity, size, and weight. The parameters (number, timestamp, version,
merkle_root) provide block metadata, timestamp, and protocol details. The (nonce, bits)
parameters define the mining difficulty and consensus process. The transaction_count
represents the total number of transactions in the block. The transactions field includes
(hash, size, virtual_size, and fee) and identifies transactions, size, and fees. The flow of
cryptocurrency within the blockchain is given as sources (inputs) and destinations
(outputs) of funds, with transaction value representing the flow of money. Also, the
parameter is_coinbase flags the generation of new cryptocurrency as mining rewards. The
time_lock, block_number/timestamp provides timing details and confirmation status
about the secure transactions of cryptocurrencies.
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Table 2 Sample attributes of dataset.

Transaction Witness Qubits Block Processing Transaction Network Hash rate
ID transactions generated ID time (s) fee (BTC) latency (ms) (TH/s)
TX1001 650 5 B001 1.25 1.25 0.0012 120
TX1002 1,150 7 B002 1.32 1.32 0.0021 150
TX1003 2,200 4 B003 1.5 1.5 0.0025 180
TX1004 2,800 10 B004 2 2 0.003 200
TX1005 1,200 3 B005 1.28 1.28 0.0018 130
TX1006 3,000 8 B006 1.45 1.45 0.0035 250
TX1007 1,800 1 B007 1.2 1.2 0.0022 140
TX1008 500 6 B008 1.35 1.35 0.001 110

The authenticity of the dataset is improved by filtering the witness transaction with a
count between 500 and 3,000. Too few transactions under 500 may not capture the
complexity of the network. At the same time, too many above 3,000 could lead to data
overload in analysis, including the data where the number of qubits is between 1 and 10 on
quantum computations feasible with available IBM quantum hardware. This dataset
description obtained from the Kaggle open access repository includes access to
information about blockchain blocks and transactions updated every 10 min. It consists of
four schemas to access this dataset. The sample of this dataset attribute is shown in Table 2.

The attributes provided in Table 2 are applied to performance analysis, including
processing time, transaction fees, hash rate used for each transaction with its
corresponding ID, and network latency in (s). The blockchain ledger assigns a distinct
identifier to each transaction, reflected in its accompanying block ID. This data shows how
well and how any resources a blockchain network uses in a quantum-simulator
environment.

The Bitcoin Historical Blockchain Dataset, which can be accessed for free on Kaggle, has
been used to create the dataset for this study. It has a lot of information on blockchain
transactions, blocks, and network performance metrics. There are about 10,000 transaction
records in the full dataset. Each record has eight essential pieces of information for
performance analysis and quantum simulation: Transaction ID, Witness Transactions,
Qubits Generated, Block ID, Processing Time, Transaction Fee, Network Latency, and
Hash Rate. Table 2 below shows a sample of the dataset that is typical of all of it. It shows
how the attributes utilized in the simulation are set up and what they are. We selected the
numbers so that the number of witness transactions is between 500 and 3,000 and the
number of created qubits is between 1 and 10. These are realistic limits for quantum
computing environments. These features make it possible to compare processing speed,
latency, and energy cost in different quantum situations.

The proposed QCG-ST framework’s architecture is shown in Fig. 1, focusing on its
workflow with sub-components, which enable cross-chain transactions for secure asset
transactions in quantum resilient computing. The process starts with collecting data from
the lattice-based Ring-LWE scheme-based blockchain network protected by blocks. A
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Figure 1 Schematic overview of the QCG-ST framework, showing how blockchain data flow from
collection through Ring-LWE lattice encryption, transaction creation, PoS-based consensus,
hashed-time-lock verification, and zero-knowledge proof validation to produce quan.
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consensus process governs the number of witness transactions with numerous ranges of
bytes, and PoS is integrated into it for efficient validation. Transactions are verified by hash
time-lock contracts based on certain conditions and reinforced by zero-knowledge proofs
(ZKPs) to analyze anonymity and security. The framework as a whole is based on
simulation results that show how well the system handles cryptocurrency transactions that
go across chains.

Quantum computers are an enormous risk to the traditional cryptography techniques
that most cryptocurrencies use. For example, Shor’s technique can quickly factor
enormous amounts and find discrete logarithms. These are the building blocks of RSA and
elliptic curve cryptography (ECC), which are commonly employed in blockchain
technology to protect wallets and confirm transactions. If a quantum computer became
strong enough to perform Shor’s algorithm, it can destroy these systems. This allows an
attacker to get private keys from public keys and put the whole bitcoin infrastructure at
risk. Also, Grover’s technique speeds up brute-force attacks on symmetric cryptographic
systems by an amount of two, which means that algorithms like SHA-256 used in Bitcoin’s
Proof-of-Work have only half as secure at the bit level. To make sure that blockchain
systems are safe and strong against new quantum threats, we need to use post-quantum
cryptography methods like lattice-based schemes.

Figure 2 demonstrates the way the quantum-resistant cryptography layer and the
consensus mechanism function combined in the QCG-ST system. Ring-LWE encryption
protects transaction data from quantum attacks, while zero-knowledge proofs (ZKPs)
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Figure 2 Interaction between consensus layer and quantum-resistant cryptography. The key building
blocks of the QCG-ST consensus layer, arranged vertically to emphasize their hierarchy toward quantum
resistance. From top to bottom, the icons and accompanying labels represent (1) Threshold signature
scheme: validators jointly generate a block signature via threshold logic; (2) Sharding engine: the system
divides and validates transactions across multiple parallel shards; (3) Proof-of-Stake: blocks are con-
firmed by validators based on the amount they stake; (4) Zero-knowledge proofs: transaction validity is
verified without revealing any private data; and (5) Ring-LWE encryption: the underlying lattice-based
encryption that generates keys and encrypts all data, providing post-quantum security. The rounded
“Quantum Resistance” base emphasizes that these components collectively secure the network against
quantum-powered adversaries. Full-size 4] DOT: 10.7717/peerj-cs.3030/fig-2

protect privacy by confirming transactions without giving up private information. The
consensus layer subsequently processes this safe and anonymous transaction data. It uses
Proof-of-Stake (PoS) for energy-efficient validation, sharding for processing transactions
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at the same time, and threshold signature schemes (TSS) for block signing that is both
collaborative and secure. The figure shows how these parts function in a single
architecture, where cryptographic security and consensus logic work together to create a
blockchain ecosystem that can grow, is private, and is resistant to quantum attacks.

Lattice-based cryptography implementation

Generate a public-private key pair using Ring-LWE, where a public key is a noisy vector
due to matrix multiplication and the error term, and a private key is a secret matrix. A
matrix of form A € Z™™

q
from a discrete Gaussian distribution, the LWE problem is to find s from the noisy linear

, a secret vector s € Zg‘, and an error vector e € Zc”1 is drawn

representation. The size of 512 x 512 for Ring-LWE as public key encryption encrypts
messages using LWE, where messages are encoded as lattice points given in Eq. (1).

b=A-s+emodq (1)

where A, b are the public key, and s indicates the private key. To encrypt a message m € Zg
the process follows an Eq. (2)

c=(A-r,b-r+m)modq (2)

where r is a random vector, it introduces variability into the ciphertext, ensuring that
encrypting the same message multiple times results in different cipher texts. The m
represents a message polynomial over Z, that represents the actual information being
transmitted by Eq. (3)

m=c,—s-c mod q. (3)

The ciphertext ¢;, ¢, Egs. (4) and (5) are the pair of polynomials where the ciphertexts
are designed so that even if an attacker intercepts, the message cannot be recovered
without knowledge of the private key.

aq=A-r (4)
o=b-r+m. (5)

Figure 3 shows a Ring-LWE encryption technique of how the message m relates to the
ciphertext components (cy, ¢;) in a lattice-based cryptographic system to ensure the
confidentiality of the transaction data and prevent it from being unauthorized to access.
With 512 as its value, the x-axis depicts the lattice dimension from 0 to 511, providing
quantum resistance and enhancing security for blockchain platforms. This aspect adds
complexity and security to the encryption process; it describes the length of the vectors
utilized in the cryptographic method. The principal y-axis (left) shows the values of the
ciphertext components, ¢; and c,, which are encrypted using the algorithm with the
parameter q = 2,048 that is securely transmitted over the network, while the private key s is
kept secret by the holder. The marked blue and green lines depict these ciphertext
components. They display the encrypted data generated by the secret key and randomized
parameters. The red markers on the secondary y-axis (right) reflect the binary message m.
Encrypted in this message is the accurate data, represented as a binary string of ones and
zeros. The illustration shows how lattice-based cryptography systems protect messages by
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Figure 3 Visualization of m and (cl, c2) in lattice-based cryptographic system. The two ciphertext
components (cl in blue circles and ¢2 in green “x” markers) vary across each polynomial dimension
(mod q), overlaid with the original plaintext bits (m in red dashed triangles). The left vertical axis
(0-2,000) corresponds to the randomized ciphertext values, while the right vertical axis (0 or 1) indicates
each bit of the binary message. Each vertical “stack” of colored markers at a given dimension represents
one encryption sample: the blue and green markers reflect the two encrypted values modulo q, and the
red dashed triangle shows the corresponding message bit. This visualization highlights the pseudoran-
dom distribution of ciphertext values in all dimensions, despite the underlying binary message pattern.

Full-size 4] DOT: 10.7717/peerj-cs.3030/fig-3

encoding them in ciphertext, which is computationally difficult to decipher without the
secret key. This makes them resistant to both conventional and quantum attacks.

The improved encryption precision demonstrated by the greater success rate with
modulus q = 257 is essential for secure bitcoin transactions in quantum-resistant
cryptographic frameworks selected randomly, which is depicted in Fig. 4. Message 0 and
Message 1 were encrypted using lattice-based cryptography. The success rates analyzed
with q = 97 and q = 257 being the moduli tested randomly to indicate the degree to which
the decryption procedure successfully retrieves the original message following encryption
using the quantum circuit simulation. A larger modulus of q = 257 provides robust security
for encrypted cryptocurrency transactions, thus making it harder for malicious attacks to
break the system. Likewise, a smaller modulus q = 97 is more efficient in computation and
offers a lower success rate than others. The lattice dimension n remains constant at 512.
This comparison helps evaluate how different moduli affect the encryption and decryption
process performance to find the best parameters for lattice-based cryptography to secure
cryptocurrency transactions.

Ring LWE
Ring-LWE is a variant of the LWE problem applied to resolve errors that occur in
lattice-based cryptography with the help of ring structure, which simplifies the
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Figure 4 Analyzing the success rate of lattice-based cryptosystem using two moduli (q = 97 and
q = 257). Each pair of bars corresponds to one plaintext bit (Message 0 or Message 1). The blue bars
show the decryption success rate when using modulus q = 97, and the orange bars show the rate for
modulus q = 257. Numerical annotations above each bar indicate the exact percentage of successful
decryptions for that message under the given modulus.  Full-size K&l DOT: 10.7717/peerj-cs.3030/fig-4

computations and reduces critical sizes to use in a secure key exchange protocol. The
Ring-LWE variant replaces matrix-vector multiplication with polynomial ring
multiplication. Let, R = (Z4[x])/((x"*!)) Indicates a public polynomial in the ring
represents a form of the public key, and its role is to ensure the hardness of solving the
secret key, (x"™!) is a polynomial often chosen to be irreducible form such that in which
the public key (a(x), b(x)) and private key s(x) satisfies,

b(x) = a(x) - s(x) + e(x)mod q (6)

where b(x) in Eq. (6) is the public key polynomial and is computed using the

private key s(x), the random polynomial a(x), and the error polynomial e(x). It is shared
publicly for encryption to those who wish to send a message to the private key owner. The
use of the public key ensures that encryption can happen securely without revealing the
private key s(x) and protects against quantum computing attacks. The parameter a(x)
represents the public key polynomials contributing to the system’s resistance to
quantum attacks, and e(x) is drawn from the error polynomial from a Gaussian
distribution.

Ring-LWE cryptography system, a polynomial ring adaptation of the LWE problems, is
illustrated in Fig. 5. The receiver has access to the s(x), which is used for decryption, and
the b(x), guarantees the complexity of the transaction process. The random polynomial
a(x) adds security-enhancing unpredictability, while the error polynomial e(x) adds
robustness against potential attacks, both selected from a Gaussian distribution. Ring-LWE
is a post-quantum cryptography technique to secure digital assets in QCG-ST. The s(x) is a
polynomial factor observed from a secret distribution to recover the m, and this s(x) is
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Figure 5 Illustration of Ring-LWE Cryptosystem Components. The five core components of a Ring-
LWE cryptosystem. At the center is a user (or key generator) who operates on polynomial data. Starting
at the bottom, the modulus parameter specifies the finite arithmetic ring in which all polynomial
operations take place. Moving clockwise, the error polynomial represents small, random noise that is
added to secure the system against attacks. Next, the private key polynomial shown at the upper right is
generated by the user and kept secret; it encodes the secret “noise pattern” used to produce ciphertexts.
Directly opposite on the upper left, the public key polynomial is published for everyone to use; it is
derived from the private key together with the chosen error term, but does not reveal the private key itself.
Finally, the random polynomial (located at lower left) is sampled independently whenever a new key-pair
is generated, ensuring that both public and private keys remain unpredictable. Together, these five
polynomials—modulus, error, private key, public key, and random—form the essential building blocks of
the Ring-LWE scheme. Full-size 4] DOT: 10.7717/peerj-cs.3030/fig-5

known only to the recipient. Hence, quantum computers cannot feasibly recognize it with
the help of the public key. The variable q is a modulus parameter, a large prime number
that defines the ring Z, the coefficients of the polynomials operate modulo q. A larger q
increases security but also adds complexity to the computations. For quantum-resistant

cryptosystems, q is chosen to balance efficiency and security. Also, a too small modulus

would be vulnerable to quantum or classical attacks.

Achieving scalability and energy efficiency through a consensus mechanism combining
Proof-of-Stake (PoS) with sharding and a threshold signature scheme (TSS). This will
enable a less computationally intensive barrier to publish blocks and perform transactions
between untrusted participants for staking cryptocurrencies. Similar to how lightweight
cryptographic integration was realized in resource-constrained Internet of Things (IoT)
devices (Alsayayadeh et al., 2023), our framework uses efficient Ring-LWE encryption to
support scalability. The framework ensures that even in cases of network failure or attack,
the distributed nodes remain operational and secure. This approach aligns with distributed
systems designed for functional dependability under failure conditions, ensuring
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continued operation and security even when facing network disruptions (Dubovoi et al.,
2024).

Sharding

Partition the blockchain network into smaller, independent groups called shards, where
each shard processes a fraction of total transactions. Then, the dataset of network states,
such as transactions and validator stakes, will be distributed across these shards. Let N be
the total no. of validators, and K be the no. of shards. Each shard processes a fraction of
transactions, and the load per shard is given in the form of N/K. Transaction throughput is
proportional to K, the number of shards. Examining the input count and block timestamp
shows how the no. of transactions per block varies over time, measuring the blockchain’s
throughput.

PoS validation

The probability of a validator P(v) validate a block with the reward directly proportional
to the number of cryptocurrency coins they stake. Validators are selected based on

their stakes S, for the v\ validator, where each shard runs its own PoS consensus,
validating transactions and adding them to the local ledger. The probability of selection is
given as,

P(v) =S,/ (E(i:I)Ngsi) (7)
where S; is the stake of the i validator as given in Eq. (7).

TSS

Instead of requiring every validator to sign a block, the process involves a threshold
number of validators cooperating to generate a single TSS signature. TSS requires a
subset of validators to sign a block collaboratively. The representation (t, n) threshold
scheme means that any t out of n validators can generate a valid signature o generated
using an Eq. (8).

o= Z[[ii']]ﬂi ®
iesg

where S is the set of validators, /; indicates Lagrange coefficients, and o; is the partial
signature of the i™ validator.

Cross-chain atomic swap protocol
The objective is to enable secure and seamless asset transfers using hashed time-lock
contracts across different blockchains and applying hashed secret and time-lock
conditions to create contracts across various blockchains. When an asset is transferred on
one blockchain, the corresponding asset on the second blockchain is locked until the
receiver reveals the hash’s preimage. Once the hash’s preimage is shown, the
corresponding asset on the other chain is released.

Step 1: Hash Creation: in an atomic swap, a hashed secret h = H(x), where H is a
cryptographic hash function, and hash h is shared with the second party B without
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Figure 6 Overview of hashed time-lock constraints. The hashed time-lock contract (HTLC) steps for
an atomic swap, party A first generates a random secret and its cryptographic hash (Step 1, “Hash
Generation”). Next, both party A and party B use that hash in separate HTLCs to lock their respective
assets on their own blockchains (Step 2, “Asset Locking”). Once both assets are securely locked under the
hash condition, party A reveals the preimage (the original secret) to party B on the second blockchain
(Step 3, “Secret Reveal”). Finally, party B uses the revealed secret to satisfy the hash lock on party A’s
chain and claim the locked asset (Step 4, “Asset Claim”). Throughout this sequence, the hash lock ensures
that each party can only claim the counterparty’s asset after the secret is disclosed, while a built-in time
lock guarantees that, if the swap does not complete within a specified timeframe, each party can reclaim
their own locked asset. Full-size 4] DOTI: 10.7717/peerj-cs.3030/fig-6

revealing, is created. The receiver can claim the asset on blockchain A by revealing x, which
unlocks the asset on blockchain B if the time has not expired. If the contract cannot acquire
the matching secret by the end of time t, the asset will be returned to its original owner.

Step 2: Locking Assets like Bitcoin or Ethereum on blockchain A: party A locks their
asset on blockchain A in a contract that can only be redeemed by party B under two
conditions as shown in Fig. 6.

Figure 6 illustrates the two main conditions for cryptocurrency claims across different
blockchains. The left side depicts the hash lock condition on blockchain A, which requires
the secret x for claims. The right side shows the time lock condition on blockchain B,
necessitating timely action for asset claims. The central one symbolizes the atomic swaps
facilitated by hashed time lock constraints.

Step 3: Condition 1: hash lock (HL)—party B must provide the preimage x that
corresponds to h = H(x). Condition 2: time lock (TL)—the asset must be claimed by
party B within a specified time frame t < t,,, if party B fails to provide x within this period,
the asset is refunded to party A. Locking is helpful for atomic swaps between chains, and
hashed time-lock contracts make it easier for transactions to be routable across several
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payment channels. There is no predetermined time limit, and chains differ when one party
must redeem assets.

Step 4: Locking Assets on Blockchain B: simultaneously, party B locks their asset on
blockchain B under the same conditions. This asset can only be redeemed by party A if
they reveal the secret x that corresponds to the same hash h = H(x). The contract on
blockchain B also has a time lock to ensure that party A has enough time to retrieve their
asset. The time lock field indicates when a transaction can be included in a block, and
comparing this with a timestamp of the block can help measure latency between when a
transaction is created and when it is mined.

Step 5: Atomic Swap Execution: initially, party B claims the asset on blockchain A by
revealing the secret x publicly. Once x is shown, the party A can use the same x to unlock
the asset on blockchain B, ensuring an atomic transaction across the two blockchains. The
proposed model allows seamless asset swaps between blockchains from these lock
constraints, facilitating decentralized, peer-to-peer exchanges. Because of this, these
frameworks use time and hash locks to enable cross-chain transactions in a safe and atomic
manner. The strategy could be atomic; therefore, the second party should have enough
time to get their money back when the owner or first-party acts. The first party will
withhold x and demand a refund if this does not happen.

The QCG-ST architecture securely links validator selection in the consensus mechanism
with the usage of post-quantum cryptographic keys. This makes sure that the system is
secure against quantum attacks from beginning to end. A Proof-of-Stake (PoS) procedure
chooses validators, and the more assets they stake, the more probable it is for them to be
selected. Once chosen, validators use keys made via the Ring-LWE method to sign and
verify blocks. This makes sure that all consensus-related tasks, such as block validation and
threshold signature creation, are quantum-resistant by design. This integration gets away
of the need for conventional cryptographic algorithms and fallback procedures, which gets
rid of any possible weaknesses that hybrid systems could offer. The combination of
validator selection and Ring-LWE-based keys makes sure that even if a quantum adversary
attacks the consensus layer, the post-quantum cryptography ends the forging or
compromise of validator credentials, making the validation process strong and
trustworthy.

Transaction privacy verification using zero-knowledge proof
Implementing ZKP to verify transactions without revealing sensitive details like
transaction amount. Prove that a valid transaction occurred, such as the sender having
sufficient funds without disclosing actual values. To prove the knowledge of x such that
without revealing x, a ZKP protocol is used, and the verifier checks H(x") = h where x" is a
commitment based on x. For transaction validation, check

spent transaction H(new) # spent transaction H(old). 9)

By addressing security and operational efficiency, this framework represents a
significant advancement in protecting digital assets from quantum threats while ensuring
that cryptocurrency transactions remain fast, secure, and private.
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The proposed QCG-ST system uses zero-knowledge proofs (ZKPs) to keep transactions
private and safe, especially while validating them and moving assets across chains. In
particular, ZKPs let a single individual (the prover) show that they know something, such
as a secret preimage x of a hash h = H(x), without giving away the secret itself. This
capacity is necessary to check transactions, including showing that there are enough funds
or that the transaction is real, without giving out secret data like the amount or the wallet’s
identity. The ZKP method starts with the prover making a commitment based on a secret
value and a random component. This “secures” the secret in a form that can be checked.
The verifier then gives the prover a random challenge, and the prover answers in a way that
mathematically connects the challenge to the commitment and the secret that is hidden.
Finally, the verifier checks the consistency of this response without learning the secret
itself. This step-by-step interaction lets the system check transactions (for example, by
making sure that H(new) # H(old) to make sure that the transaction is not a double-spend)
and enforce hashed time-lock requirements in atomic swaps, all while keeping the
information private. So, ZKPs give the QCG-ST architecture a cryptographic base for
verification that protects privacy, making it safe from both normal and quantum attacks.

Instead of using traditional ZKPs like Zero-Knowledge Succinct Non-Interactive
Argument of Knowledge (zk-SNARKS), Bulletproofs, or Spartan, the zero-knowledge
proof (ZKP) mechanism in the QCG-ST framework has been designed to communicate
with the underlying lattice-based cryptographic layer. This integration uses the structure of
Ring-LWE-based encryption to provide a single pipeline for ring signatures and ZKPs. The
framework employs a lattice-based ring signature approach to let a user show that they are
a valid member of a group without giving away their exact identify. A zero-knowledge
proof is included on top of this to show that a transaction is correct without giving away
the actual amounts involved, such as showing that the person has enough funds or that the
inputs are genuine. The zero-knowledge circuit stores encrypted transaction information,
and the verifier confirms the evidence by checking that it is consistent with the Ring-LWE
encryption and signature technique.

The QCG-ST architecture combines Ring-LWE, PoS, threshold signature schemes
(TSS), hashed time-lock contracts, and zero-knowledge proofs (ZKPs) in a way that helps
solve the problems of quantum security and blockchain efficiency at the same time.
Ring-LWE is a strong candidate for post-quantum encryption since it has strong
worst-case hardness guarantees and small key sizes. Proof-of-Stake (PoS) is better than
Proof-of-Work because it rewards validators based on their stake, which lowers the cost of
computing and makes the system easier to grow. By employing TSS allows a group of
validators work together to create a single valid signature. This not only makes the system
faster and more reliable, but it also lowers the risks that come with having a single point of
validator compromise. To make it easier for different blockchains to operate together, the
framework improves typical hashed time-lock contracts by adding quantum-safe
primitives. It secures problems with current atomic swap protocols that use classical
cryptography and are open to quantum attacks. Finally, ZKPs make assurance that
transactions are authentic and that balances are correct without giving out private
information, which is a big deal in public and multi-chain blockchain ecosystems. These
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parts work together to provide a strong and future-proof architecture that will work for
safe, fast, and compatible cryptocurrency transactions in the quantum age.

The summary of the proposed QCG-ST framework uses a combination of PoS,
sharding, and threshold signatures to create an efficient consensus mechanism, uses
cross-chain atomic swaps to make it work with other networks, and uses lattice-based
encryption to secure it against quantum attacks. The framework also uses ZKPs to keep
financial transactions secret. Incorporating these cutting-edge technologies, QCG-ST
intends to transform blockchain networks into a paradigm for digital financial systems of
the future by drastically improving their scalability, energy efficiency, transaction speed,
and security.

DISCUSSION

Simulation setup

QisKit Aer 0.14v is a high-performance quantum circuit simulator that adjusts a few
parameters in the consensus algorithm, and validators can see the impact on the
distribution of cryptocurrencies as they evolve. Qiskit simulation allows a realistic
assessment of the proposed QCG-ST framework’s performance in a quantum computing
environment. The parameters listed in Table 3 include Qiskit Aer Simulator v0.14, chosen
for its high performance and realistic quantum circuit simulation for evaluating the
proposed QCG-ST framework in this environment. The state vector simulation is used to
track the quantum states that evolve during consensus mechanisms and assess the QCG-
ST’s reliability. The no. of selected ten qubits handles the quantum cryptography system
during cryptocurrency transactions. This is followed by 30 gate layers performing
quantum operations to evaluate the computational load and efficiency of the algorithm.
The modulus of 2,048 is related to quantum cryptography that guarantees the secure
transaction validation and the encryption process in the blockchain. The structured 512
dimension of qubit interactions influences the consensus process with no. of shard counts
of 1, 2, 4, 8, 16 used for handling distributed ledger systems at various scales. With
relevance to this, the framework with a time-lock of 100 blocks indicates the delayed
transactions in quantum blockchain systems.

Table 3 simulated the proposed QCG-ST framework with the Qiskit Aer Simulator
v0.14, focusing on security and performance analysis. The critical parameters utilized in
this simulation are listed in the above table. The simulation uses ten qubits and a 30-gate-
layer circuit depth; to guarantee that the Ring-LWE cryptography is quantum-resistant, it
uses a lattice dimension of 512 and a modulus of 2,048 to evaluate quantum processes.
Several sharding configurations (1, 2, 4, 8, 16 shards) and transaction sizes (500 to 3,000
bytes) were used for analysis.

Performance analysis

The performance of the proposed QCG-ST framework is compared with the existing
algorithms PC-LN (Grey & Chatib, 2024), VQE (De Silva, Thakur & Breslin, 2024), and
CCT-H (Carrascal et al., 2024) to prove its efficiency and implementation in the
simulation setup.
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Table 3 Key parameters of QCG-ST framework simulation using qiskit aer simulator.

Parameter Value/Range

Simulator used Qiskit Aer Simulator v0.14
Simulation type State vector simulation
No. of qubits 10

Circuit depth 30 gate layers

Lattice dimension 512

Modulus (q) 2,048

Number of shards 1,2, 4,8, 16

Transaction size 500-3,000 bytes
Time-lock 100 blocks

Table 4 Comparison summary of existing algorithms with proposed QCG-ST.

Comparison PC-LN VQE CCT-H QCG-ST

parameter

Pros Faster transaction & enhanced  Reliable convergence Improved security Quantum safe ad high
privacy throughput

Cons Technical complexity and control Limited scalability & hardware Integration Limited real-world testing
risk dependency difficulties

Security level Classical Classical Classical Post quantum security

Interoperability Low Low Moderate High

Quantum safe No No No Yes

The existing algorithms like Payment Channel-Lightning Network (PC-LN),
Variational Quantum Eigensolver (VQE), Cross-Chain Transaction with Hyperledger-
based Blockchains (CCT-H), and the proposed QCG-ST cryptocurrency transaction
frameworks are summarized in Table 4. For the dynamic nature of Bitcoin transactions,
the results provide credence to the reason for choosing these existing non-quantum safe
algorithms with the suggested QCG-ST framework.

The ZKP is used in the QCG-ST architecture to mask the quantities of the transactions
as well as the identities of the people sending and receiving them. By combining ring
signatures with lattice-based encryption, the method makes sure that everyone involved in
the transaction stays anonymous while still confirming that the transaction is real without
giving away any private information.

The number of witness (actual) transactions ranging from 500 to 3,000 size on a
blockchain network are recorded in its ledger, and the number of qubits generated from
the Qiskit_aer simulator is analyzed from 1 to 10.

Key generation, encryption technique, decryption technique, and proof verification are
four cryptographic activities that quantum cryptography outperforms lattice-based
cryptography. The bar chart in Fig. 7 shows the results for each job under different noise
levels. As a quantum-resistant solution, lattice-based cryptography is dependable and
robust, as it routinely attains high accuracy ranges from 0.90 to 0.95 with minimum
error. On the other hand, quantum cryptography demonstrates a decrease in
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Figure 7 Accuracy performance comparison. Each group of four bars represents the measured per-
formance (accuracy or success rate) for a specific cryptographic task—key generation, encryption,
decryption, and proof verification. The pink bars show the baseline performance of the lattice-based
cryptosystem, while the cyan, orange, and green bars correspond to quantum implementations under
three noise conditions: no noise (ideal quantum), low noise, and high noise, respectively. Error bars
indicate the variability (standard deviation) observed over multiple runs. Comparing bar heights across
each task illustrates how the lattice-based scheme consistently achieves higher accuracy than quantum
versions, and how increasing noise levels degrade quantum performance from the ideal (no-noise) case
down to the high-noise scenario. Full-size K&l DOT: 10.7717/peerj-cs.3030/fig-7

accuracy with increasing noise. When there is no noise, the accuracy is 0.90, but with low
noise, it drops to 0.85, and with significant noise, it drops even further to 0.78. Error
bars show how different methods perform, especially regarding quantum cryptography.
This means that lattice-based cryptography is more secure and stable, making it a good fit
for the QCG-ST framework, which could improve the security of cryptocurrency
transactions.

Success rate

With transaction sizes ranging from 500 to 3,000 bytes, the above Fig. 8 shows the success
rates of four distinct models: QCG-ST, PC-LN, VQE, and CCT-H. With a maximum
success rate of 98.5% for the smallest transaction size and outstanding performance across
bigger sizes, the QCG-ST model consistently shows the highest success rates. The success
rates of the PC-LN, VQE, and CCT-H models are marginally lower; the PC-LN model, on
the other hand, can reach a maximum of 96.5%. The QCG-ST model outperforms its
competitors in terms of reliability and performance, especially in settings where the
witness (actual) transaction size is crucial, and this comparison shows how well the
proposed QCG-ST model handles bigger transaction sizes performed in cryptocurrency
transactions.
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Figure 8 Success rate analysis on varying transaction size. The yellow line marked with circular points
shows the success rate of the QCG-ST framework as transaction size increases. The orange line with
square markers represents the performance of the PC-LN approach. The red line with triangular markers
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Figure 9 Transaction Speed Comparison of the Proposed QCG-ST Algorithm with Existing Algorithms across Varying No. of Transactions
and Qubits. Each line in both panels corresponds to one of four consensus algorithms: QCG-ST (yellow circles), PC-LN (orange squares), VQE (red
triangles), and CCT-H (magenta diamonds). In the left plot, “Number of Transactions” on the horizontal axis indicates how many witness
transactions are processed (ranging from 500 to 3,000), and “transactions per second (TPS)” on the vertical axis shows the throughput achieved by
each algorithm. In the right plot, “Number of Qubits” on the horizontal axis measures the size of the quantum circuit (from 1 to 10 qubits), and
“transactions per second (TPS)” again represents throughput. For each colored marker style, the line connects the measured TPS values for that
algorithm under the different conditions. The legend box in each panel identifies these marker shapes and colors.

Full-size K&] DOT: 10.7717/peerj-cs.3030/fig-9

Transaction speed

In Fig. 9, a comparison of the proposed QCG-ST algorithm’s transaction speeds in terms of
transactions per second (TPS) with three existing algorithms, PC-LN (Grey ¢ Chatib,
2024), VQE (De Silva, Thakur ¢ Breslin, 2024), and CCT-H (Carrascal et al., 2024). The
comparison is made across two different variants: the number of transactions termed as n
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Figure 10 Throughput analysis. This plot compares transaction throughput in transactions per second,
(TPS) as a function of the number of qubits used in the evaluation, for four different algorithms: QCG-ST
(gold), PC-LN (red), VQE (blue), and CCT-H (green). Each point marks the measured throughput at that
qubit count, with lines connecting values to highlight trends. QCG-ST consistently achieves higher
throughput across all qubit levels, while PC-LN, VQE, and CCT-H demonstrate lower, yet steadily
increasing, TPS as qubit count grows. This comparison underscores QCG-ST’s superior scalability in a
quantum-simulated environment. Full-size K&] DOT: 10.7717/peerj-cs.3030/fig-10

from 500 up to 3,000, and the number of qubits as q varies from 1 to 10. The left plot
demonstrates that the QCG-ST algorithm is superior to the other existing algorithms in
terms of transaction speed under increasing transaction loads, suggesting that it can
manage large volumes of transactions.

Throughput

With different numbers of qubits (1 to 10), Fig. 10 shows how the QCG-ST framework
performs in terms of throughput (TPS) compared to three existing algorithms: PCLN,
VQE, and CCT-H.

A separate step-pattern curve shows the throughput of each algorithm where the
QCG-ST framework’s quantum-resistant characteristics and scalability are showcased by
its considerable improvement in throughput as the number of qubits grows, particularly at
higher qubit counts. As a result of the QCG-ST framework’s superior efficiency in
processing quantum-scale transactions, competing algorithms exhibit less aggressive rises.
This analysis highlights how QCG-ST can surpass existing methods in upcoming quantum
settings.

Latency
The performance of the QCG-ST algorithm compared to existing algorithms PC-LN,
VQE, and CCT-H as transaction size increases from 500 to 3,000 bytes are shown in Fig. 11

Alsayaydeh et al. (2025), Peerd Comput. Sci., DOl 10.7717/peerj-cs.3030 23/31


http://dx.doi.org/10.7717/peerj-cs.3030/fig-10
http://dx.doi.org/10.7717/peerj-cs.3030
https://peerj.com/computer-science/

PeerJ Computer Science

80
70 @)
() ® i
()
60 @
£ @
.
S w0 ¢
4
» 4
L 2
QCG-ST
20 ’ PC-LN
® WE
CCT-H
10 500 1000 1500 2000 2500 3000

Transaction Size (Bytes)

Figure 11 Latency analysis of varying transaction size (Bytes). The scatter plot shows how transaction
latency (in milliseconds) varies with increasing transaction size (in bytes) for four different algorithms:
QCG-ST (navy diamonds), PC-LN (gold circles), VQE (forest-green circles), and CCT-H (coral circles).
Each marker represents the average latency measured at a given transaction size. QCG-ST exhibits the
lowest latencies across all sizes, followed by PC-LN, VQE, and CCT-H, respectively. Error bars are
omitted for clarity. The downward trend of each series highlights how all algorithms experience reduced
verification latency when handling larger transaction payloads, with QCG-ST maintaining the greatest
efficiency advantage at every size. Full-size K&l DOT: 10.7717/peerj-cs.3030/fig-11

above. The horizontal axis represents witness transaction size maintains the consistent
lower latency as transaction size increases, indicating improved latency measures during
asset transactions. This plot highlights the QCG-ST potential for enhancing blockchain
efficiency under larger transaction loads.

Figure 12 illustrates that the circuit depth latency analysis helps explain how quantum
computing can improve cryptocurrency protocols in the blockchain network. The
proposed QCG-ST algorithm shows improved blockchain efficiency and security. Circuit
depth (gate layers) and latency (milliseconds) for four quantum computing algorithms
QCG-ST, PC-LN, VQE, and CCT-H—are analyzed for each gate layer. Each algorithm has
more latency as circuit depth grows, showing the computing constraints of deeper circuits
with more operational elements for each crypto transaction in the blockchain platform.
The algorithms with the lowest latency, such as QCG-ST, are efficient at processing
complex quantum circuits. Understanding how circuit depth affects latency is crucial for
developing quantum algorithms and architectures to improve quantum computing
performance. The findings show that circuit depth control could improve throughput and
reduce latency, making quantum computers more realistic for cryptography and
complicated problem-solving. The QCG-ST framework discusses end-to-end latency,
which is the time it takes for a transaction to be sent out to the network and then get final
confirmation on the blockchain. This includes delays due to cryptographic procedures
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Figure 12 Latency analysis of quantum circuit depth. This line-and-marker plot illustrates how end-
to-end latency (in milliseconds) increases with growing quantum circuit depth (number of gate layers)
for four transaction frameworks: QCG-ST (dark blue squares, dash-dot line), PC-LN (gold diamonds,
dotted line), VQE (forest-green triangles, solid line), and CCT-H (coral circles, dashed line). Each point
corresponds to the average measured latency at a given depth, with circuit depths ranging from 5 to 30
layers. QCG-ST consistently exhibits the lowest latency at all depths, followed by PC-LN, VQE, and then
CCT-H, which shows the highest delays. As depth increases, all four frameworks see progressively steeper
latency growth, reflecting the additional time needed to execute deeper quantum circuits.

Full-size K&] DOT: 10.7717/peerj-cs.3030/fig-12

(such Ring-LWE encryption and ZKP verification), network propagation, validator
selection under PoS, and block finalization through threshold signatures. The
measurement shows the entire transaction lifetime, not just delays on the network level.

Energy consumption

The QCG-ST framework’s energy usage in kilowatt-hours (kWh) is compared to existing
algorithms (PC-LN, VQE, and CCT-H) across different shard counts (1, 2, 4, 8, 16) in
Fig. 13.

By combining sharding with PoS, the consensus mechanism of the QCG-ST framework
can mitigate energy usage by efficiently increasing the number of shard counts. This
research goal achieves better energy consumption in this setting by delving into its capacity
to improve energy utilization in quantum computing systems while retaining performance
efficiency.

Below, Fig. 14 represents the sample screenshot of the quantum circuit diagram that
illustrates the critical generation process for the Ring-LWE within the proposed QCG-ST
framework. They employed Hadamard and Controlled-NOT gate (CNOT) quantum gates
to create a superposition state among varying qubits, facilitating the secure key generation
resistant to quantum attacks. The mentioned measurement phase converts the quantum
states into classical key representations to establish secure transactions in the blockchain.
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Figure 13 Energy consumption analysis. This clustered bar chart shows the energy consumption (in
kWh) of four transaction frameworks—QCG-ST (blue), PC-LN (orange), VQE (green), and CCT-H
(red)—as the number of shards increases (1, 2, 4, 8, 16). Each group of bars corresponds to a particular
shard count, and the height of each colored bar indicates the total kilowatt-hour (kWh) usage required by
that framework when executing transactions across the specified number of shards. QCG-ST consistently
uses the least energy, followed by PC-LN, CCT-H, and VQE, with all four frameworks showing reduced
energy consumption as shard counts grow. Full-size K&l DOT: 10.7717/peerj-cs.3030/fig-13

The study’s energy usage results originate from operating Qiskit Aer simulations on
classical hardware. The energy usage is dependent on how much CPU power is used and
how long the simulation runs, not on how the quantum gates really work. This does not
demonstrate how much power real-world quantum hardware uses, but it can be used to
determine how much more processing power quantum-resistant processes need compared
to traditional PoS consensus techniques. This method is in line with previous work that
used simulators to compare quantum cryptography methods. It is worth acknowledging,
though, that the actual kWh use on quantum devices or live PoS nodes can vary, and we
will do further work in the future to get more accurate profiles by testing on authentic
quantum processors or energy-traced distributed systems.

The Qiskit Aer simulator was used to test the proposed QCG-ST architecture. This
simulator could simulate blockchain transactions at the quantum level utilizing
lattice-based encryption and sophisticated consensus processes. We studied key
performance indicators such as transaction success rate, processing time, latency,
throughput, and energy use under varied situations, such as transaction sizes (500 to 3,000
bytes) and qubit counts (1 to 10). QCG-ST is different from other frameworks because it
uses quantum-resistant Ring-LWE encryption, a sharded Proof-of-Stake (PoS) mechanism
with threshold signature schemes (TSS), and atomic cross-chain swap protocols. This
uniform design made the system work more effectively. The QCG-ST framework regularly
has higher transaction success rates (up to 98.5%), lower latency, higher throughput, and
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Figure 14 Sample screenshots of Qiskit 1. The top portion of this figure shows a Python code snippet used to draw the Ring-LWE quantum circuit
with Matplotlib: four horizontal lines (circuit wires) are plotted at different vertical positions, and text labels “|0)” mark each qubit’s initial state. Two
Hadamard gates are added as rectangle patches on the lower two wires. The bottom diagram is the rendered quantum circuit itself. Each of the four
wires begins in the [0} state. The lower two wires (labeled a, and a,) pass through Hadamard gates (H), placing them into superposition. A
controlled-NOT (CNOT) gate then entangles qubit a, (control) with qubit a, (target). The top two wires (labeled b, and b,) represent the output
registers that will collapse into the public-key and private-key polynomials after measurement. Together, these unitary operations implement the
key-generation steps for the lattice-based Ring-LWE cryptosystem in the QCG-ST framework. Full-size K&] DOT: 10.7717/peerj-cs.3030/fig-14

lower energy use than other models including PC-LN, VQE, and CCT-H. These results
clearly show that the QCG-ST architecture is more efficient and can handle more users in
quantum-resistant blockchain settings.

The research discusses to how various strategies can be combined in theory, although
the simulations only look at high-level performance measures like throughput, latency,
success rate, and energy use. However, there is no evident simulation or implementation
output that shows how the ZKP logic works in real life, including how long it takes to
generate a proof, how long it takes to verify it, or how it maintains confidentiality. The
Ring-LWE encryption method is also well-explained in terms of arithmetic operations and
security benefits, but the article lacks any real-world simulation data or cryptographic
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output (such how to make ciphertext, how big the key should be, or how accurate the
decryption is when there is noise) to back up its usage. The findings do not include any real
encrypted transaction samples, Merkle tree validations, or data access control proofs for
blockchain technology (BCT) transaction data, even though block characteristics and
sample schema are given. So, in order to really again up the stated improvements, the
article should contain specific simulation logs or execution outputs that demonstrate how
each of these processes works in the framework, making sure that it is accurate, efficient,
and safe in a form that can be measured. Merkle hashing and ECC provide basic security
measures, however they won’t work against quantum computing in the future. QCG-ST
includes quantum-safe encryption (Ring-LWE), privacy-preserving ZKPs, and secure
cross-chain protocols. These make the entire blockchain network safe from both classical
and quantum attacks.

Research implications

Changes in legal frameworks are necessary since these developments will likely boost user
confidence and acceptance of cryptocurrencies as the market develops. Ultimately, the
findings could drive regulatory discussions around the need for quantum-resilient
technologies, ensuring that cryptocurrencies remain secure in an era increasingly
influenced by quantum computing.

CONCLUSIONS

Conclusion and future work

A significant improvement in the safety and efficacy of cryptocurrencies, the QCG-ST
architecture is especially welcome in light of the dangers of quantum computers. It protects
Bitcoin transactions using lattice-based cryptography and is resistant to possible quantum
attacks. Critical issues in the current state of blockchain technology are transaction speed,
scalability, and energy efficiency; they are all improved by the framework’s optimized
consensus method, which integrates PoS with sharding. It also improves liquidity and
interoperability across blockchain networks by allowing cross-chain atomic exchanges
through hashed time-lock contracts. Using ZKPs enhances privacy and preserves the flow
of transactions in the blockchain. Compared to existing blockchain systems PC-LN, VQE,
and CCT-H, the proposed QCG-ST framework performs better in all metrics measured by
Qiskit simulations: security, speed of transactions, latency, throughput, and energy
consumption based on varying transaction sizes and qubits.

The future research scope involves exploring the proposed QCG-ST integration with
popular cryptocurrencies, and decentralized applications with quantum systems will
provide insights into scalability and user acceptance in a long- term study. Additionally,
analyzing its adaptability to evolving quantum attacks is crucial for its long-term relevance
in the dynamic cryptocurrency research.

ACKNOWLEDGEMENTS

The authors would like to thank all individuals and institutions that contributed to this
research.

Alsayaydeh et al. (2025), Peerd Comput. Sci., DOl 10.7717/peerj-cs.3030 28/31


http://dx.doi.org/10.7717/peerj-cs.3030
https://peerj.com/computer-science/

PeerJ Computer Science

ADDITIONAL INFORMATION AND DECLARATIONS

Funding

The authors received no funding for this work.

Competing Interests
The authors declare that they have no competing interests.

Author Contributions

e Jamil Abedalrahim Jamil Alsayaydeh performed the experiments, analyzed the data,
authored or reviewed drafts of the article, and approved the final draft.

» Mohd Faizal Yusof conceived and designed the experiments, prepared figures and/or
tables, and approved the final draft.

» Nor Adnan Yahaya conceived and designed the experiments, authored or reviewed drafts
of the article, and approved the final draft.

¢ Viacheslav Kovtun performed the computation work, authored or reviewed drafts of the
article, and approved the final draft.

o Safarudin Gazali Herawan analyzed the data, prepared figures and/or tables, and
approved the final draft.

Data Availability
The following information was supplied regarding data availability:

The data and code are available in the Supplemental Files and at Zenodo: Jamil
Abedalrahim Jamil Alsayaydeh, Mohd Faizal Yusof, Nor Adnan Yahaya, Viacheslav
Kovtun, & Safarudin Gazali Herawan. (2025). A Novel Framework for Secure
Cryptocurrency Transactions based on Quantum Crypto Guard [Data set]. Zenodo.
https://doi.org/10.5281/zenodo.15497833.

The Bitcoin Blockchain Historical Data is available at https://www.kaggle.com/datasets/
bigquery/bitcoin-blockchain?select=inputs.

Supplemental Information
Supplemental information for this article can be found online at http://dx.doi.org/10.7717/
peerj-cs.3030#supplemental-information.

REFERENCES

Alsayayadeh JAJ, Yusof MF, Halim MZA, Zainudin MNS, Herawan SG. 2023. Patient health
monitoring system development using ESP8266 and arduino with IoT platform. International
Journal of Advanced Computer Science and Applications 14(4):617-624
DOI 10.14569/1JACSA.2023.0140467.

Alsayaydeh JA]J, Aziz A, Rahman AIA, Salim SNS, Zainon M, Baharudin ZA, Abbasi MI, Khang
AWY. 2021. Development of programmable home security using GSM system for early
prevention. ARPN Journal of Engineering and Applied Sciences 16(1):88-97.

Aydeger A, Zeydan E, Awaneesh AKY, Hemachandra KT, Mishra SK, Liyanage M. 2024.
Towards a quantum-resilient future: strategies for transitioning to post-quantum cryptography.
In: 15th International Conference on Network of the Future (NoF). Piscataway: IEEE.

Alsayaydeh et al. (2025), Peerd Comput. Sci., DOl 10.7717/peerj-cs.3030 29/31


http://dx.doi.org/10.7717/peerj-cs.3030#supplemental-information
https://doi.org/10.5281/zenodo.15497833
https://www.kaggle.com/datasets/bigquery/bitcoin-blockchain?select=inputs
https://www.kaggle.com/datasets/bigquery/bitcoin-blockchain?select=inputs
http://dx.doi.org/10.7717/peerj-cs.3030#supplemental-information
http://dx.doi.org/10.7717/peerj-cs.3030#supplemental-information
http://dx.doi.org/10.14569/IJACSA.2023.0140467
http://dx.doi.org/10.7717/peerj-cs.3030
https://peerj.com/computer-science/

PeerJ Computer Science

Belchior R, Vasconcelos A, Guerreiro S, Correia M. 2021. A survey on blockchain
interoperability: past, present, and future trends. ACM Computing Surveys 54(8):1-41
DOI 10.1145/3471140.

Carrascal G, Roman B, del Barrio A, Botella G. 2024. Differential evolution VQE for
cryptocurrency arbitrage: quantum optimization with many local minima. Digital Signal
Processing 148:104464 DOI 10.1016/j.dsp.2024.104464.

De Silva A, Thakur S, Breslin J. 2024. Card payment protocol for cryptocurrencies with payment
channel network. Distributed Ledger Technologies: Research and Practice 3(3):1-30
DOI 10.1145/3653681.

Dey N, Ghosh M, Chakrabarti A. 2022. Quantum solutions to possible challenges of blockchain
technology. In: Quantum and Blockchain for Modern Computing Systems: Vision and
Advancements: Quantum and Blockchain Technologies: Current Trends and Challenges. Cham:
Springer International Publishing, 249-282.

Dubovoi V, Yukhimchuk M, Kovtun V, Grochla K. 2024. Functional dependability of distributed
control of multi-zone objects under failures conditions. Proceedings of the IEEE/CVF Conference
on Computer Vision and Pattern Recognition 12:95736-95749 Proceedings of the IEEE/CVF
Conference on Computer Vision and Pattern Recognition, pp 5968-5976 3
DOI 10.1109/access.2024.3421380.In:.

Dzidzikashvili D, Kheladze M. 2022. The future of blockchain tech in transactional business.
Economic Insights-Trends Challenges XI(LXXIV)(4):77-97 DOI 10.51865/EITC.2022.04.05.

Fallahpour P. 2024. Lattice-based cryptography in a quantum setting: Security proofs and attacks,
Ph.D. dissertation, Ecole Normale Supérieure de Lyon, ENS LYON.

Feng X, Ma ], Wang H, Miao Y, Liu X, Jiang Z. 2023. An accessional signature scheme with
unmalleable transaction implementation to securely redeem cryptocurrencies. IEEE
Transactions on Information Forensics and Security 18:4144-4156
DOI 10.1109/T1FS.2023.3293402.

Gharavi H, Granjal J, Monteiro E. 2024. Post-quantum blockchain security for the Internet of
Things: survey and research directions. IEEE Communications Surveys & Tutorials
26(3):1748-1774 DOI 10.1109/COMST.2024.3355222.

Grey A, Chatib MHF. 2024. Cryptocurrency security challenges: innovations in blockchain
protocols to mitigate risks. Advances in Technology Innovation 1(2):69-75.

Habib G, Sharma S, Ibrahim S, Ahmad I, Qureshi S, Ishfaq M. 2022. Blockchain technology:
benefits, challenges, applications, and integration of blockchain technology with cloud
computing. Future Internet 14(11):341 DOI 10.3390/£114110341.

Jain AK, Gupta N, Gupta BB. 2025. A survey on scalable consensus algorithms for blockchain
technology. Cyber Security and Applications 3:100065 DOI 10.1016/j.csa.2024.100065.

Joshi S, Choudhury A, Minu RI. 2023. Quantum blockchain-enabled exchange protocol model for
decentralized systems. Quantum Information Processing 22(11):404
DOI 10.1007/s11128-023-04156-1.

Junaidi N, Abdullah MP, Alharbi B, Shaaban M. 2023. Blockchain-based management of
demand response in electric energy grids: a systematic review. Energy Reports 9:5075-5100
DOI 10.1016/j.egyr.2023.04.020.

Kaggle. Bitcoin blockchain historical data (BigQuery). Available at https://www.kaggle.com/
datasets/bigquery/bitcoin-blockchain?select=transactions (accessed 22 August 2025).

Kotey SD, Tchao ET, Ahmed AR, Agbemenu AS, Nunoo-Mensah H, Sikora A, Welte D,
Keelson E. 2023. Blockchain interoperability: the state of heterogeneous blockchain-to-
blockchain communication. IET Communications 17(8):891-914 DOI 10.1049/cmu2.12594.

Alsayaydeh et al. (2025), Peerd Comput. Sci., DOl 10.7717/peerj-cs.3030 30/31


http://dx.doi.org/10.1145/3471140
http://dx.doi.org/10.1016/j.dsp.2024.104464
http://dx.doi.org/10.1145/3653681
http://dx.doi.org/10.1109/access.2024.3421380.In:
http://dx.doi.org/10.51865/EITC.2022.04.05
http://dx.doi.org/10.1109/TIFS.2023.3293402
http://dx.doi.org/10.1109/COMST.2024.3355222
http://dx.doi.org/10.3390/fi14110341
http://dx.doi.org/10.1016/j.csa.2024.100065
http://dx.doi.org/10.1007/s11128-023-04156-1
http://dx.doi.org/10.1016/j.egyr.2023.04.020
https://www.kaggle.com/datasets/bigquery/bitcoin-blockchain?select=transactions
https://www.kaggle.com/datasets/bigquery/bitcoin-blockchain?select=transactions
http://dx.doi.org/10.1049/cmu2.12594
http://dx.doi.org/10.7717/peerj-cs.3030
https://peerj.com/computer-science/

PeerJ Computer Science

Kumar NA, Selvarani AG, Vivekanandan P. 2023. An interoperability cross-block chain
framework for secure transactions in IoT. Computer Systems Science and Engineering
47(1):1077-1090 DOI 10.32604/csse.2023.034115.

Mohanty D, Anand D, Aljahdali HM, Villar SG. 2022. Blockchain interoperability: towards a
sustainable payment system. Sustainability 14:913 DOI 10.3390/sul14020913.

Rukhiran M, Boonsong S, Netinant P. 2024. Sustainable optimizing performance and energy
efficiency in proof of work blockchain: a multilinear regression approach. Sustainability
16(4):1519 DOI 10.3390/sul6041519.

Rushita D, Sood K, Yadav US. 2023. Cryptocurrency and digital money in the new era. In: Digital
Transformation, Strategic Resilience, Cyber Security and Risk Management. Vol. 111. Leeds, UK:
Emerald Publishing Limited, 179-190.

Sahin MS, Akleylek S. 2023. A survey of quantum secure group signature schemes: lattice-based
approach. Journal of Information Security and Applications 73:103432
DOI 10.1016/j.jisa.2023.103432.

Sahu SK, Mazumdar K. 2024. State-of-the-art analysis of quantum cryptography: applications and
future prospects. Frontiers in Physics 12:1456491 DOI 10.3389/fphy.2024.1456491.

Shah AS, Karabulut MA, Akhter AS, Mustari N, Pathan ASK, Rabie KM, Shongwe T. 2023. On
the vital aspects and characteristics of cryptocurrency—a survey. IEEE Access 11:9451-9468
DOI 10.1109/ACCESS.2023.3240103.

Shkarupylo VV, Blinov IV, Chemeris AA, Dusheba VV, Alsayaydeh JAJ. 2022. On applicability
of model checking technique in power systems and electric power industry. In: Systems, Decision
and Control in Energy III. Cham: Springer International Publishing, 3-21
DOI 10.1007/978-3-030-87675-3_1.

Sinai NK, Peter HI. 2024. Q-RTOP: quantum-secure random transaction ordering protocol for
mitigating maximal extractable value attacks in blockchains with a priority gas-fee policy. IEEE
Access 12:10036-10046 DOI 10.1109/ACCESS.2024.3351830.

Tom JJ, Anebo NP, Onyekwelu BA, Wilfred A, Eyo RE. 2023. Quantum computers and
algorithms: a threat to classical cryptographic systems. International Journal of Engineering and
Advanced Technology 12(5):25-38 DOI 10.35940/ijeat.E4153.0612523.

Yadav S. 2023. An extensive study on lattice-based cryptography and its applications for
RLWE-based problems. Universal Research Reports 10(3):104-110
DOI 10.36676/urr.2023-v10i3-014.

Yusoff MNB, Hasan HF, Abd Ali SM. 2024. Bitcoin layer two scaling solutions: lightening
payment channels network comprehensive review, mechanisms, challenges, open issues and
future research directions. Iraqi Journal for Computer Science and Mathematics 5(1):25-59.

Zhang Y, Tang Y, Li C, Dong M, Huang M, Zhang H, Ota K. 2024. Privacy-preserving for
blockchain-enabled cold-chain logistics system with IoV and linkable ring signature. IEEE
Transactions on Vehicular Technology 73:12585-12596 DOI 10.1109/TVT.2024.3391419.

Alsayaydeh et al. (2025), Peerd Comput. Sci., DOl 10.7717/peerj-cs.3030 31/31


http://dx.doi.org/10.32604/csse.2023.034115
http://dx.doi.org/10.3390/su14020913
http://dx.doi.org/10.3390/su16041519
http://dx.doi.org/10.1016/j.jisa.2023.103432
http://dx.doi.org/10.3389/fphy.2024.1456491
http://dx.doi.org/10.1109/ACCESS.2023.3240103
http://dx.doi.org/10.1007/978-3-030-87675-3_1
http://dx.doi.org/10.1109/ACCESS.2024.3351830
http://dx.doi.org/10.35940/ijeat.E4153.0612523
http://dx.doi.org/10.36676/urr.2023-v10i3-014
http://dx.doi.org/10.1109/TVT.2024.3391419
http://dx.doi.org/10.7717/peerj-cs.3030
https://peerj.com/computer-science/

	A novel framework for secure cryptocurrency transactions using quantum crypto guard
	Introduction
	Materials and Methods
	Discussion
	Conclusions
	flink5
	References



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile (None)
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Average
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Average
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Average
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


