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Abstract—Electrical energy distribution faces the significant
issue of losses, with power theft being a main factor contributing
to these losses. This difficulty is not limited to Pakistan but is
also prevalent in several other nations worldwide. This study
introduces a technique that utilizes smart meters to identify the
approximate whereabouts of power theft. In addition to the
detection of power theft, this study also presents a mechanism
for the eradication of unauthorized users. The methodology
used involves comparing the overall energy with the energy that
is lawfully utilized. Wireless communication systems, such as
Global System for Mobile Communications (GSM) and
Network Repository Function (NRF), are wused for
communication between the meters.
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Theft Prevention, Power Theft Elimination

I. INTRODUCTION

In recent years, contemporary technologies have
transformed the global energy landscape to improve
efficiency, reliability, and security. Smart grid technology
relies on the Internet of Things (IoT), which has enabled
several smart city innovations including object detection [1],
notably in smart metering systems. Smart meters with IoT
capabilities have revolutionized power usage monitoring and
management. These systems focus on energy theft, which
causes major economic and operational issues for utilities,
particularly secondary distribution networks.

Utility companies worldwide struggle with electricity
theft, or unlawful power use. Tampering with meters, creating
unauthorized connections, and bypassing meters are
examples. Energy theft costs billions of dollars annually,
especially in poorer countries with poor infrastructure and
enforcement, according to the World Bank [2]. Theft causes
system inefficiencies, greater operating costs, and safety
issues [3].

Real-time monitoring, data analysis, and automated
anomaly reaction using IoT in smart metering systems may
overcome these challenges. IoT smart meters may identify
theft by sensing energy demand spikes, strange consumption
patterns, or meter manipulation [4]. Data from sensors and
communication equipment is analyzed by centralized
management systems [5]. These capabilities help utilities

2" Nurwahyu Alamsyah
Information Technology Department
Universitas Muhammadiyah Yogyakarta
Yogyakarta, Indonesia

nurwahyu.alamsyah@umy.ac.id

5t Naveed Mufti
Department of Telecommunication
Engineering
University of Engineering & Technology

Mardan, Pakistan
naveed@uetmardan.edu.pk

34 Qazi Mazhar ul Haq
Department of Computer Science and
Engineering and IBPI
Yuan Ze University
Taoyuan, Taiwan
qazi@saturn.yzu.edu.tw

6" Muhamad Amirul Haq,
Computer Science Department
Universitas Muhammadiyah Surabaya
Surabaya, Indonesia
amirulhaq@ft.um-surabaya.ac.id

detect and stop theft, reducing losses and improving power
distribution network reliability [6]. Recent study shows that
IoT-based smart metering solutions reduce power theft. Zheng
et al. (2020) used machine learning techniques and IoT-
enabled smart meters to detect theft-related usage trends [7].
After installing sophisticated metering networks, the authors
noticed a significant drop in unaccounted-for power [§].
Sharma et al. (2019) examined IoT technologies in rural and
urban locations and found that they may be readily extended
and adapted to diverse operating settings [9].

IoT-based smart metering systems have great potential,
but they must overcome numerous difficulties to be widely
adopted and successful. Protecting data integrity and privacy
is a problem. Hacks and unauthorized access to personal data
are concerns when consumption data is collected and sent
[10]. To safeguard client data and maintain trust in these
technologies, robust encryption and secure communication
protocols must be prioritized [11]. IoT-enabled smart meters
need large initial infrastructure and technology expenditures,
which may constrain utilities' finances, particularly in
developing countries [12].

Smart metering systems using IoT require appropriate
legislation. The creation and operation of these systems should
be controlled to safeguard data, interoperate, and consumer
rights [13]. Governments, utilities, and IT businesses must
work on smart metering [14]. This study demonstrates IoT-
based smart metering reduces secondary distribution network
power theft. These systems' communication and technology
are investigated. The essay addresses implementation
challenges and solutions. Research and case studies
demonstrate IoT improves smart meters. List of loT-based
smart metering  sensor  networks, = communication
technologies, and data analytics platforms. Machine learning,
anomaly detection, and real-time monitoring will identify
energy theft [15], [16]. The best techniques and experiences
from global deployments will be highlighted [17], [18], [19],
[20]. Government and regulatory issues are vital for these
systems' successful implementation. IoT-based smart
metering may improve power distribution network security,
efficiency, and sustainability. Stopping power theft helps
stabilize economies and build resilient energy infrastructure
[21-25].
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Four periods of the Industrial Revolution. The revolution
started with new energy sources powering machinery.
Introducing coal mining and steam-powered facilities were
important [26]. Iron and steel industries advanced throughout
the second revolution, which introduced mass production and
electricity. Many enormous industrial plants with assembly
lines were developed, generating new enterprises [27]. After
the Third Revolution automated supply chains, computers and
telephone connections were implemented [28]. The Fourth
Industrial Revolution will be driven by advanced robotics, 5G,
and IoT [29-31].

Data, processes, devices, and people are seamlessly
interconnected by the IoT. IoT measures and analyzes
behaviors to improve them. Big data is gathered and processed
[31]. Healthcare, urban planning, construction, agriculture,
water, and energy management may benefit from IoT [32].
This is done via real-time automated decision-making and
evaluation systems. Meter reading, requiring utility company
personnel visits, is inefficient and limited since energy meters
cannot convey customer consumption (Figure 1). In urban or
difficult terrain, this strategy demands a lot of physical work,
time, and logistics. Manual reading mistakes may cause
inaccurate invoicing, which annoys customers and costs
energy providers [31].

Remotely monitored residential metering devices may
address these issues. Remotely checking house meters is
possible for utilities [32]. Modern wireless, cellular, and
power line communication accomplish this. Using this
technology simplifies meter reading, cutting operational costs
and enhancing data accuracy [33]. The authors' domestic
energy management system uses fog computing, an IoT-
enabled smart plug, and a smart meter. The intelligent plug
calculates RMS current, frequency, power factor, active
power, and reactive power. To complete [34], develop and
install an IoT-connected smart energy meter. Simple,
affordable, and effective meter. Energy use by electrical
devices will be recorded.

Remote control exceeds meter reading. These
technologies may help utilities optimize energy consumption
and save energy via demand-side management. Power
companies have reduced grid overloads, regulated peak
demands, and promoted energy sustainability [35]. By
remotely changing parameters or load shedding.
E-billing streamlines paper invoicing and facilitates remote
control. Digital billing reduces paper waste and improves
transparency [36]. More particular, [37] notes that users may
quickly obtain billing information, examine energy usage
trends, and make informed use decisions. Fixing this requires
a very efficient pricing strategy [33]. Each user's smart meter
needs an ECC. Connecting the communication structure and
electrical grid with smart meters.

Computerized billing offers dynamic pricing. These
models allow utility suppliers to adjust prices based on
consumption, peak demand, and energy sources [39].
Customers may actively reduce energy usage by employing
off-peak hours or energy-efficient practices. Electron billing
benefits utilities and consumers by encouraging energy
management cooperation [40].
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Fig. 1. Block Diagram of Proposed and Implemented Model

Remote control and automated billing enable data
analytics and machine learning for utilities. Utility companies
may detect consumption trends, inefficiencies, and targeted
efforts to enhance service delivery and customer happiness by
analyzing enormous datasets from meter readings and
invoicing [34]. Analytical methods may improve operational
efficiency and energy management [40], [41]. Machine
learning may enhance IoT smart meter data gathering and
processing [42-46]. Intelligent and sustainable energy
management need these technologies [47-48].

Remote control and electronic invoicing systems provide
unique issues. Data privacy, cybersecurity, and system
resilience must be addressed thoroughly. To protect sensitive
user data and system integrity, encryption, authentication, and
access restrictions are essential [49].

II. SYSTEM DESIGN

We devised three smart meters, Two consumer smart
meters (U/M) and Transformer smart check meters (T/F). In
our designed system we will detect theft by installing a check
meter after several connections, which will compare the
output from transformer to the load. After theft detection it
will send a message to the control room through wireless
module NRF24101 to distribution transformer check meter
shown in Figure 1.

The transformer check meter will show the total consumed
units at that time. The transformer check meter will compare
its output units with two consumers check meter. If the output
of two consumer check meters is not equal to that of
transformer output, then it will send message to control room
that the theft is detected the flow chart of work is shown in
Figure 2.

Power = V., X Lns X cos(0) (1)
where,
v I
Vims = o/ﬁ and lppys = o/\/i
Energy = Power X time 2)

A. Consumer’s smart meter

The consumer’s check meter can count the consumed units
by the consumer. This meter also has the ability to send
consumed units to the control room through NRF. And also,
in case of theft detection the control room and user smart
meter will communicate through NRF.

B. Distribution transformer check meter

The transformer check meter will show the total consumed
units at that time. The transformer check meter will compare

Authorized licensed use limited to: Universiti Teknikal Malaysia Melaka-UTEM. Downloaded on January 27,2025 at 08:37:59 UTC from IEEE Xplore. Restrictions apply.



2024 4th International Conference on Electronic and Electrical Engineering and Intelligent System (ICE3IS), 7-8 August 2024

its output power with user’s/consumers smart meters. If the
output of two consumer check meter is not equal to that of
transformer output, then it will send message to control room
that the theft is detected.

III. MERITS OF PROPOSED METHODOLOGY

Smart Meter is the main building block of Smart Grid. Our
modified Smart Meter devices give remote control over the
individual user’s energy. The updated meters will monitor
user’s energy meter to detect theft and then eliminate the theft,
Illegal or unauthorized connection on secondary distribution
line.

The proposed methodology enhances remote control and
management of energy consumption through real-time
monitoring and remote adjustments, providing significant
advantages for users and utility companies. By enabling
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immediate detection and automated alerts for energy theft
after the distribution transformer, the system ensures quick
response and minimizes losses. This contributes to reduced
operational costs and optimized energy usage, allowing users
to anticipate bills and adjust consumption patterns for
potential savings. Additionally, the methodology promotes
user empowerment and transparency, fostering trust between
consumers and providers, while supporting energy
conservation and sustainability efforts. The primary
objectives are to develop remote-controlled energy meters,
implement theft detection mechanisms, enhance data
monitoring and analysis, evaluate cost-benefit impacts,
improve user-utility interaction, and promote sustainable
energy practices, thereby demonstrating the system's
effectiveness in improving energy management and reducing
theft.

Total Energy= consumed
Energy+Ohmic Losses

If Not Equal

Display "Theft Detectrd" on LCD

v

Display " No Theft " on LCD

v

Shutdown U/M's and C/M
through NRF

v
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Fig. 2. Flow chart of Proposed Methodology

Fig. 3. Modified user’s Smart meters and transformer check meters.

IV. RESULTS

In our designed system, theft will be detected by installing
a check meter after several connections, which will compare
the output of transformer to the sum of legal load. If the output
of transformer is greater than the sum of all legal individual
user’s plus ohmic losses it means, there is illegal connection
(theft) else no theft/illegal connection and the distribution is
normal shown in Figure 5. In the case of theft detection, the
transformer check meter (C/M) will send message to control
room through wireless communication module (NRF24101)
then after receiving message of theft/Illegal connection
detection the control will send message to all legal users to
switch off. After switching off all legal users (U/M), the
control room will send “1” to DPDT to send High Voltage
Spike to burn out/eliminate the illegal connection.
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A. Theft Detection Scenario

Detection of power theft is done by the synchronization of
these check meters. As discussed earlier the transformer check
meter will show the total consumed units at that time and the
NRF meter installed is shown in Figure 4. Therefore, when
someone is trying to power theft using a wire, the extra units
consumed in the form of that will be shown on transformer
check meter after comparison with local consumers check
meter. These readings will be sent out to the control room
through NRF. Moreover, with the help of these meters, we
cannot only easily detect the illegal and consumed units but
can also the approximate location of power theft.

Illegal

Fig. 4. Designed prototype

B. Elimination of electricity theft on Secondary Distribution

When our designed model/system locates the theft or
illegal connection on secondary distribution line then from
control room/ T/F meter the legal user smart meters will off,
and then High voltage spike will generate by the T/F meter. It
will eliminate the illegal connections/theft on distribution line
shown in Figure 6.

Fig. 6. Theft Detection Scenario Snapshot

V. CONCLUSIONS

With the advancement of technology, the method of
electricity theft is getting advanced. Consumers are
discovering fresh ways and techniques to tamper their meters.
That’s why the present metering system (Analog or simple
digital meters) cannot fit this era especially in Pakistan. To
deal with such advanced criminal’s smart grid system is
compulsory. The proposed mechanism interconnects the
whole distribution system resulting in minimizing illegal
consumption of electric energy. Besides theft detection, this
article also provides an approach to eliminate the illegal
consumers of electricity.

TABLE L COMPARISON KEY FEATURES OF OUR MODIFIED SMART
METER WITH OTHER METERS
Key Features | Traditional Digital Our Modified
Analogue Energy Smart Energy
Meter meter Meter
Remote Control X X v
Theft Detection X X v
Theft X X v
Elimination
Distribution X X v
Transformer
Over-load
Protection
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